Windows Vista BitL ocker
Creating a Recovery Key

e If the machine is live, a set of recovery
keys can be created

e The keys can be in the form of a
recovery password, and a recovery USB
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There are several methods available to generate arecovery key if the system islive when
seized. Whileintrusive, it isnot asintrusive as alive image and it still provides access to
the data after it is downed. Recovery keys can be generated using the BitL ocker utilities
from the Control Panel.

To generate a set of recovery keyswhilethe system islive:

1.

2.

Open the Control Panel and click Classic View in the upper |€eft of the panel.
Double-click the BitL ocker Drive Encryption icon.
The BitLocker utility locates the BitLocker encrypted drives.

Click Manage BitL ocker Keys at the bottom of the screen.
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BitLocker Drive Encryption encrypts and protects your data. I
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The recovery password 1s used to recover the data on a El

BitLocker protected drive,

Recovery Password:
012265-613822-318670-489423-062513-644765-152966-537328
To verify that this is the correct recovery password [ Cancel
compare these tags with tags presented on the recovery e
SEreen. EE EE I

Drive Label: BITLOCKER C: 2/26/2007.

Password ID: {38E5F7F5-8F97-4892-AFC4-C034CF39378cC).

5. Vistaasksif you want to duplicate the recovery password and the startup key.

6. Select Duplicate the Recovery Password.

7. The utility givesthe option of saving the password to a USB device or folder, or
to print the password. When saving to aUSB device, Vistadisplays all local
removable devices currently attached to the system.

8. Select the method you want and it copies the .txt file identified by a GUID to the
device.
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Imaging a BitL ocker Encrypted Drive

e Must use a Vista Operating System with BitLocker
e Decrypt the drive with the Recovery Key
¢ Image the drive logically
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Toimage a BitL ocker encrypted drive:

1. Boot an investigative computer that has aversion of Vistathat supports
BitLocker.

« Use a Vista Operating System*
— Enterprise or Ultimate Versions

d
A
Windows Vista

Enterprise

*¥This 1s necessary to decrypt the BitLocker Drive prior

to imaging

2. Theencrypted drive is unlocked using the investigative BitL ocker utility by
applying the recovery key. The drive must then be imaged logically.

3. Connect the source drive to the investigative computer.
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Remove suspect drive and mount it as a
foreign volume with a write protect device

4. Use awrite-block device to protect the source drive and boot the Vista system.

5. Vistaisused to mount the drive as aforeign driveif it has been removed from the
suspect’ s computer.

6. Start the BitLocker Drive Encryption Utility.
7. Open the Control Panel.

8. Double-click BitLocker Drive Encryption.

Launch BitLocker from the Control Panel

9. Vidtaidentifiesthe volumes that have BitL ocker encryption by displaying a
golden lock icon.
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Vista will identify the locked drive
and give the option to unlock it

BitLocker Dirive Encryption encrypts and protects your data.

Eitlochker Drive Encryption helps prevent unauthorized access to amy files stored on the volume chiown below.
You ane able to use the computer normally, but uneuthonzed wsers cannct mead or use your files.
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10. For those volumes, BitLocker also has an Unlock Volume link to decrypt the data.

11. Once the partition is selected, click Load password from removable media or
manually input the password (the 48-character recovery password).

#  EBalocker Dreve Encryption Recovery
Provide your BitLocker Drive Encryption recovery password
Thiis clisk volune is: callad BITLOCKER C- 27262007
The administraties password 10 i ABS0AEFA-BIC2 4548 S512-05A3591A3F
B Leskar Deva Erscryplaon s Blodked scoass 10 5 e n T dak vohars Ta
acoess B fles, you must proside your eooveny passwond
= Load password from remowvable media
-+ Manually input the password
Cancel

12. If you choose to load the password from removable media, Vistadisplays only the
available removable drives.

13. Provide the decryption credentials.

14. Select the drive that contains the USB Recovery Key.
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Provide the USB Recovery Key

o Edlocke Dewve Encryption Recovery

You can now temporarily acoess this drive I
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15. Provide the Recovery Password.

16. If you choose to manually input the password, Vista displays an entry box for the

key.

Provide the Recovery Password

®  Ealocker Drive Encryptan Recevery

I You can now temporarily access this drive I
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17. Enter only the numeric values (and not the hyphens).

18. After you enter the correct password, Vista displays the message, “Y ou can now

temporarily accessthisdrive.”

19. Y ou can now access the drive.
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Vista will give you access to the drive
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After the driveis unlocked, Vista displays the encrypted drive in a Windows Explorer

view.

Y ou can turn off BitLocker encryption. However, merely turning it off does not decrypt
the drive. It unlocks the FVEK so that it is not encrypted during the boot process. The
system boots normally and continues to decrypt the drive in memory. A full decryption

must be completed to remove the BitL ocker encryption from the drive.

At this point, the drive can be imaged as any other drive.
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The image must be alogical image. If you make a physical image of the drive, it isjust
encrypted data. By making alogical image, BitL ocker decrypts the datain memory asit
is streamed to the destination drive.
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BitLocker Analysis

» The decrypted image will be a sector by
sector decryption and will include
— File Slack
— Unallocated Clusters
— QOther HDD Information

o Analysis can be conducted from an Microsoft
Windows XP or Vista Ultimate or Enterprise
operating system. You will need Vista for:

— BitLocker Decryption
- Viewing Vista Event Logs

The decrypted data contains file slack—data in unallocated clusters and all other artifacts
asinanormal logical image. Because the data is encrypted on a sector-by-sector basis,
the operating system doesn’t distinguish between allocated and unallocated
sectors/clusters and decrypts al logical sectorsin that partition.

When conducting your analysis, you can use either Microsoft Windows XP or Vista
Ultimate or Enterprise. You will need Vistaif you need to decrypt BitLocker and view
event logs.
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