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Windows Vista BitLocker 
Creating a Recovery Key 

 

There are several methods available to generate a recovery key if the system is live when 
seized. While intrusive, it is not as intrusive as a live image and it still provides access to 
the data after it is downed. Recovery keys can be generated using the BitLocker utilities 
from the Control Panel. 

To generate a set of recovery keys while the system is live: 

1. Open the Control Panel and click Classic View in the upper left of the panel. 

2. Double-click the BitLocker Drive Encryption icon. 

3. The BitLocker utility locates the BitLocker encrypted drives. 

4. Click Manage BitLocker Keys at the bottom of the screen. 
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5. Vista asks if you want to duplicate the recovery password and the startup key. 

6. Select Duplicate the Recovery Password. 

7. The utility gives the option of saving the password to a USB device or folder, or 
to print the password. When saving to a USB device, Vista displays all local 
removable devices currently attached to the system. 

8. Select the method you want and it copies the .txt file identified by a GUID to the 
device. 
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Imaging a BitLocker Encrypted Drive 

 

To image a BitLocker encrypted drive: 

1. Boot an investigative computer that has a version of Vista that supports 
BitLocker. 

 

2. The encrypted drive is unlocked using the investigative BitLocker utility by 
applying the recovery key. The drive must then be imaged logically. 

3. Connect the source drive to the investigative computer. 
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4. Use a write-block device to protect the source drive and boot the Vista system. 

5. Vista is used to mount the drive as a foreign drive if it has been removed from the 
suspect’s computer. 

6. Start the BitLocker Drive Encryption Utility. 

7. Open the Control Panel. 

8. Double-click BitLocker Drive Encryption. 

 

9. Vista identifies the volumes that have BitLocker encryption by displaying a 
golden lock icon. 
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10. For those volumes, BitLocker also has an Unlock Volume link to decrypt the data. 

11. Once the partition is selected, click Load password from removable media or 
manually input the password (the 48-character recovery password). 

 

12. If you choose to load the password from removable media, Vista displays only the 
available removable drives. 

13. Provide the decryption credentials. 

14. Select the drive that contains the USB Recovery Key. 
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15. Provide the Recovery Password. 

16. If you choose to manually input the password, Vista displays an entry box for the 
key. 

 

17. Enter only the numeric values (and not the hyphens). 

18. After you enter the correct password, Vista displays the message, “You can now 
temporarily access this drive.” 

19. You can now access the drive. 
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After the drive is unlocked, Vista displays the encrypted drive in a Windows Explorer 
view. 

You can turn off BitLocker encryption. However, merely turning it off does not decrypt 
the drive. It unlocks the FVEK so that it is not encrypted during the boot process. The 
system boots normally and continues to decrypt the drive in memory. A full decryption 
must be completed to remove the BitLocker encryption from the drive. 

At this point, the drive can be imaged as any other drive.  

 

The image must be a logical image. If you make a physical image of the drive, it is just 
encrypted data. By making a logical image, BitLocker decrypts the data in memory as it 
is streamed to the destination drive. 
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BitLocker Analysis 

 

The decrypted data contains file slack—data in unallocated clusters and all other artifacts 
as in a normal logical image. Because the data is encrypted on a sector-by-sector basis, 
the operating system doesn’t distinguish between allocated and unallocated 
sectors/clusters and decrypts all logical sectors in that partition. 

When conducting your analysis, you can use either Microsoft Windows XP or Vista 
Ultimate or Enterprise.  You will need Vista if you need to decrypt BitLocker and view 
event logs.  

 


