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NOTE

This report is a redacted and unclassified version of the full report that the Office of the
Inspector General (OIG) completed in July 2004 and provided at that time to the Federal Bureau
of Investigation (FBI), the Department of Justice, the Congress, the Central Intelligence Agency,
the National Security Agency, and the National Commission on Terrorist Attacks Upon the
United States. The OIG’s full report is classified at the Top Secret/SCI level.

At the request of members of Congress, after issuing the full report the OIG created an
unclassified 371-page version of the report. Because the unclassified report included
information about the FBI’s investigation of Zacarias Moussaoui, and because of the pendency
of the prosecution of Moussaoui in the United States District Court for the Eastern District of
Virginia and the rules of that Court, the OIG could not release the unclassified version of the
report without the Court’s permission. On February 1, 2005, the OIG filed a motion in the
District Court requesting leave to release publicly the unclassified report, including the
information about Moussaoui. Moussaoui’s defense counsel objected to the release of any
information related to Moussoaui and certain other information. The Court denied the OIG’s
motion on April 28, 2005.

Thereafter, the OIG redacted from the report the information requested by Moussaoui’s
defense counsel. On June 7, 2005, the OIG filed a motion with the Court requesting leave to
release publicly the redacted, unclassified version of the report, and the Court granted the OIG’s
motion.

This is the redacted, unclassified version of the report. In the future, when the Moussaoui
case is concluded and with the Court’s permission, the OIG intends to release the full
unclassified report, including the information that was redacted from this version.
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CHAPTER ONE
INTRODUCTION

I. Introduction

On September 11, 2001, 19 terrorists hijacked 4 comrnercial airplanes as
part of a coordinated terrorist attack against the United States. Two of the
planes crashed into the World Trade Center Towers in New York City and one
hit the Pentagon near Washington, D.C. The fourth plane crashed in a field in
southwestern Pennsylvania. More than 3,000 persons were killed in these
terrorist attacks.

On February 14, 2002, the House of Representatives Permanent Select
Committee on Intelligence and the Senate Select Committee on Intelligence
began a joint inquiry to address questions related to the September 11 attacks,
such as “what the Intelligence Community knew prior to September 11 about
the scope and nature of any possible terrorist attacks... what was done with
that information” and “how and to what degree the elements of the Intelligence
Community have interacted with each other, as well as with other parts of the
federal, state, and local governments, with respect to identifying, tracking,
assessing, and coping with international terrorist threats.”! This review became
known as the Joint Intelligence Committee Inquiry or “the JICI review.”

One of the key questions arising after the attacks was what information
the Federal Bureau of Investigation (FBI) knew before September 11 that was
potentially related to the terrorist attacks. On May 21, 2002, Coleen Rowley,
the Chief Division Counsel in the FBI’s Minneapolis Field Office,” wrote a 13-
page letter to FBI Director Robert Mueller in which she raised concerns about
how the FBI had handled certain information in its possession before the

sl Y

! The U.S. “Intelligence Community” is composed of 14 agencies responsible for
collecting intelligence information on behalf of the government and includes the Federal
Bureau of Investigation and the Central Intelligence Agency (CIA).

? The CDC provides legal counsel and advice to field office management, supervisors,
and agents on administrative and operational matters.



| In
addition, the Director asked the OIG to review the issues in an Electronic
Communication (EC) written by an FBI Special Agent in Phoenix (known as
the Phoenix EC), as well as “any other matters relating to the FBI’s handling of
information and/or intelligence before September 11, 2001 that might relate in
some manner to the September 11, 2001 attacks.”

1
|

The Phoenix EC was a memorandum sent by an agent in the FBI’s
Phoenix office in July 2001 to FBI Headquarters and to the FBI’s New York
Field Office.” The Phoenix EC outlined the agent’s theory that there was a

3 This document has commonly been referred to as “the Phoenix memo” or “the
Phoenix EC.” Throughout this report, we use the term “Phoenix EC” to refer to this
document.



coordinated effort by Usama Bin Laden to send students to the United States to
attend civil aviation universities and colleges for the purpose of obtaining jobs
in the civil aviation industry to conduct terrorist activity. The EC also
recommended that FBI Headquarters instruct field offices to obtain student
identification information from civil aviation schools, request the Department
of State to provide visa information about foreign students attending U.S. civil
aviation schools, and seek information from other intelligence agencies that
might relate to his theory. At the time of the September 11 attacks, little action
had been taken in response to the Phoenix EC.

The OIG agreed to conduct a review in response to the FBI Director’s
request. In conducting our review, OIG investigators also learned that prior to
the September 11 attacks the Intelligence Community had acquired a
significant amount of intelligence about two of the hijackers — Nawaf al Hazmi
and Khalid al Mihdhar.* Well before September 11, 2001, the Intelligence
Community had discovered that Hazmi and Mihdhar had met with other al
Qaeda operatives in Malaysia in January 2000. The CIA also had discovered
that Mihdhar possessed a valid U.S visa and that Hazmi had traveled to the
United States in January 2000. The FBI contended, however, that it was not
informed of Mihdhar’s U.S. visa and Hazmi’s travel to the United States until
August 2001, just before the September 11 attacks. At that time, the FBI had
1nitiated an investigation to locate Mihdhar and Hazmi, but the FBI was not
close to finding them at the time of the September 11 attacks. The OIG also
learned that Hazmi and Mihdhar had resided in the San Diego area in 2000,
where they interacted with a former subject of an FBI investigation and lived
as boarders in the home of an FBI source. The OIG therefore decided to
include 1in its review an investigation of the intelligence information available
to the FBI about Hazmi and Mihdhar before September 11 and the FBI’s
handling of that intelligence information.

In December 2002, the JICI released its final report entitled, “Joint
Inquiry into Intelligence Community Activities before and after the Terrorist
Attacks of September 11, 2001.” One of the report’s recommendations was for
the Inspectors General at the Department of Justice (DOJ), CIA, Department of

% Mihdhar, Hazmi, and three others hijacked and crashed American Airlines F light 77
into the Pentagon. .



Defense, and Department of State to determine whether and to what extent
personnel at those agencies should be held accountable for any acts or
omissions with regard to the identification, prevention, and disruption of the
September 11 terrorist attacks.

II. OIG investigation
The OIG’s review focused on the FBI’s handling of the Phoenix EC, [JJii

IR 2 the intelligence information about Mihdhar and
Hazmi. To review these issues, the OIG assembled a team of four attorneys,
three special agents, and two auditors. The team conducted 225 interviews of
personnel from the DOJ, FBI, CIA, and other agencies. For example, we
interviewed FBI personnel from FBI Headquarters; from FBI field offices in
Minneapolis, San Diego, New York, Phoenix, and Oklahoma; and from FBI
offices overseas. We also interviewed employees from the CIA, the INS, the
National Security Agency (NSA), and the Federal Aviation Administration
(FAA). We reviewed over 14,000 pages of documents we obtained from the
FBI, the CIA, the NSA, and JICI.

Our review of the FBI’s handling of the Hazmi and Mihdhar matter
required us to obtain a significant amount of information from the CIA
regarding its interactions with the FBI on that matter. To conduct our review,
we thus had to rely on the cooperation of the CIA in providing us access to
CIA witnesses and documents. We were able to obtain CIA documents and
interviewed CIA witnesses, but we did not have the same access to the CIA
that we had to DOJ information and employees. We also note that the CIA
OIG is conducting its own inquiry of the CIA’s actions with regard to the
Mihdhar and Hazmi matter.

1. Organization of the OIG report

This report is organized into six chapters. Chapter One contains this
introduction. Chapter Two provides general background on the issues
discussed 1in this report. For example, it contains descriptions of key
terminology, the FBI’s organizational structure, the so-called “wall” that
separated intelligence and criminal investigations in the FBI and the DOJ, the
process for obtaining a FISA warrant, and other legal background issues related
to how the FBI investigated terrorism and intelligence cases before September
11,2001. Because the background chapter contains basic terminology and



concepts, those with more extensive knowledge of these issues may not need to
read this chapter in full.

Chapter Three evaluates the FBI’s handling of the Phoenix EC. As an
initial matter, we provide background on how “leads” were assigned in the FBI
before September 11, 2001, and we summarize the contents of the Phoenix EC.
We then describe in detail how the Phoenix EC was handled within the FBI
before September 11. In the analysis section of Chapter Three, we examine
problems in how the Phoenix EC was handled, first focusing on the systemic
problems that affected the way the FBI treated the EC and then discussing the
performance of the individuals involved with the EC. At the end of the chapter
we discuss several other pieces of information in the possession of the FBI
before September 11 that also noted connections of potential terrorists to the
aviation industry or the use of airplanes.

In Chapter Five, we examine the FBI’s handling of intelligence
information concerning Hazmi and Mihdhar. We found that, beginning in late
1999 and continuing through September 11, 2001, the FBI had at least five
opportunities to learn of intelligence information about Mihdhar and Hazmi
which could have led it to focus on them before the September 11 attacks. In
this chapter, we describe each of these five opportunities in detail. We
describe the intelligence information regarding Hazmi and Mihdhar that
existed at the time, whether the information was made available to the FBI, and
what additional information about Hazmi and Mihdhar the FBI could have
developed on its own. In the analysis section of this chapter, we evaluate the
problems that impeded the FBI’s handling of the information about Hazmi and
Mihdhar before September 11, and we also address the performance of the
individuals involved in the Hazmi and Mihdhar case.



‘In Chapter Six, we set forth our recommendations for systemic
improvements in the FBI and we summarize our conclusions.

I At that time, the OIG prov1ded the report which was classified at the
TOP SECRET/SCI level, to the National Commission on Terrorist Attacks
Upon the United States (9/11 Commission). The 9/11 Commission used
certain information from our report in its final report. In July 2004, we also
provided our classified report to certain congressional committees with
oversight of the Department of Justice, including the House of Representatives
and Senate Committees on the Judiciary, the Senate Select Committee on
Intelligence, and the House Permanent Select Committee on Intelligence.

At the request of the Senate Judiciary Committee, the OIG has created
this 370-page unclassified version of the report. To do so, we worked with the
FBI, the CIA, and the NSA to delete classified information from our full report.

However, the substance of the report has not changed, and we believe that this
unclassified version fairly summarizes the findings of the full report.



CHAPTER TWO
BACKGROUND

I. Introduction

This chapter provides a description of key terminology, the FBI’s
organizational structure, and legal background related to an examination of
how the FBI investigated international terrorism matters before the
September 11 terrorist attacks.” It also provides a basic overview of the legal
issues and policies that affected how the FBI typically handled terrorism
investigations before September 11, 2001.°

A. Introduction to international terrorism

The FBI defines terrorism as the unlawfiil use or threatened use of
violence committed against persons or property to intimidate or coerce a
government, the ctvilian population, or any segment thereof, in furtherance of
political or social objectives. When such violent acts are carried out by a group
or individual based and operating entirely within the United States without
foreign direction, they are considered acts of domestic terrorism, such as the
April 1995 bombing of the Alfred P. Murrah federal building in Oklahoma
City, Oklahoma. When such acts are committed by an individual or group
based or operating outside of the United States, they are considered acts of
international terrorism, such as the September 11, 2001, attacks on the World
Trade Center and the Pentagon. See the FBI’s National Foreign Intelligence
Program Manual, Section 2-1.1.

According to the FBI, there are three main categories of international
terrorist threats to U.S. interests: formal, structured terrorist organizations;’

> A list of acronyms used in this report is attached in the Appendix.

% Those who have such knowledge may not need to read this chapter and can go directly
to the chapters of the report detailing our investigation of the FBI’s handling of specific
matters, beginning with Chapter Three’s discussion of the Phoenix EC.

7 Formal, structured terrorist organizations are those with their own personnel,
infrastructures, financial arrangements, and training facilities. Such groups include al
Qaeda, the Palestinian Hamas, the Irish Republican Army, the Egyptian Al-Gama Al-
(continued)



state sponsors of international terrorism®; and loosely affiliated Islamic
extremists.” According to Dale Watson, the former Executive Assistant
Director for Counterterrorism, the trend in international terrorism has been a
shift away from state sponsors of terrorism and formalized terrorist
organizations towards loosely affiliated religious extremists who claim Islam
as their faith.

Among these Islamic extremists is Usama Bin Laden, who heads the al
Qaeda transnational terrorist network. Al Qaeda leaders were harbored in
Afghanistan by the Taliban regime from 1996 until the U.S. military operations
there in 2001. In addition to the September 11 attacks, al Qaeda was
responsible for the bombing of the U.S.S. Cole in Yemen on October 12, 2000,
the bombings of the U.S. Embassies in Kenya and Tanzania in August 1998,
and numerous other terrorist attacks.

B. The FBDI’s role in protecting against international terrorism

A critical part of the effort to prevent terrorism is the collection of timely
and accurate intelligence information about the activities, capabilities, plans
and intentions of terrorist organizations. The U.S. “Intelligence Community”
is composed of 14 U.S. agencies responsible for collecting intelligence
information on behalf of the government.'°

(continued)

Islamiyya, and the Lebanese Hizbollah. Hizbollah, for example, carried out numerous
attacks on Americans overseas, including the October 1983 vehicle bombing of the U.S.
Marine barracks in Lebanon and the June 1996 bombing of Khobar Towers in Saudi Arabia.

8 According to the FBI, as of 2001 the primary state sponsors of terrorism were Iran,
Iraq, Sudan, and Libya.

° This is sometimes referred to as the “Islamic Jihad Movement” or the “International
Jihad Movement.”

'0 These 14 agencies are: the CIA, FBI, Defense Intelligence Agency (DIA), National
Security Agency (NSA), U.S. Army Intelligence, U.S. Navy Intelligence, U.S. Air Force
Intelligence, U.S. Marine Corps Intelligence, National Geospatial Agency (NGA), National
Reconnaissance Office (NRO), Department of the Treasury, Department of Energy,
Department of State, and the Coast Guard. The Director of Central Intelligence (the DCI)
oversees the Intelligence Community and also serves as the principal advisor to the
President for intelligence matters and as the Director of the CIA.



The National Security Act of 1947 created the Central Intelligence
Agency (CIA) and established it as the United States’ lead intelligence agency.
The CIA engages primarily in the collection of foreign intelligence
information, which is information relating to the capabilities, intentions, and
activities of foreign governments or organizations, including information about
their international terrorist activities. The Act prohibits the CIA from
exercising any “police, subpoena, law enforcement powers, or internal security
functions.”

The FBI is the nation’s lead agency for the collection of “foreign
counterintelligence information.”"" According to the Attorney General
Guidelines in place at the time, which were called the Attorney General
Guidelines for Foreign Counterintelligence (FCI) Investigations, FCI is
information relating to espionage and other intelligence activities, sabotage, or
assassinations conducted by, for, or on behalf of foreign governments or
organizations, as well as information relating to international terrorist
activities. Intelligence investigations include investigations of individuals who
are international terrorists, groups or organizations that are engaged in
espionage; or groups or organizations that are engaged in international
terrorism.

The FBI can initiate an intelligence investigation even if a crime has not
been committed. For example, the FBI may investigate and collect intelligence
information about an individual who is believed to be an international terrorist
or a spy without showing that the individual has participated in any terrorist act
or actually committed espionage. Intelligence investigations are '
distinguishable from criminal investigations, such as bank robbery or drug
trafficking investigations, which attempt to determine who committed a crime
and to have those individuals criminally prosecuted. Prevention of future
terrorist acts rather than prosecution after the fact is the primary goal of the
intelligence investigations with respect to international terrorism matters.

" The authority for the FBI’s broad mission to act as the nation’s lead domestic
intelligence agency is set forth most clearly in Presidential Executive Order 12333,
implemented on December 4, 1981.



International terrorism could be investigated as both an intelligence
investigation and as a criminal investigation. When a criminal act, such as the
bombing of a building, was determined to be an act of international terrorism,
the FBI could open a criminal investigation and irivestigate the crime, as it did
other criminal cases, with the goal of prosecuting the terrorist.'” At the same
time, the FBI could open an intelligence investigation of an individual or a
group to investigate the person’s contacts, the group’s other members, the
intentions of the individual or the group, or whether any future terrorist act was
planned."

One significant difference between an intelligence investigation and a
criminal investigation is the legal framework that applies when a physical
search or electronic surveillance is initiated.'* In a criminal investigation that
implicates the privacy interests protected by the Fourth Amendment, the
general rule is that searches may not be conducted without a warrant issued by
a magistrate upon a finding that probable cause exists that evidence of a crime
will be uncovered.”> When the FBI seeks to conduct electronic surveillance in
a criminal investigation, the FBI must obtain a warrant by complying with the -
requirements of Title III of the Omnibus Crime Control and Safe Streets Act of
1968, 18 U.S.C. §§ 2510-2522 (Title III). When a physical search is sought in

12 The FBI has been assigned “lead agency responsibilities” by the Attorney General to
investigate “all crimes for which it has primary or concurrent jurisdiction and which involve
terrorist activities or acts in preparation of terrorist activities within the statutory jurisdiction
of the United States.” National Security Directive 207, issued in 1986, specifically assigned
responsibility to the FBI for response to terrorist attacks, stating: “The Lead Agency will
normally be designated as follows: The Department of Justice for terrorist incidents that
take place within U.S. territory. Unless otherwise specified by the Attorney General, the
FBI will be the Lead Agency within the Department of Justice for operational response to
such incidents.”

13 After the attacks of September 11, 2001, the FBI significantly changed how it
investigates international terrorism cases. We discuss those changes throughout this report.

' Electronic surveillance includes wiretapping of telephones, installing microphones in
a house or building, and intercepting computer usage. Electronic surveillance is considered
a particular kind of search.

"> There are several exceptions to the warrant requirement that are not material to this
report.
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a criminal investigation, the FBI also must comply with the requirements of |
Rule 41 of the Federal Rules of Criminal Procedure.

With respect to an intelligence investigation, however, criminal search
warrants issued by a magistrate are not required. The courts have long
recognized the Executive Branch’s claim of inherent constitutional power to
conduct warrantless surveillance to protect national security.'® However,
because such authority was abused, Congress created procedures and judicial
oversight of the Executive Branch’s exercise of this authority with the passage
of the Foreign Intelligence Surveillance Act of 1978 (FISA)."” 50 U.S.C.
§1801 et seq. FISA requires the FBI to obtain an order from the Foreign
Intelligence Surveillance Court (FISA Court) upon a showing of probable
cause to believe that the subject of the surveillance is a foreign government or
organization engaging in clandestine intelligence activities or international
terrorism, or is an individual engaging in clandestine intelligence activities or
international terrorism on behalf of a foreign government or organization.'® In
addition, prior to September 11, 2001, the government had to submit a
certification to the FISA Court that “the purpose” of the surveillance or search
was collection of “foreign intelligence information.”** 50 U.S.C.

§ 1804(a)(7)(E).

16 The U.S. Constitution, Article II, Section 1, clause 7, supplies the President’s
constitutional mandate to “preserve, protect and defend the Constitution of the United
States.”

17 Among the most notable examples of the Executive Branch’s abuse of this authority
was action taken in relation to the Watergate scandal.

18 Prior to September 11, 2001, the FISA Court consisted of seven federal district court
judges designated by the Chief Justice of the Supreme Court, at least one of whom was a
member of the federal district court in Washington, D.C. After September 11, 2001, the
number of FISA Court judges was increased to 11. The government presents applications
for a court order authorizing electronic surveillance or a physical search to the judges in in
camera, ex parte proceedings. FISA also created the Foreign Intelligence Surveillance
Court of Review, which has jurisdiction to review the denial of FISA applications by the
FISA Court.

' The FISA statute provides that the FBI must show that “the target of the electronic
surveillance is a foreign power or an agent of a foreign power.” 50 U.S.C. § 1804(a). These
terms and requirements are discussed in more detail in Section IV, A below.
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II. The FBI’s organizational structure with respect to international
terrorism

The FBI’s Counterterrorism Program is responsible for supervising and
handling FBI terrorism matters. Before September 11, 2001, the
Counterterrorism Program was housed in the Counterterrorism Division at FBI
Headquarters.” International terrorism and domestic terrorism were
subprograms within the Counterterrorism Program.

A. Counterterrorism Program

Although the FBI has had primary responsibility since 1986 for
investigating and preventing acts of terrorism committed in the United States,
the FBI developed its formal Counterterrorism Program in the 1990s. For
much of the 1990s, terrorism matters were overseen at FBI Headquarters by
about 50 employees in the counterterrorism section within the FBI’s National
Security Division (later called the Counterintelligence Division). The National
Security Division also managed the FBI’s Foreign Counterintelligence
Program. According to Dale Watson, former Executive Assistant Director for
Counterterrorism, in the early 1990s counterterrorism was considered a “low-
priority program” in the FBIL.

According to Watson’s testimony before the Senate Select Committee on
Intelligence and the House Permanent Select Committee on Intzlligence on
September 26, 2002, the first attack on the World Trade Center in February
1993 and the April 1995 bombing of the Alfred P. Murrah Federal Building in
Oklahoma City, Oklahoma, were “confirmation” that terrorist acts could be
committed on U.S. soil. Watson testified that the World Trade Center bombing
in 1993 was a “wake-up call” and that prior to this attack and the Oklahoma
City bombing “terrorism was perceived as an overseas problem.”

In addition to the FBI’s counterterrorism efforts, the CIA has for years
focused on international terrorism in general and Usama Bin Laden in
particular. In 1986, the CIA established a Counterterrorist Center (CTC) at

? The FBI has reorganized its Counterterrorism Program several times since
September 11, 2001. We provide in this section of the report the description of the
organization and positions that existed immediately prior to the September 11 attacks.
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CIA Headquarters after a task force concluded that U.S. government agencies
had not aggressively operated to disrupt terrorist activities. The CTC’s stated
mission is to preempt, disrupt, and defeat terrorists by implementing a
comprehensive counterterrorist operations program to collect intelligence on
and minimize the capabilities of international terrorist groups and state
sponsors of terrorism. The CTC attempts to exploit source intelligence to
produce in-depth analyses on potential terrorist threats and coordinate the
Intelligence Community’s counterterrorist activities.

CIA Director George Tenet testified before Congress that Usama Bin
Laden came to the attention of the CIA as “an emerging terrorist threat” during
his stay in Sudan from 1991 to 1996. As early as 1993, the CIA began to
propose action to reduce his organization’s capabilities. Tenet stated that the
Intelligence Community was taking action to stop Bin Laden by 1996, when he
left Sudan and moved to Afghanistan.

In 1996, the CIA established a special unit, which we call the Bin Laden
Unit, to obtain more actionable intelligence on Bin Laden and his
organization.”' This effort was the beginning of an exchange program between
the FBI and the CIA in which senior personnel moved temporarily between the
two agencies.

Around the same time, in April 1996 the FBI created its own
Counterterrorism Center at FBI Headquarters. As part of the Counterterrorism
Center, the FBI established an exchange of working-level personnel and
managers with several government agencies, including the CIA, Immigration
and Naturalization Service (INS), the Federal Aviation Administration (FAA),
and others.

In May 1998, a task force of FBI officials created a 5-year strategic plan
for the FBI, based on a 3-tier system, setting investigative priorities that would
affect the allocation of FBI resources. Tier 1 included crimes or intelligence
problems that threatened national or economic security. Counterterrorism was

2! The Bin Laden Unit was housed organizationally within the CTC during the time
period most relevant to this report. Around September 11, 2001, approximately 40-50
employees worked in the Bin Laden Unit. We discuss the Bin Laden Unit in more detail in
Chapter Five.
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designated a Tier 1 priority. Tier 2 involved criminal enterprises or those
offenses that adversely affected public integrity, and Tier 3 included crimes
that affected individuals or property.

In November 1999, the FBI took the Counterterrorism Program out of the
National Security Division and created a separate Counterterrorism Division.

1. Organization of the Counterterrorism Division

The major components of the FBI’s Counterterrorism Division prior to
September 11, 2001, were the International Terrorism Operations Section
(ITOS), the Domestic Terrorism Operations Section (DTOS), the National
Infrastructure Protection Center (NIPC), and the National Domestic
Preparedness Office (NDPO).”

The issues in this report focus primarily on ITOS, which was responsible
for overseeing the FBI’s international terrorism investigations, both criminal
and intelligence investigations. The mission of the ITOS was twofold: to
prevent terrorist acts before they occurred, and if they occurred to mount an
effective investigative response with the goal of prosecuting those responsible.

Prior to September 11, 2001, approximately 90 employees worked in
ITOS at FBI Headquarters. ITOS was led by Section Chief Michael Rolince
“during the time relevant to this report.

ITOS was divided into several units. One of those units handled Bin Laden-
related investigations, and was called the Usama Bin Laden Unit or the UBLU.
Cases that could not be linked to a specific group and that involved radical

22 The NIPC, created in February 1998, was originally called the Cornputer
Investigation and Infrastructure Threat Center. The NIPC’s mission was to serve as the U.S.
government’s focal point for threat assessment, warning, investigation, and response for
threats or attacks against the nation’s critical infrastructures. These infrastructures include
telecommunications, energy, banking and finance, water systems, government operations,
and emergency services. The NDPO was created in October 1998 to coordinate all federal
efforts to assist state and local law enforcement agencies with the planning, training, and
equipment needs necessary to respond to a conventional or non-conventional weapons of
mass destruction incident. The NIPC has since been moved to the Department of Homeland
Security. The responsibilities for the NDPO were moved to the Federal Emergency
Management Agency before September 11, 2001.
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extremist allegations were assigned to Radical Fundamentalist Unit or the
RFU. Before September 11, it had approximately ten employees.

2. Management of counterterrorism cases at FBI Headquarters

FBI Headquarters was more closely involved in overseeing
counterterrorism investigations compared to criminal cases such as bank
robberies or white collar crime. In counterterrorism cases, FBI Headquarters
was responsible for, among other things, ensuring that intelligence information
received from outside agencies was provided to the relevant field offices and
assisting field offices in preparing the paperwork necessary to apply for a FISA
order. For this reason, we discuss the duties of the relevant personnel at FBI
Headquarters with respect to counterterrorism investigatiors.

a. Supervisory Special Agents and Intelligence Operation
Specialists ‘

Each of the five units within ITOS was staffed by several Supervisory
Special Agents (SSA), each of whom worked closely with Intelligence
Operations Specialists (I0S). The SSAs were FBI agents who had several
years of experience in the field and had been promoted to a supervisory
headquarters position. These SSAs generally worked in ITOS for
approximately two years before becoming supervisors in a field office or
elsewhere in FBI Headquarters. ITOS SSAs typically had at least some
experience in terrorism matters prior to coming to ITOS.

I0Ss were non-agent, professional employees.”> Some had advanced
degrees 1n terrorism or terrorism-related fields. Others had no formal training
1n analytical work but advanced to their IOS positions from: clerical positions
within the FBI. Most IOSs were long-term employees who were expected to
have institutional knowledge about terrorism matters, such as the history of a
particular terrorist organization or the principal participants in a terrorist
organization.

% In October 2003, the FBI reclassified all FBI analysts under one position title —
Intelligence Analyst. IOSs now are called “Operations Specialists.”
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The responsibilities of each SSA and IOS depended on the unit in which
they worked. Sorne SSAs and IOSs oversaw all FBI investigations relating to a
particular terrorist group or a particular target. Other SSAs and IOSs were
responsible for overseeing terrorism investigations conducted in a particular
region of the country.

SSAs and I0Ss were the first point of contact for agents and supervisors
in the field conducting counterterrorism investigations when approval, advice,
or information was needed. For example, if a field office’s investigation
revealed connections between the subject of the investigation and a known
leader of a terrorist organization, the IOS was supposed to provide the field
office with the FBI’s information on the leader of the terrorist organization. In
addition, SSAs and IOSs assisted field offices by assembling the necessary
documentation to obtain court orders authorizing electronic surveillance
pursuant to FISA. This is discussed further in Section IV, B below.

SSAs and IOSs also were responsible for collecting and disseminating
intelligence and threat information. They received information from various
FBI field offices and from other intelligence agencies that needed to be
analyzed and disseminated to the field. SSAs and I0Ss also acted as liaisons
with other intelligence agencies. They also received information from these
agencies in response to name check requests or traces on telephone numbers as
well as intelligence and threat information.

. With respect to threat information, SSAs and IOSs worked with FBI field
offices or Legal Attaché (Legat) offices to assess the threat and take any action
necessary to prevent terrorist acts from occurring.” For example, an I0S
would conduct research on the names associated with the threats, arrange for
translators to translate any intercepts from electronic surveillance, request
information from other agencies about the persons associated with the threats,
and prepare communications to the field office and Legat to ensure that

24 Prior to September 11, 2001, the FBI had 44 Legat offices around the world. - Legat
offices assist the FBI in its mission from outside of the United States by, for example,
coordinating with other government agencies to facilitate the extradition of terrorists wanted
for killing Americans. As of June 2004, the FBI had 45 Legat offices and four Legat sub-
offices.
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updated information was provided to the necessary persons involved in the
investigation.

b. Intelligence Research Specialists and analysis within the
Counterterrorism Division

Prior to September 11, 2001, Intelligence Research Specialists (IRSs)
also were a part of the FBI’s Counterterrorism Program, although they were
housed in a separate division of the FBI from the SSAs and IOSs. Both IRSs
and I0Ss performed an important function in the intelligence arena called
“analysis.”

Analysis is the method by which pieces of intelligence information are
evaluated, integrated, and organized to indicate pattern and meaning. As
information is received, it must be examined in-depth and connected to other
pieces of information to be most useful.

Analysis generally is considered to be either tactical or strategic. Tactical
analysis, which also is called operational analysis, directly supports
investigations or attempts to resolve specific threats. It normally must be acted
upon quickly to make a difference with respect to an investigation or a threat.
An example of tactical analysis is the review of the telephone records of
several subjects to determine who might be connected to whom in a certain
investigation or across several investigations. Another example of tactical
analysis is a review of case files to determine whether similar, suspicious
circumstances in two unrelated police reports exist in other cases and are
somehow connected to each other or to criminal or terrorist activity.

In contrast to tactical analysis, strategic analysis provides a broader view
of patterns of activity, either within or across terrorism programs. Strategic
analysis involves drawing conclusions from the available intelligence
information and making predictions about terrorist activity. It is not simply
descriptive but proactive in nature. A typical product of strategic analysis is a
report that includes program history, shifts in terrorist activity, and conclusions
about how the FBI should respond. ‘

The FBI has acknowledged that prior to September 11, 2001, its
Counterterrorism Division was primarily geared toward conducting tactical
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analysis in support of operational matters rather than strategic analysis.*
Tactical analysis generally was handled by 10Ss within the operational units.

Prior to September 11, strategic analysis for the Counterterrorism
Division was performed by IRSs. Like I0Ss, IRSs were non-agent,
professional employees who were expected to be subject matter experts about a
particular terrorism group, program, or target. All IRSs at the FBI had college
degrees, and some had advanced degrees. Like IOSs, IRSs were expected to be
long-term FBI employees who possessed the “institutional knowledge” about a
particular program or target.? |

During the time period relevant to our review, IRSs who worked
counterterrorism matters were assigned to the Investigative Services Division
(ISD), a division separate from the Counterterrorism Division that contained all
IRSs in the FBI. IRSs were grouped in units and reported to a unit chief, who
reported to a section chief. The IRSs who were assigned to the FBI’s
Counterterrorism Program typically worked with the same SSAs and I0Ss
assigned to a particular terrorist group or target. For example, an IRS who was
assigned to Bin Laden matters typically worked with IOSs and SSAs in the
UBLU in ITOS.

As we discuss in detail in Chapter Three, the number of FBI IRSs
decreased significantly before September 11, 2001, and the relatively few IRSs
were often used to perform functions other than strategic analysis.

Many FBI analysts and supervisors noted to the OIG that the resources
devoted to the Counterterrorism Program and analysis were inadequate, and
that the amount of work in the Counterterrorism Program was overwhelming.
They also stated that they were hampered significantly by inadequate
technology. We discuss these issues in further detail in Chapter Three of the
report on the handling of the Phoenix EC. However, these difficult conditions
in the Counterterrorism Program apply equally to the issues in the other
chapters in our report.

%% In Chapter Three, we discuss in more detail the FBI’s lack of strategic analysis
capabilities prior to September 11, 2001.

% IRSs now are called “All Source Analysts.”
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B. Field offices and counterterrorism investigations

Prior to September 11, 2001, FBI counterterrorism investigations,
whether intelligence or criminal, were opened and led by the FBI’s 56 field
offices. In many field offices, counterterrorism investigations were handled by
a squad that focused on terrorism cases only. In the New York Field Office
and other large offices, several squads were devoted solely to international
terrorism matters. In smaller field offices, international terrorism and domestic
terrorism investigations often were assigned to the same squad. FBI agents
generally developed specialties within the terrorism field such as a particular
terrorist organization. Each squad was led by an SSA who reported to an
Assistant Special Agent in Charge (ASAC) who, in turn, reported to the
Special Agent in Charge (SAC).”’

As stated above, field offices opened international terrorism
investigations as either a criminal investigation or an intelligence investigation.
Attorney General Guidelines delineated the information or allegations that
WETe necessary to open a criminal investigation or an intelligence
investigation.*®

For both criminal and intelligence cases, the Attorney General Guidelines
set forth the criteria for opening two levels of investigations — a “preliminary
inquiry” (PI) and a “full investigation” (also called a full field investigation or
FFI). The Guidelines also specified what investigative techniques could be
employed in preliminary inquiries or full investigations. Both sets of the

27 In larger field offices such as New York, several SACs report to an Assistant Director
in Charge (ADIC).

28 Separate Attorney General Guidelines regulate the FBI’s conduct in criminal
investigations, intelligence investigations, and the handling of informants, among other
issues. The Attorney General Guidelines that addressed criminal investigations were called
“The Attorney General’s Guidelines on General Crimes, Racketeering Enterprise and
Domestic Security/Terrorism Investigations” (hereinafter “criminal AG Guidelines™). The
Attorney General Guidelines in effect at the time that addressed intelligence investigations
were labeled “Attorney General Guidelines for FBI Foreign Intelligence Collection and
Foreign Counterintelligence Investigations” (hereinafter “FCI AG Guidelines”). Revised
criminal Attorney General Guidelines were issued on May 30, 2002, and new FCI
Guidelines were 1ssued on October 31, 2003.
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Guidelines provided that preliminary inquiries were conducted to determine
whether a basis existed for a full investigation. However, preliminary inquiries
had to be closed when there was insufficient information after a certain period
of time to support opening a full field investigation.

With respect to intelligence cases, agents could collect information by,
among other methods, questioning sources, finding new sources, checking FBI
and other agency databases, and reviewing intelligence information from other
intelligence agencies. Information was recorded in the form of Electronic
Communications (ECs) that became part of the case file. An EC is the
standard form of communication within the FBI.

Before September 11, 2001, FBI international terrorism intelligence cases
contained the case identifier number 199. Letter or “alpha” designations were
also used, along with the case identifier, to further identify intelligence
investigations. For example, intelligence investigations related to a particular
terrorist organization were designated as 199N investigations. International
terrorism intelligence investigations often are referred to as “a 199.” A
criminal international terrorism investigation had the FBI case identifier
number 265; these investigations were commonly referred to as “a 265.”%°

C. The Department’s Office of Intelligence Policy and Review

As mentioned above, when the FBI conducts intelligence investigations,
a significant tool for uncovering information is the FISA statute. The FBI
obtains an order from the FISA Court authorizing electronic surveillance and
searches with the assistance of Department attorneys in the Office of
Intelligence Policy and Review (OIPR). OIPR is under the direction of the
Counsel for Intelligence Policy.*

%% Curreritly, the FBI uses only one designation for international terrorism
investigations. '

%% We discuss in detail the process for obtaining FISA warrants and the role of FBI and
OIPR personnel in this process in Section IV, B.
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III. The wall between intelligence and criminal terrorism investigations

A. Introduction

This section summarizes the creation of the “wall” separating criminal
and intelligence terrorism investigations in the Department of Justice. The wall
began as a separation of intelligence investigators from contact with criminal
prosecutors, and evolved to include a separation of FBI investigators working
on intelligence investigations from investigators working on criminal
investigations.

As discussed above, FBI terrorism investigations could be opened either
as an intelligence investigation in which information was collected for the
protection of national security, or as a criminal investigation to prevent a
criminal act from occurring or to determine who was responsible for a
completed criminal act. In the course of an intelligence investigation,
information might be developed from searches or electronic surveillance -
obtained under FISA. That intelligence information also could be relevant to a
potential or completed criminal act. However, concerns were raised that if
intelligence investigators consulted with prosecutors about the intelligence
information or provided the information to criminal investigators, this
interaction could affect the prosecution by allowing defense counsel to argue
that the government had misused the FISA statute and it also could affect the
intelligence investigation’s ability to obtain or continue FISA searches or
surveillances. As a result, procedural restrictions — a wall — were created to
separate intelligence and criminal investigations. Although information could
be “passed over the wall” — i.e., shared with criminal investigators — this
occurred only subject to defined procedures.

The wall separatmg 1nTLell1g ence and criminal 1nvest1gat10ns affected

- And as we d1scuss n
detail in Chapter Five, because of the wall — and beliefs about what the wall
required — an FBI analyst did not share important intelligence information
about Hazmi and Mihdhar with criminal investigators. In addition, also
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because of the wall, in August 2001 when the New York FBI learned that
Hazmi and Mihdhar were in the United States, criminal investigators were not
allowed to participate in the search for them.

Because the wall between intelligence and criminal investigations
affected these two cases, we provide.in this section a description of how the
wall was created and evolved in response to the 1978 FISA statute. We also
describe the unwritten policy separating criminal and intelligence
investigations in the 1980s and early 1990s, the 1995 Procedures that codified
the wall, the FISA Court procedures in 2000 that required written certification
that the Department had adhered to the wall between criminal and intelligence
investigations, and the changes to the wall after the September 11 attacks.

1. The “primary purpose” standard

The FISA statute, enacted in 1978, authorizes the FISA Court to grant an
application for an order approving electronic surveillance or a search warrant
to obtain foreign intelligence information if there is probable cause to believe
that the target of the surveillance or search warrant is a foreign power or an
agent of a foreign power. 50 U.S.C. § 1805(a)(3). The statute requires that the
government certify when seeking the warrant that “the purpose” of the FISA
search or surveillance is to obtain “foreign intelligence information.” The
statute states that the certification must be made “by the Assistant to the
President for National Security Affairs or an executive branch official or
officials designated by the President from among those executive officers
employed in the area of national security or defense and appointed by the
President with the advice and consent of the Senate.” 50 USC § 1804(a)(7).
Within the Department, the certification is usually signed by the FBI Director.

While Congress anticipated that evidence of criminal conduct uncovered
during FISA surveillance would be provided to criminal investigators, the
circumstances under which such information could be furnished to criminal
investigators were not provided for in the statute.’’ Defendants in criminal

3! The legislative history states that “surveillance to collect positive foreign intelligence
may result in the incidental acquisition of information about crimes; but this is not its
objective.” Further, it states, “Surveillance conducted under [FISA] need not stop once
conclusive evidence of a crime is obtained, but instead may be extended longer where
(continued)
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cases can challenge the government’s use of information collected under a
FISA warrant by arguing that the government’s purpose in obtaining the
information pursuant to FISA was not for collection of foreign intelligence, but
rather for use in a criminal prosecution. Such a purpose would violate the
Fourth Amendment’s prohibition against warrantless searches, and could result
in evidence obtained under FISA being suppressed in the criminal case.
Alternatively, the FISA Court could reject an application for a FISA warrant
because of concerns that the government’s purpose for seeking the FISA
warrant was for use in a criminal case rather than collecting foreign
intelligence.

As aresult, in interpreting FISA courts applied “the primary purpose”
test. This allowed the use of FISA information in a criminal case provided that
the “primary purpose” of the FISA surveillance or search was to collect foreign
intelligence information rather than to conduct a criminal investigation or
prosecution. The seminal court decision applying this standard to information
collected in intelligence cases was issued in 1980. See United States v. Truong
Dinh Hung, 629 F.2d 908 (4" Cir. 1980). In this case, the Fourth Circuit Court
of Appeals ruled the government did not have to obtain a criminal warrant
when “the object of the search or the surveillance is a foreign power, its agents
or collaborators,” and “the surveillance is conducted ‘primarily’ for foreign
intelligence purposes.” Id. at 915. However, the court ruled that the
government’s primary purpose in conducting an intelligence investigation
could be called into question when prosecutors had begun to assemble a
prosecution and had led or taken on a central role in the investigation.

Although the Truong decision involved electronic surveillance conducted
before FISA’s enactment in 1978, courts used its reasoning and applied the
primary purpose test in challenges in criminal cases to the use of information
gathered from searches or electronic surveillance conducted pursuant to FISA.
See, e.g., United States v. Johnson, 952 F.2d 565 (1% Cir. 1991), cert. denied,
113 S.Ct. 58 (1992) (“[a]lthough evidence obtained under FISA subsequently
may be used in criminal prosecutions, the investigation of criminal activity

(continued)
protective measures other than the arrest and prosecution are more appropriate.” S. 1566,
95t Congress, 2d Session, Report 95-701, March 14, 1978.
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cannot be the primary purpose of the surveillance”); United States v. Pelton,
835 F.2d 1067 (4™ Cir. 1987), cert. denied, 486 U.S. 1010 (1988).

In the 1980s, the Department also adopted the “primary purpose”
standard contained in the Truong case.** It interpreted the FISA statute as
requiring prosecutors not to have control in intelligence investigations in which
information was being collected pursuant to FISA. The concern was that too
much involvement by prosecutors in the investigation created the risk that a
court would rule that the FISA information could not be used in a criminal case
because the “primary purpose” of the search was not the gathering of foreign
intelligence.

As a result, during the 1980s and through the mid-1990s, the
Department’s policy was that prosecutors within the Department’s Criminal
~ Division — not attorneys in the local United States Attorneys’ Offices (USAOQOs)
— had to be consulted in connection with intelligence investigations in which
federal criminal activity was uncovered, or when legal advice was needed to
avoid investigative steps that might inadvertently jeopardize the option of
prosecution using information obtained from the intelligence investigation.
Criminal Division attorneys were briefed by the FBI about ongoing intelligence
investigations and were expected to provide advice geared toward preserving a
potential criminal case, but they were not allowed to exercise control over the
investigation. The Criminal Division and FBI Headquarters made the policy
decision about when to involve the USAO 1n the investigation, since consulting
with the USAO was viewed as a bright line signifying the transition from an
intelligence investigation to a criminal investigation. However, during this
time period, no formal written guidelines governed the contacts between the
FBI and the Criminal Division.

32 The Foreign Intelligence Surveillance Court of Review later noted that while the
Department adopted this policy in the 1980s, “the exact moment is shrouded in historical
mist.” See In Re Sealed Case, 310-F.3d 717, 727 (2002).
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2. Institutional divide between criminal and intelligence
investigations

The effect on FISA warrants or the legal restrictions on sharing
intelligence information was not the only issue regarding sharing intelligence
information with criminal investigators. Agents conducting intelligence
investigations are generally wary about the impact of sharing intelligence
information with prosecutors and criminal investigators. They expressed
concerns about potential harm that disclosure would have on intelligence
sources and methods, and the damage that such disclosure would have on
future collection of intelligence information. Intelligence collection is
dependent upon secrecy; investigators often rely upon clandestine sources or
surveillance techniques that are rendered useless if they are exposed. In
addition, most of the information collected is classified and cannot be made
public. In contrast, criminal investigations are usually intended to result in a
prosecution, which may require the disclosure of information about the source
of evidence relied upon by the government. Thus, intelligence investigators’
need to protect secret sources and methods may be at odds with criminal
investigators’ use of the information derived from those sources and methods.

3. The Ames case and concerns about the primary purpose
standard

In February 1994, CIA employee Aldrich Ames was arrested on various
espionage charges. The FBI pursued an investigation regarding Ames that
mvolved several certifications to the FISA Court that the purpose of electronic
surveillance was for intelligence purposes. At the time of the ninth
certification in the Ames case, Richard Scruggs, the new head of OIPR, was
concerned that no guidelines governed the contacts between the Criminal
Division and the FBI that were permitted in intelligence investigations.
Scruggs raised concerns with the Attorney General that the primary purpose
requirement and FISA statute had been violated by the extensive contacts
between the Criminal Division and the FBI in the Ames investigation.

To address these concerns about coordination between the Criminal
Division and the FBI in intelligence investigations, in 1994 Scruggs proposed
amending the Attorney General’s FCI Guidelines to require that any questions
in intelligence investigations relating to criminal conduct or prosecutions had
to be raised first with OIPR, and that OIPR would decide whether and to what
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extent to involve the Criminal Division and the USAO in the intelligence
investigation. Scruggs’ proposal also prohibited the FBI from contacting the
Criminal Division or a USAO without permission from OIPR.

In one memorandum, Scruggs described this separation of criminal and
intelligence investigations as a wall: “The simple legal response to parallel
investigations is a ‘Chinese Wall” which divides the attorneys as well as the
investigators.” Scruggs’ use of the term “Chinese wall” is the first reference
we found to the term “wall” in connection with separating intelligence and
criminal investigations. In another memorandum discussing his proposal,
Scruggs wrote that the goal of the changes was “not to prevent discussions with
the Criminal Division” but “to regulate them so as to place the Department in
the best possible legal posture should prosecution be undertaken.” In addition,
he wrote that the goal was to develop “a simple mechanism” to maintain the
legal distinction between criminal investigations and intelligence operations.

Scruggs’ proposal generated considerable controversy within the
Department and the FBI. The Criminal Division and the FBI wrote position
papers opposing the proposal. Although the Criminal Division and the FBI
both agreed that some formal procedures were necessary to, guard against
abuses in the use of FISA and to rebut unwarranted claims of abuse, they
argued that allowing OIPR to decide when prosecutors could be consulted was
unnecessary and unduly burdensome, and would deter useful and productive
contacts between investigators and prosecutors.” The Criminal Division also
argued that it was “imperative” for any procedures to “allow for potential
criminal prosecutions to be protected through early evaluation and guidance”
and advocated continuing the requirement that the Criminal Division had to be
advised any time the FBI uncovered evidence of federal criminal activity in the
course of an intelligence investigation.

Also in response to Scruggs’ proposal, the Executive Office for National
Security, which was located in the Deputy Attorney General’s Office, sought
an opinion from the Office of Legal Counsel (OLC) whether a search under

33 The FBI agreed, however, that the rule preventing contact with a United States
Attorney’s Office without approval from the Criminal Division and OIPR should remain.
The FBI stated that “the requisite sensitivity to these concerns and experience with treading
this fine line will often be absent” in U.S. Attorney’s Offices.
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FISA could be approved “only when the collection of foreign intelligence

[was] the ‘primary purpose’ of the search or whether it suffic[ed] that the
collection of foreign intelligence [was] one of the purposes.” In a
memorandum that was circulated in draft in mid-January 1995, OLC concluded
that while courts had adhered to — and were likely to continue to adhere to — the
“primary purpose” test with regard to FISA information, the courts had shown
great deference to the government in challenges to evidence gathered through
intelligence searches that was used in criminal prosecutions. OLC opined that
some involvement of prosecutors could be permitted to be involved with the
FISA searches without running an “undue risk” of having evidence suppressed,
but that there were “few bright line rules” for discerning when a “‘primarily’
intelligence search becomes a ‘primarily’ criminal investigation search.” OLC
wrote, “[I]t must be permissible for prosecutors to be involved in the searches
at least to the extent of ensuring that the possible criminal case not be
prejudiced.” At the end of its opinion, OLC recommended that “an appropriate
internal process be set up to insure that FISA certifications are consistent with
the “primary purpose’ test.”

4. The 1995 Procedures

a. Creation of the 1}995 Procedures

In late December 1994, at the direction of Deputy Attorney General
Jamie Gorelick, the Executive Office for National Security convened a
working group to resolve the dispute between OIPR and the FBI and the
Criminal Division concerning contacts between the FBI and the Criminal
Division. The Criminal Division, OIPR, the FBI, OLC, and the Executive
Office for National Security participated in the group. As a result of
discussions within the working group, on February 3, 1995, the Executive
Office for National Security circulated draft procedures for contacts between
the FBI and prosecutors. The draft procedures, “Procedures for Contacts
Between the FBI and the Criminal Division Concerning Foreign Intelligence
and Foreign Counterintelligence Investigations,” were transmitted on April 12,
1995, by the Executive Office for National Security through the Deputy
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Attorney General to the Attorney General for approval and implementation.*
The Attorney General signed and issued the procedures on July 19, 1995.
These procedures became known as “the 1995 Procedures.”

b. Description of the 1995 Procedures

In general, the 1995 Procedures rejected OIPR’s original proposal of
giving it the sole authority to decide when FBI agents could consult with
Criminal Division prosecutors on an intelligence investigation. However, the
1995 Procedures gave OIPR formal oversight over contacts between the FBI
and the Criminal Division in intelligence cases, and the procedures formalized
restrictions on the extent that Criminal Division prosecutors could be involved
in intelligence investigations. The procedures applied to intelligence

34 At the time these draft procedures were being discussed, the FBI’s New York Field
Office was conducting at least two significant criminal terrorism investigations involving the
World Trade Center bombing in 1993. Indictments had been returned in one of the cases.
During the criminal investigation of these two cases, significant counterintelligence
information was developed relating to foreign powers operating in the United States, and the
FBI initiated a full field counterintelligence investigation. In a memorandum written to the
FBI, the Southern District of New York (SDNY) USAOQO, OIPR, and the Criminal Division,
and filed with the FISA Court on March 4, 1995, Deputy Attorney General Gorelick
provided instructions for sharing information from these two terrorism investigations in the
FBI’s New York Field Office with intelligence investigators, and for separating the
counterintelligence and criminal investigations. The memorandum stated that the
procedures were designed to prevent the risk of creating an unwarranted appearance that
FISA was being used to avoid the procedural safeguards that applied in criminal
investigations. The memorandum, which acknowledged that the procedures went “beyond
what [was] legally required,” included having an Assistant United States Attorney (AUSA)
not involved in the criminal cases but who was familiar with them act as “the wall” as well
as ensure that information indicative of a crime obtained in the intelligence investigation
was passed to the criminal agents, the USAQO, and the Criminal Division. The memorandum
also included several procedures to facilitate coordination and information sharing,
including requiring intelligence investigators who developed information that reasonably
indicated the commission of a crime to notify law enforcement agents and assigning an FBI
agent involved in the criminal investigation to be assigned to the foreign counterintelligence
investigation.
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investigations both in which a FISA search or surveillance was being
conducted and in which no FISA order had been issued.”

The 1995 Procedures formalized the unwritten policy that had existed
since the 1980s requiring the Criminal Division, rather than the local USAOQ, to
be consulted about intelligence investigations when questions of criminal
activity or criminal prosecution arose.’® The 1995 Procedures required that the
FBI and OIPR notify the Criminal Division when “facts or circumstances
[were] developed that reasonably indicate[d] that a significant federal crime
[had] been, [was] being, or [might have been] committed.”

In cases in which FISA surveillance was being conducted, the 1995
Procedures provided that OIPR as well as the Criminal Division had to approve
an FBI field office’s request to take an investigation to the IUSAO. Guidance

33 Part A of the 1995 Procedures applied to investigations in which a FISA order had
been issued, and Part B applied to those investigations in which no FISA order had been

issued.

36 However, there was an exception for the USAO in the Southern District of New York
(SDNY). While the 1995 Procedures were being considered in draft, Deputy Attorney
General Gorelick had recommended that they be reviewed by U.S. Attorney for the SDNY
Mary Jo White. White responded that the USAOs should be on equal footing with the
Criminal Division, and she recommended changes to the 1995 Proceclures to achieve this,
such as requiring in intelligence cases notification of a crime to both the Criminal Division
and to the USAQ. White argued that “[a]s a legal matter, whenever it is permissible for the
Criminal Division to be in contact with the FBI, it is equally permissible for the FBI to be in
touch with the U.S. Attorneys’ Offices.” This suggestion was unanimously rejected by the
FBI, OIPR, the Criminal Division, and the Executive Office for National Security, and the
exception was not included in the 1995 Procedures. However, White continued to press this
issue. In a memorandum faxed to Gorelick on December 27, 1995, White argued that the
Department and the FBI were structured and operating in a way that did not make maximum
legitimate use of all law enforcement and intelligence avenues to prevent terrorism and
prosecute terrorist acts. She asserted that the 1995 Procedures were building “unnecessary
and counterproductive walls that inhibit rather than promote our ultimate objectives” and
that “we must face the reality that the way we are proceeding now is inherently and in
actuality very dangerous.” Eventually, on August 29, 1997, the Attorney General issued a
memorandum creating a special exemption for the SDNY USAO in cases in which no FISA
techniques were being employed. In those cases, the FBI was permitied to notify directly
the SDNY USAO of evidence of a crime, and the USAO then was required to involve the
Criminal Division and OIPR.
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issued by the FBI Director that accompanied the 1995 Procedures instructed
FBI field offices that any potential contact with prosecutors (either the
Criminal Division or requests to consult with the USAO) had to be coordinated
through FBI Headquarters.

In cases in which no FISA warrant had been issued, the 1995 Procedures
required that the Criminal Division decide when it was appropriate to involve
the USAO in the intelligence investigation, although notice of the decision had
to be given to OIPR. For example, as discussed in Chapter Four, the FBI
Minneapolis Field Office opened the Moussaoui investigation as an
intelligence investigation, but then wanted to seek a criminal search warrant
from the USAO. Since an intelligence investigation was opened but no FISA
warrant had been issued, the Minneapolis FBI needed permission — which it
was required to obtain through FBI Headquarters — from the Criminal Division
in order to approach the USAO for a criminal search warrant.

Under the 1995 Procedures, the Criminal Division was responsible for
notifying OIPR of, and giving OIPR an opportunity to participate in, all of the
Criminal Division’s consultations with the FBI concerning intelligence
investigations in which a FISA warrant had been obtained. In intelligence
investigations where no FISA warrant had been obtained, the Criminal
Division had to provide notice to OIPR of'its contacts with the FBI. In both
types of cases, the FBI was required to maintain a log of all its contacts with
the Criminal Division.

The 1995 Procedures provided that in intelligence investigations the
Criminal Division could give advice to the FBI “aimed at preserving the option
of a criminal prosecution,” but could not “instruct the FBI on the operation,
continuation, or expansion of FISA electronic surveillance or physical
searches.” In addition, the FBI and the Criminal Division were required to
ensure that the advice intended to preserve the prosecution did not
“inadvertently result in either the fact or the appearance of the Criminal
Division’s directing or controlling [the investigation] toward law enforcement
objectives.” ‘

5. Additional restrictions on sharing intelligence information

In addition to the wall between FBI intelligence investigators and
criminal prosecutors, a wall within the FBI between criminal investigations and
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intelligence investigations also was created. Although it is unclear exactly
when this wall within the FBI began, sometime between 1995 and 1997 the
FBI began segregating intelligence investigations from criminal investigations
and restricting the flow of information between agents who conducted
intelligence investigations and agents who conducted criminal investigations.

As discussed above, in a position paper prepared by OIPR when the
Department was considering the 1995 Procedures, OIPR recommended that the
FBI be required to open separate and parallel criminal and intelligence
investigations, and that the FBI place “a wall” between the two investigations
by staffing the criminal investigation with FBI agents who did not have access
to the intelligence investigation. This wall was intended to ensure that
information from each investigation would be fully admissible in the other.
OIPR proposed certain procedures for sharing information developed in the
intelligence investigation that was relevant to the criminal investigation, a
process that was referred to as “passing information over the wall.”

The process for passing information from the intelligence investigation to
the criminal investigation was that an FBI employee — usually the SSA of an
international terrorism squad, the Chief Division Counsel of a field office, or
an FBI Headquarters employee — would be permitted to review raw FISA
intercepts or materials seized pursuant to a FISA and act as a screening
mechanism to decide what to “pass” to the criminal investigators or
prosecutors.

In March 1995, at the direction of the Department, the FBI established
special “wall” procedures for the New York Field Office’s handling of the
criminal and intelligence investigations that arose out of the 1993 World Trade
Center bombing. It is unclear when similar procedures were employed
throughout the FBI. By 1997 OIPR was including a description of the
screening or “wall” procedures in all FISA applications that were filed with the
FISA Court when a criminal investigation was opened.”” The particular

37 Neither OIPR nor the FBI had any written policy requiring the inclusion of such
information in FISA applications until late 2000, after the discovery of several errors in
FISA applications related to information about criminal investigations and wall procedures
related to those criminal investigations. These errors are discussed below in Section 111, B
of this chapter.
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screening mechanism proposed by OIPR and approved by the Attorney
General depended on how far the criminal investigation had developed.” If the
case had recently been initiated, the SSA was usually the screener. In a case in
which the USAO already was involved, others could be the scrzener, such as
an attorney in the FBI’s Office of General Counsel, OIPR, or the Attorney
General. According to James Baker, the current OIPR Counsel,* in late 1999
the Department proposed the use of the FISA Court as “the wall.” The purpose
of this proposal was to ensure that the FISA Court would approve FISA
applications related to threats involving the Millennium where there was a
substantial nexus with related criminal cases.

6. Reports evaluating the impact of the 1995 Procedures

Although the 1995 Procedures allowed for consultation between the FBI
and the Criminal Division about intelligence investigations, and in some
instances required contact by the FBI with the Criminal Division, the FBI
dramatically reduced its consultations with the Criminal Division after the
1995 Procedures were issued. The FBI came to understand from OIPR that
any consultation with Criminal Division attorneys could result in a FISA
surveillance being terminated or in OIPR not agreeing to pursue a FISA
warrant. As a result, the FBI sought prosecutor input only after it was prepared

‘to close an intelligence investigation and “go criminal.”

Three reports — a July 1999 OIG report on the Department’s campaign
finance investigation, a May 2000 Department report on the Wen Ho Lee case,
and a July 2001 General Accounting Office (GAO) report — discussed these
issues and the impact of the 1995 Procedures and the wall.

*¥ According to OIPR Counsel Baker, Attorney General Janet Reno directed the
termination of certain FISA surveillances in 1998 based upon her determination that related
criminal investigative activities called into question the primary purpose of the surveillance
collection.

** Baker joined OIPR in October 1996 and became the Deputy Counsel in 1998. In
May 2001, he was named Acting Counsel, and in January 2002 he became the Counsel.
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a. The OIG’s July 1999 report on the campaign finance
investigation

The first report was the OIG’s July 1999 report entitled “The Handling of
FBI Intelligence Information Related to the Justice Department’s Campaign
Finance Investigation” (the Campaign Finance Report). The OIG report
reviewed allegations that the FBI had failed to disclose certain intelligence
information to Congress, FBI Director Louis Freeh, and Attorney General Janet
Reno. This intelligence information related to the FBI’s Campaign Finance
Task Force, which had been created to investigate allegations of campaign
finance violations during the 1996 presidential campaign. In connection with
this review, the OIG examined issues concerning the implementation of the
1995 Procedures and the sharing of intelligence information with prosecutors
and criminal investigators.

The OIG report found that the 1995 Procedures were largely

misunderstood and often misapplied, resulting in undue reluctance by
intelligence agents to provide information to criminal investigators and
prosecutors. The report stated that “the tumult that accompanied [the] creation
[of the 1995 Procedures] drastically altered the relationship between [the FBI]
and prosecutors.” The report found that because of OIPR’s criticism of the FBI
during the Ames investigation, FBI agents had become “gun shy” about
conversations with Criminal Division attorneys, and the FBI’s General
Counsel’s Office had recommended that FBI agents take a ‘“‘cautious approach”
by initially conferring with OIPR attorneys rather than Criminal Division
attorneys. The report also noted that as a result of the FBI’s concerns about
OIPR’s criticisms, the FBI had been “needlessly chilled” from sharing
intelligence information with the Criminal Division. The report stated that the
1995 Procedures were vaguely written and provided ineffective guidance for
the FBI. The report recommended that the Criminal Division, OIPR, and the
FBI resolve conflicting understandings about the 1995 Procedures, and the FBI
issue guidance to disabuse FBI personnel of “unwarranted concerns about
contact with prosecutors.”

b. The report of the Attorney General’s Review Team on
the Wen Ho Lee investigation

The second repoﬁ addressing these issues was prepared by the Attorney
General’s Review Team (AGRT), which the Department established to review
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the handling of the Wen Ho Lee investigation.” A chapter of the final AGRT
report, issued in May 2000, discussed the 1995 Procedures. The AGRT report
found that soon after the 1995 Procedures were implemented, OIPR prevented
the FBI from contacting the Criminal Division in contravention of the
requirements of the procedures. The report stated that FBI and Criminal
Division officials believed that OIPR was discouraging contact by the FBI with -
the Criminal Division. Both FBI and Criminal Division officials believed that
such contact would jeopardize existing or future FISA coverage because OIPR
might not present the matter to the FISA Court or the FISA Court would deny
the request if such contact occurred. The report stated, “It is clear from
interviews that the AGRT has conducted that, in any investigation where FISA
is employed or even remotely hoped for (and FISA coverage 1s always hoped
for), the Criminal Division is considered radioactive by both the FBI and
OIPR.”

The AGRT report noted that OIPR Counsel Scruggs made it clear to the
FBI that it was not permitted to contact prosecutors in FCI investigations
without the permission of OIPR. The report stated that, as a result, former FBI
Deputy Director Robert Bryant communicated to FBI agents that violating this
rule was a “career stopper.”

In October 1999, the AGRT made interim recommendations to the
Attorney General. For example, the AGRT recommended that the FBI provide
“regularly scheduled briefings” to the Criminal Division concerning FCI
investigations that had the potential for criminal prosecution.

In response, in January 2000 Attorney General Reno established the
“Core Group,” which consisted of the FBI’s Assistant Directors for
counterterrorism and counterintelligence, the Principal Associate Deputy
Attorney General, and the Counsel for OIPR. The FBI was supposed to
provide monthly “critical case briefings” to the Core Group, and the Core
Group was supposed to decide if the facts of the cases warranted notification to
the Criminal Division as provided for in the 1995 Procedures. In addition, the

%0 The team was led by Randy Bellows, an AUSA from the Eastern District of Virginia
who was experienced in FCI cases. The AGRT report, which is entitled “Final Report of the
Attorney General’s Review Team on the Handling of the Los Alamos National Laboratory
Investigation,” is often called “the Bellows report.”
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Attorney General directed the FBI to provide the Criminal Division with copies
of foreign counterintelligence case memoranda summarizing espionage
investigations of U.S. citizens or lawful permanent residents.

In October 2000, the Core Group was disbanded because it was believed
that the briefings were duplicative of sensitive case briefings that the FBI
provided to the Attorney General and the Deputy Attorney General on a
quarterly basis. Around the same time a working group that had been formed
months earlier in response to the interim recommendations of the AGRT report
developed two decision memoranda for the Attorney General’s approval, one
in October 2000 and one in December 2000. The memoranda included several
options for addressing the FBI’s lack of notification to the Lnrmnal Division
regarding evidence in intelligence investigations of significant federal crimes
and the lack of coordination with the Criminal Division, and they delineated
the type and extent of advice the Criminal Division could provide the FBI. The
December 2000 memorandum also described a strategy for presenting new
procedures for coordination between intelligence and law enforcement to the
FISA Court, and it discussed the possibility of an appeal to the FISA Court of
Review if the FISA Court rejected the new coordination procedures. Although
the Criminal Division, OIPR, and the FBI reached an agreement on steps to
liberalize information sharing, the components could not agree on what kind of
advice by the Criminal Division to the FBI was permissible. The Attorney
General never issued or signed either memorandum.

¢. The GAO repdrt

In the third report, the GAO reviewed the policies, procedures, and
processes for coordinating FBI intelligence investigations where criminal
activity was indicated. In its July 2001 report, the GAO found that the FBI had
little contact with the Criminal Division about intelligence investigations
because of the FBI and OIPR’s concern about the potential for “rejection of the
FISA application or the loss of a FISA renewal” or “suppression of evidence
gathered using FISA tools.” See “FBI Intelligence Investigations:
Coordination within Justice on Counterintelligence Criminal Matters is
Limited,” GAO-01-780, July 2001. The GAO report recommended, among
other things, that the Attorney General establish a policy and guidance
clarifying the expectations regarding the FBI’s notification of the Cr1m1nal
Division about potential criminal violations arising in intelligence
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investigations. According to the GAO report, while there were some
improvements in the coordination between the FBI and the Criminal Division
after the remedial actions in response to the AGRT report were implemented,
coordination impediments remained.

B. FISA Court’s concern about accuracy of FISA applications

1. Errors in FISA applications

Around the time of these two reviews on problems of coordinating
criminal and intelligence information, the FISA Court imposed additional
-restrictions-on the passing of intelligence information to criminal 1nvest1gators
‘The FISA Court took this action after it learned in 2000 and 2001 of errors in
approximately 100 FISA applications that had been filed with the Court.*'
Approximately 75 of the errors were contained in FISA applications relating to
_targets with connections to a particulalr terrorist organization, which we will -
call “Terrorist Organization No. 1,” and the other errors were contained in
FISA applications relating to a different terrorist organization, which we w111

call “Terrorist Organization No. 2.”

In the summer of 2000, OIPR first learned of the errors in several FISA
applications related to Terrorist Organization No.1. OIPR verbally notified the
FISA Court of the errors and, together with FBI Headquarters employees, ‘
conducted a review of other FISA applications involving Terrorist
Organization No. 1 that had been submitted since July 1997. In September and .
October 2000, OIPR filed two pleadings with the FISA Court advising of
‘errors in approximately 100 FISA applications related to Terrorist Organization
No. 1.

! As discussed in detail below, FISA applications were submitted by field offices to
FBI Headquarters for preparation of the documentation that would be presented to OIPR for
finalization and submission to the FISA Court. The documentation prepared by FBI
Headquarters and finalized by OIPR often was reviewed or edited by different persons,
including an SSA, I0S, Unit Chief, and a National Security Law Unit attorney. The
documentation included an affidavit signed by the SSA at FBI Headquarters containing the
facts in support of the FISA warrant. The errors arose in these SSA affidavits.
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Many of these errors in the FISA applications involved omissions of
information or misrepresentations about criminal investigations on the FISA
targets. In applications where criminal investigations were identified,
inaccurate information was presented in FISA applications about the “wall”
procedures to separate the criminal investigation from the mtelligence
investigation. For example, the description of the wall procedures in the
majority of FISA applications involving Terrorist Organization No. 1 stated
that the FBI New York Field Office had separate teams of agents handling the
criminal and intelligence investigations. While different agents were assigned
to the criminal and intelligence investigations, they were not kept separate from
each other. Instead, the criminal agents worked on the intelligence
investigation, and the intelligence agents worked on the criminal 1nvest1gat10n
This meant that, contrary to what had been represented to the FISA Court,
agents working on the criminal investigation had not been restricted from the
information obtained in the intelligence investigation.

2. FISA Court’s new requirements regarding the wall

As aresult of the FISA Court’s concerns about the mistakes in the FISA
applications, the FISA Court began requiring in October 2000 anyone who
reviewed FISA-obtained materials or other intelligence acquired based on
FISA-obtained intelligence (called “FISA-derived” intelligence®) to sign a
certification acknowledging that the Court’s approval was required for
dissemination to criminal investigators. The FBI came to understand that this
meant that only intelligence agents were permitted to review without FISA
Court approval all FISA intercepts and materials seized by a FISA warrant, as
well as any CIA and NSA intelligence provided to the FBI based on
information obtained by an FBI FISA search or intercept.®

Because FISA-obtained information often was passed from the FBI to the
NSA and the CIA, the Department asked the FISA Court whether the FBI was

42 FISA-obtained information was often passed to the NSA and CIA for further use,
which could result in “FISA-derived” information.

43 As stated above, in late 1999, the Court had become the screening mechanism or “the
wall” for all investigations involving FISA techniques on al Qaeda in which the FBI wanted
to pass intelligence information to a criminal investigation.
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also required to obtain the newly required certifications from any NSA or CIA
employees who reviewed the FISA-obtained material. The Court exempted the
NSA and CIA from the certification, but required that the two agencies note on
any intelligence shared with the FBI if it was FISA-derived. According to the
NSA, when made aware of this requirement, it reported to the Department that,
in the interest of providing as much intelligence as quickly as possible to the
FBI, the NSA would place a caveat on all counterterrorism-related intelligence
provided to the FBI. The caveat indicated that if the FBI wanted to pass NSA
-intelligence to criminal investigators, it had to involve the NSA General
Counsel’s Office to determine whether the information was in fact FISA-
derived. According to the NSA, the other alternative would have been to slow
the dissemination while the NSA checked whether the intelligence was derived
from a FISA.*

‘The caveat language used by the NSA stated: “Except for information
reflecting a direct threat to life, neither this product nor any information
contained in this product may be disseminated to U.S. criminal investigators or
prosecutors without prior approval of NSA. All subsequent product which
contains information obtained or derived from this product must bear this
caveat. Contact the Office of General Counsel of NSA for guidance

“concerning this caveat.”*

*! This was not the first caveat on dissemination of NSA information. In late 1999,
Attorney General Reno authorized a warrantless physical search under authority granted to
the Attorney General by Section 2.5 of Executive Order 12333, unrelated to FISA. The
Attorney General directed that the fruits of the physical search could not be disseminated to
any criminal prosecutors or investigators until copies of the information were provided to
OIPR and the approval of the Attorney General had been obtained. Questions were raised
about dissemination of NSA’s information based upon the fruits of a Section 2.5 search.
The NSA - after working with OIPR to determine what language to use — decided to put a
cavieat on all of its Bin Laden related reporting to the FBI indicating that further
dissemination to law enforcement entities could not occur without approval from OIPR.

> In Chapter Five, the chapter about Hazmi and Mihdhar, we discuss the separation of
criminal investigators from intelligence investigators and the requirement that NSA
information be reviewed by the NSA to determine whether it was FISA-derived or otherwise
subject to limited dissemination. We describe how these restrictions affected the FBI’s
ability to share important intelligence information. For example, in early summer 2001 an
FBI Headquarters IOS met with New York criminal agents who were working on the FBI’s
(continued)
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3. Additional FISA errors and DOJ OPR’s investigation

The Deputy Attorney General’s Office referred to the DOJ Office of
Proféssional Responsibility (OPR) a memorandum prepared by OIPR
regarding the errors in the approximately 75 Terrorist Organization No. 1-
related FISA applications that had been raised to the FISA Court. In
November 2000, OPR opened an investigation to determine whether any FBI
employees had committed misconduct in connection with these errors.

In March 2001, OIPR also became aware of an error in a FISA A
application related to Terrorist Organization No. 2. The error concerned the
description of the wall procedures in several FBI field offices. This description
also had been used in 14 other applications related to Terrorist Organization
No. 2. After the FISA Court learned of these errors, it stated that it would no
longer accept any FISA application in which the supporting affidavit was
signed by the SSA who had presented that Terrorist Organization No. 2 FISA

application to the Court. ._

, To address the issue of the accuracy of the information in the FISA
affidavits, FBI ITOS managers began requiring that FISA affidavits contain
certain information, such as the signature of the field office SSA and any
AUSA involved in the case indicating that they had read the affidavit and
agreed with the facts as they were written. In April 2001, the entire FBI
Counterterrorism Division was instructed to comply with these procedures. On
May 18, 2001, the Attorney General issued additional instructions to improve
the accuracy of FISA affidavits, including requiring direct communication
between OIPR attorneys and the field office on whose behalf the FISA
application was being prepared and establishing a FISA training program at the
FBI’s training academy in Quantico, Virginia. In addition, the Attorney

(continued)

Cole investigation. During this meeting, they discussed certain information obtained from
the CIA about Mihdhar. Although the IOS had information from the NSA about Mihdhar,
the IOS did not reveal this information to the FBI criminal agents at the meeting because it
had not yet been approved for dissemination by the NSA. In addition, in August 2001, once
the FBI opened an intelligence investigation to locate Mihdhar, the same IOS and a New
York criminal agent involved in the earlier meeting discussed and disagreed about whether a
criminal agent would be permitted to participate in the intelligence investigation trying to
locate Mihdhar or to participate in any interview with Mihdhar.

39



General asked OPR to expand its investigation to include a review of the errors
made in FISA applications related to Terrorist Organization No. 2.

OPR’s report, which was issued on May 15, 2003, concluded that “none

of the errors in the [Terrorist Organization No. 1] and [Terrorist Organization
‘No. 2] related FISA applications were the result of professional misconduct or
‘poor judgment by the attorneys or agents who prepared or reviewed them.”
The report concluded that “a majority of the errors were the result of systemic
flaws in the process by which those FISA applications were prepared and
reviewed.” These systemic flaws included, among other things, a lack of a .
formal training program for attorneys in OIPR or agents at the FBI to learn
‘about the FISA application process, a lack of policies or rules regarding the .
required content of FISA applications, and a lack of resources for handling
FISA applications.

C. Deputy Attorney General Thompson’s August 2001
memorandum

On August 6, 2001, Deputy Attorney General Larry Thompson issued a.
memorandum to the Criminal Division, OIPR, and the FBI regarding the
Department’s policies governing intelligence sharing and establishing new
policy. It stated that the 1995 Procedures and the additional 2000 procedures
remained in effect. The memorandum stated that ‘the purpose of this
memorandum is to restate and clarify certain important requirements imposed
by the 1995 Procedures, and the [January 2000 measures issued in response to
the AGRT report], and to establish certain additional requirements.”

The memorandum reiterated the requirement that the Crirninal Division
had to be notified when there were facts or circumstances “that reasonably
indicate that a significant federal crime has been, is being or may be
committed.” The memorandum emphasized the notification was mandatory
and that the “reasonable indication” standard was “substantially lower than -
probable cause.”

In addition, the memorandum stated that the FBI was required to have
monthly briefings with the Criminal Division on all investigations that met the
notification standards. The memorandum added that the Criminal Division |
should identify the investigations about which it needed additional information,

-and the FBI was required to provide this information. The memorandum did
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not address the issue of the type of advice that was permissible by Criminal
Division attorneys to the FBI.

D. The impact of the wall

The actions of the Department, including OIPR, the implementation of
the 1995 Procedures, the additional requirements created by the FISA Court,
and the OPR investigation had several effects on the handling of intelligence
and criminal investigations. First, witnesses told the OIG that the concerns of
the FISA Court, the banning of the SSA from the FISA Court, the OPR
investigation, and the additional requirements for sharing information imposed
by the FISA Court contributed to a climate of fear in ITOS at FBI
Headquarters. SSAs and IOSs at FBI Headquarters were concerned about
becoming the subject of an OPR investigation and the effect that any such
investigation would have on their careers.

They said they were concerned not only about the acczuracy of the
information they provided to the Court, but also about ensuring that
intelligence information was kept separate from criminal investigations. A
former ITOS Unit Chief and long-time FBI Headquarters SSA told the OIG
that the certification requirement was referred to as “a contempt letter.” He
explained that FBI employees began fearing that they would lose their jobs if"
any intelligence information was shared with criminal investigators.

Second, the restrictions imposed by the FISA Court — the requirement
that anyone who received intelligence sign the certification and the screening
procedures applicable to both FISA-obtained and FISA-derived material:—

- created administrative hurdles for the FBI in handling intelligence information.
For example, the new requirements were imposed in December 2000, just two
months after the bombing of the U.S.S. Cole, and during the time the FBI was
actively pursuing its criminal investigation. Given the new requirements, the
FBI employed several IOSs on the Cole imnvestigation just to track all of the
required certifications.

Consistent with the conclusions of the AGRT report, employees at FBI
Headquarters and in the Minneapolis Field Office who we interviewed told us.
that before September 11, 2001, there was a general perception within the FBI
that seeking prosecutor input or taking any criminal investigative step when an
intelligence investigation was open potentially harmed the FBI’s ability to

41



obtain, maintain, or renew a FISA warrant. FBI Headquarters employees
described cases in which OIPR required that electronic surveillance obtained
under FISA be “shut down” and that the FBI “go criminal” because permission
had been requested to approach the USAO or because some other criminal step
had been taken. In addition, FBI attorneys told the OIG that, in their
experience, OIPR would not consider applying for a FISA warrant in a case in
~which OIPR determined that there was “too much” criminal activity.

OIPR Counsel Baker told the OIG that the primary concern of the FISA
Court was the direction and control of the intelligence investigation by
prosecutors, not sharing of intelligence information with law eriforcement
“agents. Baker stated that the FISA Court had approved FISA applications in
~which there was extensive interaction between prosecutors and FBI agents,

provided that OIPR was present during the interactions, there was a separation
between the prosecutors and intelligence investigators, and that the FISA Court
was apprised of the FBI’s intended use of the FISA information.

E. Changes to the wall after September 11, 2001

Shortly after the September 11, 2001, terrorist attacks, the Department

proposed lowering the wall between criminal and intelligence information by
- changing the language in the FISA statute from “the purpose” of the
~surveillance or search (for the collection of foreign intelligence information) to
“only “a purpose.”® In October 2001, the Uniting and Strengthening America
by Providing Appropriate Tools Required To Intercept and Obstruct Terrorism -
"Act (the USA PATRIOT Act or the Patriot Act) was enacted, which changed

the requirement from “the purpose” (for obtaining foreign intelligence) to “a
_significant purpose.” Pub. L. No. 107-56, 115 Stat. 272, Section 218. The

Patriot Act also specified that federal officers who conduct electronic
~surveillance or searches to obtain foreign intelligence information may consult

% The Department had been considering seeking this change to FISA prior to
September 11. In August 2001, the Office of the Deputy Attorney General asked the Office
of Legal Counsel (OLC) for advice on whether FISA could be amended by Congress to -
require that the collection of foreign intelligence information be “a purpose” of a FISA -
warrant rather than “the purpose.” That request was under review by OLC on September 11,
2001.
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with federal law enforcement officers to coordinate their efforts to investigate
and protect against actualoripotential attacks, sabotage, or international
terrorism. Id. at Section 504. :

~ Although the Patriot Act amendments to FISA expressly provided for the
consultation and coordination between prosecutors and FBI intelligence
investigators, in November 2001 the FISA Court issued an order requiring that
the 1995 Procedures, as revised by Attorney General Reno’s January 2000
changes and the August 2001 Thompson memorandum, be applied in all cases
before the FISA Court.

7 In March 2002, the Attorney General issued new guidelines on
intelligence sharing procedures that superseded the 1995 Procedures. The
2002 Procedures effectively removed “the wall” between intelligence and
criminal investigations. The 2002 Procedures explained that since the Patriot
Act allowed FISA to be used for a “significant purpose” rather than the
primary purpose of obtaining foreign intelligence, FISA could “be used .-
primarily for a law enforcement purpose, as long as a significant foreign
intelligence purpose remain[ed].” (Emphasis in original.)

- The 2002 Procedures also directed that the Criminal Division and OIPR
shall have access to — and that the FBI shall provide — all information
developed in full field foreign intelligence and counterintelligence :
investigations, particularly information that is necessary to the ability of the
United States to investigate or protect against foreign attack, sabotage,
terrorism, and clandestine intelligence activities; and information that concerns
any crime which has been, is being, or is about to be committed. The 2002
Procedures provided that USAOQOs should receive information and engage in
consultations to the same extent as that provided for the Criminal Division.

In addition to these information sharing requirements, the 2002
Procedures provided that intelligence and law enforcement officers may
exchange a “full range of information and advice” concerning foreign
intelligence and foreign counterintelligence investigations, “including
information and advice designed to preserve or enhance the possibility of a
criminal prosecution.” The 2002 Procedures noted that this extensive
coordination was permitted because the Patriot Act provided that such
coordination shall not preclude the government’s certification of a significant
foreign intelligence purpose for the issuance of a warrant by the FISA Court.
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The Department immediately tested the new 2002 Procedures with the
FISA Court. In an opinion issued on May 17, 2002, the FISA Court accepted
the information-sharing provisions of the new Procedures. However, the FISA .
Court rejected the Department’s position that criminal prosecutors should be
permitted to have a significant role in FISA surveillances and searches from

start to finish. See In Re All Matters Submitted to Foreign Intelligence

Surveillance Court, 218 F.Supp.2d 611 (2002). The Department appealed the
Court’s ruling to the Foreign Intelligence Surveillance Court of Review, the
appellate court for the FISA Court. This was the first appeal ever to the FISA
Court of Review. "

The Court of Review rejected the FISA Court’s findings, as well as the
1995 Procedures and the “primary purpose standard” that had been applied
before the Patriot Act revision. See In Re Sealed Case, 310 F.3d 717 (2002).
- The Court of Review concluded that the restrictions of the wall imposed by the
‘Department and the FISA Court were never required by FISA or the
Constitution.*’” The Court ruled that FISA permitted the use of intelligence in
criminal inVestiga.tions, and that coordination between criminal prosecutors and
intelligence investigators was necessary for the protection of national security.
The Court concluded that while the FBI had to certify that the purpose of the
FISA surveillance was to obtain foreign intelligence information, FISA did not
preclude or limit the use of intelligence information in a criminal prosecution.
- The Court wrote, “[E]ffective counterintelligence, we have learned, requires
_ the wholehearted cooperation of all the government’s personnel who can be
brought to the task.” Id. at 743.

IV. The process for obtaining a FISA warrant

In this section, we describe the legal and procedural requirements for
obtaining a FISA warrant prior to September 11, 2001, focusing on the
requirement for a warrant to conduct a physical search like the warrant that the

" The Court of Review noted, “We certainly understand the 1995 Justice Department’s
effort to avoid difficulty with the FISA court, or other courts; and we have no basisto
criticize any organization of the Justice Department that an Attorney General desires.” Id. at
727 n. 14.
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FBI’s Minneapolis Field Office sought in the Moussaoui investigation, which
we discuss in detail in Chapter Four.

A. Legal requirements for a FISA warrant

As noted above, FISA allows the FBI to conduct electronic surveillance
and physical searches in connection with counterespionage and
counterterrorism investigations. . Rather than showing that the subject of the
surveillance or the physical search is potentially connected to a crime, the FBI
must show that there is probable cause to believe that the subject of the
surveillance or search is an “agent” of a “foreign power.” With respect to a
warrant for a physical search, the FBI also must show that there is probable
cause to believe that the property to be searched is owned, used, possessed by,
or in transit to or from an “agent of a foreign power” or “a foreign power.”

50 U.S.C. § 1824(a)(3).

1. Agent of a foreign power

“Foreign power” as defined in the FISA statute has several meanings,
most of which pertain to the governance of a foreign nation, such as “a foreign
government or any component thereof, whether or not recognized by the

- United States” and ““an entity that is directed and controlled by a foreign,
government or governments.” 50 U.S.C. § 1801(a)(1) & (2).

T

With respect to terrorism, before September 11, 2001, foreign
powers that were used in requests for FISA warrants to the FISA Court
included foreign governments as well as terrorist organizations not controllied
by any foreign government, such as al Qaeda and Hizbollah.

Whether a terrorist organization qualified as a “foreign power” under the
FISA statute depended upon the intelligence developed about the group and its
activities, and whether the FISA Court was convinced that the government had
proven that the entity existed and was engaged in international terrorist
activities. In practice, once the FBI developed the necessary intelligence about
the existence of a terrorist organization, a particular subject was used as a “test
subject” for pleading to the FISA Court that the organization was a foreign
power. Although not dispositive, FISA applications might reference the fact
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that the State Department had designated an entity as a “foreign terrorist
organization” (FTO).*®

An “agent” of a foreign power also has several definitions in the statute.
An agent can be a person who has an official connection to a foreign power,
such as an employee of a foreign government or an official member of a
terrorist organization. With respect to terrorism, an agent can be anyone who
engages in international terrorism (or in activities that are in preparation for
international terrorism) “for or on behalf of a foreign power.” 50 U.S.C.
§ 1801(b)(2)(C).

Aside from stating that a person must be acting “for or on behalf of” a
foreign power, the FISA statute does not further define when a person is an
“agent.” The legislative history of FISA states that there must be “a nexus
between the individual and the foreign power that suggests that the person is
likely to do the bidding of the foreign power,” and that there must be a
“knowing connection” between the individual and the foreign power. H.R..
7308, 95" Congress, 2d Session, Report 95-1283, Pt. 1, p. 49, 44
(June 8, 1978). The legislative history also states that more than evidence of
“mere sympathy for, identity of interest with, or vocal support for the goals” of
a terrorist organization is required to establish agency between the group and
the potential subject. Id. at p. 42. The Attorney General’s FCI Guidelines in
effect in 2001 stated in the definition section that determining whether an
individual is acting “for or on behalf of a foreign power” is based on the extent

*8 FTOs are foreign entities that are designated as terrorist organizations by the
Secretary of State in accordance with the Antiterrorism and Effective Death Penalty Act,
signed into law in April 1996. The criteria for this designation include: that the entity is a
foreign organization, that the organization is engaged in terrorist activity, and that the
organization’s terrorist activity must threaten the security of U.S. nationals or the national
security of the United States. FTO designations expire automatically after two years but
may be redesignated. It is unlawful for anyone to assist an FTO, representatives and
members of FTOs are not admissible into the United States, and U.S. financial institutions
that become aware of possession of funds of an FTO must report this information to the
government. The first 30 FTO designations were made in October 1997. As of March
2004, 37 FTOs were on the State Department list, including al Qaeda, Ansar al-Islam, and
the Revolutionary Armed Forces of Columbia.
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to which the foreign power is involved 1n confrolling, leading, financially
supporting, assigning or disciplining the individual.

2. The application filed with the FISA Court

To obtain an order from the FISA Court authorizing either electronic
surveillance or a physical search, the FBI — through DOJ OIPR — submits to the
FISA Court an application containing three documents. The first document,
labeled “application,” is a court pleading that contains the government’s
specific request for a FISA warrant and includes the required approval by the
Attorney General or the Deputy Attorney General. See 50 U.S.C. § 1804(a)
(electronic surveillance) and § 1823(a) (physical search). The second
document is a certification by the FBI Director or other Executive Branch
official that the information sought is foreign intelligence information and that
the information cannot reasonably be obtained by normal investigative
techniques. |§EEEIIRRREIRNETI NN 25 discussed above, -
the certification also had to contain a statement that the purpose of the search
or surveillance was to obtain foreign intelligence information.* See 50
U.S.C. § 1804(a)(7) (electronic surveillance) and § 1823(a)(7) (physical
search).

The third required document is an affidavit signed by an SSA from FBI
Headquarters, which satisfies the FISA statute’s requirement that the
application be made “by a Federal officer in writing upon oath or affirmation.”
50 U.S.C. § 1804(a) (electronic surveillance) and § 1823(a) (physical search).
The affidavit must contain “a statement of the facts and circumstances relied
upon by the applicant to justify his belief” that the foreign power identified in
the application is in fact a foreign power and that there are sufficient
connections between the foreign power and the individual targeted to establish
that the individual is acting as an agent of the foreign power. 1d. With respect
to a physical search, the affidavit also must show that the property to be
searched contains foreign intelligence information, and the property to be

* As previously discussed, the Patriot Act amended this section of the FISA statute to
require that the certification state that “a significant purpose” of the surveillance or search is
to obtain foreign intelligence information.
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‘searched is owned, used, possessed by, or is in transit to or from a foreign
power or an agent of a foreign power. 50 U.S.C. § 1823(a)(4).”

The FISA statute also provides that in order for a judge to issue an order
approving the FISA application, the judge must find that “on the basis of the
facts submitted by the applicant there is probable cause to believe that the
target of the electronic surveillance is a foreign power or an agent of a foreign
power.” 50 U.S.C. § 1805(3).

B. Assembling an application for submission to the FISA Court

Prior to September 11, 2001, the FISA application process involved
several layers of review and approval at FBI Headquarters and at OIPR before
presentation to the FISA Court. The process began when the field office
submitted an EC or letterhead memorandum (LHM) to FBI Headquarters
setting forth the supporting evidence for the FISA warrant.”’ An SSA and IOS
in FBI Headquarters worked with the field office in reviewing, editing, and
finalizing the LHM. An NSLU attorney reviewed, edited, and approved the
'LHM, then obtained several ITOS management approvals before sending the
request to OIPR for consideration. Using the information provided in the
LHM, an OIPR attorney drafted the FISA application and other required
documents, which were reviewed 1n draft by the OIPR attorney’s supervisor.
The documentation drafted by OIPR was provided to the SSA, 10S, and NSLU
attorney for their review before being finalized by the OIPR attorney and filed
with the FISA Court. This process normally took several months to complete,
although we were told a FISA warrant could be obtained in a matter of several
hours or a few days if needed.

We describe below in more 'detail each step in the process, with special
attention to the role of each person involved in the process.

% OIPR also submits to the FISA Court a draft order or orders for the FISA judge’s
completion and signature.

! An LHM is a memorandum on FBI letterhead stationery that is used to communicate
to the Attorney General, other Department officials, or persons or agencies outside the FBI.
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1. Investigation and LHM prepared by field office

An application for a FISA warrant normally originated from the
investigative work conducted by a field office. During the investigation, the
field office typically developed information about the subject of the
investigation by checking FBI indices and files, reviewing publicly available
records, and inquiring with domestic and foreign law enforcement and
intelligence agencies — such as the CIA and NSA — about the subject. In-
addition, the field office could conduct other investigative activities. The field
office also could obtain the subject’s records of telephone calls, computer
transactions, and financial information through National Security Letters
(NSLs).** This phase of collecting information can last anywhere from several
days to several months.

If a field office wanted to obtain a FISA warrant and thought it had
sufficient information to support a FISA warrant, the field office prepared an
LHM setting forth as specifically as possible the supporting information. The
LHM was sent to the appropriate unit at FBI Headquarters, where it was
assigned to a particular SSA for handling.

2. Role of SSAs and IOSs at FBI Headquarters

S R -

LHM was received in FBI Headquarters by the appropriate SSA, that SSA was
responsible for ensuring that the FISA request was adequately supported and
complete before it was presented to OIPR. To do this, the SSA — working in
conjunction with the assigned IOS — reviewed the documentation to assess
whether it contained sufficient information for a FISA or whether there were
questions that would have to be answered before the request could be

>2 NSLs are issued in intelligence investigations to obtain telephone and electronic
communications records from telephone companies and internet service providers (pursuant
to the Electronic Communications Privacy Act, or ECPA, 18 U.S.C. § 2709), records from
financial institutions (pursuant to the Right to Financial Privacy Act, 12 U.S.C.
§ 3414(a)(5)), and information from credit bureaus (pursuant to the Fair Credit Reporting
Act, 15 U.S.C. §§ 1681u and 1681v). They do not require approval of a court before
issuance by the FBI. Prior to September 11, the process for issuing NSLs could take several
months. We discuss this issue in Chapter Four of the report.
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completed. The SSA also assessed whether the appropriate forzsign power was
- being pled and whether there was sufficient information connecting the subject
to the foreign power. »

The SSA and the IOS communicated with the field office directly about
any problems or for additional information. In problematic cases, the SSA
would consult with an NSLU attorney for advice and suggestions.

The SSA and the TOS used the documentation submitted by the field
office and often edited the document. In some instances, the FISA request was
completely rewritten, and in other instances few changes were made.

With respect to the information supporting the existence of the foreign
power, the SSA or IOS typically inserted language used in other FISA
applications involving the same foreign power. If the SSA or I0S acquired
additional information to support the application, such as information
indicating connections between the subject and the foreign power, that
1nformat10n was also 1nc1uded in the LHM

_ | ; e the SSA would normally
review the edlted version of the LHM W1th the field office to ensure the factual
accuracy of the LHM.> Once the field office and the SSA agreed on the final
version of the LHM, the SSA sought review and approval by an NSLU
attorney and finally obtained the appropriate signatures within FBI
Headquarters management, such as the signatures of the Unit and Section
Chiefs. This editing process could last from several days to several months.

>3 Such consultations with the field office about edits arose primarily because of the
problems the FBI had encountered with the FISA Court in the fall of 2000 and spring of
2001 over inaccuracies in the affidavits signed by SSAs and filed with the FISA Court. In
March 2001, the FBI adopted procedures requiring the SSA at FBI Headquarters handling a
FISA request to review OIPR’s draft affidavit with the field office to ensure the factual
accuracy of the affidavit before it was filed with the FISA Court. Because of these
requirements and other concerns about the accuracy of the affidavits, SSAs spent more time
than they had in the past discussing drafts of FISA documents with field offices.

50



3. Role of NSLU attorneys

--Ilnl-lﬂlﬂll--llllll-two attorneys

in the National Security Law Unit (NSLU) of the FBI’s Office of the General
Counsel were assigned full-time to counterterrorism matters.* No attorney
was assigned responsibility for a particular FISA request from beginning to
end.

The two NSLU attorneys assigned to counterterrorism matters had two
functions with respect to FISA requests submitted by field offices. First, they
functioned in an advisory capacity. The SSA would consult with an NSLU
attorney if a question or problem arose or if the SSA needed legal advice.
NSLU attorneys also were consulted when there was a disagreement between
the field office and FBI Headquarters about a particular issue, such as whether
there was sufficient support for a FISA warrant. SSAs often discussed with
NSLU attorneys whether the threshold of probable cause had been met for
supporting that a subject was an agent of a foreign power. The former head of
the NSLU told the OIG, however, that in “slam dunk™ cases, FBI Headquarters
would deal directly with OIPR without consulting an NSLU attorney.

The second function of NSLU attorneys with respect to FISA requests
was to review the LHM once 1t was finalized and to advise whether they
believed OIPR would accept the LHM as having sufficient evidence to obtain a
FISA warrant. If the NSLU attorney did not believe that the LHM contained
sufficient evidence, the NSLU attorney would advise the SSA what additional
information was needed and make suggestions about how the additional
information could be acquired. Once the LHM was finalized and approved by
the NSLU attorney, the signatures of the Unit Chief and the Section Chief were
obtained, and the LHM was sent to OIPR.

The NSLU attorney and the SSA also could make recommendations to
the field office about how to acquire any additional information that was
needed. If the field office provided additional information to support the FISA
request, the LHM was revised and the FISA request was reviewed again. This
process would continue until the NSLU attorney was satisfied that the

>* Other NSLU attorneys primarily worked counterintelligence matters, although some
of them assisted with counterterrorism matters when necessary.
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standards for obtaining the FISA warrant were met. This step in the process
also could last from several days to several months.

4. Role of OIPR attorneys

Once the SSA obtained the necessary FBI Headquarters approvals, the
LHM and its supporting documents were provided to OIPR for preparation of
the required pleadings. An OIPR attorney would review the LHM and
determine whether there was sufficient evidence to obtain a FISA warrant. The
OIPR attorney would consult with the FBI Headquarters SSA about any
questions and would sometimes prepare a list of questions for the SSA to
answer in writing. The SSA often consulted with the field office to obtain the
information requested by the OIPR attorney and sometimes asked the field
office to conduct additional investigation. This process also could take
anywhere from several days to several months.

Once the OIPR attorney was satisfied that there was sufficient evidence
to support the FISA application, an OIPR attorney prepared the draft pleadings.
A supervisory attorney in OIPR would review the draft pleadings and make
- recommendations and revisions. The final draft was provided to the SSA and
the NSLU attorney for review. After finalizing the pleadings and obtaining the
signatures of the FBI Headquarters SSA who signed the affidavit, the Attorney
General, and the FBI Director, the OIPR attorney filed the pleadings with the
FISA Court, along with a draft order for the judge’s signature. The FISA Court
would then schedule a hearing, which was attended by the OIPR attorney and
the SSA."

If the FISA Court approved the warrant, it issued an order authorizing the
surveillance or search. Orders authorizing surveillance were for a specific
period, beginning and ending on a certain day and time. The order was
transmitted to the field office responsible for conducting the surveillance or
search.

5. Expedited FISA warrants

~ In the Moussaoui investigation, the Minneapolis Field Office requested
an “emergency FISA,” which was a FISA that could be obtained in an
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expedited manner.” The SSAs and NSLU attorneys we interviewed told us
that what rose to the level of “expedited” depended on what the field office and
ITOS management deemed to be an immediate priority. According to these
witnesses, in the summer of 2001 expedited FISA requests normally involved
reports of a suspected imminent attack or other imminent danger.

Although the normal processing time for a FISA application was several
weeks or months, FBI Headquarters working with an NSLU attorney and OIPR
could prepare an expedited FISA application for presentation to the FISA
Court in a matter of several hours or days, depending on the circumstances
giving rise to the expedited request.

>> Although expedited FISA requests were commonly referred to as “emergency
FISAs,” the statute provided for an “emergency FISA” that was different from an expedited
FISA. The statute stated that an emergency FISA allowed the Attorney General - without
prior approval of the FISA Court - to authorize the execution of a search warrant or
electronic surveillance if the Attorney General determined that “an emergency situation
exists” and there was a “the factual basis for issuance of an order” in accordance with the
statute. See 50 U.S.C. § 1805(e) (electronic surveillance) & § 1824(¢e) (physical search
warrant). The government was required to present an application to the FISA Court with
respect to any such warrantless search or electronic surveillance within 24 hours of the
execution of the search or surveillance. 50 U.S.C. § 1805(e) (electronic surveillance) &
§ 1824(e) (physical search warrant). This type of emergency FISA rarely was used before
September 11, 2001.
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CHAPTER THREE
THE FBI’S HANDLING OF THE PHOENIX ELECTRONIC
COMMUNICATION AND OTHER INFORMATION
RELATING TO USE OF AIRPLANES IN TERRORISTS
ATTACKS

I. Introduction

In this chapter of the report, we examine allegations that the FBI failed to
act prior to September 11, 2001, on intelligence information that warned of
potential terrorists training in aviation-related fields of study in the United
States. The focus of these allegations concerned an Electrcnic Communication
(EC) dated July 10, 2001, that was written by Kenneth Williams, a special
agent in the FBI’s Phoenix Division. In his EC, Williams wrote that he
believed that there was a coordinated effort by Usama Bin Laden to send
students to the United States to attend civil aviation universities and colleges.
He suggested that the purpose of these students would be to one day work in
the civil aviation industry around the world to conduct terrorist activity against
civil aviation targets. Williams wrote that he was providing the information in
the EC for analysis and comments. Williams addressed the EC to several
people in FBI Headquarters and in the FBI’s New York Division.*®

After September 11, 2001, the FBI has acknowledged several problems
in how the Phoenix EC was handled. The FBI stated that the information
raised in the EC should have been analyzed by the FBI, but that such analysis
did not occur before September 11. In addition, the FBI acknowledged that the
Phoenix EC should have been disseminated to other intelligence agencies and
to the FBI’s field offices for their consideration, but it was not disseminated
before September 11.”

%6 A redacted copy of this document is attached in the Appendix.

*7 Director Mueller’s written statement for his October 17, 2002, testimony before the
Joint Intelligence Committee Inquiry (JICT) stated: “We have heard, and we acknowledge,
the valid criticisms, many of which have been reiterated by this Committee. For example,
the Phoenix memo should have been disseminated to all field offices and to our sister
agencies.” Former ITOS Section Chief Michael Rolince testified before Congress that the
(continued)
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In this chapter we analyze the FBI’s handling of the Phoenix EC. We
first provide background on how leads were communicated and assigned in the
FBI before September 11, 2001. We then summarize the contents of the EC.
Next, we describe in detail how the Phoenix EC was handled within the FBI
before September 11. In the analysis section, we examine problems in how the
Phoenix EC was handled, first focusing on the systemic problems that affected -
the way the FBI treated the EC and then on the performance of the individuals
involved with the EC. Finally, at the end of the chapter we discuss several
other pieces of information in the possession of the FBI before September 11
that also noted connections of potential terrorists to flight schools or the use of
airplanes.

II. The Phoenix EC

A. Background

In this section, we first provide the key terminology and a description of
FBI processes that are relevant to the handling of the Phoenix EC.

1. Assigning leads in the FBI

When-an FBI field office needs assistance or information from another
office or from FBI Headquarters, it “sets a lead” for the assistance. Leads are
nitially written out in ECs, hard copies of which are mailed to the appropriate
offices. In addition, when the EC is “uploaded” to the FBI’s Automated Case
Support (ACS) system, leads associated with the EC are “set” electronically in
ACS system. We describe both processes below. ,

a. The manual process

The specific action requested in an EC is stated in the lead section, which
1s at the end of the document. In the “To:” section of the EC, the author
specifies the offices to which the EC is addressed. In the “Attention:” section,

(continued)
Phoenix EC should have been provided to the personnel assigned to FBI Headquarters from
other agencies, such as the INS, the CIA, the FAA, and others, for their assessment.
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the author specifies the persons who the author believes should receive a copy
of the EC.

ECs have a line marked “Precedence.” There are three options on the
precedence line: “Immediate,” “Priority,” and “Routine.” The FBI’s '
investigative manual states that “immediate” precedence should be used “when
the addressee(s) must take prompt action or have an urgent need for the
information.” The manual states that “priority” precedence should be used
when information is needed within 24 hours, and “routine” precedence should
be used when information is needed within the normal course of business. The
time frame for responding to “routine” requests is not specified.

The office preparing an EC that sets a lead normally sends a hard copy of
the EC to the offices with leads mentioned in the EC. The paper EC is
normally sent through “Bureau mail,” which is the FBI’s interoffice mail
delivery system.

The distribution of the hard copy EC in the receiving office varies from
office to office. In most offices, the EC is routed to an admunistrative
employee assigned to the substantive program that 1s the subject of the EC,
such as the squad secretary for the counterterrorism squad if counterterrorism
is discussed in the EC. The administrative employee decides who should
receive the hard copy EC, whether copies will be made, and for whom. All
individuals listed on the attention line of a hardcopy EC do not necessarily
receive a copy of the EC through the manual distribution process.

b. The electronic prbcess

Leads contained in ECs also are set electronically in ACS when the EC is
completed and is “uploaded” to ACS. The office requesting the lead can enter
in ACS a deadline for handling the lead. If no deadline is set, the default
deadline in ACS for action is 60 days.

ACS contains an “electronic routing table” for each office that receives
leads electronically through ACS. FBI offices set up the electronic routing
table to assign leads to a particular person’s “lead bucket” based on the case
number provided in the “Case ID #” field of the EC. For example, a field
office may program its electronic routing table to direct all leads associated
with cases having international terrorism identifiers to the secretary for the
international terrorism squad. The secretary would then be responsible for
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checking the “lead bucket” and determining to whom to assign the lead
electronically.

FBI employees are responsible for checking ACS periodically and
accessing their lead bucket to see if any leads have been assigned to them.
ACS does not notify users when leads are assigned to them. Only persons who
are assigned a lead will see a notification of an EC associated with the lead
when they check their lead buckets. All other persons listed or the attention
line of the EC must search ACS for their names by conducting text searches
and other kinds of searches to determine if there are any ECs containing their
names. '

In ACS, leads may be “reassigned” or may be “closed.” When leads are
closed, the person closing the lead fills in the field labeled “disposition” to
indicate what action was taken with respect to the lead. However, ACS does
not require this field to be completed in order to close the lead.

c. Persons responsible for assigning leads

At FBI Headquarters, the Radical Fundamentalist Unit (RFU) and the
Usama Bin Laden Unit (UBLU) were the two units in the International .
Terrorism Operations Section (ITOS) involved in the handling of the Phoenix
EC. Within the RFU and UBLU, Intelligence Assistants, called IAs, were
responsible for many duties, including distributing hard copy ECs to the
‘appropriate persons in the units, assigning leads in ACS, conducting name
checks in ACS, and preparing ECs. In addition, before September 11, 2001, an
IA assigned to an administrative unit in ITOS was responsible as a collateral
duty for assigning leads that had been routed to ITOS’ general lead bucket in
ACS. During the time period relevant to our investigation, this IA could assign
leads from ACS directly to analysts in the section, called Intelligence
Operations Specialists (I0Ss). The IA also could route ECs directly to IOSs
without any supervisor’s input or knowledge.

IAs within the RFU and the UBLU normally determined to whom to
assign a lead based on the case identifier, which is one of the required fields on
an EC. For example, 199M matters, called “IT-Other,” were investigations
related to terrorist groups that were not associated with one of the FBI’s 17
other specific case identifiers. 199M or IT-Other matters normally were
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assigned to the RFU. The case identifier associated with the Phoenix EC was
199M, which fell under the RFU. \

Within a particular unit, the specific case number would also be used to
determine whether an IOS or Supervisory Special Agent (SSA) was working
on the designated case and therefore would be responsible for the lead.

d. “Read and clear”

A common type of lead is a “read and clear” lead. According to FBI
procedures, “read and clear” leads are for informational purposes and do not
require any action, other than “clearing” the lead in ACS by closing the lead.
Witnesses told the OIG that setting a “read and clear” lead is similar to sending
a “cc:” copy of a document to someone to read for their information.

e. Persons responsible for conductimg analysis in the FBI

As discussed in Chapter Two, analysis of counterterrorism information
normally was conducted in two places in the FBI. Operational or case-related
analysis was performed primarily by IOSs who worked in ITOS, located in the
Counterterrorism Division. Broader, strategic analysis was performed by
Intelligence Research Specialists (IRSs) who at the time worked in the FBI’s
Investigative Services Division (ISD), a separate division from the
Counterterrorism Division.>®

As discussed in more detail below, the Phoenix EC was addressed to
several SSAs and IOSs in ITOS. It was not addressed to any IRSs or anyone in
the Investigative Services Division.

% ISD was created in November 1999 and housed the FBI’s analytical resources, such
as the IRSs who handled counterintelligence matters, organized crime and white-collar
crime matters, and domestic and international terrorism matters. In addition, ISD included
an Intelligence and Operations Support Section that was responsible for administering the
field’s analytical program and training and automation requ1rements ISD was eliminated in
the beginning of 2002.
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B. The Phoenix EC

Kenneth Williams, the special agent who wrote the Phoenix EC, joined
the FBI in 1990, and was assigned to the Phoenix Division. He worked his
first year and a half on white-collar matters. Since then, he was assigned to -
work on international terrorism matters. Williams told the OIG that while
working on international terrorism matters, he spent almost all of his time on a
terrorist organization that was not connected to Al Qaeda or Bin Laden. At
FBI Headquarters, responsibility for this terrorist organization fell under the
jurisdiction of a unit in ITOS other than the Usama Bin Laden UUnit (UBLU).
Williams said that he had not had any contact with the UBL unit. At the time
of the EC, Williams reported to an SSA who we call “Bob,” who was
responsible for the Phoenix counterterrorism squad.

The Phoenix EC was dated July 10, 2001, and was addressed to the
Counterterrorism Division at FBI Headquarters and to the New York Division.
The precedence line on the EC was marked “routine.” :

that there was an inordinate number of individuals of investigative interest who
were attending or had attended civil aviation universities and colleges in

. 1! ! | I .

1. Information on individuals

As the basis for his concerns, Williams summarized in the EC the results
of four Phoenix intelligence investigations of four subjects who we will call
“Subject No. 1,” “Subject No. 2,” “Subject No. 3,” and “Subject No. 4.”% The

59 Williams was responsible for the Subject No. 1 investigation, which was summarized
in the EC. The other three investigations were international terrorism intelligence cases
(continued)
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other persons of investigative interest were described as seven “associates” of
Subject No. 1. The Phoenix Division had opened a “preliminary inquiry” for
an intelligence investigation about each of these persons but had not yet
developed sufficient information to open a full investigation.

Williams identified the connections of these individuals to aviation as
follows: (1) Subject No. 1 was an aeronautical engineering student at Embry-
Riddle Aeronautical University (ERAU) in Prescott, Arizona;® (2) Subject No.
2 took classes at Cochise College, located in Douglas, Arizona, in the late
1990s to obtain an FAA certificate in airframe and power plant operations;®
and (3) Subject No. 3 and Subject No. 4 were known to associate with a person
we will call Subject No. 5, whose telephone number was associated with a
known supporter of an African Muslim terrorist organization and who
reportedly left the United States in the late 1990s after graduating from
Westwind Aviation in Phoenix, Arizona.*

(continued)

handled by other agents on Williams’ squad and another squad in the Phoenix Division.
Subject No. 2 also had been the subject of a separate investigation in an FBI field office in
the western part of the United States before he moved to Arizona in the late 1990s. This
field office’s investigation of Subject No. 2 was closed at the time the Phoenix EC was
written. '

% Williams stated in the EC that Subject No. 1 was enrolled in acronautical engineering.
ERAU offers a degree in aerospace engineering with a concentration in aeronautical
engineering. Aeronautical engineering is the study of aircraft design.

1 A certificate in airframe and power plant operations allows an individual to become
an aviation maintenance mechanic. The courses for this certificate deal largely with
maintaining aircraft in airworthy condition.

62 The Phoenix EC does not state what courses Subject No. 5 took at Westwind
Aviation. The Phoenix EC also does not state whether the FBI had an investigation open on
Subject No. 5 at the time; however, according to Williams, the FBI did not have any
investigation open on Subject No. 5 at the time because he was not in the United States.
Subject No. 5’s name had surfaced in another FBI investigation involving the same African
Muslim terrorist organization that Subject No. 5 was believed to be connected to. After
September 11, Subject No. 5 was arrested on terrorism charges related to the September 11
attacks, but he was released when a court found that the prosecutors lacked any evidence
connecting Subject No. 5 to the events of September 11.
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With respect to the seven associates of Subject No. 1, Williams wrote
that three were enrolled in pilot training at ERAU, and three were enrolled in
an aeronautical engineering program at ERAU. For the seventh, Williams had
no record of classes taken.®

Williams also reported in the EC the connections of Subject No. 1,
Subject No. 2, Subject No. 3, and Subject No. 4 to Bin Laden and to each
other, which we describe below.

Subject No. 1: The Subject No. 1 investigation was designated by
Williams as a 199M or “IT-Other” matter.* Williams told the OIG that he had
opened the Subject No. 1 case under this designation after obtaining material in
Subject No. 1’s garbage relating to Ibn Khattab, who Williams believed had a
connection to Bin Laden. As discussed in more detail in Chapter Four, Ibn
Khattab was a Jordanian-born, Islamic extremist who was the leader of a large
group of Chechen rebels that had many successes in clashes with Russian
forces.®

In summarizing his investigation of Subject No. 1, Williams wrote in the
EC that Subject No. 1 came to the United States-in the late 1990s, and that in
_April 2000 one of Williams’ sources reported that Subject No. 1 was a
supporter of Bin Laden. In addition, the EC stated that the source told
Williams that Subject No. 1 was involved in the Al-Muhjiroun,*® a Muslim
fundamentalist organization that Williams described as “dedicated to the
overthrow of Western society” and as “an ardent supporter of [Bin Laden].” As
further support for a connection between these persons and civil aviation,

63 We asked Williams to confirm the courses these individuals took. After reviewing
their files, Williams told the OIG that only two of the individuals were enrolled in pilot
training and the other four were enrolled in aeronautical engineering.

¢ An EC requires a case number field to be completed. Wllhams used the Subject No. 1
case number in the case number field of the Phoenix EC.

6s Chechnya is a republic of the former Soviet Union. Since the éollalpse of the Soviet
Union in 1991, Chechen separatists — both Islamic and non- Islamlc have sought
1ndependence from Russia.

% We observed several spellings for this organization in FBI documents, including Al-
Muhajiroun and Al-Mouhajiroun.
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Williams noted that the spiritual leader of the Al-Muhjiroun had issued a
religious degree (or “fatwa”) in February 1998 in which he declared a “jihad”
or “holy war” against the United States and British government, armies,
interests, and airports.” (Emphasis in original.)

Williams wrote in the EC that he had interviewed Subject No. 1 in the
spring of 2000 and that during these interviews, which were conducted in.
Subject No. 1’s apartment, Williams observed photographs on the walls of Bin
Laden, Ibn Khattab, and wounded Muslim separatists from Chechnya.
Williams wrote that Subject No. 1 admitted during these interviews to being
involved in the Al-Muhjiroun, and that he considered the U.S. government and
military forces to be “legitimate military targets of Islam.” Williams noted in
the EC that his investigation of Subject No. 1 was continuing.

Subject No. 2: Williams reported in the EC that Subject No. 2 was
known to have contact with Bin Laden lieutenant Abu Zubaida. Williams
wrote that Subject No. 2 had moved to Arizona in 1998, but had left the United
~ States in October 1999."

Williams also wrote that two persons arrested in June 2001 in Bahrain
had admitted to being members of al Qaeda and had been planning an
operation to bomb the U.S. embassy and military forces in Saudi Arabia. At
the time of their arrest, they had in their possession a passport of a man . who
was believed to be a relative of Subject No. 2. Williams wrote that the man
who was believed to be a relative of Subject No. 2 previously had entered the
United States in 1998 with this passport and was associated with an address
known to be that of Subject No. 2. Williams wrote that he had not been able to
establish a connection between Subject No. 1 and Subject No. 2.%

Subject No. 3 and Subject No. 4: Williams reported in the EC that
investigations of Subject No. 3 and Subject No. 4 had been opened based on

57 The FBI field office that had been investigating Subject No. 2 had closed its
investigation of Subject No. 2 at the time the Phoenix EC was writter.

% Williams wrote in the EC that Subject No. 1 arrived in the United States in August
1999 and that Subject No. 2 left the United States in October 1999. Williams also wrote that
“Subject No. 2 had departed the U.S. prior to Subject No. 1’s arrival.” Williams told the
OIG that this last statement was in error.
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information from foreign governments demonstrating that they were both
involved with African Islamic extremist/terror activity and had associated with
individuals who had associated with Ahmed Ressam. Ressam was arrested on
December 14, 1999, attempting to cross the border from Canada into the
United States with chemicals and detonator materials in his car.®’

Williams wrote that Subject No, 3 and Subject No. 4 were friends with
Subject No. 5, whose telephone number had been associated with a known -
supporter of an African Islamic terrorist organization. Williams noted that
Subject No. 3, Subject No. 4, and Subject No. 5 had not been linked to Subject
No. 1 or Subject No. 2. The EC did not state whether the FBI had an -
investigation open on Subject No. 5 or provide any further details on him. The
EC reported that Subject No. 5 had left the country in November 1997 after
graduating from Westwind Aviation. The EC did not describe the connections
between the African Islamic terrorist organization and Bin Laden or al Qaeda.

2. Recommendations in the Phoenix EC

The Phoenix EC made four recommendations:

 “FBI field offices with these types of schools in their area should
establish appropriate liaison” with the schools;

o “[FBI Headquarters] should discuss this matter with other elements of
the U.S. intelligence community and task the community for any
information that supports Phoenix’s suspicions”; and '

o “[FBI Headquarters] should consider seeking the necessary authority to
obtain visa information from the [Department of State] on individuals
obtaining visas to attend these types of schools and notify the
appropriate FBI field office when these individuals are scheduled to
arrive in their area of responsibility.”

% The Phoenix EC did not state Ressam’s affiliation with Bin Laden or al Qaeda.
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In the lead section of the EC, Williams wrote that he was requesting that
FBI Headquarters consider implementing the suggested actions. The New
York Division lead was designated as a “read and clear” lead. At the end of
the EC, Williams wrote that the information was “being provided to receiving
offices for information, analysis and comments.”

3. Addressees on the Phoenix EC

The attention line of the EC contained the names the unit chief of the
RFU, who we call “Don”; an I0S in the RFU who we call “Ellen”; the acting
unit chief of the UBLU, who we call “Rob”; and UBLU I0OSs who we call
“Jane,” “Matthew,” and “Frank.””® The RFU and the UBLU were the two units
with program responsibility for the two primary organizations discussed in the
EC: Al-Muhjiroun and Bin Laden/al Qaeda.

The attention line also contained the names of two Special Agents who
worked on two different international terrorism squads in the New York
Division: an agent who worked on the New York FBI’s Bin Laden squad who
we call “Jay”, and an agent who we call “Mark” and who worked on a New
York squad that handled investigations that fell under the RFU.

Williams told the OIG that his prior experience did not involve Bin
Laden or Al Qaeda and instead centered on another terrorist organization:
which was managed by a unit other than the Bin Laden Unit at FBI
Headquarters. He said that he was therefore not familiar with the personnel in
the other units within ITOS, except for one long-time RFU I0S, who we call
Frank. Williams said that he called Frank to obtain the names of the persons
working in the RFU and the UBLU, and that he put in the attention line of the

EC the names he had obtained by calling Frank.

Frank told the OIG that he recalled talking to Williams about the EC and
recommending several potential points of contact. Frank said that based on his
understanding of what Williams was writing about, several people needed to

70 Williams mistakenly identified the IOSs as IRSs in the Phoenix EC. In addition, at
that time Matthew and Frank worked in the RFU, not the UBLU. At the request of the FBI,
we have omitted the true names of most of the agents and the analysts who are discussed in
this report.
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see the EC because more than one program was involved. He said that because
the New York Field Office was the primary field office that handled the FBI’s
Bin Laden-related investigations, he likely recommended that Williams also
address the EC to a point of contact in New York.

When asked why he did not recommend including any IRSs on the
attention line, Frank told the OIG that the Investigative Services Division was
“on its last legs” at the time and that there were very few IRSs in the ISD still
working on analysis. He explained that any work of the IRSs would have to be
coordinated through an 10§, so it made sense to route the EC through an I0S
in the first instance.

_ Williams also told the OIG that at the time he was familiar by name with
Ellen because, prior to writing the Phoenix EC, he had accessed in ACS an EC
she had written on the Al-Mubhjiroun in 1999. Ellen told the OIG that Williams
called her on July 9, 2001, to tell her that he had used her paper in writing his
EC and that he had included her name on the attention line. She said that he
also asked her if she recommended anyone to include on the attention line and
that she gave him the name of Mark, one of the New York Division agents who
had been the case agent for the FBI’s investigation of the Al-Muhjiroun.

C. Williams’ theory

He said that he was basing the theory on his almost ten years of
experience in international terrorism cases and his knowledge that al Qaeda
had a presence in Arizona. He said that he had learned in squad meetings
about Subject No. 2, and he thought it was “unusual” that Subject No. 2 would
come across the world to study aircraft maintenance in the United States.
Williams said that at the time, he also was working the investigation of Subject
No. 1 and he began thinking that he should look to see how many other
investigations were being handled in Arizona that involved individuals with
Islamic militant viewpoints ||| EIEzNGEGGTENEEEEN
BN i said that after he did and learned about several others of
interest to the FBI, he decided to put his thoughts and recommendations on

paper.

66



Williams explained that he was not focused on flight schools, but instead
focused on colleges and universities where individuals could earn degrees in
aviation-related subjects and then obtain jobs in the civil aviation 1ndustry 1n

this country. ‘ a ‘ ‘ -Im

1 Rathe1 he believed that there could be
an effort under way to develop expertise about where to put an explosive
device on an airplane or how to mechanically alter an airplane in order to cause
it to crash. Williams told the OIG that he did not have information of a
specific threat or pending attack, which is why he marked the EC’s precedence
as “routine.”

Williams told the OIG that he did not know at the time whether Subject
Nos. 3 and 4 discussed in the EC or the African Islamic terrorist organizations
were connected to Bin Laden or al Qaeda. Williams said that he was trying to

“paint a picture of people associated with radical Islam” who were also .
associated with aviation. Williams said he wanted FBI Headquarters to look at
his EC and answer the question: I
He stated that he did not expect an

immediate response and believed that it would take at least a couple of months
for FBI Headquarters to review the EC, because he knew that resources for this
kind of analytical project at FBI Headquarters were limited. In addition, he
said that he wanted FBI Headquarters to share his theory with other elements
of the Intelligence Commumty to see if anybody else had any 1nformat10n to
corroborate his theory.”!

" n the summer of 2003, the OIG received new allegations from a former FBI
confidential informant whose control agent had been Williams. The former informant
alleged that he had informed Williams in October 1996 that he was concerned that a terrorist
could use crop duster airplanes as weapons and that one of the subjects of the Phoenix EC
and other Middle Easterners were attending flight schools in Arizona. The former informant
also said that he believed Williams had written the Phoenix EC because in May 2001 the
informant had raised complaints with the Phoenix FBI about how it handled him as an
informant and why he was closed as an informant in 1999. The former informant also
alleged that a reporter had called Williams in June or July 2001 about the former informant’s
information concerning Middle Eastern matters.

(continued)



Williams stated that he also knew that there were some “inherent legal
issues” with the recommendations in the EC because he believed that concerns
-about racial profiling would have to be addressed. Moreover, he said that he
was not aware at the time whether the FBI had the authority to review the visa
information of thousands of people applying to civil aviation universities and -
colleges in the United States, as he had recommended in the EC.

After the Phoenix EC was completed and sent, Williams did not contact
anyone at FBI Headquarters or in New York to dlSCIlSS its contents or check the
status of the leads in ACS.

D. FBI Headquarters’ handling of the Phoenix EC

Although the EC is dated July 10, the Phoenix Division did not upload
the EC into ACS until the afternoon of Friday, July 27, 2001. The Phoenix
FBI also mailed the paper copy to FBI Headquarters around July 27.

ACS records show that, because of the case designation listed on the
Phoenix EC, the lead for FBI Headquarters was initially routed electronically
through the ITOS electronic routing table to a general ITOS lead bucket that .
was handled by an ITOS administrative unit. The lead was not directly routed
to the RFU or the UBLU.” An IA in the administrative unit in ITOS was
responsible : for checking the ITOS general lead bucket regularly and
electronically assigning these kinds of leads to the appropriate person within
ITOS.

(continued)
4 !

v In adltlon Williams said that he never spoke to the reporter
who the former informant said had called Williams, and that he was not prompted to write
the Phoenix EC because of a phone call from any such reporter.

72 At the time, the electronic routing table in ACS for the Counterterrorism Division
was set up to automatically route leads associated with cases with the type of case number
designated on the Phoenix EC to an administrative unit in ITOS rather than to a particular
operational unit.
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1. Assignment to the RFU

On the morning of Monday, July 30, 2001, the ITOS [A accessed in ACS
the text of the Phoenix EC. ACS shows that on that same day the ITOS IA
assigned the lead in ACS to Ellen, an IOS in the RFU who was listed second
on the attention line of the EC.

The ITOS IA told the OIG that he did not recall the Phoenix EC or
assigning the lead, but that his practice was to review the text of the lead and
the person or persons listed on the attention line to determine to whom to
assign the lead. The EC indicated that it related to an “IT-Other” matter and
these cases fell under the RFU. The ITOS IA said that he sometimes consulted
with his unit chief if he was unsure to whom to assign the lead, but he sald he
d1d not recall whether he did so in this case.

Ellen told the OIG that she pulled the Phoenix EC up in ACS, printed a
copy, and read it.” She said that, after reading it, she thought that the EC
should be reviewed by the UBLU, not by her unit, because the EC discussed
Bin Laden and al Qaeda, which were the responsibility of the UBLU.

~ Ellen therefore discussed the EC with one of the IOSs who worked in the
UBLU, who we call Jane. Ellen said she recalled asking Jane if she should
transfer the lead to Jane, and that Jane stated that she did not have time to look
at it then. Ellen said that Jane asked if she could get back to Ellen in a week.

Ellen said that she therefore consulted with Jane about a week later. ACS
records show that Jane downloaded the Phoenix EC from ACS on August 7,
2001. According to Ellen, she and Jane discussed the tremendous effort that
they thought would be needed to implement the recommendatlons in the EC.

Ellen said that Jane agreed that Jane should handle the Phoenix EC.
Ellen told the OIG that she remembered Jane saying she wanted to do more

7> Ellen told the OIG that she never received a hard copy of the Phoenix EC.
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research on FBI investigations to determine what other connections might exist
between Bin Laden, al Qaeda, [{IlEIIH. and then, depending upon the
results of that research, perhaps disseminate it. Ellen said that Jane also told
her that she also wanted to speak with her supervisor and decide what action to
take on the Phoenix EC.

Ellen said that, after talking with Jane, she closed the lead in ACS on
August 7, 2001, indicating in ACS that Jane was planning to conduct additional
research before proceeding. ACS shows that Ellen wrote in the “disposition”
field for the lead that the lead was “covered-consulted with UBLU, no action at
this time, will reconvene on this issue.” Ellen said that after she and Jane
discussed the issue, they agreed to “revisit” the issue later once Jane had done
some research and had a better idea of how to proceed. Ellen also said that she
closed the lead rather than asking an IA to reassign the lead to Jane because she
knew that it would take some time for the necessary research to be done, and
that the RFU unit chief — Don— had instructed RFU employees that leads had to
be closed in a timely manner. ‘

Ellen told the OIG that she thought that the theory presented in the EC
was “interesting,” but that she, like Jane, believed that further research needed -
to be conducted before any action was taken on the Phoenix EC. Ellen also
asserted, “It was a theory that certainly needed to be explored more fully before
disseminating it to the [Intelligence Community] as fact or not.” In addition,
Ellen said that she believed that attorneys in the FBI’s National Security Law
Unit (NSLU) would have had to review the Phoenix EC before any action
could be taken on it because the issue of racial profiling was “hot.”

When we asked Ellen whether she considered referring the Phoenix EC
to the ISD to research and analyze, she stated that the RFU did not have an ISD
analyst assigned to it at the time. Ellen acknowledged that it would have been
possible for the ISD to assign an IRS analyst to do strategic research regarding
the EC, but she believed the EC should first be referred to the UBLU, since the
EC’s focus was al Qaeda and it was the UBLU’s prerogative to decide how to
proceed on it.

Ellen told the OIG that she did not recall consulting with her supervisor
in the RFU, an SSA who we call “Chris,” about how to handle the Phoenix EC,
or showing it to him. She said that she might have mentioned it in passing to
Chris, but it was common for IOSs to close leads without supervisory input.
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Chris was an SSA assigned to the RFU from the summer of 2000 until
September 10, 2001, when he left FBI Headquarters. Chris told the OIG that
he never saw or discussed the Phoenix EC with anyone prior to September 11.

Don was the unit chief of the RFU at this time. He joined the FBI in
1987 and was assigned to the RFU in May 2001. Don said that he first learned
of the Phoenix EC only after the September 11 attacks. He indicated that
neither Ellen nor anyone else mentioned the EC to him before September 11.
He said that on average he reviewed 30 to 45 ECs a day that were assigned to
the RFU, and because of the vast amount of intelligence data that had to be
analyzed by the seven IOSs in the RFU, the RFU had to rely on their judgment
to accurately prioritize the information. Don stated that if he had seen the
Phoenix EC before September 11, he would have discussed its
recommendations with his UBL counterpart, then forwarded the EC to the
ITOS Section Chief, Michael Rolince, for a decision on the course of action to
take on the EC.

2. Assignment to the UBLU

a. Jane’s handling of the EC

~ Asnoted above, Ellen reassigned the Phoenix EC to Jane, an 10S in the
UBLU. In addition, the hard copy version of the EC, which Phoenix had
mailed to FBI Headquarters, also was assigned to Jane. According to Jane, on
or about July 30, an IA in the RFU delivered the hard copy of the Phoenix EC
to Jane. Jane provided the OIG with the copy that she received from the 1A,
which Jane had initialed to indicate receipt.

Jane told the OIG that she also recalled discussing the EC with Ellen.
Jane said that after she read the EC, she told Ellen that she agreed that it made
more sense for the UBLU, rather than RFU, to handle it because of the
references to Bin Laden.

Jane told the OIG that she did not believe that there was a sufficient
“factual predicate” to justify taking any immediate action on the EC, such as
disseminating it to the Intelligence Community. Jane asserted that based on
what was in the EC she did not believe that Subject No. 1 had a strong
connection to Bin Laden. She said that the investigation of Subject No. 1 was
opened as an Islamic Army of the Caucuses/Ibn Khattab matter, and, according
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to Jane, “Ibn Khattab has never taken operational directions from Usama Bin
Laden.” She said that, according to the EC, the primary evidence of the
connection was that Subject No. 1 was a member of Al-Muhjiroun and had a
picture of Bin Laden on his wall. She stated that she confirmed with Ellen that
while Al-Muhjiroun verbally supported Bin Laden, the FBI had not developed
any evidence that Al-Muhjiroun had provided any operational support to Bin
Laden.”

In addition, Jane told the OIG that she recalled concluding that the
factual predicate was weak because many of the individuals who were listed in
the EC as associated with Subject No. 1 were the subjects of orly preliminary
inquiries, not full investigations. Jane said that based on what she saw in the
EC and knew about Bin Laden, she did not see the connection between Bin
Laden and Subject No. 1 or the other subjects of the EC. She stated that she
did not feel “comfortable at this stage going forward with the theory that we
think these individuals from these countries are coming here sént by UBL,
when the preponderance of evidence indicates that these people are aligned
with Al-Muhajiroun and Ibn Khattab.” She said that being associated with Ibn
Khattab “did not equate” with being associated with Bin Laden.

Jane said that the fact that the Phoenix EC reported that a large number of
Middle Eastern men were training in U.S. aviation-related schools did not
strike her as significant because it was well known that Middle Eastern men
have historically trained in U.S. flight schools because they are cheaper and
better than other flight schools around the world. She suggested that before
September 11, even someone of investigative interest training in a U.S. school
in an aviation-related field did not necessarily raise a red flag.

Jane said that she told Ellen that she needed to do some research before
she took any action on the EC. According to Jane, she initially thought of a
handful of steps she wanted to take based on her knowledge of ongoing cases
within the FBI. Jane said that she wrote a “to do” list on a yellow post-it note
and attached it to her copy of the EC. She said she thought that there were at

7 Mark, who had been the case agent in New York on the FBI’s investigation of the Al-
Mubhjiroun, told the OIG that the New York Division had closed its case on Al-Muhjiroun
long before September 11 because the FBI was not able to establish that Al-Muhjiron had
engaged 1n terrorist activities or supported terrorist activities.
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least four items on the list, but she could not specifically remember all of
them.”” However, she said she recalled that one of the items on the list was to
review the FBI’s information on Essam Al Ridi, a former personal pilot for Bin
Laden who testified for the government 1n the trials against the persons
responsible for bombing the U.S. embassies in East Africa in August 1998, to
see if al Qaeda had undertaken any similar initiatives as those discussed in the
Phoenix EC. :

Because the EC included information about Subject No. 2, who had
previously lived and studied in the United States and had ties to suspected
terrorists arrested a few weeks prior, Jane said that she immediately thought of
an issue being researched by an IRS in an FBI field office. We call the IRS
“Lynn.”’® Lynn had been involved with the field office’s intelligence
investigation of Subject No. 2 when he lived in the area. As noted in the EC,
two al-Qaeda operatives were arrested in Bahrain at the end of June 2001 who
had been planning an operation to bomb the U.S. embassy and military forces
in Saudi Arabia. At the time of their arrest, they were in possession of a
passport containing the name of a person believed to be a relative of Subject
No. 2.

In June 2001, Jane had asked Lynn to review her field office’s case file
on Subject No. 2 to try to find connections between Subject No. 2 and his
associates in the state where the field office was located and the two al Qaeda
operatives arrested in Bahrain. Jane told the OIG that she was familiar with
this field ofﬁce S 1nvest1gat10n of Sub]ect No. 2 and several of his associates

> In November 2001, Jane was interviewed about the EC by an OIG Special Agent who
conducted a preliminary review regarding the Phoenix EC. Jane said that she gave the EC
with the post-it note on it to the OIG Special Agent. The Special Agent confirmed that Jane
gave him the EC along with the note, but he was not able to locate the post-it note when he
retrieved the original EC several months later.

76 Lynn had been an IRS with the FBI for approximately two years at the time of the
Phoenix EC. She handled all counterterrorism-related analytical work for the FBI field -
office in which she was employed. -
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IR st sqid that she thought that Lynn might be aware

of something in what she was researching about Subject No. 2’s contacts in the
area of the field office that could support the theory in the Phoenix EC..

As aresult of the arrest of the two al Qaeda operatives in Bahrain, Jane
also was dealing with Williams’ supervisor who we call “Bob,” and with
agents in the Phoenix Division other than Williams on Phoenix’s Subject No. 2
investigation, which was closed at the time. She stated that the FBI Phoenix
Division had been asked to follow up on matters in the Subject No. 2
investigation that had been left unfinished, such as documents that had been
collected from several sources but never read or analyzed. In addition, Jane
stated that she had been in contact with the Phoenix Division about locating a
source who previously had been married to a woman who was married to a
family member of Subject No. 2. '

However, Jane told the OIG that she did not have any contact with
Williams about the Phoenix EC and that her only contact with Bob about the |

EC was via e-mail. On August 6, 2001, Jane sent an e- -mail to Bob asking if he
had any objection to her sending the Phoenix EC to Lynn. Bob replied via e-
mail the same day that he did not have any objection.

The next day, Jane sent the Phoenix EC to Lynn. In an e- ‘mail message
attached to the EC, Jane stated: “I thought it would be interesting to you
considering some of the stuff you were coming up with in [your field office].
Let me know if anything strikes you.” Jane told the OIG that she wanted to
know if Lynn saw any similar patterns between the associates of Subject No. 2
that she was researching in her area and the individuals discussed in the
Phoenix EC. However, Jane did not assign a lead to Lynn, nor did she call
Lynn about the Phoenix EC either before or after she e-mailed it to her.

b. Lynn’s response

Lynn told the OIG that she received the Phoenix EC and Jane’s e-mail,
and she read them. Lynn stated that she believed that Jane sent her the EC
because Jane was aware of her field office’s earlier investigation of Subject
No. 2 and several of his associates. Lynn said that in these investigations, the
FBI observed some trends, such as that all of the subjects were of Saudi
descent, were employed by Saudi airlines, and were involved with aircraft
mamtenance or had pilots’ licenses, and that the Saudi airline company was
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paying for their training. Lynn said that the investigation also had revealed that
the subjects were calling various gun dealers and gun shops. She said that the
FBI personnel involved in the investigation questioned whether the subjects
were using Saudi airlines to transport weapons, but that nothing further had
developed in the investigations to support this theory and that the field office
investigation was closed. According to Lynn, by the time the name of Subject
No. 2 resurfaced in June 2001 based on the arrest of the two al Qaeda
operatives in Bahrain, he had not been in her area for approximately three
years.

Lynn said that, although she did not recall speaking with Jane about the
EC, shebelieved that Jane was passing the EC to her for informational
purposes. Lynn said that she was interested in whether there was any
information in the EC that would inform the work that she was doing on
Subject No. 2 at the time, but that after reading the EC, she concluded that it
did not affect her 1nvest1gat10n She said she considered it good information to
know and that it'was a “piece of the puzzle.” | | '

“no big secret” that Arab nationals received aviation training in the United
States. She said that for these reasons, she did not respond to Jane’s e-mail.

c. UBLU

Jane said that, in addition to sending the EC to Lynn, she talked to the
SSA with whom she worked in the UBLU who we call Rob, and told him
briefly about the EC. Jane told the OIG that she could not recall whether she
provided a copy of the EC to him.”” She said that she explained to Rob that she
believed that she should do some research before deciding to act on the EC.
According to Jane, Rob concurred with her course of action.

77 Jane later informed the OIG that she handed the Phoenix EC to Rob, that he skimmed
the synopsis, and that he listened to her summary of the document and proposed course of
action.
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Rob was Jane’s SSA and also the Acting Unit Chief of the UBLU at the
time. Rob, an FBI agent since 1990, had been assigned to the UBLU since
1999. He was the Acting Unit Chief of the UBLU from June 28, 2001, until
September 10, 2001. He told the OIG that he routinely reviewed dozens of
ECs on any given day, and he often relied on the judgment of Jane and other
I0Ss concerning intelligence decisions.

Rob said that he remembered Jane coming to him in the second week of
August 2001 and telling him briefly about the Phoenix EC. He said that he
also recalled her saying that she believed some preliminary research needed to
be done before proceeding. He said that he did not see a copy of the EC, but
based on Jane’s description, concurred with her decision to conduct some
initial research before taking any other steps. Rob said he did riot discuss the
Phoenix EC with anyone else.

According to Jane, she intended to address the Phoenix EC as time
permitted. However, she said that she believed it would take a significant
amount of time to do the research necessary to determine an appropriate
response to the EC. She said that she was not able to return to the EC between
August 7 and September 11 because of her heavy workload at the time. In
addition to the work generated by the al Qaeda operatives arrested in earlier in
the summer in Bahrain, she said that other matters at the time were of a higher
priority than the Phoenix EC, such as another would-be al Qaeda “bomber”
who was arrested in a foreign country, analysis of information received from a
number of sources on the brother of a key Bin Laden lieutenant, and several al
Qaeda-related threats of imminent attack. She stated that the entire UBLU was
flooded with leads and requests concerning Bin Laden and also was handling
“dozens” of leads on a daily basis associated with the attack on the U.S.S. Cole
that had occurred in Yemen in October 2000.

When we asked Jane why she did not refer the Phoenix EC to the ISD for
analysis, she said she did not recall ever thinking that she should refer the EC
to the analytical unit within the ISD. Jane noted that at the time the Phoenix
EC was sent to FBI Headquarters, no IRS was assigned to the UBLU from the
- ISD. The last IRS assigned to the UBLU had arrived in February 2001, but
had transferred in early July 2001 to another unit. The ISD had not replaced
her.
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Jane, who had been an IRS for approximately six months before
becoming an [0S, told the OIG that she had planned to conduct the necessary
analysis with respect to the theory presented by Williams because she did not
believe there was anyone in the ISD to do this kind of research and analysis.
When asked if she could have made a request of the ISD for assistance despite
no one being specifically assigned to UBL matters, Jane responded that in
other instances where her unit had asked for research from the ISD, it was not
able to provide the support requested because it lacked adequate personnel to
do so.

- Jane said that she did not recall seeing the Phoenix EC again until after
September 11.

The two other individuals in the UBLU who were listed on the attention
line of the EC — Frank and Matthew — told the OIG that they did not see the

Phoenix EC before September 11. ACS records also show that they did not
access the Phoenix EC before September 11. ACS records also show that no .

other FBI Headquarters employees accessed the Phoenix EC before
September 11.

E. The New York Division’s ]handling of the EC

The Phoenix EC also was routed by hard copy and through ACS to the
FBI’s New York Division. Williams told the OIG that he sent the EC to the
New York Division because it was the focal point for Bin I.aden matters in the
FBI. At the time, the New York Division was working several criminal and
intelligence cases related to Bin Laden’s terrorist activities.

Williams told the OIG that, by sending the EC to the New York office, he
was seeking the expertise and knowledge of the office, not simply informing it
of his theory. Williams said that he was anticipating an analysis of his theory
from those in the FBI with more expertise and experience with Bin Laden
matters, including the New York Division.

The “attention” field of the EC contained the names of two New York
FBI agents, who we call Jay and Mark, and the lead was designated as “read
and clear.” As discussed above, within the FBI read and clear leads are
considered for informational purposes and do not require any specific action.
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Based on the electronic routing table in ACS, in New York the lead was
initially routed to the Assistant Special Agent in Charge (ASAC) for the New
York FBI’s Counterterrorism Program. The ASAC’s secretary was responsible
for assigning leads routed to the ASAC. On July 30, 2001, she assigned the -
lead to a New York international terrorism squad based on the case number.

According to witnesses we interviewed in New York, the volume of read
and clear leads received each day by the New York office was enormous.™
Squad secretaries were usually responsible for assigning “read and clear” leads
directed to their squads. Leads were assigned to specific agents based on the
names listed in the “attention” section of the EC, the case number, or the
content of the EC. The Phoenix EC lead, however, was never assigned in ACS
to a particular agent. The secretary of the New York international terrorism
squad that had been assigned the lead closed the lead in March 2002.”

The New York office’s hard copy of the Phoenix EC was routed to the
international terrorism squad that handled Bin Laden investigations, where it
‘was provided to Jay, the first New York agent listed on the EC. Jay had been a
special agent with the FBI since 1976 and had worked on international
terrorism matters since 1984. Since 1996, he was assigned to the squad that
handled Bin Laden-related investigations, working primarily criminal '
investigations.*

Jay told the OIG that the Phoenix EC was routed to his mail folder by the
squad secretary. He said he recalled reading it in August 2001. He said that he
did not know Williams and never spoke to him either before or after Williams
wrote the EC. Jay said he assumed that Williams listed his name on the EC
because he was one of the agents who worked on the Bin Laden squad in New
York.

78 We were told that in 2003 the squad that handled Bin Laden matters received
approximately 3,300 leads.

7 We were told that “read and clear” leads often were not closed in ACS for several
months due to the lack of clerical support. '

8 The Phoenix EC addressed Jay as the SSA of the squad. He was one of two “relief”
supervisors who filled in for the SSA when he was not in the office. At the time, the SSA
was out of the office on extended medical leave.
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Jay told the OIG that he did not believe that Williams’ theory was based
in fact. He asserted that a “glaring deficiency” was the implication that Bin
Laden had a support network in Arizona. He asserted that there had been a
terrorist cell that was active in Arizona, but that this was in the 1980s before al
- Qaeda existed. He said that based on what was written in the EC about Subject
No. 1’s connections to Bin Laden — that Williams was basing the connection on
what Subject No. 1 had said in two interviews — Jay believed that Subject No.
1’s connection to Bin Laden was “tenuous, at best.” Jay stated that if it had
been his responsibility to address the Phoenix EC, he would have “taken issue”
with it and would have written back that he believed that the theory and .
conclusions were “faulty.” He added that the FBI was well aware that Ill
I M O 1 i
Easterners commonly received flight training in the United States. He said he
was not aware of anything that supported the theory espoused in the EC.

- Jay said that he reviewed the recommendations and saw that the
requested actions in the EC were for FBI Headquarters to address. He said that
he believes he may have discussed the EC with some of his colleagues and that
they agreed that the recommendations were something for FBI Headquarters to
address. Jay told the OIG that he did not contact Williams or anyone else in
Phoenix to discuss the EC.

Mark, the other agent listed on the attention line on the Phoenix EC, was
assigned to the international terrorism squad that handled cases that were
managed by the RFU. Mark told the OIG that he did not see the Phoenix EC
until after September 11, 2001. ACS records confirm that he did not access the
Phoenix EC until after September 11.

Except for an analyst and an auditor in New York who reviewed the

- Phoenix EC in connection with searches unrelated to the Phoenix EC, and the
secretary who accessed the EC to assign the lead, we found no evidence that

- anyone else in New York read the Phoenix EC or did anything with regard to
it.%

81 ACS shows that an auditor and an IRS on a squad not related to Bin Laden cases
accessed the Phoenix EC during this time period. They both said the EC did not relate to
what they were researching, and they did not do anything with it.
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III. OIG analysis

This section analyzes the handling of the Phoenix EC by the FBI. We
believe, and the FBI has acknowledged, that the Phoenix EC did not receive
the sufficient or timely analysis that it deserved, and it was not disseminated, as
it should have been, for consideration and input by others in the FBI and the
Intelligence Community.

While the FBI analysts who reviewed the EC did not give it timely
attention, we do riot believe their individual failings were the main source of
the problem with the handling of the EC. Rather, the deficiencies in its.
handling were caused in greater part by critical systemic failings in the way
that intelligence information and requests for assistance were handled by the
FBI prior to September 11. In this section, we discuss these systemic problems
before evaluating the actions of the individual employees who came in contact
with the EC.

A. Systemic problems

Before discussing the systemic failings evidenced by the handling of the
Phoenix EC, it is important to note what the Phoenix EC was not. It was not an
immediate warning about a terrorist plot, and it did not reveal information
about the September 11 attacks or those who committed the attacks.®? The EC
itself was worded to convey that Williams was proposing a theory rather than a
warning or a threat. Williams designated it as “routine” because he did not
have any information of a specific threat or pending attack. He said that he
was putting forth “an investigative theory” or “hunch,” and he was seeking an
analytical product or feedback in response to his theory. He did not expect that
to happen immediately.

Yet, even though it did not contain an immediate warning and was
marked routine, Williams’ information and theory warranted strategic analysis
from the FBI, which it did not receive, and timely distribution, which it did not

%2 In prepared remarks for congressional testimony on May 8, 2002, former ITOS
Section Chief Michael Rolince noted that “it should be stressed that none of the individuals
‘identified by Phoenix were connected to the 9/11 attacks, nor did the leads stemming from

that EC uncover the impending attacks.” (Emphasis in original.)
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receive. While we cannot say that better handling of the Phoenix EC would
have uncovered the September 11 plot, the EC should have been handled
differently.

1. Ineffective system for assigning and managing work

The lead from the Phoenix EC was assigned by an administrative
employee directly to an IOS in the RFU, Ellen,, who discussed the matter with
another IOS in the appropriate unit, Jane. They decided that Jane would handle
the Phoenix EC. Thereafter, Ellen closed the lead in ACS and noted that she
and Jane would discuss the matter further in the future. Although Jane briefly
mentioned the Phoenix EC to her supervisor, the IOSs made independent
judgments about what needed to be done to address the requests in the Phoenix
EC and who to notify about it. Jane also decided when she would work on the
Phoenix EC. We found that neither Ellen’s direct supervisor (Chris) nor Jane’s
supervisor (Rob) ever received or reviewed the Phoenix EC Nor did any other
supervisor in FBI Headquarters. And as of September 11, Jane had not
completed any work on the Phoenix EC.

We found that the assignment of the lead from the Phoenix EC, the
handling of the Phoenix EC independently by an IOS, and even the closing of
the lead did not violate any FBI policies or practices at the time. In instances
where 10Ss received leads or intelligence information directly, they were not
required to seek any supervisory input on the information that they were
handling. Witnesses stated that more significant threat information or leads
related to important cases usually were discussed with the SSAs, but that this
did not occur with every lead or assignment, and it was not required..

For example, Rob , the acting unit chief of the UBLU at the time, told the
OIG that he often relied on the judgment of IOSs in how they handled their
work. As aresult, IOSs regularly handled most intelligence 1nf0rmat10n and
other assignments without supervisory 1nput or knowledge.

Much also was left to the IOS’s discretion in deciding what was a priority
and which projects to focus on. Don, the unit chief of the RFU, said that at the
time, managers relied on IOSs to exercise their judgment in how to prioritize
their work. The IOSs we interviewed stated that the priorities were determined
by the nature of the work. For example, they said they gave a threat of a
terrorist attack or an emergency FISA request the highest priority. In addition,
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if information was requested by higher level FBI officials or a Section Chief,
that assignment was given priority. IOSs explained that, because of the crush
of immediate projects, they were operating with a “triage” approach to their
workload in which they dealt with crises or problems as they arose and
thereafter dealt with routine matters. As with how they handled their leads and
other assignments, we found that IOSs consulted with their supervisors about
prioritizing their work only when they deemed it necessary.

We believe that although the assigning of the lead and handling of the
Phoenix EC was in accord with UBLU and RFU practices at the time, these
practices were significantly flawed. Assigning work directly to IOSs with no
requirement of supervisory input or review resulted in a lack of accountability
for addressing leads and intelligence information. Without supervisory
involvement, IOSs were permitted to determine what was a priority, and even
when and whether work would be completed. As a result, there often was no
check on the decisions being made by IOSs and no way to ensure that work or
‘intelligence that was deemed of a lesser priority — such as the Phoenix EC —
was ever addressed. This system was one in which important information
could easily “fall through the cracks,” not receive timely attention, or not be -
brought to the attention of those inside and outside the FBI who had a reason
and a need to know the information. '

The lack of accountability and supervisory involvement was compounded
by the fact that the FBI’s computer system, ACS, was not set up to ensure that
all addressees on an EC were even made aware of the EC. Only individuals
assigned leads associated with the EC would be notified electronically of the
document’s existence. This meant that when the EC and leads were uploaded,
the EC would not be seen by a supervisor, even if the supervisor was an
addressee on the attention line, unless the supervisor searched ACS for the
document. Nor was there any assurance that the persons listed on the attention
line of the EC would ever receive notification about it. Since FBI employees
did not search ACS on a regular basis for documents that might be addressed to
them, they did not learn about leads or other intelligence information assigned
to them. :

As a result, we found that none of the supervisors listed on the Phoenix
EC saw it before September 11. Important judgments were made about how to
handle the Phoenix EC — which I0OS would address the Phoenix EC, closing the
lead instead of reassigning it, sending the EC to only one person for review, not
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conducting any research on the recommendations suggested in the EC while
other matters were being handled — none of which involved any supervisory
input. This, in our view, is not an appropriate system for handling such
important information. :

The FBI recognized this problem after September 11 and changed the
way it handled such information. Rolince told the OIG that once he became
aware of the Phoenix EC after September 11 and learned how it had been
handled, he instructed that leads in ITOS had to be assigned to supervisors and
could not be assigned only to IOSs.

In addition to deficiencies in the supervisory process, we also believe that
the FBI’s practice and policies regarding closing of leads were faulty. As
evidenced by the handling of the Phoenix EC, leads could be closed without
any work being done on them, other than reassignment to someone else.

A contributing factor to the ineffective management of the work
assignments in ITOS was the FBI practice of rotating supervisors through FBI
Headquarters on a relatively short basis. We found that supervisors typically
stay in FBI Headquarters for two years or less, and SSA positions and unit
chief positions often remain unfilled for months at a time. By contrast, IOSs
remain in ITOS on a permanent basis and are therefore relied upon for their
expertise and institutional knowledge about counterterrorism programs,
intelligence on FBI targets, relationships with other intelligence agencies, and
how FBI Headquarters works. As a result, IOSs sometimes manage
themselves. While we believe that many 10Ss are capable and dedicated FBI
employees, the turnover of managers in FBI leaves a gap in IOSs’ supervision,
in addition to making it difficult for managers to be effective and
knowledgeable about their subject areas before they are sent to a new
assignment.

2. Lack of adequate strategic analytical capabilities

We believe the Phoenix EC warranted strategic analysis. It never was
subjected to any such analysis before September 11. Ellen and Jane agreed that
Jane would handle the Phoenix EC, but Jane did not refer it to the entity at the
FBI that was assigned to conduct strategic analysis, the ISD. She said she
decided not to refer it to the ISD for analysis and instead keep it for herself to
work on when she had time. She believed that the ISD did not have sufficient
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capability to perform timely analysis. At the time, the FBI had no IRS in the
ISD specifically assigned to handle matters involving Bin Laden, despite the
importance of that assignment. As we discuss in more detail below, while the
handful of analysts who worked in the ISD were supposed to perform strategic
analytical functions, most of their time was spent assisting on case-related
matters.

This was a significant failing. A critical component of the work of the
FBI’s Counterterrorism Division is analysis. Although case-related analysis —
also called “tactical” or “operational” analysis — is crucial to bringing criminal
cases to the point of arrest and prosecution and to determining through
intelligence information whether a particular target or group may be planning
an imminent terrorist act, strategic analysis 1s equally important to the FBI’s
counterterrorism mission. Strategic analysis involves drawing conclusions and
predictions about terrorist organizations and likely methods of attack based on
all sources of information. It is critical to the FBI’s ability to be proactive
instead of reactive as well as to set investigative priorities. It is also critical for
identifying intelligence gaps in information about a terrorlst group or target. -

Since September 11, the FBI has acknowledged that it lacked an effective
strategic analysis program for international terrorism prior to September 11. In
congressional testimony, Director Mueller acknowledged the FBI’s analytical
capabilities prior to September 11 were “inadequate.” He stated that the FBI’s
analytical capability “[was] not where it should be.” Since then, the FBI has
focused attention on improving its analytical functions.®

Prior to September 11, the FBI’s strategic analytical capabilities were
extremely limited. The FBI did not regularly prepare analytical products that
predicted trends, explained patterns, or identified national security
vulnerabilities with respect to international terrorism.**

% The OIG is in the process of completing a comprehensive review of FBI’s analyst
program and it is tentatively scheduled to be completed in September 2004.

8% A striking example of the FBI’s failing in this regard is documented in a September
2002 OIG audit report which found that the FBI had not performed a comprehensive
national-level assessment of the threat and risk of terrorist attack, despite having promised
Congress that it would do so following a September 1999 General Accounting Office
(GAO) report. As of September 11, 2001, the FBI had developed a draft of a report that was
(continued)
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This lack of strategic analytical capability undoubtedly affected how the
Phoenix EC was handled. Instead of being able to send the EC to a unit that
had sufficient expertise and resources to assess the theory laid out by Williams,
Jane kept it to herself, hoping to find the time to turn to it amid the crush of
other duties. She was not able to do so before September 11.

Part of the problem was that, in the past, the FBI did not adequately value
or support an analytical program. This problem was aptly described by one
CIA official — one of several CIA managers enlisted by the FBI after
September 11 to help turn around the FBI’s analytical program — as “a lack of a
culture of analysis.” The FBI was composed predominantly of agents who
performed criminal investigative work and who did not appreciate the value of
strategic analysis. This was particularly acute in the FBI’s Counterterrorism
Program. As a result, FBI counterterrorism IOSs, SSAs, and managers had a
tendency to rely on their own experience and professional judgment rather than -
seeking strategic analysis, and the Counterterrorism Program focused on
immediate, short-term operational priorities rather than strategic analysis: -

Strategic analysis was viewed as a support function rather than its own
~discipline. 10Ss and agents employed IRSs primarily to conduct research and
analysis projects in support of on-going investigations or prosecutions. While
this research and analysis often involved complex and time-consuming work,
such as reviewing information collected as a result of a FISA warrant or -
establishing the connections between targets in a case based on a review of
telephone records, it was normally in furtherance of a specific investigation.

Furthermore, several IRS employees we interviewed told the OIG that
IRSs often were used to perform the work that IOSs did not like to do, such as
conducting name searches in ACS or performing research on the Internet. A

(continued)

purportedly the threat assessment. The OIG reviewed a draft of the report in May 2002. We
concluded that it was not a threat assessment because it did not describe the nature of the
terrorist threat, identify critical intelligence requirements, or make recommendations to any
level of FBI management. See “A Review of the Federal Bureau of Investigation’s -
Counterterrorism Program: Threat Assessment, Strategic Planning, and Resource
Management” (May 2002). In January 2003, the FBI issued an intelligence assessment
entitled “The Terrorist Threat to the U.S. Homeland: An FBI Assessment,” which
responded to the recommendations in our September 2002 audit report.
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CIA manager detailed to the FBI told the OIG that IRSs were considered
“second class citizens” at the FBI. This view of analysts reduced the ability of
the FBI to conduct the strategic analysis that was needed on projects such as
the Phoenix EC.

Another example of how the strategic analytical function was subordinate
to the operational function in the FBI’s Counterterrorism Program is evident in
the fact that 5 IRSs were absorbed into an operational unit in late 2000, when:
there were fewer than 20 IRSs devoted to international terrorism at the time.
These IRSs were assigned in late 1998 to the UBLU to conduct research and
complete other tasks in support of the investigation and prosecutions stemming
from the embassy bombings in East Africa. These were important assignments
that needed to be done, but they made it more unlikely that strategic analysis, -
such as the kind warranted by the Phoenix EC, would be accomplished.

In addition, the primacy of the operational units was further demonstrated
by the fact that the judgments and conclusions of IRSs set forth in analytical
products could be overruled or blocked from dissemination by the managers in
the operational units or the ITOS section chief. Witnesses told the OIG:that -
operational personnel were permitted to prevent dissemination of analytical -
products. For example, IRSs told the OIG that a proposal for an analytical -
report that would have discussed signs that al Qaeda was planning a terrorist -
attack was stopped by a New York Field Office supervisor because of concerns
that the information could be subject to discovery in a prosecution.

Witnesses also told the OIG that operational units’ ability to override the
conclusions of the IRSs was demoralizing to the analytical component. -CIA
analysts detailed to the FBI after September 11 to revamp its analytical -
program asserted to the OIG that operational personnel, whose expertise is
case-oriented and therefore tactically based, should be involved in checking the
- facts presented in the analytical product but should not be able to alter or block
the dissemination of analytical results.

While there are legitimate tensions between operational and analytical
personnel, the FBI had no process before September 11 for addressing conflicts
that arose out of this tension.
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3. Resources and training for analysts

The FBI’s strategic analytical function also was under-resourced. This
was demonstrated by the shortage of IRSs and the lack of training offered to
them. We interviewed former IRS managers about the resources of the ISD
prior to September 11. The FBI acknowledged that the nuraber of IRSs
working on counterterrorism matters had dwindled prior to September 11, and
that the few remaining IRSs were not sufficient to address the analytical needs
of'the ISD. :

In 1996, the FBI had hired 36 IRSs in an effort to bolster its international
terrorism analytical program. According to witnesses, within a year
approximately half of the IRSs had left the program. By mid-1999, there ‘were
only approximately 15 international terrorism IRSs, and by mid-2000 there
were only 10 IRSs devoted to counterterrorism analysis.”> Former IRS
managers confirmed to us that only one IRS was assigned to UBL matters in
2001, but she transferred to another unit in July 2001. Thus, in the summer of
2001 when the Phoenix EC was received, no IRS was assigned to work -on Bin
Laden matters. Jane pointed to this void as one reason she did not seek
analysis of the Phoenix EC.

In addition, we found that training for analysts at the FBI was ad hoc and
untimely. While special agents were sent to Quantico to the FBI Training
Academy for a 16-week course, IRSs did not receive equivalent training at
Quantico or elsewhere. IRSs received mostly on-the-job training until they
could attend a CIA or Defense Intelligence Agency course on international
terrorism. For some IRSs, this did not occur until they had been working for a
year or more. In addition, IRSs told us they had to seek training on their own,
and if they changed program areas they also had to find appropriate training in
the new subject matter.*

85 Some IRSs left the FBI, while others transferred to other positions within the FBI.
FBI documents show that 10 IRSs became IOSs in ITOS, 8 moved to other positions within
the FBI, and 13 left the FBI. In addition, as discussed above five of the IRSs who became
IOSs were administratively transferred to the UBLU after working on a task force in support
of the embassy bombings case.

8 While this section of the report primarily focuses on resource and training issues for
IRSs, I0Ss also were not provided with adequate resources and training.
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Counterterrorism IRSs also lacked a clear career path. They usually were
supervised and managed by agents, who were not trained about the IRS
position, mission, or work product. Moreover, CIA managers detailed to the
FBI to improve its strategic analytical capabilities told the OIG that in order for
analysts to be taken seriously, they had to hold positions of authority. As an
example, they stated that in the CIA one of the Deputy Directors was an
analyst.®” According to another CIA manager, the lack of a career path for
IRSs was a clear indication that IRSs were not valued by the FBI.

The result of these deficiencies was a weak and underutilized analytical
function, which in our view contributed to the lack of attention that the Phoenix
EC received when it was sent to FBI Headquarters.

4. Poor information flow and information sharing

The FBI also has acknowledged that the Phoenix EC contained
information that should have been disseminated and reviewed by other parts of
the FBI and the Intelligence Community. While the Phoenix EC did not
contain information that constituted an imminent threat or warning of a
terrorist attack, the FBI should have obtained input from within and outside the
FBI to properly analyze Williams’ theory. However, before September 11 the
Phoenix EC was not disseminated widely within or outside of the FBL

When Jane received the EC, she decided not to disseminate it
immediately. She believed it lacked sufficient factual support to warrant
immediate dissemination, and she said she decided to conduct some initial
research before deciding whether to invest additional resources on the EC.
Because of her other work, she did not begin the research prior to '
September 11.

Her actions were consistent with the FBI’s policies and procedures at the
time. As noted above, IOSs were permitted to exercise discretion in handling
their assignments, including determining what information to share both within
and outside the FBI, without supervisory approval. The FBI provided them no
guidance or requirements on what type of information should be shared, either

87 Within the Counterintelligence Program, the highest position held by an analyst was
Section Chief.
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inside or outside the FBI. This left to the discretion of the individual analyst
decisions about what to do with intelligence information, such as the Phoenix
EC.

We believe exercise of such significant discretion resulted in a failure to
share important information such as the Phoenix EC. Fundamental to the
effectiveness of an intelligence operation is its ability to collect and .
disseminate information within and outside the agency. Such information is
needed by operational personnel to inform their investigations or other
operational goals. Moreover, 1n the analytical process, the more information
that is available about a terrorist organization or a target, the better informed
conclusions and predictions about the likely actions of the person or
organization. Information should be reviewed, among other things, to
determine what would be useful in other FBI investigations, what other
personnel or offices within the agency should be provided with the
information, what would be useful for other government agencies, what would
be useful and appropriate to disseminate to foreign governments, and what can
be declassified for use in public alerts.

But information sharing within and outside the FBI’s Counterterrorism
Program prior to September 11 was piecemeal and ad hoc rather than
systematic. Several of the CIA managers detailed to the FBI told the OIG that
there was no “information flow” within the FBI. The FBI’s process for
disseminating information was to route information primarily to IOSs, who
then used their own judgment and experience to decide what needed to be
disseminated and to whom. As discussed above, IOSs were operating with a
“triage” approach to their workload. They had to identify what information
was the most significant and deal with the crises or problems as they arose. As
a result, information that did not demand immediate attention or did not relate
to a crisis took significant time to be addressed, if it was addressed at all.

The CIA managers we interviewed asserted that an intelligence agency
must set priorities to identify what its information needs and intelligence gaps
are. They said that once priorities and intelligence gaps are identified,
decisions can be made about what information should be collected and who
should receive the information. They explained that these decisions should
then be communicated throughout the agency as “requirements.”
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Several of the CIA managers also noted that the FBI lacked any priorities

- or requirements for the dissemination of information once it was collected. For
example, there was no guidance concerning what types of information were
required to be disseminated or included in reports to other intelligence
agencies. Moreover, there were no requirements that certain types of
information be routed to analysts or that analysts be copied on particular kinds

-of communications. I0Ss simply shared or disserninated the information they
believed needed to be shared based primarily on their prior experience.®

10Ss we interviewed told the OIG that they spent a majority of their time
preparing documentation for requests for FISA warrants. They also were
- responsible for providing advice and assistance to the field offices in
connection with ongoing investigations and with responding to threats of = -
terrorist acts. They also had to obtain resources to support investigations, such
as arranging for translators or preparing documentation for re-allocation of
~money. They needed to respond to requests to check telephone numbers,
names, and other identifying information about targets of investigations in FBI
and CIA databases. While the IOSs acknowledged that collection and
dissemination of intelligence information was one of their responsibilities, they
- stated that as a job function it was not a priority before September 11.

Several IOSs stated that it was impossible for IOSs to be aware of and
_disseminate every piece of information generated by every leac because of the
~demands of the other responsibilities of their jobs. As a result, they said that

they had to focus on the most significant information that was generated from
-important cases or credible threats. Jane, other IOSs, and special agents told us
that the type of intelligence information that received immediate attention was
that generated from explicit threats of an attack or other terrorist act,
information that a terrorist who was in custody was being brought to the United
States, or intelligence intercepts by another agency that led to a name and
phone number in the United States of a target. Other information was handled
if there was time.

88 We also discuss the FBI’s lack of policies and procedures for information sharing in
our December 2003 OIG audit report, “The Federal Bureau of Investigation’s Efforts to
Improve the sharing of Intelligence and Other Information” (December 2003) at 19-20.
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By contrast, according to the CIA personnel, the dissemination of
intelligence information reqinres full-time personnel trained solely for that
purpose In the CIA, dissemination of intelligence information is handled by

“reports officers” who are professional employees trained in analysis and
1nformat10n collection and dissemination.

It also was clear 1 in our review of the Phoenix EC that the FBI’s
procedures for disseminating information internally were cumbersome. At the
FBI, many layers of review were required to distribute an EC to multiple field
offices. Disseminating an EC to all FBI field offices required approval from
several supervisors and managers, including the FBI Director. Several
witnesses stated that the review and approval process normally took several
weeks to complete. The CIA employees detailed to the FBI to improve the
analytical program who we interviewed told the OIG that they found the
process for completing an EC was “difficult” and “hard.” -

We believe that the Phoenix EC should have been shared with the
Intelhgence Community or parts of the Intelligence Community for their input
and analysis. While Williams had advanced only a theory, and there needed to
be more analysis of the recommendations before they were adopted, the EC
should have been presented to others in the FBI and the Intelligence
Community for their information and analyses. The fact that it was not
disseminated reflected the longstanding problem within the FBI of information
sharing being ad hoc and piecemeal. Rather than relying on the judgment of
I0Ss about what information should be disseminated as they juggle their other
job duties, the FBI should have a system in place to guide, identify, and
prioritize the kinds of information that need to be shared.

5. General complziimts about the difficulties of working in ITOS

We also heard consistently from witnesses in ITOS that working there
before September 11 was extremely chaotic and difficult. They complained
that all aspects of their jobs — from putting FISA packages together to
disseminating intelligence to sending out ECs to the field — were hampered by
the lack of resources and poor technology.

IOSs, agents, and managers uniformly told the OIG that I0Ss did not
have sufficient time to handle the workload in ITOS, and that because of the
lack of resources in ITOS and the demands of operational matters in the
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section, they worked extremely long hours on a regular basis, including nights
and weekends. They described being overwhelmed with work, including
intelligence information that needed to be disseminated. For example, they
said that hundreds of leads could be generated by any one case. They stated
that the demands of a particular case or a particular threat sometimes consumed
all of their time and attention for several days or even weeks. As previously
discussed, they were operating with a “triage” approach to their workload in
which they dealt with crises or priority problems as they arose. We found that
as a result, issues that they considered to be non-priority matters, such as the
Phoenix EC, often were placed on the backburner.

FBI and CIA witnesses also uniformly complained that the FBI’s
computer system — ACS — impeded the flow of information. As we have
discussed in several other OIG reports, ACS is a very cumbersome and non-
user-friendly system that discourages its use.* To disseminate information
within the FBI was not simply a matter of forwarding an electronic document
in a point and click e-mail environment. Rather, an IOS would have to prepare
an EC, whiéh required accessing several different screens in ACS to complete
‘and then upload the EC.” In addition, witnesses complained that ACS
especially hampered the flow of information because it was not a system
designed to “push” information out to the user. Instead, the user had to know
that information existed in order to find it. As discussed above, this resulted in
the Phoenix EC not being reviewed by the appropriate individuals, even when
their names were on the attention line.

% See, e.g., OIG reports entitled, “The Federal Bureau of Investigation’s
Implementation of Information Technology Recommendations,” (September 2003); “FBI’s
‘Management of Information Technology Investments” (December 2002); “An Investigation
of the Belated Production of Documents in the Oklahoma City Bombing Case” (March
2002); and “The Handling of FBI Intelligence Information Related to the Justice
Department’s Campaign Finance Investigation” (July 1999).

90 Also, as stated above, ECs that were addressed to all field offices required several
layers of management approval, which also slowed down the process.
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B. - Individual performance

- We now turn to the actions of the individuals who were involved with the
Phoenix EC. While the systemic problems hampered FBI employees in
handling information such as the Phoenix EC, and explained to some extent the
reasons that FBI employees did not adequately respond to it, these systemic
problems do not explain all the deficiencies we found in the handling of the
Phoenix EC. While we do not believe that anyone involved with the Phoenix
EC at FBI Headquarters committed misconduct, we believe that some of them
made errors in judgment with respect to some of their actions on the Phoenix
EC. '

1. Kenneth Williams

First, we believe that Williams should be commended for his initiative
and for his attempts to apply broad analytical thinking to his casework. -He
prepared the Phoenix EC based on his experience, intuition, and expertise, and
he sought assistance through the proper channels at FBI Headquarters in
pursuing his theory. It was FBI Headquarters’ responsibility — not a field
office’s responsibility — to decide what strategic analysis was needed to address
the issues Williams raised and to ensure that appropriate attention was directed
to the analysis of those issues. Williams deserves praise for, in the midst of
handling cases in the field, discerning a pattern that he thought warranted
review and seeking to bring that to the attention of others in the FBI.

2. FBI Headquarters

a. Jane

Jane’s decision not to refer the Phoenix EC to the ISD and instead to
conduct the necessary research herself did not violate any FBI policies and
procedures at the time. Leads could be assigned and handled without
supervisory input, and much was left to IOSs’ discretion and judgment about
how assignments were handled and prioritized. '

However, we question Jane’s decision not to refer the Phoenix EC to the
ISD for analysis. While the FBI’s strategic analytical capabilities were
extremely limited, as we have described above in detail, and no IRS was .
specifically assigned to Bin Laden matters, Jane could have, and should have,
referred the Phoenix EC to the ISD for analysis. By all accounts, Jane was
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hard working and conscientious. But the press of other work prevented her
from addressing the Phoenix EC sufficiently. While she said that she did not
think that the ISD could do what was necessary to analyze the Phoenix EC
because no IRS was specifically assigned to Bin Laden matters, she could have
raised the problem to her supervisor’s attention in an attempt to have resources
assigned to analyze the Phoenix EC. Instead, she kept the Phoenix EC to
herself, hoping to get to it when time allowed. But she did not have time for it.
We believe that, even if she intended to conduct research on it when time
permitted, she should have provided it to members of the Intelligence

- Community for their input on the theories and recommendations it advanced.

b. Ellen

Ellen recognized that the Phoenix EC pertained more to the UBLU than

~ the RFU, and she appropriately discussed it with Jane and had the matter -

reassigned to her. She also noted in the disposition field of ACS how the lead

was being handled. Ellen closed the lead, but rather than closing the lead, she

“should have reassigned-the lead to Jane. While this was not inconsistent with
how leads were handled in ITOS, given the pressure to close leads in the

“system, it misrepresented the status of the lead since the necessary research had
not yet been completed.

¢. Rob

We believe that Jane’s supervisor — Rob — should have recognized that
the requests in the Phoenix EC were not typical requests for operational
support in the field and should have directed the matter to the ISD. Although
we recognize that the FBI left much to the discretion and judgment of IOSs
about how they handled their work, it was Rob’s responsibility as a supervisor
to ensure that Jane was handling requests appropriately. Jane briefly
mentioned the Phoenix EC to Rob, but said he did not review it, and we do not
believe he sought to ensure that it received adequate attention. We believe that
Rob should have been more actively involved in Jane’s handling of the
Phoenix EC. If he had decided that resources did not exist to address the EC
for several months, we believe that he should have brought the matter to the
attention of his section chief.
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3. Lynn

Jane sent the EC to Lynn, the IRS who works counterterrorism matters in
a field office that had had an investigation of Subject No. 2, with a note that
read, “I thought it would be interesting to you considering some of the stuff
you were coming up with in [your field office]. Let me know if anything
strikes you.” Jane did not call Lynn to discuss the Phoenix EC prior to sending
Lynn the e-mail, and Lynn was not assigned a lead with respect to the Phoenix
EC. Lynn read the Phoenix EC, but did not respond to Jane’s e-mail, and Jane
~ did not otherwise contact her about the Phoenix EC.

As discussed above, Lynn had several years earlier worked on an
investigation in which Subject No. 2 had been central, and Subject No. 2’s
name had resurfaced in June of 2001 when two individuals were detained in
Bahrain who admitted to being al Qaeda operatives and pos.sessed a passport

containing the same last name as Subject No. 2 and a previous address of
Subject No. 2. Lynn told the OIG that after Subject No. 2’s name resurfaced,

at the request of Jane she researched their associates from when they had lived
nearby. Lynn told the OIG that she believed Jane had sent her the Phoenix EC
‘bé_cause, Subject No. 2 was mentioned in the EC. Lynn explained that because
the information in the EC about Subject No. 2 did not impact what she was
working on and because she was not aware of any information that supported
Williams’ theory, she did not respond to the e-mail.

~ Lynn was not required to respond to the e-mail by any formal FBI policy.
Her actions were consistent with others in the FBI, who did not address an
issue unless a lead was assigned to them. But we believe that Jane’s request
for Lynn to let her know if anything struck her warranted some response, even
if the response was that Lynn had nothing to support the theory espoused in the
Phoenix EC. Instead, Lynn did nothing in response to the e-mail. A response
from Lynn may have caused Jane to take some other step, to seek further input
from someone else, or to alert Phoenix of the status. Instead, Lynn did not
communicate with Jane, and the Phoenix EC languished.

4. Jay

Jay, an agent on the Bin Laden squad in the FBI’s New York Field
Office, received and read the Phoenix EC. He told the OIG that he was not
aware of any information that supported the theory in the EC, and he therefore
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did not respond to it, either in writing or by contacting anyone in the Phoenix
office. He also stated that he would have “taken issue” with the conclusions if
he had responded. Jay was not required to respond to the Phoenix EC, and he
did not violate any FBI policies and procedures by not responding.

Yet, although Jay was not required to respond to the lead set for the New
York Field Office in the Phoenix EC, Williams had asked for analysis and
comments on his proposal in the text of the EC. Since Jay told us he felt .
strongly that the theory in the Phoenix EC was not supported by the facts, we
believe he should have contacted Williams or someone in FBI Headquarters to
discuss the EC to provide his view, given the expertise of the New York office
on issues involving Bin Laden. But given the disorganization and convoluted
way that leads were assigned, and the prevailing practice not to respond to
leads that were not specifically assigned to an agent, it is not surprising that Jay
did not respond.

5. FBI manag’ement

Finally, we believe it important to state that the failings in this case go
well beyond any failings of those individuals who came in contact with the
Phoenix EC. In our view, the failings were caused in much larger part by the
FBI’s inadequate and inefficient system for analyzing intelligence information,
and the lack of attention paid by many levels of FBI managers to strategic
analysis. This was the responsibility of many FBI managers and employees,
from the top down, over many years. We believe that the FBI’s lack of focus
on strategic analysis and its failure to provide sufficient resources and priority
to analysis were problems attributable to the FBI and many FBI senior
managers. While some of the individuals who handled the Phoenix EC did not
do all they should have to address it in a timely way, the larger and more
important failure was the way the FBI handled intelligence analysis for many
years before the September 11 attacks.

C. Other pieces of intelligence concerning airplanes as weapons
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L ] . The FBI

conducted searches in its computer systems for references to “flight schools,”
“airplanes,” “hijackings” and other related terms in an attempt to collect
information that the Joint Inquiry Committee Staff had indicated it was

‘interested in reviewing but had not specifically requested. The FBI collected
the documents retrieved in its electronic searches and provided them to the
Joint Inquiry Commiittee Staff and also to the OIG.

We reviewed the information provided by the FBI that referenced a
connection between airplanes or flight schools and persons of interest to the
FBI. The information was from as early as 1983, although most of it was from
1998 and 1999. Below we briefly describe four of the pieces of information
that are representative of the kinds of information contained in FBI files about

airplanes and flight schools at the time the Phoenix EC was received at FBI
Headquarters:

o The FBI received an intelligence report in mid-1999 stating that the

~ leadership of a terrorist organization other than Al Qaeda had met and
‘planned to use students in the United States to gather intelligence on
“infrastructure facilities and public places frequented by Jews. It was

also erorted that students aso would be selected to participate 1n

leadership of the terrorist orgamzatlon viewed this ‘equlrement as
being “particularly important” and were believed to have approved an
open-ended amount of funding to ensure its success.”!

o In August 1998, an intelligence agency advised the FBI’s New York
Division of an alleged plan by unidentified Arabs to fly an explosive

°! The FBI later said that in 2002, in connection with the JICI Review, it researched this
issue and concluded that the information reported was likely a fabrication.
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laden aircraft from Libya into the World Trade Center. The New York
Division sent out leads in an attempt to obtain more information about
the source of the reporting.

e« OnMay 18, 1998, a Special Agent on the FBI’s Oklahcma City

Division’s counterterrorism squad prepared an EC documenting his
- contact with an agent from that Division’s surveillance squad, who also

was the Division’s chief pilot. In the EC, the agent noted that the
Division pilot had observed “large numbers of Middle Eastern males
receiving flight training at Oklahoma airports in recent months.” The
agent also reported that the pilot speculated that light planes would be
an ideal means of spreading chemical or biological agents.

o In January 1995, Philippine authorities responded to a small fire and
several e>.p1031ons in an apartment in Manila. Inside the apartment,
authorities discovered bomb-making equipment and terrorist literature.
The resulting investigation revealed a plot to place explosive devices in
12 American passenger aircraft. As a result of the FBI’s investigation
into this matter, Abdul Murad, Wali Shah, and Ramzi Yousef were
subsequently indicted and convicted in the United States for their

. involvement in the conspiracy. Yousef later was convicted on

- November 13, 1997, for his involvement in the bombing of the World
- Trade Center on February 23, 1993.

During investigative interviews, Murad described general
conversations with Yousef in which they discussed the potential use of
aircraft to commit terrorist acts. According to Murad, he discussed
with Yousef the ease with which a pilot could conduct a suicide attack
by crashing an explosive-laden aircraft into a building. Murad

- mentioned CIA Headquarters as a potential target. Murad contended in
mnvestigative interviews that there was no specific planning in relation
to any of these acts. Murad also described other general conversations
with Yousef concerning potential non-aircraft related terrorist acts,
such as bombing a nuclear facility, utilizing poison gas, and bombing
the World Trade Center a second time.

As discussed above, the FBI conducted little strategic analysis before
September 11, and it never attempted to connect any of these disparate pieces
of information. For this reason, these pieces of information and all of the other
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information in the FBI’s possession that might have been used to analyze the
use of airplanes and civil viation for terrorist purposes was never considered
systematically or analytically.

D. Conclusion

In sum, our examination of the FBI’s handling of the Phoenix EC found
that the individuals who handled it did not violate FBI policies and practices at
the time, but they did not do all they could have, and should have, to respond to
it or the recommendations in it. They should have sought input from others in
the FBI, assured that the EC received the necessary analysis, and also sought
input from the Intelligence Community about the theories and suggestions
contained in it. ' '

But we believe that their actions were not surprising, given that the
policies and practices under which they operated were extremely flawed. We
found that IOSs were not properly managed and that supervisors should have
been more actively involved in the work assigned to I0Ss. In addition, as an
institution, the FBI was focused on its operational priorities at the expense of
conducting strategic analysis. Furthermore, the FBI lacked a systematic
approach to information sharing and lacked adequate tools to facilitate such

‘information sharing both within and outside the FBI. As a result of these
systemic failures, the FBI did not give the Phoenix EC the consideration that it
deserved.

- We cannot know. for certain what the FBI would have concluded prior to
September 11 if the FBI had applied strategic analysis to the theory posed by
the Phoenix EC or what information may have been uncovered in support of

‘the theory if the Phoenix EC had been shared with the Intelligence Community
or within the FBI. We also cannot know what role, if any, the pieces of other
information described above would have played in the analysis of this question.
What we do know is that the FBI was not adequately analyzing information for
the purpose of drawing conclusions and making predictions. This was a
significant intelligence failure, which hindered the chances of the FBI being
able to detect and prevent the September 11 attacks.
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CHAPTER FIVE
TWO SEPTEMBER 11 HIJACKERS: KHALID
AL-MIHDHAR AND NAWAF AL-HAZMI

I. Introduction

In this chapter, we examine the FBI’s handling of intelligence
information concerning two of the September 11 hijackers, Khalid al-Mihdhar
and Nawaf al-Hazmi. Mihdhar, Hazmi, and three other terrorists hijacked and
crashed American Airlines Flight 77 into the Pentagon.

The FBI has asserted that it learned in late August 2001 that Mihdhar and
Hazmi were al Qaeda operatives and that they had traveled to the United States
in January 2000. In August 2001, the FBI also discovered that Mihdhar had
entered the United States on July 4, 2001, purportedly for a month-long stay.

In late August, the FBI initiated an investigation to determine whether Mihdhar
was still in the country and to find him. The FBI was still searching for him at
the time of the September 11 attacks.

(
We examined the information that the Intelligence Community and the

FBI had about Mihdhar and Hazmi prior to September 11. We found no
evidence indicating the FBI or any other member of the Intelligence
Community had specific intelligence regarding the September 11 plot.
However, beginning in late 1999 and continuing through September 11, 2001,
we found five junctures at which the FBI either learned of intelligence
information about Mihdhar and Hazmi, could have learned of additional
intelligence information about them, or could have developed additional _
information about their location and terrorist connections. These five junctures
were:

The CIA also dlscovered in March 2000
that Hazmi had traveled to Los Angeles in January 2000.
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e In late January 2000, Mihdhar and Hazmi both traveled to Los
Angeles and then moved to San Diego, where they associated with a
former subject of an FBI investigation and also lived with a long-
time FBI asset.”'

I.In late December 2000 and early January 2001, a reliable joint
FBI/CIA source provided information related to the FBI’s ongoing

investigation of the attack on the U.S.S. Cole.'” nm.‘

e In the summer of 2001, the CIA and the FBI had various
interactions regarding the FBI’s investigation of the Cole attack.
These interactions touched on the participants in the January 2000
Malaysia meetings and information developed by the CIA about the
Malaysia meetings.

e In August 2001, the FBI learned that Mihdhar had entered the
United States on July 4 and began searching for him in early
i

September 2001. |
The FBI did not locate him before the September 11

attacks.

Yet, despite these ongoing discussions and opportunities for the FBI to
learn about and focus on Mihdhar and Hazmi, including their presence in the
United States, the FBI was not made aware of and did not connect important
details about them until late August 2001, a short time before they participated
in the terrorist attacks. Even in August, the FBI’s search for Mihdhar and
Hazmi was not given any urgency or priority, and was not closb to locating
them by the time of the attacks.

! Hazmi had also traveled to and attended the January 2000 meetings in Kuala

Lumpur, Malaysia.

152 A5 noted previously, on October 12, 2000, two terrorist operatives in an explosive-
laden boat committed a suicide attack on the U.S.S. Cole naval destroyer during a brief
refueling stop at the port in Aden, Yemen. Seventeen sailors were killed and 39 were
wounded in the attack.
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In this chapter, we describe each of these five opportunities in detail. We
set forth the available intelligence information regarding Hazmi and Mihdhar
that existed at the time, whether the information was made available to the FBI,
and what additional information about Hazmi and Mihdhar the FBI could have
developed. In the analysis section of this chapter, we evaluate the problems
that impeded the FBI’s handling of the intelligence information about Hazmi
and Mihdhar before September 11.

II. Background

A. OIG investigation

To investigate the issues involving Hazmi and Mihdhar, the OIG asked
for and reviewed all documents the FBI had regarding them before
September 11. The FBI search for these documents included searches of its
Automated Case Support system (ACS), Integrated Intelligence Information
Application (IIIA) system,"** and CTLink."* In addition, searches were
conducted on archived FBI e-mail messages and the FBI Director’s briefing
documents. These searches were initially conducted in response to a request
by the Congressional Joint Intelligence Committee’s Inquiry Staff, which was
conducting its own inquiry into this subject. The OIG also obtained direct
access to ACS so that we could conduct our own searches for relevant
documents. In addition, we reviewed hard copy case and informant files to
search for documents relevant to Mihdhar and Hazmi. '

~ In addition to reviewing these documents, we conducted more than 70
interviews related to the Mihdhar and Hazmi matter. These included
interviews of FBI I0Ss, special agents, attorneys, and supervisors who had
access to some of the relevant information or participated in meetings or

153 I11A is a database designed to capture comprehensive amounts of information from
counterintelligence, international, and domestic terrorism investigations. The system
includes information ranging from biographical data on persons to profiles of terrorist
groups. The FBI describes the system as “conducive to putting together information
regardless of office of origin or case.”

!5 CTLink is a shared database used for the dissemination of intelligence information

among agencies within the Intelligence Community.
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operations related to these hijackers. We also interviewed FBI employees
detailed to the CIA and FBI agents who participated in debriefings of
intelligence sources who had relevant information.

Because much of the information discussed in this chapter of the report
involves the FBI’s interactions with the CIA, we also obtained information
directly from the CIA. The DOJ OIG does not have oversight authority over
CIA operations or personnel, and we therefore did not make assessments of the
performance of CIA personnel. That issue is the responsibility of the CIA
OIG, which is conducting its own inquiry in response to the JICI report. We
had to rely on the cooperation of the CIA in providing access to CIA witnesses
and documents that were relevant to the OIG’s oversight of the FBI.

. We interviewed CIA staff operations officers, analysts, and supervisofs,
as well as CIA employees detailed to the FBI, including a CIA employee
detailed to the FBI’s New York Field Office’s Joint Terrorism Task Force. (S)

Initially, the CIA made available to the OIG for review various
documents that the CIA’s “Director of Central Intelligence (DCI) Review
‘Group”'* had identified as being related to our inquiry. The Review Group
had gathered these and other documents during its review of the September 11
attacks and during additional searches conducted at the request of the JICI
staff. We did not have independent access to CIA databases, and therefore we
could not independently verify that all relevant documents had been provided
to us. However, we had several lengthy sessions with members of the Review.
Group at which they identified the documents they used to support their
conclusions regarding Hazmi and Mihdhar. The CIA permitted us to review
but not have a copy of these documents.

In addition, a member of the CIA General Counsel’s staff conducted
additional searches for documents relevant to particular disputed issues. As a
result of that review, copies of additional relevant documents were also made
available for our review.

153 The CIA formed the DCI Review Group in late 2001 to assist the CIA in -
determining why it had not detected the September 11 plot. The group included former CIA
case officers and CIA OIG personnel.
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In response to the JICI report issued in December 2002, the CIA OIG
initiated a review in February 2003 of the CIA actions related to the
September 11 attacks. In July 2003 the CIA OIG review team informed us it
had several more documents that were relevant to our review. These
documents were made available to us to review, and redacted copies of the
documents were provided to us in November 2003. The CIA OIG review team
also provided additional relevant documents and information to us that it found
during the course of its review.

In February 2004, however, while we were reviewing a list of CIA
documents that had been accessed by FBI employees assigned to the CIA, we
noticed the title of a document that appeared to be relevant to this review and
had not been previously disclosed to us. The CIA OIG had not previously
obtained this document in connection with its review. We obtained this
document, known as a Central Intelligence Report (CIR). This CIR was a draft
document addressed to the FBI containing information about Mihdhar’s travel
and possession of a U.S. visa. As a result of the discovery of this new
document, a critical document that we later determined had not been sent to the
FBI before the September 11 attacks (see Section III, A, 4 below), we had to
re-interview several FBI and CIA employees and obtain additional documents
from the CIA. The belated discovery of this CIA document delayed the
completion of our review.

B. Background on the CIA

~In this section of the chapter, we describe background information
relevant to the interactions between the CIA and the FBI and the ways in which
they exchanged intelligence. We begin with a discussion of the CIA’s
authority and mission, organization, forms of communications, and ways in
which the CIA passed intelligence to the FBI. We also discuss the role of the
FBI’s employees who were “detailed” to work at the CIA.

1. CIA authority and mission

As discussed in Chapter Two, the National Security Act of 1947 created
the CIA and established it as the nation’s lead foreign intelligence agency of
the United States. The CIA engages primarily in the clandestine collection of
“foreign intelligence” information — information relating to the capabilities,
intentions, and activities of foreign governments or organizations, including

219



information about their international terrorist activities. The CIA is charged
with evaluating and disseminating the intelligence information it collects.

The CIA reports directly to the President through the Director of Central
Intelligence (DCI), who is the head of both the CIA and the Intelligence
Community. The DCI is the primary advisor to the President and the National
‘Security Council on national foreign intelligence matters. George Tenet was
named to that position in 1997.

2. Organization of the CIA

The work of the CIA is conducted primarily through three “directorates”:
the Directorate of Operations, the Directorate of Intelligence, and the
Directorate of Science and Technology. Each is led by a Deputy Director.
Below we briefly describe the relevant structure and positions within each
directorate.

a. Directorate of Operations

The Directorate of Operations is responsible for the clandestine

“collection of foreign intelligence. This takes place in field offices known as
“stations.”’*® Smaller cities may have “bases,” which are sub-offices of the
stations. “Operations officers,” also known as “case officers,” are responsible
for collecting intelligence through contacts with human sources and through
the use of technology. Collection management officers, also known as “reports
officers,” are responsible for taking raw intelligence reported by the operations
officers and removing from it the information that reveals the source, method
of collection, or other sensitive information. The reports officers publish
intelligence information in a form that can be made available to the Intelligence
Community.

The head of a station or base is usually an operations officer and is _
known as a Chief of Station (COS) or Chief of Base (COB). Stations and bases

_ 1 The CIA also has field offices within the United States that are part of the National
Resources Division within the Directorate of Operations. They are responsible for the overt
collection of foreign intelligence volunteered by individuals and organizations in the
country.
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are usually grouped by geographic division and report to the chief of the
geographic division at CIA Headquarters. Within the geographic division at -
CIA Headquarters are “staff operations officers,” or “desk officers,” who
provide operational research, advice, and other forms of case management
support to the officers in the field.

~ The CIA’s Counterterrorist Center (CTC), which is based in the
Directorate of Operations but which draws on all CIA resources, is charged
with preempting and disrupting international terrorism. The CTC is staffed by
managers, analysts, operations officers, desk officers, and reports officers. The
CTC collects and analyzes strategic intelligence on terrorist groups and state
sponsors of terrorism to ascertain the capabilities, sources of support, and
likely targets of terrorist elements, and to furnish detailed information on
terrorist-related intelligence to the Intelligence Community.

At the time of the events relevant to our review, the CTC operated a unit
— that we call the “Bin Laden Unit” — that dealt exclusively with issues related
to al Qaeda and Usama Bin Laden. The Bin Laden Unit was later merged into
a larger group in the CTC. Although staffing levels fluctuated, approximately
40-50 people worked within the Bin Laden Unit before September 11, 2001.
The Bin Laden Unit was known as a “virtual station” because it operated from
within CIA Headquarters but collected and operated against a subject, much as
stations in the field focus on a country.

b. Directorate of Imtelligencze

The Directorate of Intelligence, the analytical branch of the CIA, is
responsible for the production and dissemination of timely, accurate, and
objective intelligence analysis on foreign policy issues. It focuses analysis on
key foreign countries, regional conflicts, and issues such as terrorism and
narcotics trafficking.

The Directorate of Intelligence is primarily composed of analysts who
concentrate on particular areas of expertise. For example, intelligence analysts
are assigned a particular geographic region to monitor the leadership,
motivations, plans, and intentions of foreign governments in relation to U.S.
national security interests. Additionally, counterterrorism analysts stationed in
the CTC produce a range of long-term intelligence products about terrorist
organizations and provide tactical analytic support to intelligence operations.
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c. Directorate of Science and Technology

The Directorate of Science and Technology is responsible for creating
and applying technology in support of the intelligence collection mission. It
employs a broad range of professionals, including computer programmers,
engineers, scientists, and linguists.

3. The CIA’s collection and internal dissemination of
information

Official internal communications between entities within the CIA are
‘normally conducted by an electronic communication known as a “cable.”
Cables are addressed to the stations, offices, or units within an office from
~ which some action is expected. Information acceptable for sharing with a
foreign government service is put into a section of a cable called a “tear line.”

4. Passing of intelligence information by the CIA to the FBI

The CIA shares intelligence with the rest of the Intelligence Community
through a communication known as a “TD” (“Telegraphic Dissemination”).
TDs can be sent to other Intelligence Community agencies, including the FBI,
and are available to the Intelligence Community through the Intelink system.

Another type of intelligence report used by the CIA when conducting
business with other agencies is a CIR, or “Central Intelligence Report.” CIRs
are used for disseminating information to a specific agency or group of
agencies. CIRs to the FBI normally concern something occurring in the United
States, involving a U.S. person or an ongoing FBI investigation. '

In addition to formal methods of communicating by the CIA to the FBI,
much information can be shared with the FBI informally. CIA and FBI
employees who have similar positions and expertise develop relationships and
communicate informally while working together on related matters, either by
secure telephones or in person. In addition, meetings are sometimes held to
discuss a matter or a piece of intelligence that is of value to both agencies.
According to the CIA employees we interviewed, when the CIA passed
intelligence information or other kinds of information verbally or by another
informal mechanism to the FBI, the information exchange normally would be
documented through a TD or a CIR. However, they said that not every
telephone call or conversation was documented.
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C. FBI detailees to the CIA Counterterrorist Center

In 1996, the FBI began detailing employees to work in the CIA’s CTC.
During the time period relevant to this chapter of the report, five FBI
employees were detailed to the CTC’s Usama Bin Laden Unit in four separate
positions. Two of the positions were filled by personnel from the FBI’s
Washington Field Office, and one position each was filled from the FBI’s New
York Field Office and FBI Headquarters."’ »

1. FBI Headquarters detailees

~ One of the FBI detailees assigned to Bin Laden Unit, who we call “Eric,”
held a supervisory position as a deputy chief of the Bin Laden Unit.'*® Eric, an
FBI Headquarters supervisor in the Radical Fundamentalist Unit, was detailed
to the CTC as a branch chief for a particular terrorist group in September 1997.
In March 1999, FBI Headquarters transferred him from that part of the CTC to
the deputy chief position in the Bin Laden Unit. According to Eric, he was told
by FBI Assistant Director Neil Gallagher that there were a lot of problems
between the FBI’s New York Field Office and the Bin Laden Unit and that he
‘needed to mend the relationship.' Eric stated that although he acted as a
liaison between the CIA and the FBI, his primary job was to perform
substantive work related to the Bin Laden Unit’s mission.

Eric left the Bin Laden Unit in January 2000 and was replaced in July
2000 by an FBI employee who we call “Craig.”'® By this time, the Bin Laden
Unit had been placed into a newly formed group, which was a much larger

157 Other FBI employees were also detailed to the CIA during this time. However, the
FBI detailees to the CTC’s Bin Laden Unit were the only ones relevant to the issues in this
review.

158 A CIA employee was the other deputy chief in the Bin Laden Unit. Both the FBI
detailee and the CIA employee reported to the chief of the Bin Laden Unit, a CIA employee.

' Eric told the OIG that when he arrived at Bin Laden Unit, he “walked into a buzz

saw” and there was a great deal of animus from CIA employees toward the FBI detailees.
Eric said this experience was vastly different from his tenure in another CTC section, where
he was readily accepted and integrated into the CIA’s operations.

10 No one filled the deputy chief position between January 2000 and July 2000.
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organization than the Bin Laden Unit. Craig was designated as a deputy chief
in the new, larger group. He described his primary job as being a “referent” for
law enforcement issues. He explained this role as involving coordination
between the FBI and CIA when they wanted to conduct joint interviews or
when the CIA requested assistance with a law enforcement matter.

Eric and Craig had access via computers-on their desks to the CIA’s
internal cables. Eric said that while he was at the CIA, he atternpted to read all
incoming Bin Laden Unit cables. However, he said that the amount of cable
traffic was overwhelming and was too much for one individual to read
consistently. In contrast, Craig told the OIG that he did not believe his job was
to read all the cable traffic and that he did not even attempt to do so. :

N 2. Washington Field Office detailees

Another FBI employee detailed to the Bin Laden Unit, an Intelligence
Operations Specialist (I0S) who we call “Mary,” was assigned to CIA -
Headquarters from the FBI’s Washington Field Office in April 1998. Although
she was assigned to work on issues of mutual interest to the FBI and the CIA,
such as the East African embassy bombings,'®" she also was assigned to work
on unilateral CTC matters. She said that as a desk officer, she read and
responded to cable traffic that was pertinent to the matters she was assigned.
She nominally reported to a supervisor in the FBI’s Washington Field Office,
but her work was assigned by her CTC supervisors at the Bin Laden Unit.'®

The Washington Field Office also detailed to the CTC a special agent,
who we call “Dwight.” His performance evaluations were done by the
Washington Field Office, but his assignments came from CTC managers. He
focused on the financial aspects of terrorism and obtained information through
the CTC to help identify and investigate persons who were responsible for

11 On August 7, 1998, nearly simultaneous vehicle bombs were detonated at the U.S.
embassies in Nairobi, Kenya, and Dar es Salaam, Tanzania, killing over 200 people and
injuring over 4,000. '

"2 Her position was later transferred from the Washington Field Office to FBI
Headquarters’ Usama Bin Laden Unit.
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funding terrorism. He had access to CIA cables and reviewed them for
potential leads or other iriformation related to terrorist financing.

3. New York Field Office detailee

An FBI New York Field Office agent from its Bin Laden squad, who we -
call “Malcolm,” was also detailed to the CIA’s Bin Laden Unit in early 1999 at
the request of John O’Neill, the New York Field Office Special Agent in
Charge for Counterterrorism at the time. Malcolm replaced another New York
Field Office Bin Laden squad agent who had left the CIA’s Bin Laden Unit in
August 1998. Malcolm told the OIG that he was not given instructions as to
his specific duties at the CIA. He said he understood his job there was to be
the “eyes and ears” of the New York Field Office and “to monitor” New York
Field Office cases. He said his role was to “facilitate inquiries of mutual
interest” and to act as a liaison for FBI offices around the country by following
up on tracing requests and reporting on their status. He stated that he also
spent a significant amount of time coordinating with the CTC in preparation for
and during the trials that arose out of the FBI’s investigations into the East
African Embassy bombings. He told the OIG that he did not review all cables;
he reviewed only the cables that he thought were interesting, generally based
solely on his review of the cable subject line. He said he reported to an SSA in
the New York Field Office, not to anyone at the CIA.

III. Factual chronology regarding Hazmi and Mihdhar

In this section of the report, we discuss in detail the five junctures before
September 11, 2001, during which the FBI had an opportunity to obtain or
develop information about Mihdhar and Hazmi but did not. We describe in
chronological order the sequénce of events regarding these five opportunities,
including the information that the FBI obtained or could have obtained about
Hazmi and Mihdhar.

Many of the witnesses told the OIG they did not have specific
recollection of the events and conversations related to the Hazmi and Mihdhar
matter. In addition, we found few notes and documents relating to these events
and conversations. The following is our best reconstruction of the events based
on the participants’ recollections and the existing documentary evidence.
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We show a timeline of the Hazmi and Mihdhar events described in this
chapter on the next two pages of the report.

A. Identification in January 2000 of Hazmi and Mihdhar as al
Qaeda operatives

- This section describes the initial development and dissemination of v
~ intelligence information concerning Hazmi and Mihdhar. [|§§HEGEGGNGGNG

I O N U IO T intelligence led to a

surveillance operation in Malaysia in which it was discovered that Mihdhar had
a valid multiple-entry U.S. visa and photographs of Mihdhar meeting with
- other al Qaeda operatives were taken.

There were several ways the FBI could have acquired this information
from the CIA — through a CIR from the CIA to the FBI, informally through
conversations between a CIA employee and FBI Headquarters employees, and
through the FBI employees detailed to the CIA reviewing the CIA cable traffic.
We reviewed whether this information was in fact passed to the FBI by the "
CIA, and based on the evidence, concluded that while the CIA passed some of
the information about Mihdhar to the FBI, it did not contemporaneously pass
the information about Mihdhar’s U.S. visa to the FBI. We concluded it was
not disclosed by the CIA until late August 2001, shortly before the September
11 terrorist attacks. We also reviewed whether FBI detailees to the CIA
contemporaneously acquired this information and what action, if any, they took
with respect to this information.
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In addition, the CIA learned in March 2000 that Haznu had boarded a
United Airlines flight in Bangkok, Thailand, bound for Los Angeles,
California, on January 15, 2000.' We also reviewed whether the FBI was
informed of this information, and concluded that it did not learn about this
information until August 2001.

1. Background

In late 1999, the Intelligence Community developed significant
intelligence information regarding Hazmi and Mihdhar. At this time, the
Intelligence Community was on high alert because of concerns involving
possible terrorist activity planned in conjunction with the coming of the new
Millennium. In addition to concerns about attacks at New Year’s Eve
celebrations, the Intelligence Community was concerned that a terrorist attack
was planned for January 3, 2000, which in the Islamic calendar is considered a
“night of destiny.”'** There were additional concerns about potential terrorist -
attacks coinciding with the end of Ramadan, around January 6, 2000.'®

Several of these planned attacks were uncovered in December 1999. For
example, on December 1, 1999, in Jordan, a plot to disrupt New Year activities
with explosives designed to kill thousands of revelers, including U.S. citizens,
was uncovered and thwarted with the arrest of 16 people. On December 14,
1999, Ahmad Ressam was stopped at the United States/Canadian border in
Washington state as he attempted to enter the United States in a vehicle loaded
with explosives. It was determined later that he had intended to detonate the
explosives at the Los Angeles airport.

To be prepared for possible terrorist activity at the end of 1999, the FBI
activated its Strategic Information Operations Center (SIOC). The SIOC is

193 Mihdhar was also on the same flight, but that fact apparently was not known within
the Intelligence Community until much later, in August 2001. ~

'** During the course of the Cole bombing investigation, it was learned that an attack

also had been planned against the U.S.S. The Sullivans in Aden, Yemen, on the same date.
That attack failed because the attack boat sank before reaching its target.

16> Ramadan is the ninth month of the Islamic calendar. Ramadan begins when

authorities in Saudi Arabia sight the new moon of the ninth month.
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located in a secure area within FBI Headquarters and contains several meeting
rooms, conferencing equipment, communications equipment, computers, and
other operational equipment. It allows the FBI to manage major investigations
or other significant operations 24 hours a day, 7 days a week.

During the Millennium period, the FBI operated its International
Terrorism Operations Section from within the SIOC. In addition, the FBI
detailed field supervisors with counterterrorism experience and other
counterterrorism personnel to the SIOC for around-the-clock monitoring and
response to possible terrorist activities.

At the CIA, additional personnel were called in to work at the CTC and
planned leave was canceled. In addition, personnel from the CIA and other
Intelligence Community agencies were detailed to work in the FBI’s SIOC.

During this period, personnel in the FBI’s SIOC prepared two daily
briefings for the FBI Director and his executive staff, one at 7:30 a.m. and the
other at 4:30 p.m. The daily briefings contained summaries of significant
terrorism investigations and the latest intelligence related to counterterrorism.
Accompanying the briefings were daily threat updates prepared each afternoon
for the Director and his executive staff. The briefings and the threat updates
were prepared by various people throughout the course of the day and night in
the SIOC.

2. NSA provides intelligence regarding planned travel by al
Qaeda operatives to Malaysia

| ,

: The
communications indicated that several members of an “operational cadre” were
planning to travel to Kuala Lumpur, Malaysia, in early January 2000. Analysis
of the communications revealed that persons named Nawaf, Khalid and Salem
were involved. In early 2000, the NSA analyzed what appeared to be related
communications concerning a “Khalid.””'®

'%6 The NSA had additional information in its database further identi fying “Nawaf” as
Nawaf al-Hazmi, a friend of Khalid. However, the NSA informed the OIG that it was not
(continued)
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The NSA’s reporting about these communications was sent, among other
places, to FBI Headquarters, the FBI’s Washington and New York Field
Offices, and the CIA’s CTC. At the FBI, this information appeared in the daily
threat update to the Director on January 4, 2000.

3.  Mihdhar’s travel and discovery of his U.S. visa

A CIA desk officer working in the Bin Laden Unit who we call
“Michelle” determined that there were links between these people and Al
Qaeda as well as the 1998 East African embassy bombings. In addition, the
CIA identified “Khalid” as Khalid al-Mihdhar.

Mihdhar arrived _I-mm-, on January 5, 2000.

Mihdhar was traveling on a Saudi passport. This passport contained a valid
U.S. visa. Mihdhar’s passport was photocopied and sent to CIA Headquarters.

~ Several CIA cables contemporaneously discussed Mihdhar’s travel and
the discovery of his U.S. visa in his Saudi passport. CIA records show that a
CIA employee, who we call “James™®” and who was detailed to FBI
Headquarters during the Millennium period, accessed one of these cables
approximately two hours after it was disseminated in the morning, and he
accessed another of the cables about eight hours after it was disseminated on
the next morning. James discussed some information about Mihdhar with two
FBI Headquarters employees on the evening of January 5, which we detail in
Section 7 below.

4. CIRis drafted to pass Mihdhar’s visa information to the FBI

Dwight, the special agent detailed to the CIA’s Bin Laden Unit from the
FBI’s Washington Field Office, also read the cables discussing Mihdhar’s U.S.
visa within hours of each cable being disseminated. CIA records also show

(continued)

asked to conduct research on these individuals at that time, and it did not uncover that
information on Hazmi. It was thought at the time that Salem might be Hazmi’s younger
brother, and this was later confirmed.

'” The CIA has asked the OIG not to identify the true names of CIA employees for

operational reasons.
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that Dwight’s immediate supervisor in the Bin Laden Unit opened one of the
cables soon after Dwight.

Dwight opened one of the cables, which reported that Mihdhar’s visa
application had been verified and that he had listed New York as his intended
destination.

Around 9:30 a.m. on the same morning, Dwight began drafting in the
CIA’s computer system a CIR addressed to the UBL Unit Chief at FBI
Headquarters and an SSA in the UBL Unit at FBI Headquarters who we call
“Bob.” Dwight’s CIR also was addressed to the FBI’s New York Field Office.
The CIR first described the NSA information that had been received about
Mihdhar, including the planned travel to Kuala Lumpur, Malaysia in early
January. The CIR also discussed the potential links between the suspected
terrorist facility in the Middle East and the 1998 East Africa embassy

~ bombings. The CIR stated that photographs of Mihdhar had been obtained and
would be sent to the FBI under separate cover. The CIR detailed Mihdhar’s

passport and visa information, including that Mihdhar had listed on his visa
application his intended destination as New York and that he planned to stay
three months. Dwight also wrote that the CTC was requesting “feedback” on
“any intelligence uncovered in FBI’s investigation” resulting from the
information in the CIR.

Michelle, the Bin Laden Unit desk officer who originally had taken
notice of the information about Mihdhar and his connections to Al Qaeda,
accessed Dwight’s draft CIR less than an hour after Dwight drafted it at
approximately 9:30 a.m. Around 4:00 p.m. on the same day, Michelle added a
note to the CIR in the CIA’s computer system: “pls hold off on CIR for now
per [the CIA Deputy Chief of Bin Laden Unit].”

CIA records show that the same morning, the CIA Deputy Chief of Bin
Laden Unit, who we will call “John,” also had read the cable indicating that
Mihdhar’s visa was valid and that New York had been listed as his intended
destination. Around 6:30 p.m. on the same day, John again accessed this cable
and then another cable, the same two CIA cables about Hazmi and Mihdhar in
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the CIA’s computer system that Dwight had used in drafting the CIR. CIA
records do not indicate that John accessed Dwight’s draft CIR.'®

CIA records show that the CIA employee detailed to FBI Headquarters
who we call James and who discussed the Mihdhar information with two FBI
Headquarters employees, also accessed the draft CIR on the day it was drafted.
In addition, two other FBI detailees accessed the draft CIR: Eric, the other
Deputy Chief of the Bin Laden Unit, accessed it two hours after Dwight began
writing it, and Malcolm, the New York Field Office’s detailee to the Bin Laden
Unit, accessed it two days later.

- CIA records show that as of eight days later the CIR had not been
disseminated to the FBI. In an e-mail to John in mid-January, Dwight had
attached the draft CIR and wrote, “Is this a no go or should I remake it in some
way.” The CIA was unable to locate any response to this e-mail.

- 'By mid-February, the CIR had not been sent to the FBI and was still in
draft form in the CIA’s computer system. CIA records show that Dwight e-
mailed a CIA contractor who handled computer matters and asked him to
delete several draft cables in the computer system unrelated to this matter, but
to save the draft CIR concerning Mihdhar. The contractor accessed the draft
cable in the system the next day.

- When we interviewed all of the individuals involved with the CIR, they
asserted that they recalled nothing about it. Dwight told the OIG that he did
not recall being aware of the information about Mihdhar, did not recall drafting
the CIR, did not recall whether he drafted the CIR on his own initiative or at
the direction of his supervisor, and did not recall any discussions about the
reasons for delaying completion and dissemination of the CIR. Malcolm said
he did not recall reviewing any of the cable traffic or any information regarding
Hazmi and Mihdhar. Eric told the OIG that he did not recall the CIR.

The CIA employees also stated that they did not recall the CIR.
Although James, the CIA employee detailed to FBI Headquarters, declined to

'8 According to John, once CIRs were drafted the CIA’s standard operating procedure
was for the drafter to “coordinate” the CIR in the computer system, which notified the
persons designated by the drafter that there was a CIR that required their attention. He said
that it was not standard operating procedure to access CIRs in draft form.
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be interviewed by us, he told the CIA OIG that he did not recall the CIR. John
(the Deputy Chief of the Bin Laden Unit) and Michelle, the desk officer who
was following this issue, also stated that they did not recall the CIR, any
discussions about putting it on hold, or why it was not sent.

5. Mihdhar in Dubai

On the same day that Dwight was drafting the CIR, the CIA reported in
an internal cable additional information about Mihdhar. The cable stated that it
appeared that, despite his multiple entry visa, Mihdhar had not yet traveled to
the United States. The cable then stated that it was up to the CTC as to
whether anyone should inquire with the INS to verify whether Mihdhar had
traveled to the United States.'®

The cable also reported additional information aboﬁt Mihdhar while he
was in Dubai.

CIA records reveal that this cable also was read by FBI detailee Dwight.
However, Dwight did not include in the draft CIR the additional information
about the lack of any indication that Mihdhar had traveled to United States or
the additional information about Mihdhar in Dubai.'”

6. CIA cable stating that Mihdhar’s visa and passport
information had been passed to FBI

Also on the same day that Dwight was preparing the CIR, Michelle, the
Bin Laden Unit desk officer who was following the issue of Mihdhar, prepared
a lengthy cable to several stations summarizing the information that had been
collected at that point on Mihdhar and three other individuals who also were
possibly traveling to Malaysia. The cable began, “After following the various
reports, some much more credible than others, regarding a possible [Bin

1% We did not determine whether the CIA actually contacted the INS pursuant to this
suggestion. As we discuss below, we did determine INS records reflect that Mihdhar first
entered the United States on January 15, 2000, and only entered again on July 4, 2001.

170 This cable also was read by James, the CIA employee detailed to the FBI’s SIOC.
As detailed below, he later discussed some of its contents with an FBI Headquarters
employee.
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Laden]-associated threat against U.S. interests in East Asi -nlr

This cable then summarized the CIA’s information that indicated several
individuals were planning to travel to Malaysia. In the paragraph describing
Mihdhar, Michelle stated that Mihdhar’s travel documents, including a
multiple entry U.S. visa, had been copied and passed “to the FBI for further
investigation.” ' '

This cable —the fifth CIA cable to discuss Mihdhar’s U.S. visa — did not
state by whom or to whom Mihdhar’s travel documents were passed. It also
did not indicate how they had been passed, or provide any other reference to
the passage of the documents. Because this cable was an internal, operational
- cable, it was not forwarded to or copied to the FBL

This cable was disseminated to various CIA stations approximately three
hours after Michelle had noted in the cable system that Dwight was directed to
hold off on sending his draft CIR to the FBI “for now per [the CIA Deputy
Chief of the Bin Laden Unit].”

When we interviewed Michelle, she stated that she had no recollection of
who told her that Mihdhar’s travel documents had been passed to the FBI or
how they had been passed. She said she would not have been the person
responsible for passing the documents. According to Michelle, the language in
the cable stating “[the documents] had been passed” suggested to her that
someone else told her that they had already been passed, but she did not know
who it was. The CIA Deputy Chief of the Bin Laden Unit also said he had no
recollection of this cable, and he did not know whether the information had
been passed to the FBL.

Neither we nor the CIA OIG was able to locate any other witness who
said they remembered anything about Mihdhar’s travel documents being
passed to the FBI, or any other documents that corroborated the statement that
the documents were in fact passed to the FBI.

7. The Malaysia meetings and surveillance of Mihdhar

After he arrived in Malaysia, Mihdhar was followed and photographed in
various locations meeting with several different people. These events are
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referred to as “the Malaysia meetings.” CIA employees wrote several cables
contemporaneously about the Malaysia meetings, which we discuss below.

a. First cable regarding Mihdhar in Malaysia

The CIA prepared an internal cable stating that Mihdhar had arrived in
Kuala Lumpur on the evening of January 5. The cable also described his
activities with other Arabs who were unidentified at the time. This cable,
which we refer to as the “first Malaysia meetings cable,” did not contain any
information regarding passports or visas.

b. January 5 FBI threat update

It appears that this first Malaysia meetings cable was provided to the FBI.
Sometime before the daily FBI executive briefing that took place on January 6
at 7:30 a.m., the January 5 threat update information concerning Mlhdhar was
edited in the FBI’s SIOC.

This January 5 threat update reflected an almost verbatim recitation of
portions of the CIA’s first Malaysia meetings cable, including the same
spelling mistake in reference to a particular place in Malaysia, which indicates
that the CIA provided a copy of the first Malaysia meetings cable to the FBI.
However, we were not able to determine who in the FBI received this
information from the CIA or who edited the January 5 threat update. No one
we interviewed at the FBI said they recalled handling information related to
Mihdhar or the January 5 threat update. The threat update contained no
reference to Mihdhar’s passport information or his U.S. multiple-entry visitor’s
visa.

The J anuary 5 threat update also was made part of the January 6
7:30 a.m. executive briefing document. This briefing did not contain any
additional information about Mihdhar. The January 5 threat update was the
only official document from this period located by the FBI that referenced the
Malaysia meetings that were discussed in the first CIA Malaysia meetings
cable.
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c. Discussion between CIA and FBI employees about
Malaysia meetings ”

As noted above, computer records show that James, the CTC employee
detailed to the FBI’s SIOC, read the cables and the draft CIR indicating that
Mihdhar had a U.S. visa. Contemporaneous e-mails show that James discussed
the Malaysia meetings with two FBI Headquarters employees in the SIOC in
the early morning hours of January 6. Below we detail the cables and the
evidence about the discussions that took place between the CIA and FBI
personnel in the SIOC about the Malaysia meetings.

Contemporaneous e-mail messages among CIA employees show that
during the night of January 5 James briefed the FBI SSA who we call Bob
about Mihdhar’s travel. At the time, Bob was an SSA in the UBL Unit in FBI

Headquarters, which was operating out of the SIOC during this period.

James wrote an e-mail to several CIA employees in which he stated that
he was detailing “exactly what [he] briefed [the FBI] on” in the event the FBI
later complained that they were not provided with all of the information about
Mihdhar."" This e-mail did not discuss Mihdhar’s passport or U.S. visa.

As previously mentioned, James told the CIA OIG that he had no
recollection of these events. He declined to be interviewed by us.

Bob told the OIG that he had no independent recollection of any briefing
from a CIA employee regarding the Malaysia meetings. However, he was able
to-locate a scant contemporaneous note that confirmed he had been briefed
regarding Mihdhar and his trip to Malaysia. This note contained no details as
to the content of the briefing and no reference to Mihdhar’s U.S. visa.

Bob told the OIG that he does not believe that he had been told in this
conversation about Mihdhar’s U.S. visa. Bob stated to us that the presence of a

! James wrote these e-mails in response to an e-mail from another CIA employee who

was detailed to the FBT SIOC. That employee reported on the morning of January 6 that he
had been asked by an FBI employee for the latest on Mihdhar. James responded in a series
of e-mails that he had already briefed the FBI. The final e-mail by James sets forth the
details of his briefings.
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U.S. visa in Mihdhar’s passport would have been extremely important and
would have triggered a more significant response than his minimal notes.

Bob also told the OIG that he did not know why James chose to brief him
about Mihdhar. Bob said that he was not a designated point of contact for the
CIA while the SIOC was activated, although he also said that he did not know
whether there was a designated point of contact in the SIOC. Bob said that he
knew James because James had previously been detailed from the CTC to FBI
Headquarters and had worked in ITOS with Bob.

d. Second cable regarding Mihdhar and the Malaysia
meetings

 The day after the CIA employee discussed the Malaysia meetings with
the two FBI SIOC employees, the CIA sent another internal cable providing
new information about the activities of Mihdhar. This cable, “the second
Malaysia meetings cable,” provided information about Mihdhar’s activities
once he left the Kuala Lumpur airport and his meetings with various
individuals. '

e. Discussion between CTC officer and FBI employee
about Malaysia meetings

Shortly after 7:30 a.m. on January 6, James briefed another FBI SSA —
‘who we call “Ted” — who was detailed to the SIOC from an FBI field office,
about information contained in the second Malaysia meetings cable. Ted told
the OIG he was working in the SIOC as an “assistant” to the day shift
commander and the UBL Unit Chief, but that he had no specific duties.
Because Bob had left FBI Headquarters on a trip to New York by this time,
James briefed Ted to ensure that someone at FBI Headquarters had the latest
information on Mihdhar.

In the same e-mail in which he had detailed what he told Bob, James
provided specifics of what he told Ted. The e-mail also stated that the CIA
would “continue to run this down and keep the FBI in the loop.” The e-mail
did not contain any reference to Mihdhar’s passport or U.S. visa.

Based on this briefing by James, Ted prepared an update for the January
6 afternoon FBI executive briefing. Ted e-mailed the update to the ITOS
Assistant Section Chief at 8:40 a.m. This update reflected the details of the
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information Ted had received from James. It did not contain any reference to
Mihdhar’s passport or U.S. visa. ‘

Like Bob, Ted told the OIG that he had no recollection of being briefed
regarding the Malaysia meetings. Although he said he did not recall these
events, Ted asserted he did not believe that he had received Mihdhar’s passport
or U.S. visa information because if he had he would have unquestionably
recognized their significance and documented such information in the update
for the executive briefing.

Ted told the OIG that he did not know why James briefed him about the
Mihdhar information. Like Bob, Ted stated he was not a designated point of
contact for the CIA while the SIOC was activated. Ted also knew James
because of James’ previous detail to ITOS in FBI Headquarters when Ted
served as an SSA in the RFU.

f. Cables updating the Malaysia meetings information,
including Mihdhar’s travel to Bangkok

On January 8, the CIA reported in another internal cable that a new
individual had joined Mihdhar and the others, and that additional surveillance
photographs were taken. The cable did not state how many photographs were
taken or what would be done with the photos.

In another cable sent five hours later, the CIA reported in an internal
cable that Mihdhar and two of the unidentified men — one of whom turned out
- to be Hazmi — departed Malaysia from Kuala Lumpur airport en route to
Bangkok, Thailand.

g. Cables regarding Hazmi’s travel to the United States

On January 9, the CIA’s Bin Laden Unit prepared a cable asking that
Mihdhar and his associates be identified while in Thailand. CIA records show
that on January 13, the CIA was attempting to locate Mihdhar and his traveling
companions. In addition, Mihdhar had been watchlisted at the airport in the
event that he attempted to leave Thailand.

Several weeks later, CIA officers in Kuala Lumpur followed up with
their Bangkok counterparts for additional information about Mihdhar and his
traveling companions. Approximately two weeks later, Bangkok reported that
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there was a delay in responding due to difficulties in obtaining the requested
information.

- In early March 2000, officials in Bangkok reported internally that it had
identified one of Mihdhar’s traveling companions as Nawaf al-Hazmi. The
cable reported that Hazmi had traveled to Bangkok on January 8 and had
subsequently traveled on a United Airlines flight to Los Angeles, California on
January 15. The cable also stated that Mihdhar had arrived in Bangkok on
January 8 but that it was unknown if and when he had departed.'”? In addition,
the cable identified the third traveler as Salah Saeed Mohammed Bin Yousaf.'”

-~ CIA records show that none of the FBI detailees accessed this early
March cable. The OIG found no documents or witnesses indicating that the
information that Hazmi had traveled to Los Angeles on January 15, 2000, was
- shared with the FBI at this time. Rather, as we discuss below, this fact was not
shared with the FBI until August 2001.

We found no indication that CTC personnel took any action with regard
to the important information that Hazmi had traveled to the United States. For
example, he was not placed on any U.S. watchlists. The day after Bangkok
reported about Hazmi’s travel to Los Angeles, one office that received the
Bangkok cable sent a cable to the CTC stating the Bangkok cable regarding
Hazmi’s travel had been read “with interest.” Yet, despite this effort to flag the
significance of this information, the cable was not shared with the FBI and did
not result in any specific action by the CIA.

As we discuss below, it was not until August 2001 that FBI Headquarters
personnel learned that on January 15, 2000, both Mihdhar and Hazmi had left
Thailand and traveled to Los Angeles, California, where they were both

'72 In fact, Mihdhar had traveled to the U.S. with Hazmi on January 15, 2000. This fact
was not discovered by anyone in the Intelligence Community until August 2001.

'3 Yousaf left Bangkok on January 20 for Karachi, Pakistan. Some fime after

. September 11, Yousaf was determined to be Tawfiqg Muhammad Salih Bin Rashid al Atash,
a/k/a Khallad, the purported mastermind of the Cole attack. We discuss the FBI’s discovery
of information about Khallad and the Cole attack, and the FBI’s opportunities to connect
Khallad to the Malaysia meetings, in Section III, C below.
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admitted into the United States on non-immigrant visas and authorized to
remain until July 14, 2000.

8. OIG findings regarding FBI’s knowledge about Mihdhar
and the Malaysia meetings

We discuss here our findings regarding the FBI’s knowledge of
information about Mihdhar and the January 2000 Malaysia meetings, including
whether the intelligence information concerning Mihdhar’s valid multiple entry
U.S. visa and Hazmi’s travel to the United States in January 2000 was passed
to the FBI. Several witnesses told the OIG that Mihdhar’s possession of a U.S.

B - visa provided a clear domestic nexus that should have triggered the passing of

this information from the CIA to the FBI.

At the outset, we note that the CIA has acknowledged that it obtained
information that Mihdhar had a U.S. visa and that Hazmi had traveled to the
United States, and that the CIA should have placed their names on U.S.
watchlists, but that this did not occur.'”* The CIA OIG is reviewing this matter
to determine why this failure occurred and who is responsible for it.

a. Formal passage of information from the CIA to the FBI

As noted above, the formal method of communicating intelligence
information between the CIA and the FBI was an intelligence report called a
CIR. CIA records show that between July 1999 and September 10, 2001, the
Bin Laden Unit disseminated over 1,000 CIRs, most of which were sent to the
FBI. CTC employees as well as FBI detailees to Bin Laden Unit had authority
to draft CIRs, and the detailees collectively drafted over 150 CIRs to the FBI
during this period. However, CIRs could only be disseminated by persons with
authority to “release” the CIRs.'” In the Bin Laden Unit, only supervisors,

174 Mihdhar and Hazmi were placed on watchlists by other countries, including
Thailand.

'7> Once a superv1s0r approved a CIR for release, it was electromcally disseminated by
a unit in the CIA known as the Policy Community Action Staff.
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including John and Eric as the deputy chiefs of the station, had authority to
release CIRs.'"®

Dwight drafted a CIR in which he summarized the information that had
been disseminated by the NSA about Mihdhar. He also provided detailed
information about Mihdhar’s passport, visa, and visa application indicating that
‘New York had been his intended destination. According to CIA records, this
CIR never was disseminated to the FBI. A desk officer’s note on the draft CIR
indicated that the Deputy Chief of the Bin Laden Unit, John, had instructed the
draft CIR be put on hold, and Dwight contacted him through an e-mail about
the disposition of the CIR a week later. Despite this e-mail, the evidence
clearly shows that the CIR never was disseminated to the FBI.

The evidence shows, however, that Dwight acted in accordance with the
system that was in place at the time by drafting the CIR to formally pass the
visa information to the FBI. In accordance with Bin Laden Unit policy,
Dwight was not permitted to pass the CIR to the FBI without permission.

'All of the witnesses stated, however, that they did not recall the CIR or
any communications about it. Other than the note written by the desk officer,
we found no documentary evidence about why the CIR was not disseminated.
Thus, we were unable to determine why it was not sent..

The information in the CIR, which was documented in the appropriate
format for passage to the FBI, was potentially significant to the FBI and should
have been passed to the FBI. We believe it was a significant failure for the
CIR not to be sent to the FBL.

b. Informal passage of information from CIA to FBI

We also considered what information that James, a CIA detailee to the
FBI, informally passed to FBI Headquarters and whether he informed anyone
of the visa information about Mihdhar. Based on the contemporaneous e-mails
in which James documented in detail what he told FBI SSAs Bob and Ted, we
concluded that he reported to the FBI the information regarding Mihdhar’s

176 CIA records show that Eric released five CIRs during his tenure at the Bin Laden
Unit.
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transit through Dubai, his arrival in Kuala Lumpur, his activities after his
arrival, and his meeting with other suspected al Qaeda operatives. It is far less
clear, however, whether he provided Mihdhar’s passport and U.S. visa
information to the FBI.

We do not believe that James briefed either Bob or Ted on Mihdhar’s
passport or U.S. visa information. First, nothing in Bob’s contemporaneous
notes or Ted’s e-mail or briefing update referred to Mihdhar’s passport or visa
‘information. I

' Moreover, James wrote a detailed e-mail to document the contents of his
conversations with Bob and Ted. Since the stated purpose of James’ e-mail

was to prevent the FBI from later claiming he had failed to brief them on some
important details, he had every incentive to include all relevant details in that e-

mail. At the time he wrote this e-mail, he had read three of the CIA cables
indicating that Mihdhar had a U.S. visa, as well as the draft CIR. Yet, James’
e-mail contained no mention of Mihdhar’s passport or visa.

We found only one piece of evidence suggesting that the FBI was made
aware in January 2000 of Mihdhar’s U.S. visa — the early January cable by the
desk officer who we call Michelle which stated that Mihdhar’s travel
documents, including a multiple entry U.S. visa, had been copied and passed
“to the FBI for further investigation.” We could not, however, find any
evidence to corroborate that this information actually had been passed to the
FBI.

This cable did not state by whom or to whom the documents were passed
or make any other reference to the passage of the documents. The cable was an
internal cable, which means it would not have been forwarded to or accessible
to the FBL In addition, Michelle, the CIA desk officer who wrote the cable,
had no recollection of who told her that the documents had been passed or how
they had been passed. She said that she would not have been responsible for
passing the information but instead would have been told by someone else that
the documents had been passed.

We were unable to locate any witness who said they remembered
anything about the documents being passed to the FBI, as Michelle’s cable
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asserted. Even if her cable was accurate, and she had been told by someone
that the documents had been passed to the FBI, there is no evidence that such
information was correct. The CIA and FBI witnesses we interviewed described
this period as very hectic and said they were flooded with information. Several
witnesses suggested that these hectic circumstances could have created an
environment where unintentional misunderstandings might have occurred
about whether information was actually passed to other Intelligence
Community agencies.

We also searched ACS for any FBI record of the travel documents having
been provided to the FBI, since this cable indicated that a physical copy of the
documents, not merely information about the documents, was passed. We
found no reference to the documents. :

- Aside from this cable, we found no other evidence that the information or

documents about Mihdhar’s passport or visa information was in fact provided
-to the FBI during this time period. !

c. FBI detailees’ handling of information on Mihdhar

As discussed above, five FBI employees were detailed to the CTC to
work on Bin Laden matters during 2000 and 2001, and all had access at their
desks to CIA internal cable traffic. Four of those employees — the supervisor
who we call Eric, the IOS who we call Mary, and the agents who we call
- Dwight and Malcolm — were at the Bin Laden Unit in January 2000 when the
Malaysia meetings occurred.'”” We considered how each handled the
intelligence information concerning Mihdhar during this period.

After reading two of the cables indicating that Mihdhar had a U.S. visa,
Dwight prepared a draft CIR to officially notify the FBI about that information,
since the U.S. visa presented a nexus between Mihdhar and the United States.
But the CIR was not provided to the FBI. However, we also examined whether
any of the detailees took any other action to notify FBI Headquarters or, in
Malcolm’s case, the New York Field Office, about the information concerning
Mihdhar.

"7 The fifth detailee — the manager who we call Craig — did not arrive at the CTC until
July 2000.
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The evidence shows that each FBI detailee reviewed some of the cables
about Mihdhar’s U.S. visa. Dwight accessed several of the cables that
indicated Mihdhar had a U.S. visa, such as the cables stating that Mihdhar had
transited through Dubai and had a U.S. visa, the cable stating that Mihdhar’s
visa application listed New York as his intended destination in May 1999, and
the cable stating that based on a review of Mihdhar’s visa, it did not appear that
he had actually traveled to the United States.

Malcolm also accessed the cable stating that Mihdhar’s visa application
listed New York as his intended destination in May 1999, and the cable stating
that it did not appear that Mihdhar had actually traveled to the United States.
‘Malcolm also accessed the two cables stating that Mihdhar had arrived in
Kuala Lumpur and that surveillance photos showed him meeting with others in
Malaysia. Malcolm also accessed Dwight’s draft CIR indicating passage of the
visa information to the FBI, including the New York Field Office.

Mary accessed the January cable stating that Mihdhar’s travel documents,
including a multiple-entry U.S. visa, had been passed to the FBI, but she did
not access the previous cables reflecting the visa information or Dwight’s CIR.
She also accessed the two cables stating that Mihdhar had arrived in Kuala
Lumpur and that surveillance photos showed him meeting with others in
Malaysia. ‘

Eric did not access these cables, but he accessed Dwight’s draft CIR
which detailed Mihdhar’s visa information and which summarized the NSA
information. ‘

However, Dwight, Malcolm, Mary, and Eric all told the OIG that they
did not recall anyone from the CIA bringing to their attention the fact that
Mihdhar had a U.S. visa. In addition, despite the records of their access to the
cable traffic or the CIR, they all told the OIG that they did not recall
discovering at the time — such as by reading a cable — that Mihdhar had a U.S.
visa.'”® As discussed above, Dwight told the OIG that he did not even recall

178 The detailees also told the OIG that they did not necessarily read all of the cables
they accessed. They explained that they often skimmed cables to determine if any action
was required on their part or to find specific information in connection with a particular
assignment or issue.
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writing the CIR or even being aware of the Malaysia meetings or of the fact
that Mihdhar had a U.S. visa. Eric told the OIG that his CIA counterpart —
John, the CIA Bin Laden Unit Deputy Chief — mentioned the Malaysia
meetings and that surveillance photos had been taken, but Eric did not recall
ever hearing anything about Mihdhar having a U.S. visa. Mary told the OIG
that she did not recall even being contemporaneously aware of the Malaysia
meetings.'”” Mary explained that she did not have reason to be made aware of
the Malaysia meetings at the time because the matter had been assigned to
another CIA desk officer — Michelle (the one who wrote the cable indicating
that Mihdhar’s travel documents had been passed to the FBI). |

- ‘Malcolm said he was not aware of the fact that Mihdhar had a U.S. visa
- until after September 11. He stated that he recalled being shown the Kuala
Lumpur photos, but he could not remember whether that was before or after
September 11. He said that it was not until he was shown the Kuala Lumpur
photos that he became aware of the Malaysia meetings. -

Yet, the evidence shows that all had accessed contemporaneously cables
‘indicating that Mihdhar had a U.S. visa, which was important intelligence
information that was never provided to FBI Headquarters. They did not violate
any specific policy or procedure in their handling of the information, and they
did not have the authority to unilaterally pass CTC information to the FBI
without permission. This restriction included any informal passage of the
“information, such as by telephone call or in-person discussions. However,
none of them, particularly Dwight, ensured that the information was provided
to the FBI. Dwight drafted a CIR that would have provided the FBI with the
important information about Mihdhar, but the CIR was not released by the
CIA. Although Dwight followed up a few days later to ask whether the cable
was going to be sent or whether he should remake it in some other way, there is
no record of a response to his request, and no one could explain why the cable
was not sent. We believe it was critical that the information be sent. We found
no indication that this ever happened.

179 When we showed Mary copies of an e-mail written by the CTC officer who had
briefed SSA Bob and Ted, which indicated that she was copied on the e-mail, she said that
she did not recall having read the e-mail.
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This failure to send the information to the FBI, in our view, was also
attributable to problems in how the detailees were instructed and supervised,
and that these problems significantly impeded the flow of information between
- the CIA and the FBI. We discuss these systemic problems in detail in our
analysis section later in this chapter.

d. OIG conclusion

In sum, the evidence shows that in January and March 2000, the CIA
uncovered important intelligence information about Mihdhar and Hazmi:

o They traveled to Bangkok with a third person;

o Mihdhar had a valid, multiple-entry U.S. visa; and
o Hazmi had traveled to Los Angéles in January 2000.

Yet, we found that the CIA did not share significant pieces of this
information with the FBI — that Mihdhar had a U.S. visa and that Hazmi had
traveled to Los Angeles. An FBI detailee at the CIA drafted a CIR to share this
information with the FBI, but that information was not released by the CIA to
the FBI. We were unable to determine why this did not occur. No one we
interviewed said they remembered the CIR or why it was not sent to the FBI.
We consider 1t a significant failure for this CIR not to be sent to the FBI.

In addition, the evidence shows that the Iimited information that was
provided to FBI Headquarters — that Mihdhar traveled ||i GGG
% | IR v 2s never documented by the FBI
in any system that was retrievable or searchable, thus limiting the usefulness of
the information that was shared. The FBI’s only official record of having
received this information was in the hard copies of the January 5 threat update,
which was attached to the January 6 executive briefing, and Ted’s e-mail
summarizing information from his discussion with the CIA employee. We
discuss this and other systemic problems in our analysis section below.
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B. Hazmi and Mihdhar in San Diego

| 1. Introduction

The second set of events that may have led the FBI to discover Mihdhar
and Hazmi’s presence in the United States related to their stay in San Diego.
As noted above, on January 15, 2000, Mihdhar and Hazmi boarded a flight in
Bangkok, Thailand, for Los Angeles. They were admitted to the United States
on non-immigrant visitor visas and authorized to remain in the U.S. until
July 14, 2000. Shortly after arriving in Los Angeles, they traveled to San
Diego, California, where they were aided in finding a place to stay by Omar
al-Bayoumi. Bayoumi had been the subject of an FBI preliminary 1nte111gence ,
investigation that had been closed. '

In late May 2000, Hazmi and Mihdhar rented a room in the residence of
an FBI asset.'® Mihdhar remained in San Diego until June 10, 2000, when he
left the United States.'®! Hazmi remained in the San Diego area until
approximately December 2000, when he moved to the Phoenix, Arizona area.
In Phoenix, Hazmi lived for approximately three months with another
September 11 hijacker, Hani Hanjour. In April 2001, Hazmi and Hanjour
moved to New Jersey and remained on the East Coast until September 11.

~ While residing in San Diego in 2000, Mihdhar and Hazmi did not act in
an unusual manner that would draw attention, but they did not attempt to hide
“their identities. Using the same names contained in their travel documents and
known to at least some in the Intelligence Community, they rented an
apartment, obtained driver’s licenses from the state of California Department
of Motor Vehicles, opened bank accounts and received bank credit cards,
purchased a used vehicle and automotive insurance, took flying lessons at a
local flying school, and obtained local phone service that included Hazmi’s
listing in the local telephone directory.

180 This kind of individual is often referred to as an “informant” - the common
vernacular for an individual providing information to an investigative agency. Within the
FBI’s foreign intelligence program, they are known as assets.

'8! Mihdhar departed from Los Angeles on Lufthansa Airlines.
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Although Hazmi and Mihdhar were in San Diego for a significant period
of time, the FBI did not learn of their presence there until after September 11,
2001. After September 11, much would be learned about Hazmi and
Mihdhar’s time in San Diego and the Intelligence Community’s missed
opportunities to find and investigate them before the terrorist attacks in which
they participated. In this section, we describe the facts surrounding Hazmi and
Mihdhar’s residence in San Diego, including their associations with two
persons known to the FBI.

2. Hazmi and Mihdhar’s association with Bayoumi

- Omar al-Bayoumi is a Saudi Arabian national who came to the United
States in 1993. In early 2000 he had been living with his wife and four
children in San Diego for at least four years. Although he described himself to
others in San Diego as a graduate student in business administration, he took
classes intermittently and was not enrolled in a program of study. He did not
work in the United States and received a monthly stipend of $4,000 plus “other
allowances,” ranging from $465 to $3,800 each month, from Dallah/Avco, a
Saudi contractor to the Presidency of Civil Aviation.'"® Bayoumi was active in
the San Diego Muslim community and was involved in the establishment of
several mosques in the United States.

In September 1998, the FBI’s San Diego Field Office opened a
preliminary inquiry on Bayoumi based on allegations raised by the manager in
the apartment complex where he was living at the time. The manager alleged
that Bayoumi had received a suspicious package from the Middle East, and the.
maintenance worker for the apartment complex had noted strange wires in
Bayoumi’s bathroom. In addition, the manager reported frequent gatherings of
young Middle Eastern males at Bayoumi’s apartment on weekend nights.

The FBI case agent conducted a limited investigation of Bayoumi, but the
preliminary inquiry was closed in June 1999 and was not converted to a full

182 Bayoumi was employed by the Saudi Presidency of Civil Aviation from 1975 until

1995 and became a contractor for the organization beginning in 1995.
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field investigation.'" As a result, the FBI was no longer investigating Bayoumi

at the time that Hazmi and Mihdhar met Bayoumi in February 2000. However,
the following paragraphs describe what was later learned about Bayoumi’s
interactions with Hazmi and Mihdhar.

On February 1, 2000, Bayoumi traveled by car from San Diego to Los
Angeles, to resolve a visa issue at the Saudi consulate. Bayourni invited an
associate, Isamu Dyson, to accompany him.'* Dyson provided the following
account to the FBI of the trip with Bayoumi.'®

Dyson said that at the time of the invitation, Bayoumi mentioned a Los
Angeles restaurant serving halal food where they could eat lunch after
‘Bayoumi’s meeting at the consulate.'®® After Bayoumi spent approximately
one hour at the Saudi consulate, he and Dyson went to the restaurant but
discovered it had been converted to a butcher shop. The butcher shop
employees recommended another nearby halal restaurant, the “Mediterranean
Gourmet.” Bayoumi and Dyson walked to that restaurant. While they were
eating there, Hazmi and Mihdhar entered the restaurant and the four talked in
Arabic. Although Dyson had limited Arabic language skills, he said that
Bayoumi kept him apprised of the content of the conversation. Hazmi and
Mihdhar told Bayoumi that they were in the United States to study English, but
they did not like living in Los Angeles. Bayoumi invited the men to visit San -
Diego and offered to assist them. Bayoumi provided the men with his phone
- number. Bayoumi and Dyson left the restaurant, and after stopping at a nearby
mosque for sunset prayers, returned to San Diego. Dyson asserted that the
- encounter with Hazmi and Mihdhar seemed to be a coincidental meeting.

| 'Within several days of the meeting, Hazmi and Mihdhar accepted
Bayoumi’s invitation and traveled to San Diego. In San Diego, Bayoumi

'8 1n Section IV B 1 of this chapter, we examine the investigative steps taken by the
FBI in this preliminary inquiry and assess the appropriateness of the decision to close the
inquiry.

'8 Dyson is an American Caucasian who converted to Islam. He has since changed his
name to Caysan Bin Don.

185 Dyson provided the information to the FBI in an interview after September 11.

186 Halal is an Arabic word meaning “lawful” or “permitted.”
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arranged for Hazmi and Mihdhar to rent an apartment on Mount Ada road in
the same apartment complex where Bayoumi lived. Bayoumi also co-signed
their lease. Shortly after Hazmi and Mihdhar moved into the apartment,
Bayoumi hosted a party to introduce them to the local Muslim community.

Within a few weeks of moving into the apartment, Hazmi and Mihdhar
filed a 30-day notice to vacate the apartment, apparently to move to another
apartment. However, they later rescinded the vacate notice and continued to
lease the apartment until June 2, 2000.""’

The apartment manager told the FBI that Bayoumi paid Hazmi and
Mihdhar’s first month’s rent and security deposit because they had not yet
established a local bank account and the apartment complex would not accept
cash. A review of Bayoumi and Mihdhar’s financial records after September
11, 2001, indicate that Bayoumi was reimbursed for this expense on the same
day it was paid.'®

3. Hazmi and Mihdhar’s communications

On March 20, 2000, a lon