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This paper was written about the LimeWire File sharing program, on version 4.10.9 using
Java Platform 5.0 update 6. | have not tested prior versions of the software but I believe
that they all act similar, due to the observations of the previous version in a live case. The
file structure was the same and the forensically valuable files contained the same
information and was formatted the same. | have agreed to release this research to the
IACIS forensic community at the bequest of CFCE David Melvin, ICE. If additional
research is added | encourage others to add to and amend this as needed and ask them to
send me a copy so | can amend mine. Believe me the offenders are sharing information
on how we operate and we will be behind the curve if we don’t share.

HISTORY

LimeWire

From Wikipedia, the free encyclopedia

LimeWire is a free and open source peer-to-peer file sharing client for the Gnutella
network. It is released under the GNU General Public License. The program allows users
to share files using the Gnutella peer-to-peer protocol. It was the first file sharing
program to support firewall-to-firewall file transfers, a feature introduced in version 4.2,
which was released in November 2004.

LimeWire is written in Java and hence runs on any computer with the Java virtual
machine installed. To facilitate installation for casual users, the developers release
installation packages for Microsoft Windows, Mac OS X, and for Linux, in RPM format.
Classic Mac OS (Mac OS 9 and before) support has been dropped with LimeWire 4.0.10.

LimeWire uses the SHA-1 and Tiger tree hash cryptographically secure hash functions to
ensure that downloaded data is uncompromised. Although researchers have identified
possible vulnerabilities in the SHA1 algorithm, because LimeWire does not rely on
SHAL1 alone these vulnerabilities do not have many adverse implications for LimeWire's
verification of downloaded files.

The Windows version of LimeWire installer includes a stripped-down version of Sun's
Java installer which will download and install version 1.5 of the Java Runtime
Environment (JRE) if it detects the machine doesn't have Java, or has a version of Java
below version 1.4.1.

Lime Wire LLC, the developer of LimeWire, distributes two versions of the program; a
basic, free version, and an enhanced version sold for a small fee, which the developers
claim offers faster downloads. Prior to April 2004, the free version of LimeWire was
distributed with a bundled program called "LimeShop” (a variant of TopMoxie), which
was considered by computer security experts to be spyware. Among other things,
LimeShop monitored online purchases in order to redirect sales commissions to
LimeWire LLC. Uninstallation of LimeWire would not remove LimeShop. With the



removal of all bundled software in LimeWire 4.0 (released May 14, 2004), these
objections were addressed.

Being open source, LimeWire has spawned several forks, including LionShare, an
experimental software development project at Penn State University, FrostWire, and
Acquisition, a popular Macintosh-based Gnutella client with a proprietary interface.

Researchers at Cornell University developed a reputation management add-in called
Credence that allows users to distinguish between "genuine™ and "suspect” files before
downloading them.

According to a 28 June 2005 report in The New York Times, LimeWire LLC may stop
distributing LimeWire due to the outcome of MGM v. Grokster. However, new versions
are being released (4.9 released on August 26) with smarter search results, optimized
downloads and other features. On September 25, it was reported that Lime Wire LLC was
working on a version of the program which will refuse to share files that lack valid
license information.

An October 12 2005 report states that some of the LimeWire open source contributors
have forked the project and called it FrostWire. The FrostWire project has a beta release,
which is claimed to be equivalent in power to the nonfree version of Limewire. The
FrostWire developers emphasize that they will never place any sharing-related
restrictions on the client.



General Installation Information

When fully installed, LimeWire installation program builds folders for its” use. It built a
folder to store incomplete download files and populated the LimeWire folders. It created
a shared folder named C\:\\Documents and Settings\\[User Profile]\Shared and
another folder was installed to handle partial downloads, C\:\\Documents and
Settings\\[User Profile] \INCOMPLETE. LimeWire marks these folders by default to
share files contained inside of them. It will share partially downloaded files as well as
downloaded files. Some of these files have forensic value.

Determining File Sharingona LIVE SYSTEM

To find out which files are being shared there are many options. One of the ways to
determine the shared files on a live system is from within the program. This can be
accomplished by mounting the user’s hard drive (or an image of the hard drive) in a
virtual machine or by restoring the drive and booting it in the suspect’s machine. This is a
time consuming means but effective, although information is circulating that these
options will soon be available directly from within FTK 2.0 or EnCase.

Once in the program, the
library tab, it will show the
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FIG 1: Downloaded two files but only one is shared.
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o] s ' In this example, two files

were downloaded using
LimeWire. One file was
downloaded to a shared
directory and the other was
downloaded to a non-shared

directory with the setting “do not share downloaded files” selected. The result was that
only the file in the shared folder was shared. When the option was changed to include all
downloaded files the count remained one which indicated that past downloads were not
shared when this option is invoked. When another file was downloaded to the previously
tested non-shared folder, the file count changed to two. The existing file in that non-
shared folder was not automatically shared (due to the entry in the LIBRARY.DAT file.
See the section on LIBRARY.DAT files).



Determining File Sharing on a drive (Forensically)

Another, more forensically sound place to determine file sharing that is by examining the
LimeWire configuration files. By using the configuration files LIMEWIRE.PROPS,
LIBRARY.DAT, and the FILEURNS.CACHE, the files available to be shared using the
Gnutella Network can be identified for THE LAST TIME THE PROGRAM WAS
ACTIVE. This is important to note because, if the files were shared the last time the
LimeWire program was started but have since been deleted, and the LimeWire program
was not restarted, file names (and shal values) may appear that are no longer on the
system.

Using the Sysinternals (http:\\www.sysinternals.com) program Filemon, it was
discovered that when files are unshared (or the reverse) in a directory listed in the
LIMEWIRE.PROPS file as a shared directory, LimeWire writes to a file called
LIBRARY.DAT. The LIBRARY.DAT file lists the exceptions to the blanket sharing or
non-sharing of a directory under a header that is easily interpreted. The file is identified
by name and path in this file. It is what the program uses to generate the exceptions to
LIMEWIRE.PROPS shared directory list.

Another phenomenon was observed during the testing. Audio files appear and disappear
in the audio.sxml folder when shared and unshared. When items were shared and
unshared the name and SHA1 value of the file would appear and disappear in the

* . SXML files. These files are named by file type (i.e. audio.sxml, video.sxml). (A note of
caution to users LimeWire reports the shal value in base32 while FTK reports it in
basel6. Senior FE David Loveall, FBI (HARCFL) wrote a quick program in Python to
convert the values.)

The LimeWire program also adds the letters “sr” to the end of the shal for the first entry
in *. SXML file and then adds the letter “q” to the remaining. At the time of this writing
the significance of these letters being added was not discovered. The speculation was that
the *“sr”” designation may be the programmer’s notation to start the record. | have asked
the assistance from other examiners from the lab to help discern the significance of these
designations. Although it should be noted that the *.SXML phenomenon did not reappear
with later java updates installed (update 6) and a later version of LimeWire.

The reliable conclusion discovered was that all of the files in the folders listed in the
LIMEWIRE.PROPS file after the text: piReEcTorIES_ TO_SEARCH_FOR_FILES are available for
sharing to other Gnutella users when the program is running and connected to a network
(the internet) unless noted as an exception in the LIBRARY.DAT file.

To determine what files were available for sharing the last time the program was started,
the examiner should look at the FILEURNS.CACHE file. The FILEURNS.CACHE file
populates each time the program starts. It will contain the actual files that were shared the
last time the LimeWire program was active. Items listed in this file are listed by name
and SHAL. They can be compared to the files discovered on the system (including
renamed or recovered deleted files) to confirm the contents. These files will respond to
queries from other Gnutella users.



Search Terms

With the assistance of FEs Mark Johnson, Dean Brown, and Shawn Healy research was
conducted of the live memory using the SPADA Linux Boot CD (v3.0). The research
yielded that although the search terms were located in plain text in the live memory, the
user searches from the local user could not be distinguished from external quires from
other users when the user was connected as an ultra peer.

Further search of the PAGEFILE.SYS file showed that if the terms are cached from
memory they will appear in the paging file (pagefile.sys). The first term was headed with
the label SEARCH TERMS followed by the search term with a “:urn” following directly.
In hex view we observed a 10 character string that was consistent before each search term
began. 00h 80h 00h 06h [variable] 00h 00h 00h [variable] 00h was the hex pattern
discovered to be consistent prior to the search terms. It was discovered that when the
system is changed the second character is also changed but consistent with that search.
We found it easier to search by the “:URN” and then further identifying them by the 10
hex character set. By searching this pattern we were able to call up the search terms in the
HIBERFIL.SYS and PAGEFILE.SYS files. Research is ongoing to determine if there is a
way requests entered by the user can be identified. Senior Forensic Examiner David
Loveall reviewed the Java programming and reported that the program does not make a
designation between the internal and external searches. This means that if the subject was
an ultra peer or received queries then these terms cannot be relied on as user entered
searches by the user of THAT computer.

After the latest Java update (update 6) the signature changed. Further research is needed
to distinguish incoming search terms from inquiry terms.

FILE BY FILE

The following text contains the observations about the individual LimeWire
configuration files by their file names.

INSTALLATION.PROPS

The INSTALLATION.PROPS file appears to
be of little use other than to determine the last
#Sat Mar 25 09:12:00 CST 2006 user settings. It may shed light on the last use as
SAVE_DIRECTORY=true LimeWire’s installation date and time change in
this file every time the program starts.

#LimeWire installs file

FIREWALL_WARNING=true

SPEED=true It does not display the name of a save directory
LAST_EXPIRE_TIME=1143299482781 but indicates that one is selected with the entry
SAVE_DIRECTORY=true. It also notes the
START_STARTUP=true .
- following:
LANGUAGE_CHOICE=true e the presence of a firewall (and assumed
SCAN_FILES=true lack) of

e the setting to auto-start the program

FIG 3 Contents of the installation.props file.




e the scanning of the files for additional media shares.

LIMEWIRE.PROPS

The second file examined was the LIMEWIRE.PROPS file. My original assumption

#LimeWire properties file

#Sat Mar 25 09:12:00 CST 2006
DIRECTORIES_TO_SEARCH_FOR_FILES=C\:\\Doc
uments and Settings\\Demo\\Shared
LAST_EXPIRE_TIME=1143299481546
DIRECTORY_FOR_SAVING_FILES=C\:\\Documents
and Settings\\Demo\\Shared

COUNTRY=
CLIENT_ID=5ED721F802436C59677269F067679D00
PORT=13674

INSTALLED=true

MAX_SIM_DOWNLOAD=8
CONNECTION_SPEED=350

FIG 4 - Contents of the LIMEWIRE.PROPS file
with sharing.

#LimeWire properties file

#Sat Mar 25 10:46:26 CST 2006
FILTER_HASH_QUERIES=true
LAST_EXPIRE_TIME=1143299481546
LAST_ACCEPTABLE_BUG_VERSION=4.10.10
DIRECTORY_FOR_SAVING_FILES=C\:\\Documents and
Settings\\Demo\\Shared
UPDATE_DOWNLOAD_DELAY=10000000
COUNTRY=

MIN_CONNECT_TIME=7
CLIENT_ID=5ED721F802436C59677269F067679D00
SHARE_DOWNLOADED_FILES_IN_NON_SHARED_DIRECT
ORIES=false

IDLE_CONNECTIONS=2

TOTAL_UPTIME=1509

PORT=13674

AVERAGE_UPTIME=1509
UPDATE_GIVEUP_FACTOR=24
UNSET_FIREWALLED_FROM_CONNECTBACK-=true
FLUSH_DELAY_TIME=256

LAST_FWT_STATE=true

INSTALLED=true

MAX_SIM_DOWNLOAD=8
LAST_GWEBCACHE_FETCH_TIME=1143304879109
UPDATE_DELAY=252000020
CONNECTION_SPEED=350

FIG 5 - LIMEWIRE.PROPS file with sharing disabled.

based on text postings was that this folder contained a listing of the location of the shared
folder, notice if share was disabled or not, creation time and date of the file, and the
indication of local or global sharing. The settings shown in FIG4 are the default
installation. Disabling the file sharing adds several lines of text to the file.

Note the line in FIG 5. SHARE_DOWNLOADED_FILES_IN_NON_SHARED_
DIRECTORIES=false, this is the only reference to sharing (when sharing is enabled)
that | found. Seeing this entry tells the examiner that the user has to disabled the option
that all downloaded items are to be shared regardless of their location. The absence of
this line means it is enabled (there is only a statement that shows what is turned off not
what is turned on). All files within the shared folder are shared regardless of this setting
(for individual file information see the section on library.dat). Individually shared files
can be enabled/disabled in the library tab of the user interface. By alternatively clicking
on the file in the viewer window the user can opt out of sharing individual files.

Using the Sysinternals (http:\\www.sysinternals.com) program Filemon, | was able to
determine that when files are unshared in a directory listed in the LimeWire.props file as
a shared directory writes to a file called library.dat. The library.dat file lists the
exceptions under the appropriate headers header. The same holds true for files shared in
non-shared directories. BY DEFAULT ALL SHARING IS ON.

The absence of the line regarding sharing the files downloaded to non shared directories
and the presence of text indicating a path to “search for files”




(DIRECTORIES_TO_SEARCH_FOR_FILES=C\:\\Documents and
Settings\\Demo\\Shared) is the key to determining if there is a shared folder (default). If
additional directories are shared they will appear in this line.

The lack of this line in FIG 5, combined with the above entry for individual file share,
indicates that file sharing in FIG 5 is completely turned off.

To validate and illustrate the impact of these observations, | enabled file sharing again
and experimented with different configurations within the program then inspected this
file.

Another place that is more accessible without mounting the drive is using the
LimeWire.Props file and the library.dat file. Using the Sysinternals
(http:\\www.sysinternals.com) program Filemon, | was able to determine that when files
are unshared in a directory listed in the LimeWire.props file as a shared directory writes
to a file called library.dat. The library.dat file lists the exceptions to the blanket sharing or
non-sharing of a directory under the appropriate header. The file is identified by name
and path in this file. It is what the program uses to generate the shared list.

I also saw the files for audio appear and disappear in the audio.sxml folder. When items
were shared and unshared the name and SHA1 value of the file would appear and
disappear in the *.SXML files. These files are named by file type (i.e. audio.sxml,
video.sxml). A note of caution to users LimeWire reports the shal value in base32 while
FTK reports it in base16. FE David Loveall wrote a quick program in Python to convert
the values. | printed the conversion results into a PDF file for inclusion in the FTK report
for the actual case. The LimeWire program also adds the letters “sr” to the end of the
shal for the first entry in *.SXML file and then adds the letter “qg” to the remaining. At
the time of this writing | was not able to identify the significance of the “q” or “sr”
designation. The “sr” designation is always the first entry and may be the programmer’s
notation to start the record. I have asked the assistance from other examiners from the lab
to help discern the significance of these designations. | can say that all of the files in the
folders listed in the LimeWire.props file after the text: DIRECTORIES_TO_SEARCH_FOR_FILES
are shared unless noted as an exception in the library.dat file.

DOWNLOADS.DAT

The DOWNLOAD.DAT file is a listing in the incomplete folder that lists the files that
are not completely downloaded. This file contains the partial downloads and any
previews that were done. When an item is previewed during the download it will append
the title to include a prefix PREVIEW-T-[file name]. The file does keep track of the
address of the host that it was last downloading from as a reference to try and start with
the same location should an interruption occur. There is an option in the program is to
delete partial downloads after a set time period. These files are shared by default but this
setting may be opted out by the user in the options tabs.

VISTA UPDATE




LimeWire hasn’t changed but Windows certainly has. The new default locations for the
configuration files (fileurns.cache, LimeWire.props, Library.dat):
%SYSTEMROOT%\Users\[PROFILE]\AppData\Roaming\LimeWire

Default Shared directory:
%SYSTEMROOT%\Users\[PROFILE\SHARED

Default incomplete directory
%SYSTEMROOT%\Users\[PROFILENINCOMPLETE



SETUP AND INSTALLATION

The following section is a recap of the installation process. It may lend itself to insight to

what an investigator may look for in a case.

OPENING SCREEN

@ LimeWire 4.10.9 Setup

- -..._;_: Li me LimeWire 4.10.9

F snrire

Destination Folder

The most advanced file sharing program on the planet

Setup will install Limeiire 4.10.9 in the Following Folder. Toinstall in a different Folder, click
Browse and seleck another Folder, Click Install to start the installation.

_:1Program FilesiLimeiire

| Browse, ..

Space required: 2,.5ME
Space available: 573,6ME6

[ < Back ”

Install l [ Cancel ]

The first option in installation of the software is the ability to change the software
location (like any other program). After going through the setup it asks to launch the
software. At this point the software is not fully installed. This is evidenced by the
limewire and incomplete directories not being installed. This occurs after the options are

activated during the next phase of installation.

@ LimeWire 4.10.9 Setup

)Lime

W Arire=

LimeWire 4.10.9
The most advanced file sharing program on the planet

Execute: CADOCUME~1\DemoiLOCALS~1) Tempijrestub.exe /s [L CADOCUME~1\DemoiLon

................. |

Extract: jrestub.exe... 100%
Execute: CADOCUME~1\Demal\LOCALS~ 1\ Templjrestub.exe Js /L CADOCUME-1Y, ..

l ! - Flease wait, instaling Java

@ LimeWire 4.10.9 Setup

LimeWire Installation Successfull

Thank vou For instaling Limeire, For updates, be sure to
visit the official Limewire web site at the link below,

hitpe: ffunan, limewire . cam

Finish l [ Cancel




Iimey\g_i{e 4.10

.
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Language Options

Please choose the language wou would like LimetWwire to use,

English (United States)

[ Mexk = ] [ Cancel ]

Once the program is
started it loads the
java platform and
walks you thorough
the install options. It
quickly lists the
starting processes in
the bar below the
LimeWire logo.

The first choice to
make in this stage is
language. According
to one of the daily tips
shown at the start of
the program (after
complete installation)
boasts that the
program supports
several languages and
even searches text
translated in several
languages.



Welcome

configure Lime'Wire For optimum performance,

‘Wwelcome to the LimeWire setup wizard., Limewire will guide you through a series of steps to

3

[ << Back ][ Mezk == ] [ Cancel ]

Once the
language is
chosen, the next
screen is the
Welcome Screen.
It notifies the user
that this program
is adaptive to the
hardware it is
running on. In my
case itwasa VM
machine using the
profile of DEMO.

Thisis an
important screen
to note as the

“restore default

settings” button

may activate options not in the original default settings when first installed. An example
of this will be later explained in the area discussing connection speed.

Save Folder

be shared with other gnutella users by default,

Falder: |C:\Documents and SettingsiDemolShared

3

Please choose & Folder where wou wiould like wour Files to be downloaded. This Folder will also

[ Browse, .. ][ Use Default ]

[ << Back H Mewt == ] [ Cancel ]

Following the
notification of
adaptive installation,
the user is prompted
for the designation of
a saved folder for
default download.
You can set it to an
existing folder or
leave it as the default
C:\Documents and
Settings\[User
Profile]\Shared. The
ext in this screen also
notifies users that the
“folder will also be
shared with other
gnutella users by

default.” This could lend itself to prove that the user was notified that they would be

sharing files.



Connection Speed

seems the most appropriate.

() Madem
(%) Cable/DsL
OTl

() T3 or Higher

Ed

Please choose the speed of your Internet connection, Setting this speed correctly is
impartant For aptimurm network performance. IF you are not sure what tvpe of Internet
conneckion wou have, or if your connection type is not listed, simply select whichever one

[ =< Back ][ Mexk == ] [ Cancel ]

Once the save location is
set, the user is prompted
for the speed of the
internet connection being
used. It is an auto-detect
function. In the sample
case it defaulted to
Cable/DSL on the virtual
machine that was
connected via wireless
router on a DSL
connection.

When investigating the
options inside the
program chose the reset
default button and it

changed this setting to Modem. The auto-detect seems to be active only during the initial

installation.

System Startup

3

Wiould you like LimeWire to stark when wou log into vour computer? This will cause Limeitire to

start Faster when you use it later,

Start Automatically

<< Back ][ Mext == ] [ Cancel

The user is then given
the option to start up
the program when
they log on to the
computer. It is set to
automatically start by
default setting.




Firewall Preparation [E|

Limetire needs ko receive information from the nebwork in arder to function properly, When
vou click next, some Firewealls will ask vour permission For Limeire to use the nebwork, You
should allowe LimeWire Full access. Below is a picture of Windows Firewall asking to unblock.
Limesire, our Firewall software may look different.

| i Windows Security Alert ﬁ'l

r‘iTF" | Ta help protect your comgeior, Windows Finreall hae blocond

s lealeres of e presgrom.

D o mard Eo keep Bocking this program?

n b
Publishar: Lima Wirs, LLC

Ve
e e
‘-H_‘_-_._._,.n"

Windiows Firerwal Fas blockosd this program from sccepling conrections from the
Itemut o & netwadc T pou necognits the progrem o irusl the publisher, you can
wnbdock & i K

<< Back H Mext == ] [ Cancel ]

= Windows Security Alert E|

|
‘T_’ To help protect your computer, ‘Windows Firewall has blocked
some features of this program.

Do you want to keep blocking this program?

&

Mame: LimeWwire
Publisher: Lime “ire, LLC

K.eep Blocking ] [ Unblock, ] [ Azl Me Later

Windows Firewall has blocked thiz program from accepting connections fram the
Internet ar a network. IF you recognize the program ar trust the publisher, pou can
unblock it ‘When should | unblock & program’?

The next two
screens deal
with a firewall
detection. It
notifies the
user that they
are enabling
an open port
through the
firewall to use
the LimeWire
network and
“allow
LimeWire full
access”. In the
user interface
the bottom
tray displays if
a firewall is
detected and
active on the
user’s
computer.



Scan for, Files g|

‘Whauld vou like Lime\Wire ko quickly scan waour hard drive For other media files? You will have
the opportunity to specify which Folders wou would like to share when the scan is complete.,

(%) Yes
) Mo

[ << Back ][ Mext == ] [ Cancel ]

Confirm Scan E|

‘We identified the Folders below as ones that vou might like to share, If vou would like to
share one of these folders, simply check its associabed checkbox, Subfolders of shared
falders will also be shared.

[ <:\program FilesiMovie Maker

[ =:\Documents and SettingsiDemo!Deskkop
[] A WINDOWS

[] A WINDOWS|Media

[ <y wINDOWSPrefetch

<< Back ][ et == ] [ Cancel

Once the firewall settings are
complete and the program has
access to the internet, the user
is prompted to allow the
program to scan the hard drive
for other media. It notifies the
user if a scan is allowed it will
later give an opportunity to
specify which folders you
would like to share.

After the scan it lists all drives
that it found recognized media.
They are not shared by default.

If the user chooses to share
these folders (or later chooses
to share these folders on the
options tab) the entry
DIRECTORIES_TO_SEARC
H FOR_FILES=C\:\\Docume
nts and
Settings\\Demo\\Shared in the
LIMEWIRE.PROPS file will
be amended to include that path
in addition to the default folder.



Finish Setup E|

Your Limebvire setup has successfully completed, Please press the "Finish" butkon bo begin
using LimeWWire,

The final screen in the setup process is the acknowledgement that the LimeWire program
has setup successfully. It then allows the user to open the program to the user interface
screen.




THE GUI

© LimeWire: Enabling Open Information Sharing
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B Limewire: Enabling C...

The LimeWire GUI is a window with three tabs. The search tab, monitor tab, and library
tab all have features that may need to be examined.

Every time the program is started with the free mode it asks to upgrade to LimeWire PRO
and varies the location of the three choices, (Why, Yes, and Later).



LimeWire’s search functions can be limited to the type of

Select Search Type: program you wish to search for or a general search for all types
@) Al Types Audia of media meeting the _search terms entered. The user can even
: B v search for the newest items available with the What’s New
mages [n[=ln} - . .
s submenu. The user is also allowed to exchange in a direct
Documents [ Programs connection if the IP address of the host computer is known.
This feature listed that | was not able to establish a direct
All Types connection due to a firewall being enabled. Search terms are
- £ cached into the system
& LimeWire: Enaling Open Information Sharing =] and Wl II reappear in auto
%Saarth 7.! Moritor |l_:JLihr = OLImeV\,”\re Complete.form untll the
Select Search Type: Quaﬁjmf Lic... | [ MName Type Size: Speed Bitrate program IS turned Off Or
Bl ] [ s the computer is powered
gm down. At the time of this
: writing members of the
All Types . .
e e — lab were still trying to
‘J | - locate the sto_ragt_a of the
. search terms in live
Getting Started
To start using LimeWwire, find the text field on the left, type in what you are memory
looking for and click the "Search" button. If you are Iooking far only one
type of content (music, videa, efc..), you can narrow your 3earch results by
e Gt > Keyward what's Mew
Direct Connect
-lllll Q @ ocokes pomokss




& LimeWire: Enabling Open Information Sharing

File  Wieww Mavigation Resources Tools Help

(% Search @I Manitar hj Libraty @leeW\t’e

(] Bhow Incaming Saarshes Show Last |:| Sodhee

The monitor tab
tracks incoming
queries and uploads.
By default this is
disabled, but could
be activated with a
check mark.

Uploads {0 Active, 0 Queued)

Mame Host Size Status Chat | Prog...  Sp..  Time Yendor/Version

L] B

-Illll q o Q 0@ 0 KB/s /--\- 0@ 0KEfs | For Turbo-Charged downloads get Limebire PRO. [C 0N B I )

The library tab i

File “iew Navigation Resources Toolz Help

il where you can find
@ searcn] (L] oo the shared folders and

Il_J Library

= [&] shared Files [ size Type | Path Marme Uploads Hits files. In this image the
) Shared ®J6,065KE mp3 Do, Aphrodite - Super,.. 00 1
[ ndividually Shared Files | |§]4,654 KB mp3  C:\Do... Ozzy Osborme - C... 00 C Cpntents Of th.e shared
aved Fies directory is displayed
=] Documents . . .
] Audio in the right pane with
E Wideo 1
1§ 1o the left pane showing
D pragans the different divisions
(%] Incomplete Files -
i recognized by the
program.
= & % X ®
Refresh Explore
AM;S Flaylist

Mame Lengtl




Options

| B

Saving
Sharing
Speed
Downloads
Uploads
Connections
Syskem Tray
Updates
Chat

Player
Status Bar
iTunes

Bug Reports
View
Searching
Filters

Advanced

Save Folder

‘fou can choose the Folder For saving files,
Folder: |C:\Daocuments and SettingsiDemolShared

[ Browse... ] [ Use Default
‘¥ou can specify a download location for each media type.,

Media Type A Save Folder
I_‘] Audio Ci\Documents and SettingsiDemolShared
E‘ Docurments Ci\Documents and SettingsiDemolShared
1| Images CiiDocuments and SettingsiDemalShared
C Pragrams Ci\Documents and SettingsiDemolShared
ﬁ Wideo Ci\Documents and SettingsiDemolShared

Incomplete Files

‘¥ou can automatically delete old incomplete download files.

Davys to Keep Incomplete Files: |7

Restare Defaulks

[ oK ][ Cancel ][ Apply ]

The options tab allows the
user to customize several
options that are of interest to
the investigator. The saving
tab shows the default saving
directory and allows the user
to change the settings for
individual types of media or
the entire group. Another
item of interest to the forensic
investigator is that incomplete
files and downloads are
purged automatically after a
period of time set by the user.
This is extremely important
to consider if the suspect file

was only partially downloaded from the suspects computer. All incomplete files are
shared in the partial state in support of the swarming downloads. This option can be
disabled in the Uploads tab. The files that reside in the incomplete folder are shared by

default.

Options

T ®

B B

Saving
Speed
Downloads
Uploads
Connections
Syskem Tray
Updates
Chat

Player
Status Bar
iTunes

Bug Reports
View
Searching
Filters

Advanced

Shared Folders

‘fou can choose kthe Folders For sharing Files, Files in these folders are displayed in the

library,

{CH\Documents and SettingsiDemal Shared

Shared Extensions

‘ou can choose which file extensions wou would like to share,

Extensions: 'shn;ﬂac;Fla;dvi;rmvp;kar;cdg;ccd;cue;c;h;m;java;jar;pljpy;pyc;pyojpyz

Use Defaults

Download Sharing

‘ou can share files that you download ko unshared Folders.
Share Finished Downloads:

Restare Defaulks

[ oK ][ Cancel ][ Apply ]

Shared folders tab holds the
settings for all shared
directories. It also shows the
default extensions to share.
This can be limited or
expanded by the user. This is
the screen where the user can
share additional entire
directories and also can
determine to share
downloaded files. This check
box adds or deletes the entry
in the LIMEWIRE.PROPS
file
SHARE_DOWNLOADED _
FILES_IN_NON_SHARED
_DIRECTORIES=false
which can determine if

sharing is active or not on downloaded files. The files saved into the shared folder are
shared regardless of this check box setting. The LIMEWIRE.PROPS only tracks the
current settings. If this is changed it does not delete prior shares just shares downloaded
with the option disabled. By default all downloaded files are shared.



The spee e cotais
— option to allow limewire
Saving Connection Speed -
Sharing f e : to use your connection
Speer b i ki Ehak Lirnehi ki 5 .
ads ou can specify your connection speed sa that LimeMire can optimize E|:f3r ormance - and bandW|th to act as an
@ o i e Ultrapeer. This is enabled
by default but may need
Jystem.Tray Ultrapeer Capabilities y
e _ S et to be checked. Out of
Chat IF wour computer has a Fast inkernet connection, Limebire may ack as an "Ultrapeer
Player faor slower users. You can disable this if nesded. band Searches can also be
Status Bar isabls Ul bilitias: - - .
s & Disable Ulkrapeer Capahbilities: [ dlsabled in thls tab
Bug Reports
|E  View 00B Searching
; Sfaarching Out-Of-Band Searching results in Faster resul delivery to vour dlient, though some
| Fiters internet connections may not work well with this Feature,
| Advanced
Enable ©OE Searching:
(o) (o] Coonr ]
. Maximum Downloads The download tab allows
pee - ¥ou can set the maximum number of simultaneaus downloads. the user to Ilm It the
sownloads ] T i
& Uploads HesTimprmb R | amount of downloads that
A are simultaneously
System Tray Clear Downloads H
g::«tates ‘fou can choose whether or not ko automatically clear downloads that have completed. dOWﬂ I Oaded ' I n th IS
0 instance it was limited 8
ayer Clear Completed Downloads: [
| Stakus Bar downloads but when |
[ D Download Bandwidth used the Restore Defaults
|= :iew i ‘fou can set the percentage of vour bandwidth dewvoted to downloads, button |t Changed the Ilm |t
| Searching
#  Filters J tO 10
| Advanced 100%

Download Speed: Urlimited Another opt|on for the
user is to set the
percentage of bandwidth
to devote to downloads.

(o) (e (oot ]




=

B

1|

[

Saving
Sharing
Speed
Downloads
Uploads
Basic
Slots
Connections
Syskern Tray
Updates
hat
Flaver
Skatus Bar
iTunes
Bug Reports
Wiew
Searching
Filkers
Advanced

3

Clear Uploads
‘¥ou can choose whether or not to automatically clear uploads that have completed,

Automatically Clear Completed Uploads:

Upload Bandwidth

You can set the percentage of vour bandwidth devoted ko uploads. To turn off
uploads, reduce vour upload slots to zero,

100%
Upload Speed: Unlimited

Partial Files
‘fou can choose whether or not to auktomatically share partially downloaded Files.

Allowa Partial Sharing:

Restore Defaults

[ Ok, ][ Cancel ][ Apply

|

Options

B B

[

1|

Saving
Sharing
Speed
Downloads

Uploads
Basic

Connections
Syskern Tray
Updates
hat

Flaver
Skatus Bar
iTunes

Bug Reports
Wiew
Searching
Filkers
Advanced

Uploads Per Person

Allowe this many uploads per person,

Uploads Per Person: |3

Max Upload Slots

Mewver allow mare than this many uploads, This value will only be reached if you have

enough bandwidth,
Max Upload Sloks: '20 .

!

Restore Defaults

[ Ok, ][ Cancel ][ Apply

Uploads tab is broken
into two submenus.

In the Basic submenu
the user has the option
to limit the bandwidth
devoted to uploads. In
addition the user is
able to disable partial
downloads from being
shared.

The second submenu
in this setting is the
slots. This limits the
number of uploads per
person (at a time) and
the number of slots.



Options

Saving
Sharing
Speed
Downloads
= Uploads
Basic
Sloks
Caonnections
System Tray
Updates
Plater
Status Bar
iTunes
Bug Reports
Wiewm

+

[
=

e
| s

+

Searching
Filters

=+

|
| -a

Advanced

Host Communication

“ou can burn chat on or off,

Enable Chat:

Restore Defaulks

[ oK H Cancel H Apply l

Options

Saving
Sharing
Speed
Downloads

Uploads
Basic
Sloks

Cannections

Swskern Tray

Updates

Chat

Plater

Status Bar

iTunes
Bug Reports
Wiew

B

I:
| s

B B

Searching
Filters
Advanced

|
&l

Connection Quality Indicator

‘*ou can display a measurement of wour cannection quality in the status bar.

Show Connection Quality Indicator

Firewall Indicator

‘ou can display your Firewall status in the skatus bar,

Firewall Indicator;

Shared Files Indicator

‘ou can display how many files wou are sharipdin the status bar,

Bandwidth Indicator
‘fou can display wour bapfwidth consumptief in the skatus bar

Zhow Bandwidth Indicator:

K éncel Apply
Z

ol € QI@D@DKEIS £ 0@ DKBfs

Purchase

Sets chat on or
off. On is
default.

This tab allows
the settings of
the indicators in
the bottom of the
limewire screen
these default
setting produce
the result shown
below.

The remaining
settings are
shown in
appendix B.



W, Li me LimeWwire 4.10.9

a . The most advanced file sharing program on the planst

Setup will install Limewire 4,10,9 in the Following Folder, Toinstall in a different Folder, click
Browse and select another Folder, Click Install bo start the installation.

Destination Folder

”_:\Program FilesiLimehire

| Browse, ..

Space required: 2.5MB
Space available: 573.6MB

< Back ” Install l [ Zancel

OPENING SCREEN

B Li me Limewire 4.10.9

a . The most advanced file sharing program on the planst

Execute: CADOCUME~1\DemaiLOCALS~1)Templjrestub.exe s L CADOCUME~14Demal Lo

]

Cukput Folder: Ci\Program Files) Limetwire

woukput Folder: CHADOCUME~1\Demo\LOCALS~14Temp :

Extract: jrestub.exe... 100%:

&

Execute: CADOCUME~1\DemoiLOCALS~1 Templirestub.exe s L CADOCUME~1Y,. ..

Please wait, instaling Java

< Back Mext = Zancel

LOADING SCREEN



&' LimeWire 4.10.9 Setup

LimeWire Installation Successtull

Thank. wau Far inskaling Lime'Wire, For updates, be sure ko
wisit the ofFicial LimeWire web site at the link below,

hikkps e, limewire, com

= Back L_Einish J [ Cancel ]

INSTALL COMPLETE

Language Options

Please choose the language you would like LimeWire to

English (United States)

limewire  4.10

1 2000-2005

" loading HTML Engine...

O % v i aiorm

Starts loading HTML.



%)

Language Options

Please choose the language wou would like LimeYwire to use.

Englizh (United States) W

[ Mexk = ] [ Cancel ]

LANGUAGE OPTIONS
Welcome [g|

Welcome ko the Lime'Wire setup wizard, Limewire will quide waou thraugh a series of skeps ko
configure LimeWire For opkimumn performance,

[ << Back, ][ Mexk == ] [ Cancel

WELCOME SCREEN



Save Folder [g|

Please choose a folder where you would like wour Files to be downloaded. This Folder will also
be shared with other gnutella users by default,

Faolder: |C:'|,D|:u:uments and SettingsiDemolshared |

Browse. ., ][ Ise Default ]

[ << Back H Mext > ] [ Cancel ]

SAVE FOLDER DEFAULT
Connection Speed le

Please choose the speed af waour Inkernet connection, Setting this speed correctly is
important For optimum network performance, IF you are nok sure what bype of Internet
conneckion you have, or if your conneckion bype is not lisked, simply select whichever one
seems the most appropriate.

) Modem
{#) Cable/DSL
Tl

() T3 or Higher

[ =< Back H Mexk = ] [ Cancel

CONNECTION SPEED



System Startup

start Faster when wou use it later,

Start Autamaticalky

Would wou like Limettire to start when you log into wour computer? This will cause Limeiire to

[ << Back H Mext > ] [ Cancel ]

SYSTEM SETUP

Firewall Preparation

Limestdire. Your firewall software may look different.

[ Wirndows Security Alert =]

e
f'" U] Ta help probect pour comgutor, Windows Frmwall has biocknd

\p s (ealures of e presgroms .

Do yoaa wad bo ke bllocking this program?
Haes LisrezWiie

Pl L Wires, LLC L{//
[mmm Wblock | e Mo Luer |
"-n.._‘_-_._'_,.r"

Wiy Firerwall Faw biockosd ths program from scoepling conreciions: from the
roeswt o B netwnde [ ipou resogribe the Proarses of sl the pubkste’ pou cB0
anblock £ i K

LimeWire needs ta receive infarmation Fram the netwark in order ba Funckion properly, When
woul click next, some firewalls will ask your permission For LimetWire to use the network, You
should allow Limewire full access, Below is a pickure of Windows Firewall asking to unblock,

[ =< Back H Mexk = ] [ Cancel

FIREWALL REQUEST




= Windows Security Alert E|

1
'} To help protect your computer. Windows Firewall has blocked
some features of thiz program.

Do you want to keep blocking thiz program?

= M arme: LimeWire
L’ Publisher:  Lirne Wire, LLC

k.eep Blocking ] [ Unblock ] [ Azk Me Later

YWindows Firewall has blocked thiz program from accepting connections from the
Internet ar a network. | pou recognize the program or trugt the publisher, pou can
unblock. it. “When should | unblock & program?

WINDOWS FIREWALL ALERT
Firewall Warning [z

Limeire is now requesking permission to use the netwark, IF nothing appears, Lime\ire has
succesfully started listening o the network, IF vour software does pop up a warning, please
allovy LimeWire Full access for best performance. Click Mext' when Finished.

]|

e
f: r | Ta holp proboc pour compuior, Windows Frgwall has bBlocknd

| Windows Socurity Alert

some lealures of his presgros.

Do yos wand Eo keep blocking this progam?
lame LimeWine

Pibiisr: Lima Wire, LLC L{//
W —rre— preTT—
"-.._‘_-_._._,.'l"

Winciows Firewal Fass bloackosd this program from sccepling conrsclions from the
Vet o B nistweady | pdu retring Hh proarer of i the pubksner pou G50
anidock £ r K 2

[ << Back, ][ Mext == ] [ Cancel

RETURNS TO THIS SCREEN



Scan for, Files

Would wou like Limestire to quickly scan wour hard drive for other media files? You will have
the opportunity to specify which Folders wou would like to share when the scan is complete.

(%) es
Mo

£3

[ << Back H Mexk = ] [ Cancel

]

SCAN AND CHECK

Confirm Scan

\We identified the Folders below as ones that wou might like to share, IF you would like ko
share one of these folders, simply check its associated checkbox, Subfolders of shared
Folders will also be shared.

[ ] <:\Program Files\Mavie Maker

[] C:iDocuments and Settings\DemotDeskiop
[] CoiwINDOWS

[] C\WINDOW S\ Media

[] i IO S Prefetch

[ << Back, ][ Mexk == ] [ Cancel

£3

MEDIA SCAN RESULTS




Finish Setup

our Limesvire setup has successfully completed, Please press the "Finish" button to begin
using LirneWire,

SETUP COMPLETE

(-] eWire: Enabling Open Information Sharing,

File View Mavigation Resources Tools Hel

QSearch @ Monitor H @Lihrary| @ LimeWire
Select Search Type: Quality  # L. [@
& Al Types | [[F] Audio

Images B video

Documents | [ Programs

Type | Size Spsed | Bltrate

Filename

& Upgrade to PRO

For Turbo-Charged downloads, get LimeWire PRO. We

guarantee that vou will love the improved performance

of PRO. Thank vou for helping keep the Internet open by

running LimetWire. pe in what you are
pring for anly ane
our search results by

Upgrade o LimeWire PRO?

v ) (e

Keyword what's New
& |

Stop Search i

PN

START UP



APPENDIX B - OPTIONS WITH DEFAULT SETTINGS

Options

=

B H

B ®

Sawving
Sharing
Speed
Downloads
Uploads
Connections
Swstemn Tray
Updates
Chat

Plaver
Skatus Bar
iTunes

Bug Reports
Wiew
Searching
Filters
Advanced

Save Folder

‘ou can choose the Folder For sawving Files.

Falder: EC:'!,Documents and Settings'DemolShared |

[ Browse., ., ] [ Use Default ]
‘fau can specify a download location For each media type,

‘ Media Type A Save Folder

@ Audio Ci\Documents and Settings\DemaolShared
!' 5| Documents C:\Documents and Settings\DemolShared
i|_t| Images C\Documents and Settings\DemaolShared
|: Programs C:\Documents and Settings\DemaiShared
:ﬁ Yideo Ci\Documents and Settings\DemolShared

Incomplete Files

‘fou can automatically delete old incomplete download Files.

Davs to Keep Incomplete Files: I? |

(o) Coree ) Crumr ]

OPTIONS - SAVING

Options

&3]

[mu]
H &

=

B ®

Saving
Speed
Downloads
Uploads
Connections
System Tray
Updates
Chat

Plaver
Status Bar
iTunes

Eug Reports
Wiew
Searching
Filters
Advanced

Shared Folders

‘fou can choose the Folders For sharing files, Files in these Folders are displayed in the
library.,

[CH\Documents and SettingsiDemotShared Add,..

Shared Extensions

‘ou can choose which file extensions you would like to share.

IJse Defaulks

Download Sharing

‘ou can share files that you download to unshared Folders.,
Share Finished Downloads:

(o) Comee ] ooy ]

OPTIONS-SHARING



Options

Saig Connection Speed

Sharing

Speed You can specify your connection speed so that Limeire can optimize performance,
Donnloads S .::F|
+ Uploads BECS: ahlc) X |

Connections

System Tray Ultrapeer Capabilities

Updates
Chat If wour computer has a Fast inkernet connection, Limewwire may act as an "Ulkrapeer”
Plaver For slower users, Wou can disable this if needed,
Status Bar Disable Ultrapesr Capabilities: [
[+ iTunes

Bug Reports

o Wiew 00B Searching

[ = :

(= Sfaarchlng Out-OF-Band Searching results in Faster result delivery to your chient, though some

B Filers internet connections mayw ot work well with this Feature.

F  Advanced

Enable OOE Searching:

[ Restore Defaults ] [ (o] ][ Cancel ][ Apply ]

OPTIONS - SPEED

Options

3aving Maximum Downloads
Shating

Speed You can set the maximum number of simultaneous downloads,

i Maximum Downloads: |8 -
*# Uploads ‘—I

Connections

Syskem Tray Clear Downloads

Jpdates
chat %ou can choose whether or not ko automatically dear downloads that have completed.

Player Clear Completed Downloads: []
Skatus Bar

iTunes
Bug Reports
Wiew

a2}

Download Bandwidth

+

I
-

¥ou can set the percentage of your bandwidth devoted to downloads,
Searching

Filters e J

Advanced

E

I+

100%

Download Speed: Unlimited

[ Restore Defaults ] [ o] ][ Cancel ][ Apply ]

OPTIONS — DOWNLOADS




Options

=aving Clear Uploads
Sharing
Speed ‘fou can choose whether or not to automatically clear uploads that have completed,
Downloads Automatically Clear Completed Uploads:
= Uploads
Easi

Slats Upload Bandwidth
Zonneckions
System Tray
Updates
Chat ! J
Plawer I I I I I | I
Status Bar

‘ou can set the percentage of your bandwidth devoted to uploads. To turn off
uploads, reduce wour upload slots ko zera,

100%%

iTures Upload Speed: Unlimited

+

I
L

Eug Reports
Wi

+

Partial Files
Searching
Filkers ‘ou can choose whether or not ko automatically share partially downloaded Files,

Advanced Allows Partial Sharing:

E B E

B

(o) (o ) (oo
OPTIONS - UPLOADS- BASIC
Options

ES

Saving
sharing
Speed Allow this many uploads per person,

Download ' |
ownioads Uploads Pet Person: |3

= Uploads

Uploads Per Person

Basic

Max Upload Slots
Caonnections
Sysktem Tray
Updates _ _
Chat Max Upload Slats: |20
Plawer
Status Bar

Mever allow more than this many uploads, This walue will only be reached iF wou have
enough bandwidth,

#  iTurnes
Eug Reports
Wi

[
&

Searching
Filters
H  Advanced

BB E

(o] (e ) Coor )

OPTIONS - UPLOADS - SLOTS



Options

Saving
Sharing
Spesd ‘¥ou can choose whether or nok ko automatically connect to the network when the
application starks up,

Conneck on Startup

Diowwnloads

= Uploads Comnect on Skartup:
Basic

Slots

Zanned

Syskem Tray

Updates

Chat

Playver

Status Bar
#  iTurnes
Eug Reports
Wi
Searching
Filters
Advanced

I
-

El

E B E

B

(o] (o] Lo )
OPTIONS - CONNECTIONS

Options

Saving
sharing
Speed ‘fou can choose the default shutdown behavior,

Shutdown Behavior

. Ear\lnrjaads {7 Shutdawn Immediately
=] nads
: {7y Shukdawn after Transfers

Basic
Slote (%) Minimize ko System Tray

Conneckions
5 m Tray

- : System Tray Icon
Updates
hat You can display the systam tray icon while Limetire is visible,

Player Show Syskem Tray Icon:
Status Bar

#  iTurnes

Eug Reports
Wi
Searching
Filters
Advanced

|

E B E

B

(o] (e ) Coor )
OPTIONS - SYSTEM TRAY




Options

Saving
Sharing
Speed
Diowwnloads
= Uploads
Basic
Slots
Zonneckions
Swskem Tray

Plawer
Status Bar
#  iTures
Eug Reports
E o Wiew
#  Searching
# Filters
#H  Advanced

Update Options
‘fou can choose when you want ko be natified of new LimeWwire releases,

(%) Major Releases
() Service Releases
(") Beta Releases

(o) (o) (o)

OPTIONS - UPDATES

Options

Saving
Sharing
Speed
Diowwnloads

Uploads
Basic
Slats

Conneckions

Syskem Tray

Updates

Plaver

Status Bar

iTunes

S

EBug Reports
Wiew
Searching
Filters
Advanced

23]

H H F

Host Communication

‘¥ou can kurn chat on or off.

Enable Chat:

(o] Cores ] Loy )

OPTIONS - CHAT




Options

Saving
Sharing
Speed
Diowwnloads
= Uploads
Basic
Slots
Caonneckions

Syskem Tray
Updates
Chat

Status Bar
#  iTurnes
Eug Reports
Wi

E
T

=]

Searching
Filters
Advanced

B B

B

Player Options

‘¥ou can choose to play media with LimetWwire or wour system's default plaver. The
media plaver and playlist will appear only if this option is set, A restart will be required
when enabling or disabling the media controls,

Lse Limetire Media Flayer:

(o] (o] Lo )

Options

Saving
Sharing
Speed
Diowwnloads

Uploads
Basic
Slots

Caonneckions

Syskem Tray
Updates
Chat

Playver

#  iTures
Eug Reports
Wi

E
T

Searching
Filters
Advanced

F #

B

OPTIONS - PLAYER

]

Connection Quality Indicator

‘ou can display a measurement of vour connection quality in the status bar,

Show Connection Quality Indicator;

Firewall Indicator

¥ou can display wour Firewall status in the status bar,

Show Firewall Indicator:

Shared Files Indicator

‘¥ou can display how many files vou are sharing in the skatus bar,

Show Shared Files Indicator:

Bandwidth Indicator

‘ou can display wour bandwidth consumption in the status bar,

Show Bandwidth Indicator:

(o] (o] Lo )

OPTIONS - STATUS BAR




Options

Saving
sharing
apeed
Downloads
= Uploads
Basic
Sloks
Connections
System Tray
Updates
Chat
Plawer
Status Bar
=l iTunes

Eug Reports

o View

& Searching
& Filters

& Advanced

Sharing

¥ou can share wour Music on the Local Area Mebwork and make it accessible For iTunes
and other Digital Audio Access Protocol (DAAP) enabled Plavers,

Enable Compatability Mode if vou experience problems with iTunes Sharing. This mode
uses mare resources and is slower, but may Fix problems,

Share My Music:
Compatibility Mode: []

Shared Mame: !Demo's Limewire Tunes |

Password Protection

¥ou can limit the access to this service with a password,

Require Password: [

Password: i |

Restare Defaulks

[ kK ][ Cancel ][ Apply ]

Options

OPTIONS - iTUNES - SHARING

Sawving
Sharing
Speed
Downloads
Uploads
Easic
Sloks
Connections
Systern Tray
Updates
Chat
Plawer
Status Bar
iTunes

sharing

Eug Reporks
View

B ®

Searching
Filters
Advanced

el

=+

Bug Reports

¥ou can choose how bug reports should be sent, Ta view an example bug repart, click
"Wiew Example'. Choosing 'Always Send Immediately’ will immediately contact the bug
server when LimeWire encounters an internal errar, Choosing "Bhwawvs Ask For Review'
will kell Limesiire toask for wour approval before sending a bug to the bug server,
Choosing "Ahways Discard Al Errors' will cause LimeWire to ignore all bugs (this is nok

recommended).
Wiew Example

Always Send Immediately ()
Almays Ask For Review (&)
Always Discard All Errors ()

Restare Defaulks

[ o] 4 ][ Cancel ][ Apply

OPTIONS - BUG REPORTS



Options

I+

|

| 1=

Saving
Sharing
Speed
Downloads
Uploads
Basic
Slaks
Connections
Swstem Tray
Updates
Chat
Plaver
Status Bar
iTunes
Sharing
Bug Reports
Viets
Autocaompletion
Searching
Filters
Advanced

Popups

Redisplay messages for which vou have chosen 'Da not display this message again' or
‘Always use this answer',

Revert to Default: [

(o) (o) Coomr )

OPTIONS - VIEW - POPUPS

Options

Saving
Sharing
Speed
Downloads
Uploads
Basic
Slaks
Connections
Swstern Tray
Updates
Chat
Flawver
Status Bar

iTunes
Sharing

Bug Reports

View
Popups

Searching
Filters
Advanced

Text Autocompletion
‘o can enable or disable autocompletion of ket fields,

Enable Autocompletion of Text Fields:

(o) (o] Coom

OPTIONS - VIEW - AUTOCOMPLETIONS



Options

Saving
sharing
Speed
Downloads
# Uploads
Connections
Swstem Tray
Updates
Chat
Plawer
Status Bar
#  iTunes
Eug Reports
=+ View
= Searching
Biasi
Cuality
Speed
# Filters
& Advanced

Maximum Searches

¥ou can set the maximum number of simulkaneous searches you can perform,

Maximum Searches: |5 -

License Warning
You can choose whether to be warned about downloading a File without a license,

Show License ‘Warning:

(o] Comes ) (o )

UOptions

Saving
sharing
Speed
Downloads
# Uploads
Connections
Systern Tray
Updates
Chat
Plawer
Status Bar
[+ iTunes
Eug Reports
# View
= Searching
Basic

q
Speed
& Filkers

#  Advanced

OPTIONS — SEARCHING - BASIC

Search Result Quality

You can select the "quality” of search results to display. Four star results indicate that
the host returning the result is not firewalled and has free upload slats.,

(" Show Only Four Star Results

(") Shaw Cnly Three and Four Star Results

() Show Only Two, Three, and Four Star Results

(&) Show all Qualities

(o) (o) (oo

OPTIONS - SEARCHING - QUALITY
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Search Result Speed
ou can select the minirmunn speed of search resulks to display.

() Show Cnly Results of T3 Speed or Higher

() Show Cnly Results of T1 Speed or Higher

() Show Cnly Results of CablejDSL Speed or Higher
(%) Show All Speeds

(o) Coree ) Crumr ]
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OPTIONS - SEARCHING - SPEED

Junk

‘fou can disable LimeWire's junk filker and delete all previously collected Filker data
here, if your junk filker is rating koo many Files as spam.

Display;
" Display junk.in place

(=) Display junk. at the bottom of search results
) Do not display junk.

Sensitivity:

Relaxed j Skrict

[ Forget Training Data ]

Lo caresi) oo

OPTIONS - JUNK
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Filter Results

vou can filker out search resulks conkaining specific waords,

[ add |

Filter Result Types
You can specify general bypes of search results bo Filker,

[] Ignore Adult Content
[]1gnare .tmf el Files
Ignore .vbs Files
Ignore .wmw/,asf files

(o) Comes ) Lo

OPTIONS - KEYWORDS
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Filter Hosts

¥ou can disallow messages From specific hosts by adding their IP addresses (e.q.
"192.168.0.1", "192.*%* ", "192, 168,17, 16/255.755,255, 240" ar
"192,168.12.16/258") to the banned list,

[ add ]

| >

Allow Hosts

¥ou can allow messages From specific hosts by adding their IP addresses (2.0,
"192,168.0,1", "192,** ", "192,168,12,16/255.255,255,. 240" ar
"192,168.12.16/258") to the allow list, This list is only needed to override the banned
list.

[ add |

(o] Comes ) (o )

OPTIONS - HOSTS
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Connection Preferencing
¥ou can limit wha is able bo connect ko yvou based on the number of Files thew share,
Files Yfou Must Share to Mot be a Freeloader: |1 I
Allow Freeloaders:
Farehy Abwaws
Restore Defaulks [ o] 4 ] [ Cancel ] [ Apply ]

OPTIONS — PREFERENCING
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Listening Pork

You can set the local network port that listens For incoming connections, This port can
be freely changed in case of conflict with another service on vour system, or if &
specific port number is required by the configuration of wour Firewall to direct incoming

connections ko your hast,
Listen on Park: |30916

Router Configuration

LimeMiire can configure itself to work From behind a Firewall or router, Using Universal
Flug 'm Play (UPRPY, LimeWire can automatically configure wour router or Firewall For
optimal performance. IF wour rouker does not support UPRP, LimetWire can be set to
advertise an external port manually, (You must also configure your router iF wou
choose manual configuration. )

{#) Use UPAP (Recommended)
) Manual Port Forward: | [

() Do Mothing (Mot Recammended)

Restare Defaulks

[ ] 4 ][ Cancel ][ Apply

OPTIONS - FIREWALL CONFIG
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Proxy

Configure Proxy Options For Limewire,

(%) Ma Proxy
() Socks wa
() Socks v5
() HTTP

Prosey:

Login Details

Pork: |

Configure username and password ko be used For the proey,

Restore Defaulks

Enable Authentication (Does Mat Work For HTTP Proxies): [
Lisernarme: |

Password: |

[ [0 4 ][ Zancel ][ Apply

OPTIONS - PROXY
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System Startup

‘fou can choose whether or not to aukamatically run Limetire when your computer

starks,

Restore Defaulks

Run on System Startup:

[ [0 4 ][ Zancel ][ Apply

OPTIONS - SYSTEM STARTUP




