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If you encounter an Apple iPhone where the phorecised with a Passcode, keep in mind the
hand set only allows 5 Passcode attempts befokenfpout phone.

This work-around is limited to iPhones with firmwearersions 1.1.2 and earlier. The work-
around was disabled on version 1.1.3 in Februa®g20

Data can be retrieved from the SIM card as welt@s the phone handset. To remove the SIM
card, place a paperclip in the hole at the tofhefghone. Force must be applied to get the SIM
holder to pop-up. The SIM card will be inside agpic tray and can be easily removed. Process
the SIM card as normal.

From the keypad, press the “Emergency Call”
button.
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Type *#301# followed by the green [phone]
button.

Delete the previous entry by hitting the delete key
Six times.

(The delete key has an “X” in the middle)
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Type the numbed followed by the green [phone]
button.

Answer the call by pressing the green [Answer]
button.
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End the call by pressing the red [End Call] button.

Press the [Decline] button.
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Gary Lewelien
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Parole Office
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Mo Name

This will place you in the “Contacts” screen where
you can view the “Favorites”, “Recents”,
“Contacts”, “Keypad”, and “Voicemail”.

(The current view is “Contacts”)

“My Number” is located here.

Angel
Gary Lewelien
Justin's Phone

Parole Office

Sidetrack

Volce Mail

Mo Name

In the “Contacts” tab, press the [+] button at tilye
to create a new contact.
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Enter the [All Contacts] button to take you back to
the “Contacts” screen.

Touch the “No Name” contact entry you just
created. This will open up the contact page yst ju
created (see below).

pres | Click on the “home page prefs:” button.
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Turn Passcode Off

Change Passcode

Click on “Turn Passcode Off” tab.

Require Passcode Immedialely » ;5

Show SMS Praview
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This will take you to a new screen where you enter

the Passcode. You can enter this code as many
Enter your passcorde times as you want and it won't lock you out.

o e

L Lo Since there are 10,000 possible Passcodes, it is

advisable to make one more modification.

Return to the “General” tab by clicking on [cancel]
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It is also recommended that you plug the phonetimtdPhone power charger to maintain
battery life as the screen will remain on and merdthe phone battery.
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The telephone number for the phone can be found
in the “Phone” button of the “General” tab.

The phone serial number along with total number of
songs, videos, and photos can be found in the
“About” button of the “General” tab.

Fort Worth Police Department - Digital Forensic Lab
350 West Belknap Street  Fort Worth, Texas 76102
(817) 392-4556 Office (817) 392-4551 Fax



Page 13 of 13

While this workaround will allow you to view diffent data areas of the cell phone, it will not
allow you to download the information unless thedeade is disabled. The screens can be
photographed or copied manually. If you are ablguess the Passcode, or find it from a brute
force attack, the contents of the phone can beedaysing a fresh installation of iTunes.

Special thanks go to Mr. Curtis Thomas of the FBIsensic Electronic Device Analysis
section for walking me through these steps. Theescshots came from an actual case and the
pertinent information was redacted through theaiddackout boxes.

Fort Worth Police Department - Digital Forensic Lab
350 West Belknap Street  Fort Worth, Texas 76102
(817) 392-4556 Office  (817) 392-4551 Fax



