GigaTribe Forensic Guide @ Tribe

D/Sgt. Les Vuyk #9937
Niagara Regional Police Service
Technological Crime Unit

PURPOSE:

The purpose of this paper is to analyze and document the history, installation and function of the
GigaTribe client for Windows. Changes to the Windows Registry and files created by the installation
and operation of this program were analyzed. Significant files and registry keys will be highlighted to
assist in the forensic analysis and investigation of GigaTribe.

Version 2.50 of GigaTribe was downloaded from www.gigatribe.com on Wednesday, March 25, 2009
and used in this testing. Note that all testing was done using the free version of GigaTribe. The
"Ultimate Version" costs $4.99 per month or $29.95 for a 1 year subscription, and was not tested.

TOOLS USED:

e The installation process was monitored using the InCtrl5, a process monitoring tool released by
Ziff-Davis Media.

e Changes made to the file system and Windows Registry were tracked by the ProcMon tool
released by Microsoft.

e Screen captures were created using Snaglt 7.2 released by Techsmith Corporation.
® Tests were conducted under Windows XP Professional 32 Bit (SP 3) in a Virtual Machine using
Microsoft Virtual PC. | created a second account on a different computer in order to test the
search and file transfer functionality.
HISTORY :
GigaTribe was founded in 2005, according to information on the GigaTribe website. It is published by
Shalsoft, with a copyright date of 2005. Numerous web references link GigaTribe to an earlier software

called "TribalWeb". Apparently the name of the product changed in 2005.

WHOIS records link GigaTribe to Shalsoft, with an administrative contact of Alexis Lesigneur, 5 rue
Salomon de Rothschild, Suresnes, France (+33.146972533), as of 2008-05-12.

WHOIS records link TribalWeb to Christophe Sorine, 26 rue Guillaume Tell, Paris (+33.140540223). The
domain "tribalweb.com" was registered on July 12, 1996.

| found little information on GigaTribe and the parent company, Shalsoft. GigaTribe appears to be
Shalsoft's only product. The domain "www.shalsoft.com" links directly to www.gigatribe.com.
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GIGATRIBE INSTALLATION:

GigaTribe installation is straight-forward. Setup is done in a Wizard style and starts with a welcome
screen:

& Setup - GigaTribe AEG

Welcome to the GigaTribe Setup
Wizard

Thiz will install GigaT ribe 2.50 on your cormputer.

It iz recommended that pou close all other applications befare
continuing.

Click Mext to continue, or Cancel to exit Setup.

by SHALSOFT

Mext > ][ Cancel

A License Agreement screen follows:

fiat Setup - Gigalribe
License Agreement %
Pleaze read the following impartant information befare continuing. 1

Fleaze read the following Licenze Agreement. You must accept the terms of this
agreemant befare continuing with the installation.

End User Licence Agreement ~
IMPORTANT - PLEASE READ CAREFULLY: I
Before reading the articles below, pleaze take good notice of the following

preliminary terms, which terms make use of same of the definitions as specified in
Article 1 below:

Entering inta thiz Agreement: This End User License Agreement constitutes a valid

and hinding agreement between Shalsoft and You, as a user, for the use of the o

()| accept the agreement

(%) | do not accept the agresment
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o Setup - GigaTribe
Select Destination Location . |
‘where zhould GigaTribe be installed? ‘!(

_‘J Setup will inztall GigaT ribe into the following folder.

To continue, chok Hest. IF you would ke to select a different folder, click Browse.

| [ Browse... ]

At least 2.6 ME of free disk space iz required.

[ < Back ” Ne:-:tM[ Cancel ]

By default, GigaTribe creates a Start Menu Folder, a desktop icon and a Quick Launch icon. The second
two options can be de-selected at the next screen.

o Setup - Gigalribe

Select Additional Tasks
Wwhich additional tasks should be performed?

Select the additional tazks pou waould like Setup to perform while inzstalling GigaTribe,
then click MNeut.

Additional icons:
Create a deskbop icon
Create a Quick Launch icon

¢ Back ” Next » [ Cancel
by
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The program then installs, and a final screen gives you the option to Launch GigaTribe immediately:

i Setup - GigaTribe EJ |

Completing the GigaTribe Setup
Wizard

Setup has finizhed installing GigaT nbe on vour computer. The
application may be launched by selecting the installed icaons.

Click Finigh to exit Setup.

Launch GigaTnbe

by SHALSOFT %
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GIGATRIBE FIRST RUN:

The following screen captures document the first time the program was run. Before the program can
be used, GigaTribe requires the user to create a new account, or enter existing account information
after clicking "Cancel".

GigaTribe v2.50 3

Create new user
Choose a user name and password ko connect to GigaTribe,

IF you already have a GigaTribe username, click on "Cancel",

Mandatary information
Username | |

Password : | |

Reenter password | |

Optional information

Email address | |

Optional, but it's the only way to
retrieve your password,

Keep me posted about new GigaTribe update,

Cancel Create

| created a new account "Lester64":

GigaTribe v2.50 X

Create new user

Choose a user name and password ko connect ko GigaTribe.

If you already have a GigaTribe username, click on "Cancel”.

Mandatory inFormation

Hsername | Lesterad |
Password ¢ | saeene |
Reenter password | sansee |

Optional information
s
retrieve vour password,

b0

Keep me posted about new GigaTribe update.

[ Cancel ] [ Create
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My account was then created

GigaTribe v2.50

Create new user o
Creating wour user, .,
I |
Cancel Create
GigaTribe v2.50 3
Create new user o

Congratulations! Username accepted.
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Motice

I Wou are currently connected with the EasyConnect option.

I

u Wyith the EaswConnect option, wou don't have ko configure your
i firewall ar router buk it may slow down transfers,

Iu You can use the EasvConnect option free For 30 maore davs ar
I connect directly For Free with no time limit,

Iu

Iul Learn more here: http:ffwe, gigatribe  comftourfeasy . php

< Back Mext = Cuik [%

Iis 5 =

From there, the program opened to the "Ultimate" tab and a Welcome greeting was displayed, with
links to a user guide and online help.

= =
M- GigaT ribe v2.50 - Lesterbd: Free (EasyConnect)

Ultimate.

Welcome to GigaTribe

Thanks for using GigaTribe, the best way to share big files with friends in a secure environment!

Invite your friends Discovering

GigaTribe
First thing you need to do is to invite your There are different ways to
friends in your private network discover GigaTribe:

To send an invitation, click on the 'Network' tab
Invite our test user:

in the main menu. gk
Then click on the button 'Tnvite ", located at the t 2
en click on the button 'Invite user!, located at the topgys ﬁead e

right of the address bar. ait minute guide.

You may then send an invitation to your friends, by typing E“‘WVEEhtTa GigaTribe
their GigaTribe usemname or just by sending an email. online help.

No user connected b CAITET €N ‘ No messages ‘

version 1.0 - April 3, 2009 Page 7




GigaTribe Forensic Guide @ Gigdlribe

D/Sgt. Les Vuyk #9937
Niagara Regional Police Service
Technological Crime Unit

ADDITIONAL SET UP (Free Version):

GigaTribe is a private file sharing program that operates using a variation on the peer to peer (P2P)
network model, which is sometimes referred to as a "friend-to-friend" network (F2F) or "Private P2P".
It is distinct from P2P clients that connect to the Gnutella network in that users can only connect with
people they know and trust.

In order to connect to the GigaTribe network, users must create an account and "log in" to the
GigaTribe network with a valid username and password. This authenticates against a GigaTribe
network server prior to allowing access to the network. In essence, the program is not useable until a
user has successfully connected to the network.

Once connected, the user is greeted and links are provided to help familiarize the user with the
program.

'J;.:'- GigaTribe v2.50 - Lester64: Free [EasyConnect]

Ultimate

Welcome to GigaTribe

Thanks for using GigaTribe, the best way to share big files with friends in a secure environment!

Invite your friends Discovering

First thing you need to do is to invite your friends in your GigaTribe
AEEUEIE There are different ways to
discover GigaTribe:

Invite your friends directly from the software :
Invite our test user:

Click on the 'Network' tab in the main '-+ Jenny.

menu. P E

Then click on the button 'Invite user', Read the GigaTribe 1
located at the top right of the address bar. minute guide.

You may then send an invitation to your friends Browse the GigaTribe
by typing their GigaTribe username. online help.

Invite your friends from your social networks

If you are using one of the social networks, or one of the
Webmails listed below, you may invite your contact list easily:
Connect to your private area, and click on the tab 'Invite your
friends' to use our invitation service.

The invitation service works for:

Gmail, Windows Live (Hotmail), Yahoo, facebook, Linked in,
flickr.

<

Mo user connected ‘@ 00KB/s ‘ ﬁﬂ 0KB/s
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Once connected the user must invite or be invited in order to connect to other users, and must then
add them to their GigaTribe network. Users can invite other GigaTribe users or can send invitations to
friends who do not use GigaTribe.

GigaTribe v2.50: Invite user

Inyitation type

® Send an invitation to a friend who already uses GigaTribe (hefshe will
receive a message in the GigaTribe Chat window)

GigaTribe user name: ‘ |

|:| Approximate search

(@) Send an invitation ko a friend who does not use GigaTribe vet (hefshe
will receive an email with instructions on how ko download GigaTribe)

< Back Mext = | Cancel |

—a
GigaTribe v2.50: Invite user [

Email information

Enter your name, your friends' email addresses (20 addresses
maximurn; separate each one with a comma), and an optional
message

our Friends' email addresses: l:l

New Groups can be created to segregate GigaTribe users into different categories. The default group is
"Others".

GigaTribe v2.50 x|

Group properties

Group name

Automatically accept invitations when access code is provided

Cancel Create
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@ GigaTribe

Once connected to other GigaTribe users, the program allows for one-to-one chat and the transfer of
files between users. In order to share files, folders must be selected for sharing from within the

program.

Ultimate

hi...am looking for same as u

) BearFic Install You are not sharing any folders!

[ {7) BearFlix Usage Feb 25

(45 BearFlix User Guide June 2007
) Gigatribe yourfat lot
(#47) Gigatribe First Run

[#-) Gigatribe Install

- InCortrols

o] a My Computer

(= L) My Document ]

[ ) My downloads GigaTribe

«——— Folders Selected
by User

| @ 0 snegitcatto [y
& My Metwork Places
{3 Procman

To shae a folder, select i from the st of your computer's folders fon your leff, unde: the tile "My
desktop (Not shated]". Then click on the "Share folder' command located in the blus menu on

No user cornected h NI €T T

h |

The user simply right-clicks on the folder he/she wishes to share and sets the "Shared folder

properties."

| GigaTribe ¥2.50

Shared folder properties L

Ci\Documents and SettingsiLesity Documentsiidy
Pictures

Taotal size: 9 files for 2,00 Mb.

Mame

Access bype
(& Read only
Read | Write

Total control

Authorisations

() Available For ary user
Only these groups have access:

[ others

Passwiord l:l

[ awailable From my private online area

Cancel ] [, Share ]
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Note that the free version which | evaluated does not allow for granular control of the shared folders.
Shared folders are simply set as "Read Only", and are available to any user. A comparison of the
features of the two versions are as follows:

GigaTribe Ultimate

You may use GigaTribe for free or become an Ultimate user to improve your GigaTribe experience.
Features and services E'::: m::;“e?,te
1 can exchange large files (even entire folders!) with my friends. Qﬁ’ Qﬁ
I can chat with my friends. o7 o
I can manage my user list (add, remove, ban). 4 o7
Maximum number of simultaneous downloads: 1 unlimited
1 can connect without any configuration (EasyConnect service). 30 days Qﬁ
I can benefit from the multisource downloads. &
I can limit my folder access to a specific user group. Qﬁ
I can choose the level of authorization (read/write) for my shared folders. Qﬁ
I can protect my shared folders with a password. v
I can download my shared files from anywhere with web browser. Qﬁ’
1 receive support via email. <7
Price per month: Free 53;5:3% o
Price for 1 year: Free Bsuzgn%?v
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GigaTribe Forensic Guide

GIGATRIBE INSTALLATION DETAILS:

@ GigaTribe

Changes to the file system and Windows Registry were documented during the above installation and
initial run of the program. Results are documented below.

e By default, Gigatribe installs in the location:

C:\Program Files\Gigatribe (assuming “C” is where Windows is installed)

(= Se» Local Disk {C:) r File Folder 3/25/2009 1:12 PM

|53 BFInstal | IC)Lagos File Folder 3/25/2009 1:12 PM

& |3 Documents and Settings ,é] .GigaTribe.db 1 KB Data Base File QfZ2[2006 1:27 PM

& ) MsoCache i_‘ﬂ .sharedfolder.db 1KE Data Base File 9129120068 51158 PM
=) My Downloads | @,:Ibeep.wav SKE ‘Wave Sound 6/15/2003 12:00 PM
= 3 Program Files : Gﬂchatprivate.wav 4zKE ‘Wave Sound &/18/2003 12:00 PM
[ ) BearFlix C-::Ichatpublic.wav 17KE  Wave Sound 871111995 10:16 AM
Common Files [ G::ldownloadcompleted.wav ZZKE ‘Wave Sound 6182003 12:00 PM

ComPlus Applications | B gigatribe. exe 1,046 KB Application 1/15{2009 £:43 PM

= | GigaTribe | {'?Iangedit.exe 188 KB  Application 212212007 4:41 PM
|3 Languages | C-}:lnetworkadmin.wav 14KE ‘Wave Sound 6/18{2003 12:00 PM

I3 Logos ,E] newsdefault, jpg 4KE IPEG Image 7122{2005 8:57 PM
5 InChrls f_] newsdefaultf . jpg 7KE IJPEG Image 10/2/2006 12:29 PM

# [ Inkernet Explorer ,ﬂ newsdefaultu. jpg 7KE JPEG Image 6/21/2006 9:50 PM
[C5) Messenger = premium. wav &4 KE ‘Wave Sound 12{20/2004 7:35 PM

5 (2 microsoft Frontpage | =] uninsooo. dat GKE DATFile 3/25{2009 1:12 PM

I3 Microsaft Office | ]E!uninsDDD.exe 630 KE  Application E/25/2009 1:11 PM

31 [ Microsoft visual Studio

3/25/2009 1:12 PM
3/25{2009 1:12 PM
3/25/2009 1:12 PM
3/25{2009 1:12 PM
3/25{2009 1:12 PM
3/25{2009 1:12 PM
3[25{2009 1:12 PM
3/25{2009 1:12 PM
3/25/2009 1:12 PM
3/25{2009 1:12 PM
3/25{2009 1:12 PM
3/25/2009 1:12 PM
3/25{2009 1:12 PM
3/25{2009 1:12 PM
3/25/2009 1:12 PM
3/25{2009 1:12 PM
3/25{2009 1:12 PM

® The default download directory is created at the following location:

C:\Documents and Settings\{user}\My Documents\My downloads GigaTribe\{gigatribe username}

File  Edit

@Back e > |

Wiew  Favarites

Folders
@ Desktop
= 'D My Documents
= j My Computer
[E3] _ﬂ, 31 Floppy (A
(=l Ge Local Disk (1)
[E2) BFInstall

=0 Al Users
) Default User
2 ) Les

) Cookies
® ) Deskkop
,:f Favorites
Local Settings
=l |2) My Documents

uj Iy Music
,;ﬂ Iy Pictures

Tools

- =
? 7 ! Search !ll.. Falders

Documents and Settings

# | 7) application Data

X

= 120 My downloads GigaTribe

Size | Type
File Folder

# [ Snaglt Catalog

) Lesterad e T

# 3 X ¥) |G-

Address .‘j C:\Documents and SettingsiLes\My DocumentsiMy downloads GigaTribe

Crate Modified
4132009 7154 AM

GigaTribe creates folder

3/25/2009 1133 PM

b

Diate Created
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@ GigaTribe

An Application Data Folder is created at the following location:

C:\Documents and Settings\{user}\Application Data\Gigatribe

=) e Local Disk (T3
IC7) BFInstal
= I Documents and Settings
F () Al Users
& () Default User
B D Les
= [ Application Data
H [ adobe
r } GigaTribe
F 7 Identities
# |2 Macromedia
F [C7) Microsaft

address .':_‘| Ci\Documents and SettingsiLes)Application DatalGigaTribe

Date Modified

Date Created

Folders X | Mame Size  Type

(&} Desktop ~ || [Hfichatristory Lesteraa.bin 1KE BIM File 32502009 4:12 M 3/25/2009 3:57 PM

£ iD My Documents i |'3=j server.log LKB Text Document 4[312009 7:07 AM 4/3/2009 7:07 AM

= j My Cormputer [£] session.log LEE Text Document 41312009 6:31 AM 325/2009 1:33 PM
] 5, 314 Floppy (A [£] uprp.lag 3KE  Text Document 4312009 §:09 AM 3125/2009 1113 PM

This folder contains four log files. These log files are:

= upnp.log: Unknown function. Does not appear to contain relevant data

= session.log: Contains log records of previous connection attempts, may be relevant

= server.log: Created the first time you log into your "private area" via the web interface from
GigaTribe. Contains the IP Address you logged in from and a "Get" request.

= ChatHistory {gigatribe username}.bin: This is a chat log. Note that it can be deleted from
within the Gigatribe program.

Windows Registry: A number of changes were made in the Windows Registry by the installation of this

program.

Configuration settings are stored in the Windows Registry in the following key:

HKCU\Software\Shalit\Gigatribe (NTUSER.DAT)

Registry Keys are as follows:

SessionUPnP:
SessionEasyConnect:
SessionUsername

"0x410F1294"

SessionStorePassword:
SessionOldConnected

version 1.0 - April 3, 2009

Off or On (value 0 or 1) (default "0") (May allow more values)
Off or On (value 0 or 1) (default "1") ("1" corresponds with this function being enabled)
Appears to be an encrypted hex value corresponding to username pre-pended with

Off or On (value 0 or 1) (default "1") (option to remember password)
Off or On (value 0 or 1) (default "1") (unknown what this corresponds with)
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SessionOldPrivatelP:
SessionOldPort:
SessionOldUPNP:
SessionOIdDHCP:
OptionsContactsOk:
SessionPort:

& Repistry Editor

GigaTribe Forensic Guide @ Gigdlribe
D/Sgt. Les Vuyk #9937

Niagara Regional Police Service
Technological Crime Unit

Shows IP address of host computer

Shows Port (appears to be 3728 by default - un-confirmed)

Off or On (value O or 1) (default "0") (may be more values allowed)
Off or On (value 0 or 1) (default "0") (may be more values allowed)
Off or On (value O or 1) (default "1") (may be more values allowed)
Shows Port Number

File Edit Wiew Favorites Help
-3 kevboard Layout Al Mame Type Data
I ] (3 metwork (DeFauIt) REG_SZ {value nat set)
-] Printers _ 3] optionsContacksok REG_SZ 1
I:I o SessiunEasndnnect REG_52 1
| & [:_TJ-I [E_'ilftg:;;s SessinnOIdConnected REG_SZ 1
EI D Inkel SBssiDnOldDHCP REG_53Z 1
= &3 Macromedia | SessinnOIdPnrt REG_SZ 3728
& (1 Microsoft SEssiDnOIdPrivateIp REG_S7 192,168.0.59
&[] Mekscape SessinnOIdLlF‘nP REG_SZ 0
-3 cDBC SEssinnStorePasswnrd REG_SZ ]
&5 Policies [ab] SessionLPrP REG_SZ )
=27 shalsoft SessinnUsername REG_5Z 0:410F 1 294b39a508b%agdooch
=B} CinaTribe
: (L] kernel
=127 Lesterad
[23 sharings
Sub-Key "kernel":
Langld: Numerical value ("9" for English) (default "9")

%" Registry Editor

File Edit Wew Favorites Help

=[] ShalSaft A0 Mame Type Data
= GigaTribe RE= 57 {value nok set)
A g t’:;';‘::m (ab]|angld REG_SZ 9
[ sharings
Sub-Key "{gigatribe Username}":
InactiveForced Off or On (value 0 or 1) (may be more values allowed)
NetworkWindowProperties Unknown value (default" 301;157;1203;725;0")
NewsText User-generated text message (in plain text)
NewsTextDate A 10 digit Unix Numeric Value
SessionOldFlags Unknown numerical value (default " 000000")
TrafficDefaultBlockSize Unknown numerical value (default "2048")
TrafficDownloadDirectory path to download directory (in plain text)
TrafficDownloadSound Off or On (value 0 or 1) (may be more values allowed)
TrafficMaxDownloads Unknown numerical value - unknown default value
TrafficMaxDownloadsPerComputer Unknown numerical value
version 1.0 - April 3, 2009 Page 14
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TrafficMaxDownloadsUI Unknown numerical value

TrafficMaxSpeedUploads Off or On (value 0 or 1) (may be more values allowed)
TrafficMaxSpeedUploadsUlI Unknown numerical value

TrafficMaxSpeedWhenAfk Off or On (value 0 or 1) (may be more values allowed)
TrafficMaxUploads Numerical Value

TrafficMaxUploadsPerComputer Numerical Value

TrafficNetAccess Off or On (value 0 or 1) (may be more values allowed)
TrafficSendDownloads Off or On (value 0 or 1) (may be more values allowed)
ViewChatSplitY Unknown Numerical Value
ViewDirectoryComputersDisplayed Numerical Value

ViewDirectoryPropertiesComputers Unknown Numerical Value
ViewDirectoryPropertiesObjects Unknown Numerical Value
ViewDirectoryPropertiesSharings Unknown Numerical Value

ViewDirectoryThumbnails Numerical Value

ViewSearchProperties Unknown Numerical Value

ViewSearchThumbnails Numerical Value

ViewTrafficDownloadsExpanded Numerical Value

ViewTrafficProperties Unknown Numerical Value

Registry Editor

File Edit View Favorites Help
-0 Microsoft ~ Type Data
Eif: (1 Metscape REG_S5Z2  ({value not set)
ki % O[:_B_C REG S  332360;987;779:0
'i: o EE |c||sesFt NewsText REG_SZ  hi....am looking For same as u.
= s l:la Gioambe [aBJhewsTextDate REG 52 1238010047
= I:? - [ab]sessionoidFlags REG_SZ 000100
@3 Lastered [aB] TraFficDef aultBlocksize REG_SZ 2043
[ Sharings TraFFicDownIoadDirectory REG_5Z  Ci\Documents and SettingsiLesiMy DocumentsiMy downloads GigaTribelLestertd

M EI: ViewDireckoryPropertiesComputers  REG_SZ2 1;0;1;250;150;100
-2 Symantec
[} i E:l WigwDirectoryPropertiesCbjects REG_5Z  1;0;1;200;150;150;150
ez Sysinkernals

! -1 TechsSmith ViewDirectoryPropertiesSharings REG_SZ  1;0;1;200;100;200; 200;200;200;300
[ UMICODE Program Group || [28]viewDirectoryThumbnails REG.SZ O

: (23 volatile Environment ViewSearchProperties REG_SZ  1;0;1;200;150;150;150;259

[ windaws 3.1 Migration St UiewSearchThumbnaiIs REG SZ O

| (21 HKEY_LOCAL_MACHINE [aB]viewTrafficProperties REG_SZ  1;0;1;200;100;100;100;100;100;100
Lo e cen
Sub-Key "Sharings" (contains shared folders)

Note that in this case, | shared a single folder, "My Pictures", located under "My Documents" in my user profile.
The actual path to this folder appears to be stored in encrypted format in the Data value, pre-pended with
"0x410F1294", which is the same value that pre-pends the username key in the root of the Registry entry.

Flle Edit View Favaorites Help

-1 Microsoft A | Mame Type Data
LEID Metscape ( REG_SZ  (walue not set)
(1 opec [aB]ry Pictures REG_SZ  0x410F1294bccSa3bbo0octadzaaslshs. .
-] Policies
=2 Shalsoft
- B[] GigaTribe
2 kernel
2] Lestered
=3 sharings
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Other sub-keys which may be present:
Sub-Key "Groups" (may or may not be present)

This sub-key was present on a suspect's computer which | was examining. It was not present on my test
computer. | created a new user group within GigaTribe called "Picture Traders", but this did not result in
a corresponding change to the registry. This sub-key may only be present in the "Ultimate" (paid)
version of the program.

Sub-Key "Uploads" (may or may not be present)

This sub-key was present on a suspect's computer which | was examining. It was not present on my test
computer. Even after uploading files to my 2nd test account, this sub-key was not created. This sub-key
may only be present in the "Ultimate" (paid) version of the program.

ADDITIONAL FUNCTIONALITY:

* Inthe free version of Gigatribe, there is no option to password protect shared folders. In other words,
users can freely download material from the shared folders of other users in your group. Password
options are available only in the "Ultimate" version of Gigatribe.

® A custom "greeting message" can be created in GigaTribe, and a profile picture can be inserted. The
message and date it was created is stored in the Windows Registry. The date format is a Unix Numeric
Value and easily decoded:

- [_] Microsaft Al Mame Type Data
i (] Netscape [ab]iDefauit) REG 52 (value not set)
E % O[:_B_C Bk woreTdT, REG 52 232;360:087, 775
E+: & ;E |c||Sesﬂ: : NewsText REG_SZ  hi....am looking For same as u,
T ¥ D ¥ TextDate REG_S57 1238010047
- B[] GigaTribe : -
i LB kernsl SessmnOIdFIags REG =
£ 5 Lestersd TraFF!cDeFauIt... REG_SZ

lab] Dorynlo E ADocurents and Settingstilesity Do

2 DCode Date v2.07.000 written by Craig Wilson

: (2 sharings
E [:I Svmankec

#-[] Sysinternals

-2 TechSmith

[ UNICODE Program Groups

Tirne Zone: [ Window on'top

&1 Volatlle Ervironment Decode Format: JLlni:-t: Mumeric Yalue __VJ
(1 Windows 3.1 Migration Status Yalue to Decode: ]1 238010047 ‘ =)
| HKEY _LOCAL_MACHINE '
| HKEY_LUSERS Date & Tima! [Wed. 25 March 2009 19:40:47 UTC

| HKEY_CURRENT_COMNFIG

3 | [ www.digital-detective.co.uk Cancel Clear I

IMy Computer|HKEY _CURREMNT _USER!Software)ShalSoft\GigaTribe\Lesterad
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‘g‘ GigaTribe ¥2 50 - Lester64: Free [EasyConnect]

hi....am laoking for zame as u.

__ Commands

Mo command

Note that if one chooses to put their picture into the program, this image is uploaded to the GigaTribe server
and is stored there as an avatar, not on the local computer.

hi....am looking for same as u.

__ Commands

I Share tolder

My dezktop [Mot shared) m

B ] e stall Mame =
{C7) BearFlix Usage Feb 25 = Pictures
&-{7) BearFlix User Guide June 2007

details

==
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BASIC PROGRAM FUNCTIONS:

a. File Search and Download

GigaTribe has a file search function. | tested this by creating a second GigaTribe account on a different
computer. The two accounts are "Lester64" and "Lester32". | created a shared folder on the remote
computer and put four test pictures in it. In the following example, | searched my "friends network"
for the term "horton", and the results were quickly displayed:

N GigaTribe v2.50 - Lesterbd: Free (EasyConnect)

Size  Type Modified Location

20KB  JPEG Image 04/03/2009 07:33 Wlester22Horton

5] hoiton Tipg

[ hotton 2jpg 164KB  JPEG Image 04/03/2003 07:33 \SLester32\Harton
¥ Horton coclipg 26KE  JPEG Image 04/03/2009 07:34 Wlester22Horton
Harton cover.pg 57KB  JPEG Image 04/03/2009 07:34 \SLester32\Harton

<

i |
1 user connected ‘Vnnka/s ‘ﬁnnxa/s iNnmessages

Il

Selecting a particular file displays file details in the left pane:

" Gigal ribe v2.50 - Lester64: Free (EasyConnect)

Name « Size  Type Modified Location
@ horton 1.jpg 20KB JPEG Image 04/03/2009 0733 AhLester3Z4Horton
@ horton 2.jpg 164 KB JPEG Image 04/03/2009 07.33 \iLester32Horton
@ Horton cooljpg 26KB  JPEG Image 04/03/2008 0734 AhLester3ZWHorton
[ He r.ipg 57KB JPEG Image 04/03/2009 0734 \ilester32\Horton

__ Elementdetails

| >
‘GDDKB/S 1ﬁnuKB/s 1Nnmessages 1
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Files can then be selected for download.

ah

Ls cooljpg
@ Horton cover jpg

At which point, the selected files are transferred to the user's GigaTribe download directory on the
client computer.

b. Chat
GigaTribe has a built-in Chat client, which allows users to chat with other users in their groups.

I‘;‘- GigaTribe v2.50 - Lester64: Free [EasyConnect]

Lester6d for Lester32(04/03 09:59): Dude how you been?
Lesterd2 for Lester64{0403 10:00): Real good, u?
Lester6d for Lester32(04/03 10:00): Lookin for some pics here

Lesterd2 for Lester64 (0403 10:00): what you like?

Lester6d for Lester32(04/03 10:00): my interests are varied._u?

Lesterd2 for Lester4(0403 10:01): I'm a horton fan. Got any horton pics?
Lester6d for Lester32(04/03 10:01): Just the ones you sent me last week
LesterGd for Lester32(04/03 10:01): Sorry

Lester3? for Lester64(04/03 10:01): np

&1 allusers
o ure Traders I

Public messages [ Private messages | [E85ustem messages

Falk to you lateq
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@ GigaTribe

As stated previously, chat is logged in a file called "ChatHistory {username}.bin" at the following

location:

C:\Documents and Settings\{user}\Application Data\Gigatribe

This file can be read in any text editor or a forensic program such as EnCase:

[=] Text \@ Hex L.;g Dot ﬁTranscript 0 e Report ] Console T Detal: o output [ Lock [ cCadepane [ of2

00020 41 42 42 03 00 00 00 EB 16 D& 49 1Z 00 00 00 44 75 &4 €5 EZ0 &8 &F 77 Z0 79 6F 75 E0 6& &5 &5 6E 3F A7 Zg |OAHC [+8I*- - Dude how you been?§s
0260F 00 01 00 00 00 27 27 OF 00 6B lé De 459 0D OO0 00 00 5E &5 &1 &C E0 &7 &F 6F €4 EZC E0 75 3F E7 Z7 OF 00 0L |r=wmv=ttee k0 +-+Real good, u?''-.-
07200 00 00 A7 Z& OF 00 76 16 D& 49 12 00 00 00 4C &F &F 6B 62 6E 20 &6 &F 72 20 73 &F €D 65 20 70 62 63 73 20 |--+§&--v-0I+---Lockin for some pics
lo2e2 65 72 65 A7 Z6 OF 00 01 00 00 Q0 27 27 OF 00 70 lé De 45 0E 00 00 00 77 62 €1 74 E0 73 &F 75 Z0 &C 63 EB herefg----=-''-- }eOI-- - rwhat you lik
14465 3F 27 EZ7 OF 00 01 00 00 OO0 A7 Z6¢ OF 00 8D 16 D& 49 1D 00 00 00 6D 79 Z0 69 6E 74 65 72 65 73 74 73 E0 61 (e?''===ve- §6++00I-++ my interests a
18072 65 20 76 &1 72 69 65 64 ZE ZE 2E ZE 75 3F A7 26 OF 00 01 00 00 00 27 27 OF 00 A6 16 D& 49 Z7 00 00 00 49 |re waried... u?§&=c=cce''eelfI'eeeT
216Z7 6D Z0 &1 E0 &2 6F 7z 74 6F SE E0 66 &1 &E ZE Z0 E0 47 &F 74 Z0 €1 6E 79 E0 62 &6F 7Z 74 &F 6E 20 70 €3 &2 |'m a horton fan. Got any horton pic
25273 3F 27 Z7 OF 00 01 00 00 OO0 A7 Z6 OF 00 BO 16 D& 49 24 00 00 00 44 75 73 74 20 74 68 65 Z0 6F 6E 65 73 Z0 (s2''»==vre- g+ +"+0Is+++Just the ones
28879 6F 75 E0 73 65 6E 74 Z0 6D &5 Z0 6C &1 72 74 Z0 77 65 &5 6B ZE A7 26 OF 00 01 00 00 OO Z7 27 OF 00 BZ 16 |you sent me last week.§g-ww-==''-- 2,
3Z4DE 49 05 00 00 00 53 6F 72 72 79 A7 26 OF 00 01 00 00 00 27 27 OF 00 BE 16 D& 49 02 00 00 00 6E 70 27 27 OF |OI----Sorryfa---r=''*- pelIecenpt .
26000 01 00 00 00 A7 26 OF m """ g4

Note that the date, time and user names appear to be encrypted.

Chat can also be cleared at the click of a button. This erases chat both within the program and inside
the chat log file.

1"‘1 GigaTribe v2. 50 - Lesterb4: Free [EasyConnect]

&+ All users
&* Picture Traders

rE Le

Clear all messages history

_iedr pUbiic messages msLory

Clear private messages history

Lester3? for Lestercd{04/03 107
Lester6d for Lester32(04/03 10:00}
Lester32 for LesterG4{04/03 10:01): |
LesterGd for Lester32{04/03 10:01): Jus
Lesterbd for Lester32{04/03 10:01): Sar
Lester3? for Lester6d{04/03 10:01): np

: Lon

¥

: Dude how you been?
: Real good, u?

»what you like?

kin far same pics here
interests are varied....u?

3 horton fan. Got any horton pics?
g ones you sent me last week.

Drop-Down
Menu to Clear
Chat Log.

ry
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c._Search History:

Search History does not appear to be logged. There is no record of search terms used. This appears to exist only
in memory while the search term is displayed.

d. Uploads:

There does not appear to be a log or other record of what has been uploaded. In fact, this seems to be a selling
feature of the program. There is therefore, no way of knowing what has been shared with other users.

About security

Security is, of course, GigaTribe "s major concern
I I Only the people you ve invited can see your files,

l Only the folders you have selected are visible to your
= contacts,

Ewvery exchange is strongly encrypted - No-one can
know what is being exchanged.

e. Shared Folders:

The share names are stored in the Windows Registry in plain text as noted above. However, the path to these
shares is encrypted. Other means of determining the actual folders being shared on a suspect's computer will

be required. For instance, a unique folder name may allow you to draw an inference that that is the shared
folder listed in the Registry.

Note that you cannot share a non-existent folder in GigaTribe. Gigatribe appears to hook the Explorer service in
Windows and requires you to browse to the folders you wish to share.

0 :' Mame - Files
i u,:' - ) =1 My Pictures q
B T -
[ Gigatribe
[Ty Gigatribe First Run
#-{75) Gigatribe Instal
T InControls
=h g My Computer
- 31 Floppy (A1)
[z DWD Drive (D)
-3 B ()] [
if;, 4 2y’ (M)
|3 Les's Documents
| g Local Disk (C:)
{7 Shared Documents
[+ Q MMy Documents
-8 My Metwork Places
F#+{C7) Procmon

|- [ B ]
e

I+
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f. Friends List:

| could find no record of a "friends" or "contacts" list on the computer. This information appears to be stored on

the server side, and would likely require judicial process to obtain this information from Shalsoft, which is
located in France.

g. Web Interface "Private Area"

The user can connect to a "private area" via a web browser from within the GigaTribe program interface:

My user: Lesterbd
Modify my profile Modify my shared folders | Connect to my private area

Mame -~ Last}, I - Wersion
=] %2 Dthers
= %2 Picture Traders [1 /1]

& Lesterd2 Connected EasyConnect 249

Clicking on this hyperlink opens a new window in the default web browser and logs the user into their "private
area" on the GigaTribe server, at the following web address:

http://www.gigatribe.com/private/private_info.php
The first time this is done, a new file is created at:
C:\Documents and Settings\{user}\Application Data\Gigatribe
called "server.log". This file records a "Get" request and displays the IP address of the machine making the

request. This file appears to contain historical information and may be of forensic value. It may contain
information concerning files that are stored online in the "private area".
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Why GigaTribe Buy Ultimate Help Private area

@ GigdTribe

Information | Invite your friends | My shared folders Connected as:Lester64 (3 Disconnect
Date of information update: 03/Apr/2009 - 05:28:02 Update information
User Licence Connection Software
z Currently connected: Version number: 2.50
Ultimate Yes - EasyConnect
Ultimate: No O
: Last connection:
Buy the Ultimate version 03/Apr/2009
Public IP address:
91.121.133.145
Username: I;grt (Tcp):
Lesterc4
Creation date: Private IP address:
25/Mar/2009 Relayed
Maximun number of
contacts:

1000

Clearly the Private Area contains a lot of useful information about the user, including shared folders. If this web
page can be recovered on a suspect computer, it would be very valuable. If not present in the Web Cache,
unique search expressions could be developed to find the file in unallocated space or other system files.

FOR FURTHER STUDY:

* | have not developed any search expressions to search for deleted chat, search terms, or upload file
records which may be present in unallocated space or other system files.

* All of my testing to date has been on the "free" version of GigaTribe. | was not able to determine what
files and folders are changed, added or deleted when one upgrades to the "Ultimate" version, if any. |
suspect that most of the additional program functionality of the "Ultimate" version is enabled on the
GigaTribe server side when one starts the program and logs into the GigaTribe network.

® | encountered GigaTribe for the first time during a Child Pornography investigation in which the suspect
had installed GigaTribe and used it to trade Child Pornography with other GigaTribe users. | suspect the
suspect had the Ultimate version of GigaTribe, due to the presence of several registry keys not present
on my "free" installation test machine. However, | was unable to confirm this. | could not locate an
"installation log file" or other artifact which stated version information. | therefore do not have a
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method for determining which version is installed on a specific computer.
e The encryption scheme used to encrypt the username and shared folder paths is unknown. If this
encryption algorithm were better understood or broken, additional information would be available to

investigators from the Windows Registry.

e Develop search terms to find the GigaTribe "Private Area" web page in unallocated space or other
system files.

e (Clarify the ways in which a user can interact with their online "Private Area" and whether or not users
can access this area.

CONCLUSION and SUMMARY:

GigaTribe is an interesting program from a forensic standpoint. While many aspects of the program are
encrypted, easily deleted or not recorded at all, there is substantial information to be gathered from server logs
and registry keys, as noted above.

® In particular, chat, if not erased, is stored in the "ChatHistory{username}.bin" file.

® The user's custom greeting message is save in the Windows Registry in plain text.

e Arecord of shared folder names is stored in the Windows Registry. These folders can be identified on
the suspect computer and if it is ascertained that Child Pornography is present, this can help to support
a charge of "making available".

e Historical program usage information is available from the "session.log" file.

e Determine if the user connected to their web-based "private area" on the GigaTribe server, based on
the presence of the "server.log" file.

e The "Private Area" web page could potentially be recovered from the Web Cache on a suspect
computer.
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