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July 2, 2008

Mr. Kevin Taylor

Legal Support

GMail, Google, Incorporated
1600 Amphitheatre Parkway
Mountain View, California 94043
Fax: 650-249-3429

Kevin,

The below listed account is subject to an ongoing criminal investigation and at this time a
Sealed Search and Seizure Warrant has been issued authorizing the collection of information as
outlined. Once this information is received further investigative action may be sought to include
the cloning / electronic interception of the below listed account.

Gmail, Google, Incorporated Account ID “  XXXXXXXX" or “ XXXXXXX@gmail.com .

(1) Subscriber and account information including name and address.

(2) Payment history for premium services.

(3) Date that account was created.

(4) Current account status.

(5) Alternate contact information including email addresses.

(6) Login records with associated IP Addresses.

(7) Any (sent, read, unread, deleted, archived) email associated with this account along
with any attached files.

(8) Any additional information maintained or within the databases of GMail, Google,
Incorporated

This request is made in reference to Title 18 Section 2703(f) in regards to Access to Wired and
Stored Communications.

The account must be kept active and no interruption S can take place.
Do not disclose the existence of this requestto an  yone.
Disclosure could impede an ongoing criminal investi gation.

Please contact me with any questions. If possible to speed the process the information can be
emailed prior to sending hard copy.
Thank You,

Detective Richard Peacock #4740

Baltimore County Police Department

Vice / Narcotics Section ,m_ :

410-887-1870 ALA

rpeacock@baltimorecountymd.gov
Nationally Accredited Since 1984  «»mm¥d.




DISTRICT/CIRCUIT COURT
FOR
XXXKXXXX COUNTY

APPLICATION AND AFFIDAVIT FOR SEARCH AND SEIZURE WARRANT

TO: TheHonorable , Associate Judge of the District/Circuit
Court for Baltimore County, State of Maryland.

Application is herein made for a Search and Seizureaffm that there is
probable cause to believe that evidence relating to theiviolaf the laws pertaining to
Controlled Dangerous Substances as defined in Sectio®s30R(d) through CR 5-904
of the Criminal Law Article of Maryland is containedthin the GMail, Google, Inc.

account of:

XXXXXXXXX

More particularly described as:

GoogleID:  XXXXXXXXX
GMail: XXXXXXXXX@gmail.com

Retained at the GMail, Google Incorporated Operatiomaldduarters located at:

GMail, Google, I ncorporated
Custodian of Records

1600 Amphitheatre Parkway
Mountain View, California 94043
Phone: 650-253-0000

Fax: 650-649-2939

Your Affiants areXXXXXXX andXXXXXXX members of theXXXXXX
County Police Department.



EXPERTISE

Enter Expertise Here

PROBABLE CAUSE

Enter Probable Cause Here

Google Inc. (NASDAQ: GOOGandLSE: GGEA) is anAmericanpublic
corporation earning revenue frordvertisingrelated to it$nternet searghweb-based e-
mail, online mappingoffice productivity social networkingandvideo sharingas well as
selling advertising-free versions of tee@me technologiesGoogle's headquarters, the
Googleplexis located irviountain View, California As ofMarch 31 2008the
company has 19,156 full-time employees. A®acfober 312007, it is the largest
American company (bgnarket capitalizationthat is not part of thBow Jones Industrial

Average

The Google web search engiigethe company's most popular service. As of
August 2007, Google is the most usedrch enginen the web with a 53.6% market
share, ahead &fahoo!(19.9%) and.ive Search(12.9%). Google indexes billions of
Web pages, so that users can search for the inforntaggrdesire, through the use of
keywordsandoperators Google has also employed the Web Search technaltmy i
other search services, including Image Sedbcngle Newsthe price comparison site
Google Product Seargcthe interactiveJsenetarchiveGoogle GroupsGoogle Mapsand

more.



In 2004, Google launched its own free web-based e-maiksekmown assMail
(or Google Mail in some jurisdictions). GMail featusgmme-filtering technologgnd the
capability to use Google technology to search e-maik SEnvice generates revenue by
displaying advertisements and links from @V ordsservice that are tailored to the

choice of the user and/or content of the e-mail nggessdisplayed on screen.

Google runs its services on severailver farmseach comprising thousands of
low-cost commodity computers running stripped-down versiéhsoix. While the
company divulges no details of its hardware, a 2006 estitate450,000 servers,

"racked up in clusters at data centers around the world."

Your Affiants know through training, knowledge and experie he¢ GMalil,
Google, Inc. maintains records and other vital data asedaoidth their subscriber
accounts including but not limited t@subscriber and account information including
name and address, payment history for premium services, date that account was
created, current account status, alternate contact information including email
addresses, login recordswith associated | P addresses and any (sent, read, unread,
deleted, archived) email associated with the account along with any attached files).

Your Affiants also know thakXXXXX currentlyhas or had an email account

with GMail, Google, Inc. as described previously.

Your Affiants further know through training, knowledge and eiqrere that
persons involved in illegal criminal acts will utilizenaus forms of communication such
as cell phones, landline phones, pagers, Internettelxdimessaging and email to further
facilitate their criminal acts and to communicate vatihconspirators.

Therefore, your Affiants pray that a search and seimarrant be issued
authorizing with the proper assistance that GMail, Godgéarporated provides
Certified Copies of:



(1) Subscriber and account information including name and address.

(2) Payment history for premium services.

(3) Datethat account was created.

(4) Current account status.

(5) Alternate contact information including email addresses.

(6) Login recordswith associated |P Addresses.

(7) Any (sent, read, unread, deleted, archived) email associated with this
account along with any attached files.

(8) Any additional information maintained or within the databases of GMail,

Google, Inc.
Subscribed and Sworn to, this day of July 2008.
Detective X XX XXX Detective X XXX XXX

XXXXXXX County Police Department X XXXXXX County Police Department

Judge of the Circuit/District Court
For XXXXXXX County, State of
Maryland



SEARCH AND SEIZURE WARRANT
COUNTY OF XXXXXXX, STATE OF XXXXXXX

The state of Maryland to Detecti¥e{XXXXX andXXXXXXX , members of the
XXXXXXX County Police Department, or any other duly authorizdidgofficer.

GREETINGS:

WHEREAS:

It appears to me, the subscriber, a District/Circotn€Judge of Baltimore
County, State of Maryland, aforesaid, by written apgibcaand information which is
attached hereto and incorporated herein by reference,tdod hhas been sworn to and
signed by DetectiveXXXXXX andXXXXXXX , members of th&lXXXXXX County
Police Department, that | have probable cause to belexevidence of violations
relating to the laws pertaining @ontrolled Dangerous Substances as defined in Sections
CR 5-303(d) through CR 5-904 laws of the Criminal Law Artafidlaryland is

contained within the GMail, Google, Inc. account of:

XXXXXXX

More particularly described as:

GoogleID:  XXXXXXX
GMail: XXXXXXX@gmail.com

Retained at the GMail, Google Incorporated Operatiomaldduarters located at:

GMail, Google, I ncorporated
Custodian of Records

1600 Amphitheatre Parkway
Mountain View, California 94043
Phone: 650-253-0000



Fax: 650-649-2939

The grounds for the search and the basis for the probabte are as fully
specified in the written application and affidavit of Bettve XXXXXXX and
XXXXXXX , members of th&XXXXXX County Police Department, which is attached

hereto and incorporated herein by reference.

The reasons and probable as set forth are the groundi® fissuance of this
warrant as prescribed by the provisions of Section 1-203:dZtiminal Procedure of

Maryland.

You are, therefore, hereby commanded, with necessdrgraper assistance, to
provideCertified Copies of:

(1) Subscriber and account information including name and address.

(2) Payment history for premium services.

(3) Datethat account was created.

(4) Current account status.

(5) Alternate contact information including email addresses.

(6) Login recordswith associated | P Addresses.

(7) Any (sent, read, unread, deleted, archived) email associated with this
account along with any attached files.

(8) Any additional information maintained or within the databases of GMail,

Google, Inc.

HEREOF, Fail Not at Your Peril and Have You Then ahdré This Warrant.
Given, Under My Hand and Seal, This Day of 2008.

Associate Judge of the District/Circuit Court
For XXXXXXX County, State of Maryland



