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GOOGLE INC.’S MOTION TO STAY PRODUCTION PENDING
APPEAL OF MAGISTRATE’S ORDER AND MEMORANDUM IN SUPPORT

This matter involves a grand jury investigation of the Wikileaks publication of State

Department cables and related mattess. The fact of the investigation has been widely reported in

the New York Times and other news publications, across the Internet and around the globe,!

Demands have been made to third party service providers, including Googie Inc. (“Google™),

seeking compelled disclosure of information such as with whom the subject users of those

services communicated and which computers they used to do so. The Google Gmail user

i -'15 the subject of such a demand issued by this Court.on January 4, 2011 (the “Order”).2

Because of the already public nature of the Wikileaks investigation, and the fact that ancarly

identical oxder to Twitter involving the same account identifier ‘-had been unsealed by

! See, e.g, Scott Shane and John F. Burns, U.S. Subpoenas Twitter Over WikiLeaks Supporters, N.Y. Times, Jan. 8,
2011, hitp://www.nytimes.com/2011/0 1/09/world/09wiki htm (fast visited Jan. 13, 2011); Anthony Boadle, U.S.
orders Twitter to hand over Wikileaks records, Reuters, Jan. 8, 2011,
http:!(www.reuters‘com!arﬁclefidUSTRE‘m?164201 10108 (last visited Jan. 14, 2011); Ravi Somaiya, Release on
Bail of WikiLeaks Founder Is Delayed by Appeal, N.Y. Times, Dec. 14, 2010, available at
http://www.nytimes.com/2010/12/15/world/europe/1 Sassange.html?sre=twrhp (last visited Jan. 3, 2011); Assange
attorney: Secret grand jury meeting in Virginia on WikiLeaks, CNN Justice, Dec. 13, 2010,
http://articles.cnn.con/2010-12-1 3fjustice!wikileaks.investigaﬁon_l_julian—assange—wiki!eakx—case—gmud—
jury?_s=PM:CRIME (last visited Jan. 3, 2011); Dan Goodin,
The Register, Dec. 13,2010, available at hitp://www.theregister.co.uk/2010/12/13/assange_grand_jury/ (last visited

Jan. 3,2011).

2 ¢oe Declaration of John K. Rache, Ex. 1 (“Roche Decl.”).

Grand jury meets to decide fate of WikiLeaks founder,



this Court in the same Grand Jury proceeding (“Twitter Order”),3 Google filed a motion to
_madify the Order. Google’s motion requested that it be permitted to give notice of the Order to
" the Gmail user and the user’s attorney so they would havea meaningﬂ opportunity to contest
© -~ thé request. Shortly after Google filed its motion, e iiser identified as ‘-’ in the Twittér
Order filed his own motion to vacate the Twitter Order.* That motion was unsealed by this Court
and posted on the Internet by the user’s attorneys on February 8, 201 1.3 Despite the publicity
surrounding the Twitter Order and the related motions, on February 9, 2011, Magistrate Judge
-denied Google’s request to provide immediate notice of the Order to its user.® Instead,
Magistrate Judge- authorized Google to provide notice of the Order to the user 90 days
after production unless the government obtained a maximum 60-day extension of the non-
notification period.” However, because the government’s interest in -elec_tronic
communications is already so well-publicized and there is no risk‘ of destruction of evidence, a
nondisclosure period of any length is not justified under these circumstances. Accordingly,
" Google has today filed its Objections to Magis&ate’s Order of February 9, 2011 and Notice of
Appeal Pursuant to Fed. R. Cr. P. 59.
By this motion, Google requests an order to stay production of documents and
information in response to the Order while its concurrently ﬁled Objections are pending. Google
respectfiilly submits that a stay should be granted because, as demonstrated in its Objections, it

‘|has made a strong showing of likely success on the merits. Furthermore, Google and its

3 Roche Decl,, Ex. 2
* 4. Ex. 3.

5 Sze Electronic Frontier Foundation, Legal Battle Over Government Demands for Twitter Records Unsealed by
Court, Feb. 8, 2011, http:l/www.eff.orgfpms(archivesﬁﬂl 1/02/08 (last visited on Feb. 16, 2011).

% 1d, Ex. 4.
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subscriber will suffer irreparable injury absent a stay because without a stay the very injury that

" Gaogle sceks to avoid, production of documents and information without notice to its subscriber,

will oceur. Furthermore, the issuance of a stay will not injure the government, as it has already
agreed to delay pmductior; of identical documents and information in response to the Twitier
Order and can offerno explanatio.n as to why the documents and information sought by this -
Order are urgently needed. Google has also preserved the requested records, thus there is no
danger of loss or destruction of the information sought. Finally, the issuance of a stay is in the
public’s interest because the public can have no interest in the enforcement of an unjustified
nondisclosure provision and a stay will ensure that the user is afforded an opportunity to assert
“any Constitutional or statutory rights he or she may have with régard to the Order.
The pertinent factual background is set forth in Google’s Objections to Magistrate’s
Order of February 9, 2011 and Notice of Appeal Pursuant to Fed. R. Cr. P..59, which were also
filed today. Rather than burden the Court with a duplicative recitatio_n of facts, that factual
background is expressly incorporated herein.
A.  Standard of Review |
The court’s decision whether to ;c,rrant a stay pending appeal is govémed by fOl.ll' facto;s:
1) whether the stay applicant has made a strong showing of likely success on the merits;
2) whether the applicant will suffer irreparable injury absent a staﬁ; 3) whether issuance of a stay
will injure other parties to the proceeding; and 4) how issuance of a stay will affect the public

interest. U.S. v. Dyer, 750 F. Supp. 1278, 1299 n.40 (E.D. Va. 1990).




B. The Court Should Grant a Stay of Production Pending Google’s Appeal

1. Google Has Made a Strong Showing of Likely Success on the Merits

As set forth in Google’s Objections to Magistrate’s Order of February 9, 2011 and Notice

of ZAppeal Pursuant to Fed. R Ci- P59, Google is likely to succeed on the merits because the

govemmel}t’s investigation of Wikileaks generally, and its interest in the -user name
specifically, is a matter of public record, thus obviating the need for the Order’s nondisclosure
provision. Furthermore, the Order, like the Twitter Order, may present subsiantial Constitutional
and statutory concems that the user may wish to raise before this Court. Additionally, given that
the Order’s nondisclosure provision is a prior restraint on Google’s First Amendment right to
communicate with its users, a nondisclosure period of any length is not justified under these
circumstances. Finally, Google has preserved the requested records, thus there is no danger of
loss or destruction of the information sought. Accordingly, Google respectfully submits it has a

strong likelihood of success on the merits.
oy Google and its User Will Suffer Irreparable Injury Absent a Stay -

Google brings its obj-ections in order to provide its user with the opportunity to assess
whether the Order, like the Twitter Order, presents substantial constitutional and statutory issues
that the user may wish to raise before this Court. If Google must comply with the Order before a
ruling is issued on its Objcctions, the government will have obtained the very information that
the user may seek to protect befoie the user ever has an opportunity to object. Hence, the
government will have gotten the documents and information it secks, and any knowlédge derived
therefrom cannot simply be erased from the minds of the government’s lawyers even if the user
were to subsequently prevail on appeal once he or she eventually receives notice of the Order.

Maness v. Meyers, 419 U.S. 449, 460 (1975) (“Compliance could cause irreparable injury




because appellate courts cannot always ‘“unring the bell’ once the information has been

released.”); fiz re. Gt‘én.d Jury Proceedings, 601 F.2d 162, 169 (5th Cir. 1979) (Maness rule may _

apply to pre-trial proceedings and surrender of non-constitutional rights or privileges).

Vioreover, “th?Sﬁpi@‘me‘Cn‘urt*hax-‘rexptained“that‘loss*ofFirst-Annendment-ﬁecdums,—for-even——--—~———
minimal periods of time, unquestionably constitutes irreparable injury.”” Newsom ex rel.
" Newsom v. Albemarle County School Bd., 354 F.3d 249, 261 (4th Cir. 2003) (quoting Elrod v.
Burns, 427 U.S. 347, 373 (1976). Therefore, to the extent the Court foresees any possibility that
the Order impinges on Google’s or its users First Amendment rights, those rights will suffer

irreparable injury absent a stay.

3. A Stay Will Not Injure the Government

The issuance of a stay will not injure the government, as it has already agreed to delay
production of identical documents and information in response to the Twitter Order and can offer
no explanation as to why the documents and information sought by this Order are urgently |
needed: Indeed; the govemment filed a motion to delay the hearing on Gnogle,-’s original motion
until after Judge Buchanan had an opportunity to rule on the Twitter Order. Moreover, to the
_ extent the Court agrees that Google is likely to succeed on the merits of its claim, the
govemment cannot suffer any harm from'a stay pending appeal. Newsom, 354 F. 3d at 261
(appellee suffered no harm by jssuance of an injunction preventing it from enforcing a regulation
that was likely to be found unlawful}). Finally, Google has preserved the requested records, thus
there is no danger of loss or destruction of the information sought if the Order is stayed.

4. Issuance of a Stay Will Serve the Public Interest

The issuance of a stay is in the pub_lic’s interest because the public can have no interest in

the enforcement of a nondisclosure provision where the underlying grand jury investigation and




the government’s interest in the electronic communications of the- user name are so

public. McHem v, C.IR., 558 F.3d 326,334 (4th Cir. 2009) (quoting /n re Grand Jury Subpaena,

438 F.3d 1138, 1140 (D.C. Cir. 2006)) (it is a “‘common-sense proposition that secrecy is no
AIonger—"‘r,tecessary”-—when—the—contents-*of—-~grand~ ~jury- matters--have-become public.’).
Furthermore, a stay will ‘ensure that the user is afforded an opportunity to assert any
Constitutional or statutory rights he or she may have with regard to the Order. Newsom, 354

F.3d at 261 (“Surely, upholding constitutionai rights serves the public interest.”).
1. CONCLUSION '

For the reasons stated, Google requests an order to stay production of documents and

information in response to the Order while its concurrently filed Objections are pending.

DATED this 17th day of February, 2011. - Respcctﬁﬂw
By

Tohn K S&ache (VSB# 68594)

St., N.W., Suite 600
Washington, D.C. 20005-3960
Phone: 202-434-1627

Fax: 202-654-9106
JRoche@perkinscoie.com

Albert Gidari (pro hac vice pending)
Perkins Coie LLP

1201 Third Avenue, Suite 4800
Seatile, Washington 98101

Phone: 206-359-8000

Fax: 206-359-9000
AGidari@perkinscoie.com.

_Attorneys for Geogle Inc.
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CERTIFICATE OF SERVICE

. hereby cexify that on this 17th day of February, 2011, the foregoing docurent was sent via_ .

hand delivery and email o the following persons:

Assistarit United States Attorney

United States Attorney’s Office

Eastern District of Virginia

Justin W. Williams United States Attorney’s Building
2100 Jamieson Avenue :
Alexandria, V. 22314-5794

Attorneys for the United States

By

John

P
. 700

/Roche (VSB# 68594)
ns Soie, LLP
- N.W., Suite 600

Washington, D.C. 20005-3960
Phone: 202-434-1627

Fax:

202-654-9106

JRoche@perkinscoie.com

Attomneys for Google Inc.
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

ALEXANDRIA DIVISION
)
_ - . ) Misc. No. 10GJ3793
~IN RE 2703(d) ORDER AND 2703(f) )
PRESERVATION REQUEST RELATING ) 11-DM-2

TO GMAIL ACCOUNT ) '
) FILED UNDER SEAL

)

DECLARATION OF JOHN K. ROCHE IN SUPPORT OF
GOOGLE INC.’S OBJECTIONS TO MAGISTRATE’S ORDER OF FEBRUARY 9, 2011
AND NOTICE OF APPEAL PURSUANT TO FED. R. CRIM. P. 59 AND MOTION TO
STAY PRODUCTION PENDING APPEAL OF MAGISTRATE’S ORDER

I, John K. Roche, declare as follows:
1. I am an attorney licensed to practice in the Commonwealth of Virginia and the
District of Columbia, and am admitted to practice before this Court. I am an associate in the law.
firm of Perkins Coie LLP, counsel of record for Google Inc. ("Google”) in this action. As one of
- the attorneys with responsibility f(')r the fepresentation of Google in this matter, I havé personal
knowledge of the-facts set forth below and am competent to testify about the matters stated
| heréiﬁ. | | | | | |
2. Attached hereto as Exhibit 1 is the January 4, 2011 order of this Court issued to
Google pursuant to 18 U.S.C. § 2703(d) (the “Order”) in the above-referenced matter.
3. Attached hereto as E}glﬁbit 2 is the December 14, 2010 order_of this C?urt issued
to Twitter pursuant to 18 U.S.C. § 2703(d) (the “Twitter Order”) in the above-referenced matter.
4. Attached hereto as Exhibit 3 is the January 26, 2011 Motion of Real Parties in
Interest Jacob Appelbaum, Birgitta J(;nsdottir, and Rop Gonggrijp to Vacate December 14, 2010

Oxder.



5. Attached hereto as Exhib‘it 4 is the February 9, 2011 Order Granting in Part and
Denying in Part Google’s Mation to Modify 2703(d) Order for the Purpose of Providing Notice
to User.

6. Aftached hereto as Exhibit 5 is the January 5, 2011 order of this Court unsealing
the Twitter Order.

7. Attached hereto as Exh'ibit 6 is the January 12, 2011 preservation request issued to
Google pursuant to 18 U.S.C. § 2703(f) in thé above-referenced ma&er.

8. Attached hereto as Exhibit 7 is the Response of the United States to éoogle’s
Motion to Modify 2703(d) Order for the Purpose of Providing Notice to User.

I declare under penalty of perjury under the laws of the United States of America that the

foregoing is true and correct.

Executed this 17th day of February, 2011 m@

JohnK.Roche =~ ——




CERTIFICATE OF SERVICE

I hereby certify that on this 17th day of February, 2011, the foregoing document was sent via
hand delivery and email to the following persons:

Assistant United States Aftorney

United States Attorney’s Office

Eastern District of Virginia

Justin W. Williams United States Attomney’s Building
2100 Jamieson Avenue
Alexandria, VA 22314-5794

Attorneys for the United States
By / =

J . Roche (VSB# 68394)
ie, LLP-

700 13th St., N.W., Suite 600

Washington, D.C. 20005-3960

Phone: 202-434-1627

Fax: 202-654-9106

JRoche@perkinscoie.com

Attorneys for Google Inc.
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. DEC. 14,2010 4:15%M | Y R

UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION

_ )
"IN RE APPLICATION OF THE )
UNITED STATES OF AMERICAFOR ) MISC. NO. 10GI3793
AN ORDER PURSUANT TO ) : :
)
)

13 U.S.C. § 2703(d)
Filed Under Seal

ORDER
“This matter having como before the Coust pusnant to an application under Titlo 18, United

States Code, Section 2703, which application requests the issuance of an order under Title 18,
United States Code, Section 2703(d) directing Thwitter, Jne, an electron{e communications
service provider and/or a remote computing sesvice, located in San Francisco, Califomia, to
dis¢iose cerfain records and other information, as sot forth in Aﬁg,chmen! Ato this Or}ler, the
Coust finds that the applicant has offered specific end articulable facts showing that there aro
reasonable gronnds to believo that tho records or other informatlon sought axs relovant and
materiel to an ongoing criminal investigation. |

IT APPRARING that the information sougiat {s relevant and materisl to én ongoing
criminal investigation, and that prior notice of this Order to any ﬁerson of thig investigation or
thig application and Otder entered in connection therewith would sgrlqusiy Jeopardize the
investigation; |

IT"1§ ORDERED pursuaato Tile 18, United Statos Code, Soction 2703(3) that Tter '
Yno. will, within three days of the date of this Order, furm over ta the United States the records

and other information as set forth in Attachment A to this Qrder.



- DEC. 14.2010 4:150H ' 10,9530 P, /4

ﬁ' IS FUilTHBR ORDERED thet the Clerk of the Court shall provide the United States
Attorney’s Office with three (3) certified copies of this application and Order,

ITIS FUR:I‘HBR QRDERED that the application and this Order are sealed until
otherwise otdered by the Coutt, and that Twltter shall not disclose the existence of the
application or this Order of the Court, or the existence of the investigation, to the listed
subseriber or to any other person, unless al;dunﬂl authorized to do so by the Coust.




- DEC. 14,2010 4:15PM

K0.2530 P 474

ATTACHMENT A

You are to provide the foll tnformation, if available, proferably as data files on CD-ROM,
electronic media, or ¢mail  ofherwise by fosimils to TN

A. The foltuwing customet o subsceibes account fnformation for cach acoount registered to or

agsociated with

A

time petiad Novernber 1, 2009 to present:

suibscriber names, SO MAIMES, Sorecn names, oF othier identitios;

malling addresses, residentlel addresses, businegs addresses, c-mail addresses, and
other contact information;

coméction records, of records of session timed and durations}

feagth of service Gncluding start date) and types of servica utilized; .
telephone or insirument number of other subscriber mumber or identity, lncluding any
temporaﬂlyassignedumwoﬁaddrcss; and -

mesna and source of payrnent for such service (including sny-credit card or bank
account pumber) and bitling records. )

B. Al recordsand other information relating to the accourt(s) and time petiod In Part A,
including:

secords of user activity for any conncctions made.to or from the Account, including
the date, thme, length, and method of connectlons, data transfer volume, user n5me,
ang source and destinationt Tnternet Protocol address(es); .
non-content information associated with the contents of any cotnmunication orfile
stored by or for the gecount(s), such as the saurce and destination smeil addresses end
TP addrosses. - . N
cotrespondence and notes of records related to the account(s).”
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L INTRODUCTION
- Real parties in interest J acob Appelbaum, Birgitta J onsdottir, and Rop Gonggrijp
(collectively “Parties”) hereby move to vacate the Coust’s December 14, 2010 Order requiring
Twitter, Inc. to Qisclose extensive information related to theit private Twitter accounts pursuast
to section 2703(d) of the Stored Communications Act, 18 U.S.C. § 2701 et seq. (“December 14
Order” or “Oxder”). Thereis no reasonable basis for the Order and the Court should vacate it for
the following reasons. ’

First, the face of the December 14 Order demonstrates that the government’s ex parfe
Application purportedly “showing that there are reasonable grounds” for the Order likely
contains material errors or omissions that rendex the Application insufficient.! ﬁe face of the
December 14 Order indicates that the government’s underlying investigation presumably relates,
in some way, to the website WikiLeaks. Under 18 U.S.C. § 2703(d), therefore, any application
must provide “specific and articulable facts™ showing that the Parties” Twitter information
sought is both “relevant” and “material” to an on-going investigation about Wikileaks. No such
“specific and articulable facts™ could have been provided here, however, because the govemment
has sou;g,ht information about all of the Parties” Twitter-related publications and speech overa 6
1% month peried of time and all of the Paxties’ Twitter-based direct messages between themselves
and certain others, even though the vast méjority of that information has nothing to do with
WikiLeaks at all. As such, non-WﬂdI.eaks—related information cannot be relevant or material to
2 WiliLeaks-related investigation and the govemment’s Application cannot bave provided the
specific facts needed to justify a proper § 2703 order. o .
) §eoqnd, _thé Qrder intrude_s upon i_mpox:t_ax.xt Fust Amendment righ_ts: It ig iml;eﬂn_issibly_
‘overbroad because it demands production of information that will not directly further the
government’s purported jnterests. Moreover, to the extent that the Parties’ Twitter accounts are

subject to government snooping because of what the Parties have said and because of who they

T Ag detailed further below, the govemment’s refusal 10 provide the Parties withiits Application,

* " ¢herefore denying the Parties an opportuiity {6 réspond divectly to its assértions, does not preveiit
the Parties from challénging these problerms because courts have long recognized the right to
challenge third-party production demands—even wheze the request is cloaked insecrecy. In -
light of this secrecy, the Parties have filed a companion Motion to Unseal the Application. Ifthe

" Court orders disclosure of such materials, the Parties will supplement this Motion.
0015.01 A 1




know, that it impermissable. They each spoke on Twitter about what has become a political
cause, i.e., the WikdLeaks website and its founder Tulian Assange. But, the First Amendment
garantees their right to speak up for and freely associate with even unpopular people and
causes. Where a disclosure demand implicates First Amendment freedoms, it must be
scmtinized with special care and governmental ﬁshing expeditions that improperly intimidate
and silence caninot survive First Amendment scrutiny.

Third, the Order threatens the Parties” Fourth Amendment nghts because disclosure could
reveal ﬂlat the Parties were located in part«mlar private spaces at parllcular times—information
mwhxch they maintain a reasonable expectation of privacy. The government cannot track
movements and location that may reveal intimate details of a person’s life without the safeguards
of a valid warrant based on probable cause.

Fourth, because the Order and Application raise serious constitutional concerns, the
Court should exercise its discretion under § 2703(d) to require the govemmmt to obtain a
warrant based on probable cause. The Court should exermse this discretion hete fo avoid the
constitutional questions raised by warrantlm disclosure and ensure that the Parties’ rights are
not improperly trampled.

-Finally, the demand for mformanon about Ms. Jonsdottir—a Member of the Icelandic
Parliament—is contrary to Icelandic law and creates a disturbing precedent regardmg a foreign
government’s ability to collect private data from another country’s officials.

When @ngﬂs amended the Stored Communications Act in 1994, it emphasized the
need to “guard against ‘ﬁsin'ng expeditions’ by law enforcement.” See H.R. Rep. No. 103-827,
at 3] -32 (1994), repnnted in 1994 US.CA.A. N. 3489, 3511-12. Here, the Court should do just .

" that by vacating the December 14 Ordér and denying the government’s Application for records . . .
related to the Twitter accounts associated with “rop_g”; “ioerror,” and “birgittaj.”
II. BACKGROUND
On Deccmber 14, 2010 this Court entered a sealed order directing Twitter, Ine. to

S provxdc the govemmmt w1tb records and other mfomlatton telafed to the aucaunts of several of ~ "

£

5.
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its users, including the Parties here. Sear; Decl..,2 Exh. 1 (the “Dec. 14 Order’). OnJanuary 5,
2011, the Court unsealed the Order. Sears Decl., Exh. 2. Twitter informed the Farties of the
record demand two days later. See, e.g., Sears Decl., Exh. 3.

The Parties” Motion for Unsealing of Sealed Court Records, filed concurrently, provides
a detailed factual and procedural background. The Parties incorporate that discussion by
reference rather than repeat it here. See Motion for Unsealing of Sealed Court Records at 46.

Tn sum, the December 14 Order requires Twitter to provide the government with records
related to the I‘arti&s’ Twitter accounts —including home addresses, connection records, and
Tntemet Protocol addresses.> See Exh. 1 (Dec. 14 Order at Attach. A). Twitter is an on-line
communications tool that permits users to express their thoughis in individual messages
(“Tweets”™) of 140 characters or less. See Motion to Unseal at 4-6; see also
http://twitter.com/about. Theheart of the service is short, public text messages that express
opinioné, relate thoughts, and provide commentary. Users can also provide links to other
websites (if space permits), “re-tweet” (L.c., re-publish) Twitter messages made by others, and
send direct messages to other users. -

Here, all three P:arties——J acob Appelbaum, Birgitta Jonsdottir; and Rop Gonggrijp—have
public Twitter feeds they use to express opinion and share commentary on public events and
issues. Anyone can read their Tweets at the Twitter website and anyone can sign up to follow
the Parties® Twitter feeds. Each of the Parties uses Twitter extensively and/or has thousands of
“followers” who follow what they post.

On its face the Dec. 14 Order secks information about all of those _w]':o reccived the

. Parties’ publications aqd_ private messages, r_napping th.e_ir associations and_audie_nce: Even after
"the actual information to be produced under th; Order was narrowed by thie governineat I;ursuént "

to concems raised by Twitter,! it requires Twitter to disclose such information for all of the

2 Declaration of Stuart Sears In Support of Motion Of Real Parties In Interest Jacob Appelbaum,
Birgitia Jonsdottir, and Rop Gonggrijp to Vacate December 14. 2010 Order (hereinafter “Sears
3 A Jnternet Protocal (“TP") address i§ a unique numerical address that identifies individual
"computers or other devices s they interact over the Interniet, See infra at HLC: )
1 The govemnment has not conceded that its original Order was improper in any manner. Norhas -
the government agreed never to ask for the full scope of the originally demanded information.
4001501 .
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hParties’ Twitter-related speech (.called “Tweets”) for multiple months, i.e., November 1 5,2009
to June 1, 2010, regardless of any connection between the postings and WikiLeaks. Sucil
information is also requested for all of the Parties’ Twitter-based direct messages between each
other during the same multi-month time period—again, regardless of any connection between the
messages and WikiLeaks. The Order’s breadth is significant because _each of the Parties use
Twitter extensively and/or have thousands of “followers” who follow what they post— as of
Jamary 25, 2011, Mr. Appelbaum has posted 7,909 Tweets and has 10,699 followers, Ms.
Jonsdottir has posted 1211 Tweets and has 5,904 followers, and Mr. Gonggrijp has posted 77
Tweets and has 4223 followers. Mr. Appelbaum, Ms. Jondottix and Mr. Gongrijp have also all
published many Twitter messages that are wholly unrelated to WikiLeaks, including tweets
which comment on the political situations in Tibet and Tunisia, comment on the Ieelandic
volcano that blanketed Europe with ash in 2010, or address issues such as the TSA, obscenity
and gay marriage laws, and charitable causes. See Sears Decl. Exh. 4 (examples of the Parties’
non-WikiLeaks related Twitter postings). Thus, the Application and Order must be viewed for
what they are—an improper and overbroad fishing expedition.

Im. ARGUMENT

A. * No “specific and articulable facts” exist to show.-that the information sought is
srelevant and material” to an ongoing cximinal investigation. .

To obtain an order to disclose customer records under the Stored Communications Act,
the govemmént must pr(;vide “specific and articulable facts showing that there are reasonable
grounds to believe that the ... records or information sought(] are relevant and material to an
ongoing criminal investigation.” 18 US.C. § 2703(d) (emphasis added). Inthe December 14

] Otder, the Court found that it appeared “that the mformatlon sought is relevant ‘and material 16 an
ongomg mmmal mvesugahon” and granted the disclosure request. The Court, however, was
" constrained in its consideration at that time because it had before it only the government’s
Application for the section 2703(d) disclosure order. The Parties believe the govemment’s
 Application must contain mdterial exos or omissions becausg there can be no reasogable basis -

. & ]

Asa result Movants challenge to the December 14 Order need not be limited to the narrowed
demand.
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'for finding that the information sought here re-garding the Parties’ Twitter acco'ﬁnts i;; both
“relevant” and “material”” to an ongoing investigation. '

Section 2703’s "'speciﬁc and articulable” fact standard requires more than mere suspicion
to ]usttfy a disclosure order. Evenin the context of an investigative stop based on suspected
illegality, the government cannot simply rely upon an “inchoate and unparticularized suspicion

or hunch,” but instead must demonstrate specific facts regarding possibla illegal conduct to

justify astop. See, eg:, Terry v. Olio, 392 US 1, 27 (1968); United States v. Jones, 242 F.3d
215, 217 (4th Cir. 2001) (finding that the specnﬁc and articulable” standard forbids reliance on
suspicions or hunches and therefore rejecting a search based upon an uncorroborated tip); United
States v. Brignoni-Ponce, 422 US 873, 882, 884-85 (197 5) (cejecting a search based upon ene
factor, the defendant’s race, because the reasonableness requirement demands more than “broad
and unlimited disctetton” and instead requires specific facts demonstrating reasons to believe

 that potential illegal conduct may be o_a:un'ing). Here, however, the government is reaching
beyond a simple investigative stop ¢ and is broadly seeking non-public information regarding the
Parties’ protected Twitter-based speech and associational contacts. At a minimum, therefore, the
government must be required to artxculate “gpecific and articulable facts” that do more than
speculate about a nexus between the specific information sought and the potential targets of the
government’s Wikileaks-related investigation.

Section 2703 also requires the government to meet its materiality requirement before any
order may issue. Ina aumber of contexts, the United States Supreme Court and the Fourth
Circuit ﬁave emphasized that a showing of materiality requtx:es more than Tmere theoretical_
relevance To estabhsh matenahty, the party seeking 'dis.closure must estab]ish through more

. than mere speculdtion that the information is, £.e. “vntal” or “highly relevant” to the inquiry or - )
“helpful” or “essential”” to the party’s posiﬁon. See, e.g., United States v. Valenzuela-Bernal,
458 1UJ.S. 858, 867-73 (1982) (access to evidence); Roviaro v. United States, 333US. 53, 62-65
(1 95‘7) (dlsclosure of mfonnant’s identity); Um'ted States v. Smith, 780 F2d 1102, 1109 (4th Cir.

- ‘1985) (2n bancy (standard fot” ovaroommg classified mfonnauon privilegé). - L '

Tcllingly, the Govemment refuswto prowde its Apphcatmn to the Parties so that the

_A0015.01
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Parties I’nay direetly challenge the Government’s stat.er-nents seeking to justify the sea;:ch.s Bur.;
whatever the Application may claim, it cannot tell the whole story and cannot establish that the
information sought in this Order is both “relevant and material to an ongoing criminal
investigation.” 18 US.C. § 2703(d) (emphasis added). Tndeed, Athongh the face of the
December 14 Order suggests that this investigation relates to WikiLeaksS, the Order requires
Twitter to provide the government with records rclated to thousands of the Parties’ “Tweets”
-over many months that have nothing whatsoever to do with Wikileaks. The Parties Tweets
abont issues such as the political sitnations in Tibet and Tunisia, 2 volcano in Iceland, the TSA
obscenity and gay marriage laws and charitable cases are not relevant to the government’s
purported investigative purposc—and they certainly camnot be vital or essential to the
government’s invesﬁgaﬁon iﬁto WikiLeaks.
Moreaver, despite the fact that the Parties’ Twitter messages coyer a broad range of non-
' WikiLeaks topics, the govemnment wants private information related to the Parties’ accounts, all
theix Tweets and all their direct messages to cach other and certain others during tﬂe relevant
time penod——-even information that the Parties do not choose to share with the world. This
includes the Internet Protocol address (“IP address™) information related to each tim'e the Parties
logged into Twitter over 26 ¥, month period of time, the IP address information related to the
Parties’ direct messages to themselves and certain others, and the date and time information
related to all the Parties’ log ins and direct messageé over this multi-month time period. This
Or&er requires production of this information for all the Parties’ Tweets and direct messages
duringa n;ulﬁ-monﬂ] time period, without regard to whether the messages relate to WikiLeaks or

. any other spesific sbject

" Inlight-of the Order’s mandate to produce a broad swath of dafa that has no connection -

5 The Parties have filed a companion Motion to Unseal the Application and will supplement this
Motion if the Coust orders disclosure. Even if the Application is not unsealed, it should be
disclosed to the Parties under seal so they can fairly challenge the December 14 Order and

* address the government’s statements directly on Reply. )
¢ Presd réports issued affer the Order became public confirm this WiliLegks connéction..See,. . .
e.g., Séott Shane and John F. Burns, U.S. Subpoenas Twitter Over WikiLealks Supporters; N
Times, Jan. 9,2011, at Al available at htip//www. times.com/2011/01/09fworld/09wiki. Fiml;
David Batty, US Orders Twitter To Hund Over WikiLeaks Members’ Private Details, The
Guardian, Jan. 8, 2011.
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* *.

what.soevel: to WikiLeaks an.d ca;mot bé relevant or material to any invésﬁgation, the December
14 Order should be vacated, the Application disclosed, and the Partics afforded a fair opportunity
to further challenge the Government’s assertions and highlight any material misstatements or
omissions in the Application. See Franks v. Delaware, 438 U.S. 1 54, 169 (1978).

B.  The Order Should be Vacated Because it Intrudes Upon the Parties’ First
Amendment nghts.

On its face, the Order threatens the Parties® protected First Amendment rights. The
Parties’ Twitter-related activities are core protected conduct and speech is entitled to the highest
Tevel of First Amendment profection. See, e.g., Brandenburg v. Ohio, 395 U.S. 444, 447 (1969)
(“the constitutional guarantees of free speech and free press do not permit the State to forbid or
proscribe advc;cacy of the use of force or of law vielation except where such advocacy is directed
to inciting or producing imminent lawless action and is likely to incite or produce such action”);
Hessv. Indianh, 414 U.S. 105, 108-109 (1973) (the state may not criminalize advocacy of the
use of force or law-breaking unless the charged conduct is “intended to produce, and likely to
produce, immikent disorder”) (emphasis in original)). |

. -The Supreme Court's holding in Virginia v. Black, 538 U.S.343 (2003), illustrates the
sanctity of speech. The Court emphasxzed that the government may not prohxblt “dissemination
of social, economic and political doctrine™—even that “which a vast majonty of its citizens
believes to be false and franght with evil consequence.” Id. at 358 (citation omitted). Even
distastefol and threatening gatherings and speeches are protected in our democracy.
Brandenburg, 395 U.S. at447. As the Court explained in Brandenburg, efforts to “punish mere
advocacy and to forbid, on pain of criminal punishment, assembly with others merely to
advomte the destiibed tipe of action” violate the First Amendinent. 1d. at 449. o a

" Moreover, fieedom of assoc:ahon even with unpopular mdmduals and groups isan
inseparable aspect of Constitutional “liberty.” NAACP v. Alabama ex rel. Patterson, 357 U.S.
449,460 (1958) (“It is beyond debate that freedom to engage in association for the advancement
of belxeﬁs and ideas is an mscparable aspect of the ‘hberty assured by:1 the Due Process Clause of s
the Fourteenth Amendment thch embraces freedom of speech ”) Indeed “[t]he right to

associate in order to express one’s views is “inseparable” from the nght to speak freely.” Cromer
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+. Brown, 88 F.3d 1315, 1331 (4th Cir. 1994) (citation omitted). As the Fourth Circuit
explained, “we have long understood as implicit in the right to engage in activities protected by
the First Amendment a corresponding right to associate with others n pﬁrsuit of é wide variety
of political, social, economic, educational, religious, and cultural ends.” Id. (quoting Roberts v.
U.S. Jaycees, 468 U.S. 609, 622 (1984)); see also Skelton v. Tucker, 364 U.S. 479,486 (1960)
(“the right of free association is a right closely allied to freedom of speech and a right which, like
free speech, lies at the foundation of a free society™).

Here, the government has declared its disapprobation of WikiLeaks and its desire to
prosecute somebody associated withiit. Attorney General Holder personally proclaimed that the
govemmént will prosecute anyone it can and that the Department of Justice’s tm_lgh talk “is not
saber-rattling.” Sée Pete Yost, Assoc. Press, Holder says Wikileaks under invesiigation,
http://news.yahoo.com/s/ap/20101 129/ap_on_go ca st _pe/us wikileaks holder (Last visited on
Jan. 25, 2011). But, no matter how much the Government dislikes any given speech or
advocacy, it cannot use that protected conduct as a pretext for searches or a basis for criminality.”

~ The Government’s fishing expedition into hlformaﬁon about all the Parties’” Twitter
postings, and about certain of the Parties’ direct messages, over a 6 ¥z month time period may
chill the Parties” and other individuals® rights to speak freely and associate with others. Such
governmental effosts that chill expression nust t.)e analyzed with pasticular scrutiny. North.
Carolina Rt. To Lifev. Bartlett, 168 .3 705, 715 (4t Cir. 1999). Moreover, where “an
investigation ... intrudes into the area of constitutionally protected rights of speech, press,
association and petition,” the government must “convincingly show a substantial relation
between the informe-l_t'ion s_(!ught and a subject of mfetridin'g and compelling state interest:” ]
Gib.son v. Fld. Legfslative. Tnvést. Comn., 372U:.S. 539, 546 (1963); seé dlso In e Grand Jury
Subpoenas Duces Tecurr., 78 F.3d 1307, 1312 (8th Cir. 1996) ("A grand jury subpoena will be

7 Even where an organization is alleged to have illegitimate aims, the government may not paint
_ all supporters or advocates with a broad brush, ignoring the particulars behind each individual’s

oli". agsociation, and infent. Rather, the actions of persons accused of improptrly ;uppgrﬁng. MU

- L3 such' groufis “riist be udged strictissin fur; fqt.oma:wisé tHefeisadanger that oé in -~
’ sympathy with the legitimate aims of the organization, but not specifically intending to
accomplish them by resort to violence, might be punished for His adherence to lawful and
constitutionally protected purposes, because of other unprotected purposes which he does not
necessarily share.” Notov. United States, 367 U.S. 290, 299-300 (1961). -
4{0015.01
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' en‘forced despitea Fi;st.Amendment challenge if the government can demm;st;e;te a compelling
interest in and a sufficient nexus between the information sought and the subject matter of its
investigaﬁon_.’.’); In re First Na"! Bank, 701 F.2d 115, 119 (10th Cir. 1983) (“Ifthe district court
determines that enforcement of the subpoena would likely chill associational rights, the

. Government must show a compelling need”). As the Supreme Court has cautioned, “justifiable
governmental goals may not be achieved by unduly broad means having an unnecessary impact
on protected rights of speech, press, or association.” Branzburg v. Hayes, 408 U.S. 665, 680-81
(1972). ‘ ‘

Coﬁrts have long recoghized individuals” right to chal!enée disclosure demands that
implicate First Amendment frcedoms and reviewed such demands with special care. See, e.g.,
Eastland v. U.S. Servicemen’s Fund, 421 U.S. 491, 501 .14 (1975) (individuals must have right
to cha]lenée third-party subpoena for their records or unconstitutional intrusions could go
unchallenged); Pollard v. Roberts, 283 F. Supp. 248, 258-59 (E.D. Ark. 1968) (three-judge
cour), affd per curia, 393 U.S. 14 (1968) (enjoining subpocnas directed at third-party bank
becanse enforcement would violate customer’s First An'ncndment rights of association); /n re
First Nat’l Bank, 701 F.2 at 117-19 (remanding for evidentiary hearing on claims that
'government’s compulsion of information froni thixd parties would violate target’s First

_ Amemiment right of assaciation); Local 1814, Int'l Longslwremeh sAss’nv. Wate;ﬁfo;zt
Comm'n of N.Y. Harbor, 667 F.2d 267,271,274 (2d Cir. 1981) (upholding district .court’s
decision to narrow third-party subpoena to limit impairment of targets’ First Amendment rights

- of association)_.s .

) - Here, &c govg_m_mmt’_s_ Al_)pli?atiop and the Order colllde directly With@e Parties” First
] Am'endm;nt nghts, int;lhdihg- by seeldﬁg.p;ivate IP address information and other details .fc;p all ..” -

the Parties’ Twitter messages posted over a period of more than six % months. Thé govemment

8 The Parties recognize that the Fourth Circuit has wendered aloud in dicta about how the First

Amendmeént may, affect “the standards goveming grand jury investi gations.” In.re Grand Jury . -

. 87-3-Subpoena, 955 F.2d 229, 232-34(4th Cix. 1992}.- But. in that case, the real party’s-First .. ..

" “Arvendrnent rights weré'not implicated, so the Court avoided the substantial relationship test -

jssue. Id. ak 232-33. It'specifically-did not decide “the ‘First Amendment versis Grandp Ty’
dilemma” that other courts have resolved by requiri
relationship test, as discussed above.

4001501 -
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cannot claim that all—or even most—of these postings have anything to do with WikiLeaks, its'
criminal _inv_estigation, or matters to be considered by the grand jury. The Application and Ordexr
also seck details related to all dﬁectm&sségw between the Parties without any apparent showing -
that any such messages that might exist are related in any way to WikiLeaks, the government’s
criminal investigation, or maiters to be considered by the grand jury. Inlight of these significant
Fitst Amendment concerns, the Govemment cannot use the Parties’ putported association with
‘WikiLeaks as a sufficient basis for obtaining the Twitter records here.

'The Court should vacate its Decem!)er 14 Order and reconsider in light of these First
'Amendment principles. Unless the goverment can show that the information sought would
further 2 compelling interest and that the requests here are the least restrictive way to serve that

interest, the government’s efforts to seek private data regarding the Parties’ Twitter use should

berejected. N
C. Th;l Order Should be Vacated Because it Threatens the Parties’ Fourth Amendment
Rights.

T addition to implicating the Parties” First Amendment rights, the Order threatens to
violate Parties’ Fourth Amendment rights as well. The Order threatens such rights because it
requires the productii;q of the IP addresses used by Parties at particular dates and times when
they logged into their Twitter accounts. Such inf;)nnaﬁoﬁ could reveal when Parties were
located in particular private spaces and is information in which the Parties maintaina
constitutionally-protected reasonable expectation of privacy.

IP addsess information, linked to date and time, such as that sought in the December 14

) Order, could allow the government to discern the physical location of the Parties at the exact
" time they werg publishing on Twitter. As the Second Circuit explained: -

The Internet is comprised of numerous interconnected communications and

computer networks connecting a wide range of end-users to each other. Bvery

end-user’s computer that is connected to the Internet is assigned a unique Internet

Protocol number (IP address), such as 123.456.78.90, that identifies its location
(i, a particular computer-to-network connection) and serves as the routing

oooooo

‘address-foi émail, pictures, requésts to view a vir.eb-'p'_zig‘e, and other’ datasent € ulb

- aixdby the Intemet from otliér end-isers. = -

Register. com, Inc. v. Verio, Inc., 356 F. 3d 393, 409-410 (2nd Cir. 2004) (citation omitted). Iﬁ
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.many instance:s, this information can then simply an;l- eagily be translated into the p];ysical
location of the speaker, based on publicly available information.” As one Court observed, “the
process by which defendants IP acidresses can be matched up with specific geographic
designations, using a publicly available database op erated by the American Registry for Internet
Numbers. These geographic designations indicate the “likely” locations of the residences or
other venues where defendants used their Internet-connected compﬁters.” Sony Music
Entertainment Inc. v. Does 140, 326 F. Supp. 2d 556, 567 (S.DN.Y. 2004). To the exfent that -
an IP address alone does not reveal physical location, an IP address in combination with the
records of the Internal Service Provider that assigned the IP address to a particular subscriber can
still reveal physical location, as explained in the Justice Department’s computer search and

surveillance manual:
In a common computer search scenario, investigators lean of online criminal
conduct. Using records obtained from a victim or from a service provider,
investigators detexmine the Infemet Protocol (“IP”) address used to commit the
crime. Using a subpoena or other process...investigators then compel the Intemet
Sesvice Provider (“ISE”) that has conixol over that IP address to identify which of
its customers was assigned that IP address at the relevant time......
¢
Computer Crime and Intellectual Property Section, Criminal Division, U.S. Depariment of
- Justice, chhiﬁ_g and Seizing Computers and Obtaining Evidence in Criminal Investigations,
ch. 11, § (C)(1)(2) at 65, available at
http://www.osdoj. gov/crinﬂnallcybercrime/s&smanualzom.pdf (last visited Jan. 24, 2011).
Thus, by demanding the IP addresses linked to each date and time that each of the Parties logged
into the Twitter service over a multi-month period, the government can use such information to
. tyto determine the Parties’ Io;:ation_s at the very times th?y were engaged in pubh'shi'ng—w _
-+ 7~ regardless of whetherthe underdying specch was related to Wikil eaks, ‘and regardless 6f whether - ..
' they were Tweeting from a public or a private space.
The govemment’s request for IP addresses here is significant given kow such information

. The accuracy of IP Address géolocatioircandepend on many factors, including hovran ISR has’ -~ °.
-+ < géfup.itsnetwork of servers and whethef an Infernét usér nilizés one of several t6ols thatallow .- = -
.- Intemet users to obfuscate their IP addresses. However, one of the leading companies advertises
that its free gelolocation tool can determine the location of “79% [of U.S. IP addresses] within a
25 mile radius.”” MaxMind web site, <http:!fv«'ww.maxmind.comfappfgeolitecity> (accessed
November 19, 2010). ' _
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may reveal location information. Ovcr a quarter of a century ago, the Supreme Court held in
United States v. Karo, 468 US 705 (1984), that location tracking implicates Fourth Amendment
privacy interests because it may reveal information about ind_ividua]s in areas where they have
reasonable expectations of privacy. In Karo, the police placed a primitive tracking device known
as a beeper inside a can of ether and used it to infér that the ether remained inside a private
residence. Tn considesing the Fourth Amendment challenge to the use of the beeper, the Court
held that using an glectmnié device to infer facts about “lacation[s] not open to visual
surveillance,” such as whether “a particular article is actually located at a particular time in the
' private residence,” of to later confirm that the article remains on the premises, was just as

unreasonable as searching the location without 2 warrant. Karo, 468 U.S. at 714-15. Such
location tracking, the Court ruled, “falls within the amibit of the Fourth Amendment when it
reveals information that could not have been obtained through visual surveillance” from a public
place, whether it reveals that information directly or enables inferences about the contents of
protected spaces. Id. at 707, see also Kyllo v. United States, 533 U.S. 27, 36 (2001) (rejecting
“the novel proposition that inference insulates a search,” noting that it was “blatantly contrary”
to the Court’s holding in Karo “where the police ‘inferred” from the activation of a beeper thata
certain can of ether was in the hiome.”). This redsonable expectation pf privaéj in the contents of
protected épaces is not limited to the home but extends to other private spaces as well.'® See,
e.g. See v. City of Seattle, 387 US 541, 543 (1967) (business premises); Stoner v. California, 376
U.S. 483 486 (1964) (hotel room).

9 Although the Parties have not found any cases specifically addressing Twitter data, numerous
_ courts have recognized that computer users also have a reasonable expectation of ]irivacy in their
: cdnfpufeiafelatad data; See Trulock v. Fresh, 275.F.3d 391, 402-403 (4th Cix. 2001), ael? - il
(determining whiethier a Search of computers was reasonable under 4th Awehdrent standards and
holding that the plaintiff “had a reasonable expectation of privacy in the password protected
computer files”); United States v. Mann, 592 F.3d 779, 786 (7th Cir. 2010) (reviewing computer
searches under 4th Amendment standards and cautioning that those “involved in searches of
digital media need to exercise caution fo ensure that...searches are narrowly tailored to uncover
on those things described” ina warrant); United States v. Carey, 172 F.3d 1268, 1275 (10th Cir.
1999) (noting 4th Amendment concerns In searching computer stored d ata{g,}anicul;ﬂy where
- ;- roleyant and non-relevant filés are “intérmingled” together); see also United States v. Warshak, -
- 9010'WL 5071766 af ** 11,14 (6™ Cii. Dec. 14,2010} (rioting that giveén the fandarental” = 7 ~
. similarities befween email and traditional forms of communication, it would defy common sense - -+
“to.afford emails lesser Fourth Améndment Protection” and therefore holding that “a subscriber -
enjoys a reasonable expectation of privacy in the contents of emails that are shared with, or sent
or received through, a commercial ISP™).
10015.01 12



. Relyingon K.aro and K;llo, the Third Circuit recently concluded that the tect;rds ofa céll
phone provider that indicate the location of a subscriber’s cell phone (“cell site location
information” or “CSLI”) may violate the Fourth Amendment to the extent such records can
establish that a cell phone was in a particular private space ata particular time. Jn re Application
of U.S. for an Order Directing a Provider of Elec. Comme’n Serv. to Disclose Records to Gov t,
620 F.3d 304 (3d Cir. 2010) (“Third Circuit Opinion”). Specifically, a majority of the Panel
concluded that it “cannot reject the hypothesis that CSLI may, under certain circumstances, be
used to approximate the past location of a ﬁerson. If it can be used to allow the inference of
present, or even fisture, location, in this respect CSLI may re-semble a tracking device which
provides information as to the actual whereabouts of the subject” and is therefore protected under
Karo. Third Circuit Opinion, 620 F.3d at 312; see also id. at 320 (Tashima, J., concurring)
(citing Kyllo for the proposnuon that govemnment access to CSLI absent a showing of probable
cause would violate the Fourth Amendment if that information “reveals a cell phoneuser's
location within the interior or curtilage of his home ).

Importantly, the Third Circuit held that a cell phone user’s Fourth Amendment interest in
CSLI is not eliminated by the fact that such information is a record of the phone company.
Distinguishing the telephone dialing information that the Supreme Court found to be unprotected
under the Fourth Amendmeat in Smith v. Maryland, 442 U.S. 735, 744-45 (1979), the Court
emphasized that cell phone users do not vohmtarily convey their location to the phone company.
When a cell phone user makes 2 call, the only information volunterily and knowingly conveyed
to the phone company is the number that is dialed—there is no indication to the user that making
that call will also ]ocate the caller, let alone generate a permanent record of thls locatxon When
a cell phone user'receives ‘received-a call, b has ot voluntarily exposed anythmg af all. See .ﬂurd '
. Circuit Opinion, 620 F.3d at 317 (It is “ynlikely that cell phone customers are aware that their
cell phone providers collect and store historical location information,]” therefore “[a] cell phone

customer has not vohmtanly shared hlS locatlon mformatxon Wlth a cellular prowder in any

- S enm el ~ e e =S

' meanmgﬁll way."): " S e .'___. v,
The same logic apphes to the Parties’ records here. Evert though records are held by .

_40015.01
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Twitter, like with CSLI, 'I.Wiﬁet users do not voluntarily con\;ey their IP address to the Twitter
internet site they visitina mannex that is analogous to the dialing of a telephone. Similarly, as
with CSLI, it is unlikely that typical Internet users have any awareness of their IP address, or the
fact that it is transmitted to the Internet sites that they communicate with such as Twitter.

| The conclusion that I? address information is protected by the Fourth Amendmentis
further bolstered by the D.C. Circuit’s recent conclusion that warrantless use of a GPS device to
track the movements of an individual’s car over the course of a month violates Fourth
Amendment protections, United States v. Maynard, 615 F.3d 544, 559 (.C. Cir. 2010), pet. for
reh'g en bane denied (D.C. Cir. Nov. 19, 2010). As that court explained, even though the car
might move in public spaces, “the whole of one’s movemenis over the coutse of a month fs not
constructively exposed to the public” and “prolonged GPS monitoring™ reveals an intimate
picture of the subject’s life that he expects no one to have.” Id. at 561-63. Similarly hete, IP
address information can reveal an intimate portrait of Partics’ movements between the private

spaces from which they use the Twitter service.
Thus, the Court, therefore should vacate its December 14 Order and reconsider the

government’s Application in light of the principles set forth in Karo, the Third Circuit Opinion
end Maynard. . .

D. The Court Should Exercise its Discretion Under 18 U.S.C. § 2703(d) and Avoid
Serious Constitutional Questions by Vacating the Orxder and Requiring a Warrant.

In light of the serious constitutional questions that the Order raises under both the First
and Fourth Amendments, if the Court does not vacate the Order completely it should ex_ercise its
discretion under § 2703(d) and avoid these constitutional questions by requiring the Government

."t0 Obtain & varrant based on probable cause. ] A A
Although the Stored Commumcatlons Act (“SCA”) allows the Government to obtam the

records sought from Twitter through a court order issued under 18 U.S.C. § 2703(d), the statute
also I;mvides courts with the discretion to deny applications for such orders even when the
-t govemment has made the factual showing qultlI'Cd ulide.t that secﬁoxi. Third: Ctrcwt Opmwn. B
' 620 43dat 315—17. The stahute does 5o by 1ts; use of the phrase “only it in § 2703(d) mdlcalmg' "
that the “specific and articulable facts™ showmg required by that section is a necessary but nat

~40015.01 14



nmsari.ly sufﬁciervxt conditionfora § 2‘.7 03(d) order. Id. The practical e'ffect of such a denial is
that the government must instead proceed by obtaining a search warrant based on probable
cause, issued under Rule 41 of the Federal Rules of Criminal Procedure pursuant to 18 U.8.C. §
2703(e)(1)(a). See id. at316. Therefore, “the statute as presently written gives the [judge] the
option to require a warrant showing probable cause....” Id. at 319." _

The intent of this “sliding scale” construction of § 2703 is evidenced by Congress’
recognition that the Consﬁtuﬁo; may in some cases protect the privacy of information that would
otherwise be available to the Government under § 2703(d). As the Senate Judiciary Committee’s
report on the statute explained:

With the advent of computerized recordkeeping systems, Americans have lost the
ability to lock away a great deal of personal aud business information. . . . For the

person or business whose records are involved, the privacy or proprietary interest
in that information should not change. Nevertheless, because it is subject to
control by a third party computer operator, the information may be subject to no
constifutional privacy protection.
S. Rep. No. 99-541 at 3 (1986) (emphasis added); see also, e.g., S. Hrg. 98-1266 at 17 (1984)
(“In this rapidly developing area of communications which range from cellular non-wire
telephone connections to microwave-fed computer terminals, distinctions such as [whether a
participant to an electronic communication can claim a reasonable expectation of privacy] are
not always clear or oMM.”) (emphasié added). In the context of such constitutional
uncertainty, it makes sense that Congress would provide a constitutional safety-valve for judges

considering government applications under § 2703(d), thereby future-proofing the statute by

11 Ms. Jonsdottix’s counsel, EFF and ACLU, served as amici to the Third Circuit and the Westen
District of Pennsylvania on this issue and their briefs provide extensive suppoxt for the Third
Cireuit- Opinion’s holdings.” See Brief for Electroni¢ Frontier Foundation, Américan Civil -~ "~
Fibesties Union, ACLU Foundation of Pennsylvania, and Center for Démocracy and Téchnology
as Amici Curiae Opposing the Government’s Request for Review, I re Application of U.S. for
an Order Directing a Provider of Elec. Comme'n Serv. to Disclose Records to Gov't, Magistrate's
No. 07-524M, 2008 WL 4191511 (W.D. Pa. 2008), available at

hitps: i king/LenihanAmicus.pdf; Brief for Electronic Frontier

Foundation of al. as Amici Curiae Supporting Affirmance, In re Application of U.S. for an Order

Directing @ Provider of Elec. Commc'n Serv. fo Disclose Records to Gov', 620 F.3d 304 (3d Cir. .

; es/fitenodefeelltracking/Filéd%20Cel1 %20 Tracking¥20Bricf, }
for Electronic Frontier Foundation et al. as Amici Curiae Opposing Rehearing En Banc, Inre
Application of U.S. for an-Order Directing & Provider of Elec. Comme'n Serv. to Disclose
Records to Gov't, 620 F.3d 304 (3d Cir. 2010), available at
https://www.efforg/files/Filed Amicus Opp_to_En_Banc Petition.pdf

A0015.01 - 15

. "2010),availableat ~ . *
o rwror.fE

*Bifef" "+ "



allowing courts the discretion to deny such applications to avoid potential constitutional
violations or unnecessary constitutional rulings.

Considering the longstanding doctrine of constitutional avoidance, and particularly in
light of the Supreme Court’s recent admonition that courts shoul_d.'avoid unnecessary fulings on
how the Fourth Amendment applies to new technologies, 2 Court would properly use its
discretion under § 2703(d) when faced with a government application that raises serious
constifutional questions. See City of Ontario v. Quon, 130 S.Ct. 2619, 2629 177L.EBd. 2d 216 |
(2010) (“The judiciary risks exror by elaborating too fuily on the Fourth Amendment
implications of emerging technology before its role in society has become clear.”); Ashwander v.
Tennessee Valley Auth., 297U.S. 288, 347-48 (1936) (“The Court will not pass upon a
constitutional question although propexly presented by the record, if there is also present some
other ground upon which the case may be disposed of").

As detailed above, the government’s Application presents these sort of serious
questions—raising serious First and Fourth Amendment concerns. The Court, therefore, should
exercise its discretion under § 2703(d), vacate the Dec. 14 Order, and require the government
mstead to obtain a warrant based on probable cause.

E.  The Reguestfor Informaiion about 2 Member of the Icelandic Parliament, Ms.
Jonsdottix, Raises Additional Concerns.

The govemment’s demand for records for Ms. Jopsdottir, an elected member of the
Tcelandic Parliament, raises additional concemns. Such an investigation appears to violate
Icelandic law. As indicated by the attached letter from the Acting Permanent Secretary of State
for Ice]and, Sears Decl, Exh. 5, and the Demslon by the Inter-Parliamentary Union, Sears Decl.,
- Exh. 6, Ms Jonsdotht is pmtected bya Song constxtutxonal mﬁm;ﬁty‘i'n Iceland, 'rootedin .
Article 49 of the Icelandic Consututxon and a similar provision in the Icelandic Law on criminal
procedure. Similar jmmunities exist for Parliamentarians around the world."? Ms. Jonsdottir's
Tweets are predominantly in Icelandic and largely concem issues arising in Iceland, such as

" leglslatlon gponsor:erl_ by Ms, Jonsdomr the Ice!‘andi&débt cns1s, and the Ice!andxc volcamc S

2 The members of the U S. Congress enjoy similar immunities, rooted in Article I,' Section 6,
Clause 1, of the U.S. Constitution.
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440015 . - 16



e.mption. See Sears. Decl., Exh. 4. Thus, the government’s ovcrbroa.d demand for information
about Ms. Jonsdottir createsa situation where the U.S. government is conducting a criminat
investigation which sweeps in Ms. Jonsdottir’s publications in Icelandic on topics of Icelandic
concern—records that could not be obtained under Icela:idic law.

Unfortunately this investigation creates a perilous precedent for foreign govemment
efforts to seck information about members of the U.S. Congress. This concem is yet another
reason why the Order should be vacated as to Ms. Jonsdottir.

.IV. CONCLUSION ‘

For the foregoing reasons the Court should vacate its December 14, 2010 Order requiring

Twitter to disclose the Parties’ Twitter records re;lated to the Parties and their accounts associated

with “rop_g”; “ioerror”, and “birgittaj.”

Dated: January 26, 2011

Ny

omK. éwedmg,VSB No. 8201
Stuart Sears, VSB No. 71436
ZWERL]NG LEIBIG & MOSELEY PC.
108 North Alfred Street
Alexandria, VA 22314
Telephone: (703) 684-8000
Facsimile: -  (703) 684-9700
Email: J werlin
Email: Chiis@Zwerling.com
Email: Andrea@Zwerling.com
Email: Stuart@Zwerling.com

.. JohnW.Keker (prof:acwee pending)
St Tzt 77 7 -Rachael E. Md}y(pmhqcvzcepepdmg)
.. . . "'Steven,P: Ragland (pro hac vice pendingy
KEKER & VAN NEST LLP
710 Sansome Street
San Francisco, CA 94111-1704
Telephone: - %415) 391-5400

Facsimile: 415) 397-7188
. Email: jgekar@kvnm

Attorneys for JACOB APPELBAUM
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Dated: January26,2011

with § gpissiia it

J. Ginsberg, VSB No. 19472
DIMUROGINSBERG, P.C.

908 King Strect, Suite’200
Alexandria, VA 22314

Phone: 703-684-4333

Fax: 703-548-3181

Email: nginsberp@dimuro.com

John D. Cline (pro hac vice pending)
LAW OFFICE OF JOHN D.CLINE
115 Sansome Street, Suite 1204

San Francisco, CA 94104

Phone; 415.322.8319

Fax: 415.524.8265

' Email: cline@johndclinelaw.com

K.C. Maxwell (pro hac vice pending)

LAW OFFICE OF K.C. MAXWELL
4 ) 115 Sansome Street, Suite 1204

San Franeisco, CA 94104

Phone: 415.322.8817

Fax: 415.888.2372

Email: kem@kemaxlaw.com

Attorneys for ROP GONGGRIJP
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Dated: January 26, 2011

By: MV\ ’e'l“" lumzmn ars

K. Glenberg, VSB No. 44099
RICAN CIVIL LIBERTIES UNION
OF VIRGINIA FOUNDATION, INC.
530 E. Main Street, Suito 310
Richmond, Virginia 23219
Telephone: (304) 644-8080
Facsimile: (804) 649-2733
Email: rglenberg@achuya.org

Cindy A. Cohn (pro hac vice pending)
Lee Tien (pro hac vice pending)

Kevin S. Bankston (pro hac vice pending)
Marcia Hofinann (pro kac vice pending)
BLECTRONIC FRONTIER FOUNDATION
454 Shotwell Street

San Francisco, CA 94110 :
Telephone: (415) 436-9333 x108
Facsimile: - (415) 436-9993

Email: cindy@efforg

Email: Hen@efForg

Email: bankston@eff.org

Email: marcia@eff.org

Aden J. Fine (pro hac vice pending)
Benjamin Siracusa-Hillmén (pro hac vice

pending)

AMERICAN CIVIL LIBERTIES UNION
FOUNDATION

125 Broad Street, 18® Floor

New York, NY 10004

Telephone: (212) 549-2500

Facsimile: (212) 549-2651

Email: afine@aclv.org

T o vs i saraes, w0 Se e e _Emall bska ahlll.m clu.or ~ .

Attomevs for BIRGITI‘A JONSDOTTIR

.01
00150 19



CERTIFICATE OF SERVICE

that a true and corzect copy of the foregoing pleading was delivered by

I hereby certify
1, fo the U.S. Attomey Box located in the Clerk’s office,

hand this 26™ day of January, 201
addressed to: )

U.S. Attorney's Office
2100 Jamieson Avenue
Alexandria, VA 22314

Styh y(anderSears
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UNITED STATES DISTRICT COURT FEB -9 200
FOR THE EASTERN DISTRICT OF VIRGINIA _
Alexandria Division OLEE&%_U %&T%ltcag COuRT

IN RE 2703(d) ORDER AND 2703(f) )
PRESERVATION REQUEST RELATING )
TO GMAIL ACCOUT ) Misc. No. 10GJ3793

) FILED UNDER SEAL

)

ORDER

FOR REASONS stated from:the bench and in accord with specific rulings and
instructions thereto, it is hereby
. ORDERED that Google’s Motiog to Modify 270?(d) Order for Purpose of Providing
Notice to User is DENIED in part and GRANTED in part; the motion is DENIED as to
Google’s fequest to notify _the user concerning the 2703(d) Order and the underlying application;
the motion is GRANTED in regard to the request to modify the Order. In that regard, it is

further

ORDERED that Google is authorized to provide notification of this Court’s 2703(d) .
Order, dated January 4, 2011, to the Google Gmail use. ‘within (90) days of providing
“to the United States gt;vemment the information requested in said Order, unless the government
files a motion for an extension of that non-notification period; it is further
ORDERED that the government may request an extension of the non-notification period

for a maximum of sixty (60) days.

- ATRUE COPY, TESTE:

CLERK, U.S. DISTRICT COURT

- ..

DEPUTY CLERK



all counsel of record.

The Clerk is directed to file this Order under Seal and to forward copies of this Order to

ENTERED this 9th day of February 2011.

Alexandria, Virginia

United Statss Magistrate ludge
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JAN -5 2010 ¢

CLEAK, US QISTRICT COUR’
ALERARDRA w33 IA

e

N THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division
IN THE MATTER OF THE )
§2703(d) ORDER RELATING TO ) MISC. NO. 10GJ3793
WITTER ACCOUNIS: )
)
)

ORDER TO UNSEAL THE
ORDER PURSUANT TO 18 US.C. §2703(D)

This matter having come before the Court pursuant to an application under Title 18, United
States Cade, §2703(d), it appearing that v is in. the biest inferest of tho investigation to unseal the
Court’s Otder of December 14, 2010 and authovize Twitter ta disclose that Order ta its subseriters
and custemers, it is hereby ORDERED that the above-captioned Order of December 14, 2010
pursuant to 18 U.S.C; §2703(d) be UN_SEALBD and that Twitter is authorized to .disclo'se such

Order. In all other respects, the Court’s Order of December 14,2010 remains in effect.

~THE HONORABLE AN
UNITED STATES MAGISTRATE JU DGE

19 I .
Alexandria, Virginia
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FAX TRANSMISSION

Unlted Stales Atlormey
Eastem Distdct of Virginia

Justio W, Wililama L1.8. Attomey’s Cffice Bullding
2100 Jamfason Ave, -

Alaxsndeia, VA 22314

To Custodian of Records
Google

Fax 650-840-2039; 650-249-3429

com T " Woice  703-209-3700

Assistant United States Attorney
o |
Date Jenuary 12,2011 pages 3, Including this page

Subject Preservation letter under 18 U.8.C. sec. 2703())
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U.S. Department of Justice

United States Attomey
Eastern District of Virginla

Toetin 7, Wiliiama U8, Attarney s Onfics Bulang

2100Jailéson v,
Alexandria, VA 22314
PHONS; 703-299:3712
January 12, 2011
‘Google
1600 Amphitheatre Parkway

Mountain View, CA 94043

Attn: Custodien of Reoords
Facsitnile: 650-649-2939; 650-249-3429

Re:  Request for Preservation of Records
"Dear Google:

Pursuant to Titlo 18, United States Code, Section 2703(f), this letter is a formal request for the
preservation of all stored communications, tecords, and other evid -
regarding the following email sccount pending further logal process: e
Account”) November 2009 fo the present. '

Y request that you not disclose the existence of this request to the subscriber or any othet person,
ather than as necessary to comply with this tequest. If compliance with this request might result
in a permanent or temporary testination of service to the Acoount; or otherwise alert any user of
the Account as to your actlons fo presarve the information described below, please contact me as
soon as possible and befors taking action.

I request that you preserve, for a period of 30 days, the information deseribed below currently in
your possession ina form that includes the complete record. This request applies only
retrospectively, It does not in any way abligate you to capture and preserve new information that
arises after the date of this request. This request applies to the followlng items, whether in

electronio or other form, including information stored on backup medm. if available:
1. The contents of any comnﬁ.mioaﬂon or file stored by or for the Account and any
associated accounts, and any information associated with those communications or files,
quch ag the soutce and destination email addresses or IV addresses. '

9. All records and othee information. refating to the Account and any associated accounts
including the following:

a. subsexiber names, user mames, soreen namies, o other identitics;
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b.

mailing addresses, residential addresses, tusiness addresses, e-mail addresses, and
other contact information;

length of service (including start date) and types of service utilized;

records of user activity for any comnections made to or from the Account, inchuding
the date, time, length, and method of connections, data transfez volume, user name,
and source and destination Internet Protocol address(es);

telephone records, inoludiug local and fong distance telephone connection records,
caller identifiontion records, cellular site and s¢otor informetion, GPS data, and
cellular network identifying information (such ag the IMSI, MSISDN, IMEIL MEID,

or ESN);

telephone ot {ostrument number or other wbscrlbe_'; number or identity, inoluding
tempoterily assigned nefwork address;

means and source of payment for the Account (including any credit card or bank
account numbers) and billing recotds;

correspondence and other records of contact by any person of entity about the
Account, such as “Help Desk notes; and

any other records or evidenoe relating the Accourt.

Tf you have questions regarding this request, pleaso call me at _

Sincerely,

UNITED, STATES ATTORNEY

Assistant United States Attomey
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FILED
THE UNITED STATES DISTRICT COURT '
FOR THE EASTERN DISTRICT OF VIRGINIAZIt 4141 28 > 3: Sb

Alexandsia Division CLERK US DISTRICT COURT
ALEXAKDRIA, VIRGIRIA
IN THE MATTER OF THE 2703(d) ORDER | Case No. 1:10GJ3793
AND 2703(f) PRESERVATION REQUEST |
RELATING TO GMAIL, ACCOUNT 11-DM-2

UNDER SEAL

RESPONSE OF THE UNITED STATES TO GOOGLE’S MOTION
TO MODIFY 2703(d) ORDER FOR PURPOSE OF PROVIDING NOTICE TO USER

D U K A Y e ——————

In its January 18, 2011 motion and supporting memorqndurn, Google Inc, (“Google”) -
asks this Court to amend its January 4, 2011 order (the “Order”) to allow Google to provide
immediate notice of the Order to the subscriber of the-mail.com account (the ‘-
subscriber””), whose records are the subject of the Order. Google als'o asks that the> Oraer be
un;sea]ed; fequests perr_nissidn to disct_xss the Order with t 'e-ubscriber and his attorneys;
and further requests that th- subscriber be given 20 days from the date of the Court’s
order to file an appropriate response. For the reasons set forth below, the United States opposes
Google’s motion and requests that the Court’s current order of notice preclusion be maintained
and that the Coust not permit Google to provide th-ubscriber with immediate notice of
the Order. However, as the United States explained to Google on January 12, 2011, the United
States does not oppose a modification to the Order that would limit the non-disclosure period to
' 90 days, with a provision that woﬁld allow the government to petition the Court for an add.itional

extension of this period consistent with the requirements of 18 U.S.C. § 2705(b).




