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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by statute and the Director, NSA/Chief, CSS, the Oftice of the Inspector General
(O1G) conducts audits, and investigations and inspections. Its mission is to ensure the integrity,
efficiency. and effectiveness of NSA/CSS operations, provide intelligence oversight, protect
against fraud, waste, and nusmanagement of resources, and ensure that NSA/CSS activities are
conducted in compliance with the law, executive orders, and regulations. The OIG also serves
as ombudsman, assisting NSA/CSS employees, civilian and military,

(U) AUDITS

(U) The audit function provides independent assessments of programs and organizations.
Performance audits evaluate the effectiveness and efficiency of entities and programs and
assess whether program objectives are being met and whether operations comply with law and
regulations. Financial audits determine the accuracy of an entity’s financial statements. All
audits are conducted tn accordance with standards established by the Comptroller General of
the United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U) The O1G administers a system far receiving and acting upon requests for assistance or
complaints {including anonymous tips) about fraud, waste,and mismanagement. Investigations
and Special Inquiries may be undertaken as a result of such requests and complaints, at the
behest of management, because of irregularities that surface during inspections and audits, or
on the initiative of the Inspector General.

(U) FIELD INSPECTIONS

(U) The inspection function consists of organizational and functional reviews undertaken as
part of the OIG’s annual plan or by management request. Inspections yield accurate, up-to-date
information on the effectiveness and efficiency ot entitics and programs, along with an
assessment of compliance with law and regulations. The Office of Field Inspections also
partners with Inspectors General of the Service Cryptologic Elements to conduct joint
inspections of consolidated cryptologic facilities.
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

(b)(3)-A.L. 86-36

TO: DISTRIBUTION

SUBJECT: {F3/78H-NF Report on the Special Study of NSA’s Purge of Pen
Register and Trap and Trace Bulk Metadata | — ACTION (b}3)-P.L. 86-36
MEMORANDUM

1. —FS548H4H8 This advisory report summarizes the results of the
review by the Office of the Inspector General of NSA’s Purge of Pen Register and
Trap and Trace Bulk Mctadatal I.

2, —FSHSBHMNE On the basis of our observations and review of
procedures and documentation, we determined with reasonable assurance that
the Agency destroyed Pen Register and Trap and Trace (PR/TT) bulk metadata
from its declared systems, databases, and tape and system backups disclosed
to us before the PR/TT authority expired on 9 December 2011. Based on our
review, no management response 18 required for this report.

3. (U) We appreciate the courtesy and cooperation extended to our
staff throughout the review. For additional information, please contact Mr.
‘ lon 063-0922(s) or via e-mail at

{b)}(3)-P.L. 86-36

Georm

Inspector General
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NSA/CSS Office of the Inspector General
ADVISORY REPORT

—F5#S5HAN) SPECIAL STUDY OF THE AGENCY’'S PURGE OF
PEN REGISTER AND TRAP AND TRACE BULK METADATA

(U) Overview

— SN This report summarizes our special study of the Agency'’s
processes to destroy Pen Register and Trap and Trace (PR/TT) bulk
metadata from its declared systems, databases, and backups before the
authority expired on 9 December 2011. On the basis of our observations
and review of procedures and documeniation, we conclude with reasonable
assurance that the Agency destroyed PR/TT hulk metadata in the systems,
databases, and backups disclosed to us.

(U) Background

{b)(1)
{b)(3)-P.L. 86-36

(1)
2)(3)-P.L. 86-36
3)(3)-50 USC 3024(i)

(b)(1)
(b)(3)-P.L. 86-36
(b)(3}-50 USC 3024(i)

1S Between July 2004 |
to the expiration of the PR/T'T authority on @ December 2011, the Natonal

Security Agency {NSA}, with the assistance of certain U.S. telecommunications
service preoviders, collected, processed, and analyzed metadata from Internet
communications to obtain foreign intellisence information about the
international terrorist activities|

This activity occurred under a PR/TT authority (renewable every 90 days)
granted by the Foreign Intelligence Surveillance Court [FISC).

—~F5SH-AF [nearly 2011, the Signals Intelligence Dircetorate (SID) conducted
an examination of the NSA PR/TT program to assess its value as a source of
foreign intelligence information. That examination revealed that the PR/TT

program was not producing s

aluable foreien

program had been reinitiated

—PIFSHF On

intelligence information aiter the
(b)(1)
(b)(3)-P.L. 86-36

2011, SID requested that the Director, NSA
(DIRNSA) terminate the PR/TT program. SID recommended that NSA not renew
the PR/TT authority and destroy all bulk metadata collected pursuant to the
PR/TT authority. SID identified several limitations that contributed to the
program’s inabilily v meet expectations.

I e ramai s il
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2.
(b)(1)
{b}(3)-P.L. 86-36
{b)(3)-50 USC 3024(i)

3.

4,

;.Flp rEE‘RE;;#\E;‘AIF' FF'R AC

%_

—FS5+SH Other authorities can satisfy certain foreign intelligence
requirements that the PRTT program was designed to meet. The
Supplemental Procedures Governing Communications Metadata Analysis
(SPCMA), which SID implemented widely in late 2010, allows NSA to call-
chain from, to, or through U.S. person sclectors in Signals Intelligence
collection obtained under a number of authorities. In addition,
notwithstanding restrictions stemming from the FISC’s recent concerns
regarding upstream collection, FAA §702 has emerged as another critical
source for collection of Internet communications of foreign terrorists.
Thus, SPCMA and FAA §702 assist in the identification of terrorists
communicating with individuals within the United States, which
addresses one of the original reasons for establishing the PR/TT program
in 2004,

+PS77 SR

(U) DIRNSA’s Decision

{b)(1) 3
(b)(3)-P.L. 86-36 allow

. On:IQOll, DIRNSA approved SID’s request to
the PR/TT Order to expire and to destroy all collected bulk metadata

from the PR/TT program before the authority expired on 9 December 2011.

—FSHEHINF NSA Systems and Repositories that Stored PR/TT Metadata

—F5+5H+REr Before the purge, the Agency declared that PR/TT metadata

was storcd

2 (b)(1)
(b)(3)-P.L. 86-36
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1‘[‘!“3‘;’7"8‘177‘1‘@7}' |is the Agency’s corporate database that (P}N3)-P.L.86-36

(b)(1) accepts metadatal linto separate partitions,
(0)(3)-P.L. 86-36 including PR/TT FISA. | [contained the contact chain
summaries and transaction records for PR/ TT.
.« PSS lstored the contact chain

summarics that decument Internet communications between
fwo persons. A contact chain summary shows that & person
communicated with another person, their first and last contact
dates, and the total number of communications between them.

- ROSHANE I

(b))
(b)(3)-P.L. 86-36 o FGFFSENTY
{b)(3)-50 USC 3024(i)
. ATSLISH MR I
2. AFSHSEHN | |

0 SR S prwr—
(b)(3)-P.L. 86-36
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—{FSHEHNT) Review of NSA's PR/TT Bulk Metadata Purge

PSS The PR/TT metadata purge was performed from[:| (b)(3)-P.L. 86-36
through 9 December 2011. On 2 December and 7 December 2011, the OIG

independently cbserved the Agency’s purge processes to destroy PR/TT bulk

metadata from its declared systems, databases, and backups {as disclosed by

TD). Itis important to note that we lack the necessary system accesses and

technical resources to search NSA's networks to independently verify that only

the disclosed repositories stored PR/TT metadata. As a result, we completed

our special study through observation and review of procedures and system

documentation for the disclosed repositories only.

—F5/SH-4HS During our study, we observed the Knowledge Services'
Team (T1222) and T121 personnel perform system commands to purge PR/TT
mctadata from Agency systems and databascs. At our request, TD personnel
provided us with system documentation before and after the purge commands
had been performed. This documentation showed that the file systems and
tables that stored PR/TT metadata had been deleted from Agency systems and
databases. We also observed T1222 submit the backup tapes for secure
destruction and obtained copies of receipts signed by destruction persennel.
(b)(3)-P.L. 86-36

55 However, 53 had completed its purge before we had the
opportunity to observe. As a result, we were able to review the purge

procedures only for reasonableness ; we were not able to do the before and after
comparisons that we did for the TD systems and databases disclosed to us. S3
did provide system documentation that showed PR/TT metadata files no longer
resided in temporary memory of the[_____ |system and confirmed that
PR/TT dataflows had been terminated and all other purge procedures had been
completed forl |systems according to plan. Refer to Table 1 for the
six areas reviewed.
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(U) Table 1. Special Study Results

AL

Review Arsa -

ore.

OIG .
Review Method

Procedures
Adagquately

Performed? -

Tape, disk, and
system backup
destruction practices

T1222

Observed T1222 submit backup tapes for secure
destruction. Obtained copies of receipts signed
by destruction personnel.

Reviewed procedures and cbserved 71222
perform commands to purge[______] Obtained
system documentation that showed that the file
system had been deleted.

B)(1)

(b){(3)-P.

Yes

L. 86-36

T1222

Reviewed procedures and o 22
efform commands o purge'

b Obtained system documentation that

showed that tables had been deleted .

Yes

T1222

Reviewed procedures and observed T1222
perform commands to purqe| Ifor

Ubiained system

documentation thalt showed lhat file system s had
been deleted.

Yes

(b){3)-P.L. 86-36

T1222

Reviewed procedures and observed T1222
perform commands to purge

| I Obtained
system documentation that showed that file
systems had been deleted.

Yes

Ti21

Reviewed procedures and observed T121

perform commands to purge PR/TT metadata
from directories and tables. Obtained system
documentation that showed that directories, files,
and tables had been purged of PR/TT metadata

Yes

83

urge procedures were reviewed only for
reasonableness. $3 had completed its purge
before we had the opportunity to observe. 53
subsequently provided system documentation
that showed that PRTT metadata files no longer
resided in temporary memory of and
confirmed that PR/TT dataflows had been
terminated and all other purge procedures had
been completed according to plan.

Yes

{U) Conciusion

—FSyH S On the basis of our observations and review of procedures and
documentation, we conclude with reasonable assurance that the Agency

destroyed PR/TT bulk metadata from its declared systems, databases, and tape

and system backups disclosced to us before the PR/TT authority expired on

O December 2011.
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(U) APPENDIX

(U) T1222, T121, and S3 Purge Procedures
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—HSHEHANFY Table A1. PR/TT Bulk Metadata Purge Procedures

b}1} —TTSHSTTNrT
b)(3}-P.L. 86-36

Dates : Procedure : .
[ | L —lSB) terminatedl IPR!TT dataflows, purged metadata, and powered down
eguipment.
aquery services| were deleted to prevent analysts from accessing

PR/TT chairf _ Jdata stored in

b)(3)-P.L. 86-36) 12/2/11 | Phase 1 - T1222's purge procedures to destroy PR/TT metadata collected [
]

(b)(1) | .
{b){(3)-P.L. 86-26 .

12/7/11 | Phase 2 - T1222's purge procedures to destroy PR/TT metadata coliectedl |

12/7141 | T121's purge procedures to delete sample PR/TT metadata from lhel |system: {b)(3)-P.L. 86-36

12/9/11
Note. Before the purge, the Agency had only PRITT rnetadata| I
{ ]
* PRAT metadala obtained before| lhad not been saved to the] ] As aresult, no
action was needed by T1222 for the| | during the Phase 1 purge.
" The entire| |was deleted during the Phase 1 purge. As aresult, no action
was needed by 11222] during the Phase 2 purge.

L)1)
(b)(3)-P.L. 86-36
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