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(1.8, Department of Justice

Federal Bureau of Investigation

Wrshimgton, D.C 205350001

June 29,2012

Scott R, Pafronik

Chief

Eria County Sherif”s Office
10 Delaware Avenue
Buffalo, NY 14202

Re: Acquisition of Wireless Collection Equipment/Technology and Non-
Disclasure Obligations

LAW ENFORCEMENT SENSITIVE (LES): The informatien in this document iz the propurty of the Fuderal Bureau of
Investigation (FBI) and may be distributed within the Federal Govarmment fond its contraclovs), US. intelligence, law
enforcament, public rafety or proteciton afficlals and indtviduole with a need to know, Distributlon beyond thase entitles without
FBI Operational Technology Divirton adthorization is prohlbiled. Precautions should be 1akan to crewre this information i
stored and/ar desroyed in a manver that procindes unauthorizad acoass. Information baaring the LES eavaal may not ba wead in
legal proceedings without first receiving awhar(zation Jrom tha or{ginating agency. Recipients are prohibited from subsequently
posiing the information marked LES on a websile on an unclassified nefwork

Dear Scatt R. Patronik:

We have been advised by Harris Corporation of the Erie County Shetiff’s Offfce’s
request for acquisition of certain wireless collecrion equipmenv/technology manufacmred
by Hartris Corporation, Consistent with the conditions on the equipment authorization
granted 1o Harris Carporation by the Federal Communications Commission (FCC), state
and local law enforcement agencies must coordinate with the Federal Pureau of
Investigation (FBI) to complete this non-disclosure agreement prior to the acquisition and
use of the equipment/icchnology authorized by the FCC authorization.

As you are aware, law enforcement agencies increasingly rely on wireless collection
equipment/technology to conduct lawfully-authorized electronic surveillance. Disolosing the
existence of and the capabilities provided by such equipment/technology to the public would
reveal sensitive technological capabilities possessed by the law enforcement community and may
allow individuals whio are the subject of investigation wherein this equipment/technology is used
to employ countermeasures to avoid detection by law enforcement. This would not only
potentially endanger the lives and physical safety of law enforcement officers and other
individuals, but alsu udversely impact criminal and pational security investigations. That is,
discloswre of this information could result in the FBI's inability to protect the public from
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terrorism and other criminal activity because, through public disclosures, this technology has
teen rendered essentially useless for future investigations. In order to ensure that such wircless :
collection equipmentitechnology continues to be available for use by the la_w enforcement
community, the equipment/technology and any information related to its functions, operation,
and use shall be protected from potential compromise by precluding disclosure 'of this
information to the public in any manner including but not limited to: in press reteases, in court
documents, duging judicial hearings, or during other public forums or procecdings. Accordingly,
the Erie County Sheriff's Office agrees to the following conditions in connection with its
acquisition and use of the Harris Corporation equipment/technology:

1. By entering into this agreement, the Erie County Sheriff's Office affirms that it has
statutory authority to lawfully employ this technology aund will do so only in support of
public safety operations or criminal investigations.

2. The Ers County Sherff's Office assumes responsibility for operating the
equipmentitechnology in accordance with Federal law and regulation and scocpts sole
liability for any violations thereof, irrespective of the Federal Bureau of Investigation
approval, if any, for the gale of the equipment/technology.

3. The Exie County Sheriff's Office will ensure that operators of the equipraent have met the
operator training standards identified by the FBI and are certified to conduct operations.

4 The Frie County Sheriff's Office will coordinate with the FBI in advance ot its use of the
wireless collection equipment/technology to ensure de-confliction of respective missions.

5. The Ere County Sberiff's Office will not distribute, disseminate, or otherwise disclose
any information concerning the wireless colleotion equipment/technology or any sofrware,
operating  manuals, or related technical documentation (including its
technical/engineering description(s) and capabilities) 1o the publie, including to any non-
law enforcement individuals or agencies,

6. The Brie County Sheriff’s Office will not distribute, disseminate, or otherwise disclose
any information concerning the wireless collection equipment/technology or any software,
operating  manuals, or rclaed  (cchalcal  documentation (including  its
technical/engineering description(s) and capabilities) provided to it to any other law
enforeerment or government agency without the prior written approval of the FBI. Prior
to any approved distribution, dissemination, or comparable disclosure of any information
concerning the wireless collection equipment/technology or any software. manuals. or
related technical documentation related to such equipment/technology, all materials shall
be marked “Law Enforcement Sensitive, For Official Use Only - Not to be Disclosed
Qutside of the Erie County Sheriff's Office.”

7. The Exie Counly Sheriff's Offive shall not, in any civil or criminal proceeding, usc or
provide any information conceming the Harrls Corporation wireless collection
equipment/technology, its assoclated software, operating manuals, and any related
documentation (including its technical/engineering deseription(s) and capabilities)
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beyond the evidentiary results obtained through the use of the equipment/technology
including, but not limited to, during pre-trial matters, in search warrants gnd rglau.:d
affidavits, in discovery, in response to court ordered disclosure, in other atﬁc?awts, in
prand jury hearings, in the State’s case-in-chief, rebuttal, or on appeal, or in testimony in
any phase of civil ot criminal trial, without the prior written approval of the FBI. If th.e
Erie County Sheriff's Office leams that 2 District Attorney, prosecutor, or & court is
copsidering or intends to use or provide any information concerning the Hgfrxs
Corporation wireless collection equipment/technology, its associated software, operating
mannal, and any related dnenmentation (including its technical/engineering description(s)
and capabilities) beyond the evidentiary results obtained through the use of the
equipment/technology in a manner that will cause law enforcement sensitlve information
relating 10 the technology to be made known to the public, the Erie County Sheriff’s
Office will immediately notify the FBI in order to allow sufficient time for the FBI to
intervene to protect the equipmenvtechnology and information from disclosure and
patential compromise.

Notification shall be directed to the attention of:

Assisrant Dirgotor

Opetational Technology Division
Federal Bureau of Investigation
Engineering Rescarch Facility
Building 27958A, Pod A
Quanticw, Virginia 22135

(703) 985-6100

and

Unit Chief

Tracking Technology Unit
Operational Tachnology Division
Federal Bureau of Investigation
Engineering Research Facility
Building 279584, Pod B
Quantico, Virginia 22135

(703) 985-6840

Tn addition, the Erie County Sheriff's Office will, at the request of the FBI, seck dismissal
of the case in liea of using or providing, or allowing others to use or provide, any
information conceming the Harris Corporation wireless collection equipment/technology,
its associated sofiware, operating manuals, and any related documentation (beyond the
evidenlinry resulls obtzined Unough the use of the squipment/technology), if using or
providing such information would potentially or actually compromise the
equipment/technology. This point supposes that the agency has some contro} or
influence over the prosecutorial process, Where such is not the case, or is limited so as to
be inconsequential, it is the FBI's expectation that the law enforcement agency identify
the applicable prosecuting ngency, or agencies, for inclusion in this agrecment. '

A copy of any court order in any proceedipg in which the Ere County Sheriff’s Office.is
a party directing discloswte of information concerning the 'Hamis Corporation
equipment/technology and any essociated software, operating manuals, or related
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documentation (including its technical/engineering description(s) =nd capabilities) will
immediately be provided to the FBI in order to allow sufficient time for the FBI to
intervene to protect the equipmenttechnology and information from disclosure and
potential compromise. Any such court orders shall be directed to the attention of:

Assistant Director

Operational Technology Division
Federul Bureau of Investigation
Engineering Research Facility
Building 27958A, Pod A
Quantico, Virginia 22135

(703) 985-6100

and

Unit Chief

Tracking Technology Unit
Operational Technology Division
Federal Bureau of Investigation
Engineering Research Faeility
Building 27958A,Pud B
Quantico, Virginia 22135

(703) 985-6840

10, The Erfe County Sheriff’s Office will not publicize its acquistion or use of the Harmris
Corporatfon cquipmont/teshnology or any of the capabilities afferded by such
equipment/technology to the public, other law enforcement agencies, or other
government agencies, including, but not limited to, in any news or press releases,
imerviews, or direct or indirect statements to the media.

11, In the event that the Erle County Sheriff's Office receives a request pursuant fa the
Freedom of Information Act (5 U.S.C, § 552) or an equivalent state or local law, the civil
or criminal discovery process, or other judicial, legislative, or administrative procsss, to
disclose information concerning the Harmris Corporation wirsless colleclion
equipment/technology, its associated software, operating manuals, and any related
documentation (inclnding its technical/engineering description(s) and capabilities), the
Ere County Sheriff’s Office will immediately notify the FBI of any such request
tclephonicall? and in writing in order to allow sufficient time for the FBI to seck to
prevent di;u osure through appropriate chamels. Notification shall be directed to the
attention of:

Assistant Director

Operational Technology Division
Federal Dureau of Investigation
Engineering Research Facility
Building 27958A, Pod A
Quantico, Virginia 22135

(703) 985-6100

and

Unit Chief
Tracking Technology Unit
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Operational Technology Division
Federal Bureaw of Investigation
Enginceri Resoarch Faeility
Butlding 27958A, Pod B
Quantico, Virginia 22135

(703) 985-6840
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The Erie County Sheriff’s Office’s acceptance of the above conditions shall be evidenced by the
signatures below of an authorlzed representative and wireless collection equipment operators of
the Ere Cuunty Sheri(Ts Office.

Sincerely,

Christopher M. Piehota

Special Agent in Charge
Buffalo Divisien

Federal Bureau of Investigation

Acknowledged and agreed to this day of , 2011,

7

Scott R. Patronik

Chief

Eric Counry Sheriff's Office
Buffalo, NY

J"”/\ &

Timothy Camey U }

Detecfive

?_

Daniel Granville
Detective

. //' 5
Waurren Huwihom
Detective
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