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nation and retention safeguards for personal information collected through

nteliigence. .

NSC HINTEL Annual
DNI HINTEL Annual
DNU #INTBL Anmual
[Within [ year] The DN, in coasultation with the Attomey General (AG), shall ensure
mmamofmmwwmmmmm
4 |[signals intelligence activities. To enhance public understanding of, and promote public | PPD-28 " DNUDO) | New Privacy /1712015
trust in, the safeguards in place to protecs personal information, these updated ornewly | (§4) Officer
issued policies and procedures shall be publicly released to the maximum extent
possible, consistent with classification requiremeats.
fiing Petoonfl IMormgtiod G
Wmmumamwwmmmﬁx PPD-28 Privacy - - See Task 4
g pection: sments). (§4)
Personal information products only as consistent with PPD28
applicable IC standards for accuracy and objectives, as set forth in relevant IC 9 Privacy - - Seo Task 4
thin 180 days of the dase of this directive, the DNT , in coosdimation with e AG, e
heads of the other elements of the IC, and tho heads of departments and agencies Privac
7 |containing other clements of the IC, shall prepare a report evaluating possible additional PP(?‘-)ZB Privacy DNIDOY Nc;mw Y 1 merois
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The APNSA, the Director of the Office of Management and Budget (OMB), and the
Director of the Office of Science and Technology Policy (OSTP) shall identify one or
8 |more senior officials who will be tesponsible for working with the DNI, the AG, the PEED‘;R Policy NS(C):;?I:[B/ Same Workplan
beads of othe: IC elcments of the IC ... as they develop the policics and procedures §4) due 228
The Secretary of State shall ideutify a senior official within the Department of State to
coordinate with the responsible departments and agencies the United States
o |Government’s diplomatic and foreign policy efforts related to international information |PPD-28 Policy State YCYBER Announce by
technology issues and to serve s & point of contact for foreign govemments who wish | (§4) 228
to raise concerns regarding signals intelligence activities vonducted by the United
S
Within 180 days of the date of this directive, the DNI shall provide a status report that .
10 |updates me on the progress of the IC’s implementation of section 4 of this directive. PIZ§DS-)2 8 Privacy DNI #LEGPA;].L v.ai;n ding 7M6/2014
The Privacy and Civil Liberties Oversight Board [PCLOB] is encouraged to provide PPD-28 FLEGAL or Md
11 (thc President] with a report thet assesses the implementation of any matters contained (55) PCLOB PCLOB WHCO u' llsgﬁns &
in this directive that falls within its mandate, - omplete?
Within 120 days of the date of this directive, the President's {ntelligence Advisory :
Board [PJAB] shall provide (the President) with a report identifying options for PPD-28
12 7
assessing the distinction between metadata and other types of information. (85) ik HAB HNIBL SATHOMA
Within 120 days of the date of this directive, the [PYAB] shall provide (the President] #TRANS
3 |With a report identifying options for replaciug the “need-to-share” or “necd-to-know"  [PPD-28| . B RDER s5/17/2014
! models for classified information with a work-refated access model. (§5) i PIA BO »E =g
Sharing IPC)
Within | year of the date of this directive, the DNI, in coordination with the heads of the
relevant elements of the IC and OSTP, shall provide [the President] with a report PPD-28 HINTEL
14 |assessing the feasibility of creating software that would allow the {C to more easily to 85) Bulk DNI HOSTP 1/17/2015
conduct targeted information acquisition rather than bulk collection. .
Going forward, [the President directs] the DNI, in consultation with the AG, to annually
15 |review - for the purpose of declassification — any future opinions of the Court with o ik DNI HLEGAL Antiial
broad privacy implications, and to report to me and Congress on these efforts. ‘ bimsianis ’ o
To ensure that the Forsign Intelligence Surveillance Court (FISC) hears a broader range
f privacy perspectives, [the Presideat calls) on the Congress to authorize the Workplan
6 |° h C DOJ H#LEG
] embhshmenl of a panel of advocates from outside government to provide an figac L due 2/28
L voice in si 1 FISC,
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fmmwemk]uﬁngﬁcAOndDmmhmmnmmMplmﬁdiﬁoml
reﬁﬂmﬁonsongovunnnnfs|bﬂhyﬁoltuﬁn,a=nﬂkandnneﬁ:aﬁummﬂctnn. : HLEGALor | Proposal due

17 :
communications between Americans and foreign citizens incidentally collected under | PSR  Bukk | DNwDOS WHCO N7
e Presid use Naional Security Letiers 50 P
within a fixed time unless the Speech | Transparency DOJ #LEGAL l""y"ln.,
VVowﬁnahoendﬂgoammmnﬂunkﬁijnnddn;uou-k.pnbuonuxehnhnnuiu:ﬂun Werkola
19 mmwmumwhmmwwmmbmmu Speech | Transparency DOJ WHCO d:?}”
Eﬁhnhchnnndhnbawnvﬁﬂ«uﬂypunneptnnacaﬂsnnxnutwouupsumuwndﬂnun .
20 2 number associated with lmistominﬁm.w«th_u. Speech Bulk NSA | #DISCLOSURES|COMPLETE
[&eMdmhs]MhAGthﬂhﬂSCwMMzﬁis ¥LEGAL or
21 mmummhquddm&m;mm«ham Specch FISC DOJ WHCO 2/17/2013.
(the Presideat bas] fastructed the intelligence community and AG 10 0se fis
pukunodmnhpow&uuﬁxanuw:mwnumﬂhhann-uhﬂncqnbﬂmuu e
mdﬂnmanMSecﬂouZISmmWhld&usmm Speech NUDOJ 312802014
# goverment holding this metadata. They will ceport back to [the President] with options i - #INTEL
Mamwsmhmmwhmmm
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[The President) has tustructed [his] national security team, as well a3 the mseligence
25 cmulty.mwmkwhhmmwbbepmmmdhuhnud
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[The President has] asked [his) Counselor, Jokn Podesta, to lead a comprehensive
review of big data and privacy. This group will consist of government officials
who-—along with the President’s Council of Advisors on Science and Technology—will
Mmmﬁmymmmmmlm,MIwknhwm
challenges Mxhbﬂzd&mbehg%mdbybo&hpublicudmm
mwm«wmhphmﬁmdmuhowwmm:dmmuw
we can continue 10 promote the free flow of information in ways that are consistent with
both privacy and security.

i

Workplan
due 2/28

mmmmuamwmumns standard to
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scope, and breadth ” Wohvceomimdwamdymchﬁuﬂhumnynd
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See Tasks 1
" and 2,

mwmwnmmmmmmw
S a ¢

RG6

-

mwmwmmm;mummnrmm
distinctions between metadata and other information. We bave endorsed
recommendation #6 to commission a study on metadata and other information.

HIEEN

See Task 12,

RG7

mmwsmmmmmyqummm
requirements on Foreign Intelligence Surveillance Act (FISA), NSLs, Sec, 218, Sec.
702, and PR/TT. We bave committed to be more transparent in the use of NSLs.

Transpareacy

See Tasks 18
and 19

RG 8

mm«mmugmfymmmunmhouhm
hmmdﬂSAmdNSLm-dhcbsmoxdmlhlﬁngMdmaﬁmblwdlys
wl&omjﬁddvmv&mdpumiuh;ueipl«mbmklmloomdtodnﬂmp
the order’s validity. We don't support judicial approval for nondisclosure and we
ﬁmmmﬂmeﬁmqummaMNmﬂmmmtxmhmm.

Transpareacy

See Task 18.
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economic interests. We endorse recommendation #17 and have created 2 process to
im i PPD-28

acker " as of 1200 on Jan. 24
The Revicw Group recommended a statutory change to permit providers to periedically
disclose the number of orders received, complied with, categories of information Review 1
G ' - =
e produced, and number of users affected in each category, unless the Government can Group Transparency See Task 19.
The Review Group recommended that we expand the Government's existing
R requirements to publicly disclose general data about NSLs, and Sec. 215, PR/TT,and | Review _ _ :
ol Sec. 702 orders. We have committed to be more transpacent in the uses of NSLs. Group FHmapenny Son Fask 19
E The Review Group recommended we establish a strong presumption of transparency
regarding bulk collection programs. We agree there should be greater transparency for Soviow Seo Tasks |
RG 11|bulk collection, so we are placing limitations on the uses of bulk data (reviewed Group | TEnsparency - - 2 and 15 ’
annwally) and making more information public, including FISC opinions that impact P »
DIy
The Review Group proposed significant changes to the haadling and usc of USP
information collected under Sec. 702 and EO 12333, We have endorsed changes to
Section 702, under which the AG and the DNI will institute reforms that place Review .
RG 1 Pri - - See Task 17.
2 additional vestrictions on goverumeot’s ability to retain, search, and use in criminal | Group . Teskl
cases, communications between Americars zod foreign citizens incidentally collected
Section 702 ) .
The Review Group proposed standards for the protection of, and limitations affecting
RG.13|1e use of, non-U.S. persons information collected under Sec. 702 and EO 12333. In | Review Privacy _ ~ See Tasks 4
his speech, the President commited to implementing additional protections for non-U.S.] Group and 7.
p
The Review Group recommended the extension of Privacy Act protections to non-U.S. | Review - HLEGAL Workplan
b persons. We have committed to study this recommendation. Group e e " due 2/28
The Review Group supported closing the surveillance gap by giving NSA linited
RG 1§ |St@tutory authority to continue to track known targets when they first enter the United | Review Other NSA HLEG Workplan
States., until a FISC order can be obtained. We support recommendation #15 but it Group due 2/28
requi islation. '
The Review Group recommended a policy process for Deputies and Principals-level -
RG 16|2PProval for all sensitive ifucmgence requirements (including targeting heaclls of state). | Review Policy ) _ See Task 3
We endorse recommendation #16 and have created a process to implement it through | Group
PPD-28. :
The Review Group recommended we ad)ust teh National Intelligeace Priorities
Framework process to require senioc policymaker review of requirements in all tiers for Review
RG 17|sensitive collection and targeting, and to include agencies responsible for U.S. Group Policy - = See Task 3
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The Review Group recommendod we establish a mechanism (hrough the D.NI o ' 1
€ 1l i e e Sty A o, [0 v | o | v, | Wointe
RG 19 The RevieweG;ioUp p;oposcd that we review our collection posture on foreign leaders. | Review Policy _ . COMPLETE
[ |The Review Group recommended that wo examine feasibility of creating software that M
" i collion il e et i e [t |
The Review Group recommended we examine intelligence collection relationships with Review '
RG 21 closely allied goverments. We endorse recommendation 21 and the review is ongoing. Grogp Policy - = See Task 3
The Review Group moommended that we establish a Privacy and Civil Liberties officer Rindesy )
RG 26|at the N_ational Security Council (NSC) and OMB. We endorse this recommendation. Group Privacy - - See Task 8,

The Review Group supports the expansion PCLOB’s mandate beyond counterterrorism
W(CD o create a new agency, the Civil Liberties and Privacy Protection Board, that can )
RG 27/0versee 1C activities for foreign intelligence (rather than oaly for CT) purposes, receive | Review | . Privacy NSC
whistlcblower complaiots, conduct compliance and audit functions, and conduct Group

technology assessments. We endorse this recommendation bat it requires legislation to

Workplan
duc 2/28

The Review Group recommended that we create a public interest advocate to vepresent
privacy interests before the FISC, increase transpareucy, and rotate the appointment Reoviuis
RG 28 {power among the Supreme Court Justices, We endorse a panel of advocates to provide Orowp Transparency = = See Task 16
an independent voice in significant cases before the FISC. -

The Review Group recommended that we fully support encryption standards and not
undermine encryption standards; oot in any way subvert, undermine, weaken, or make
vulnerable generally available commercial software; and increase use of encryption and

Review o Cyber Coord. Workplan
RG 29| urge U.S. compaies to do so. We support the spirit of this recommendation but will G:up Policy | NSC/OSTP OSTP du?m
need to study the implementation 1o ensure the National Security Agency retains its
ability to perfonm its core mission of decrypting foreign communications.
The Review Group recommended that we establish interagency process ledby NSCto | Review . NSC HCYBER Workplan
s review Zero Day explois. Poliy due 2/28
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The Review Group urged us to support international norms or agreements that will
increase confidence in the security of commumications, mcluding prohibitions on

Review

Safeguarding Steering Committee established by E.O. 13587.

RG 3] [economic espionage and manipulation of financial systems. Promote transpacency Poli State HCYBER Workplan
about govermment requests foe information, and avoid localization requirements for Group o due 2/28
servers and technology facilitics. We endorse continuing to support intemational

- DommS.

The Review Group recommended that we establish an Assistant Seccetary of State for

RG 12 fhplo'mz.cy of mu.:mauon?l information technology xssues We Ifave committed to Review Policy _ _ See Task 9
identifying a senior official at the State Department on information technology and Group
SIGINT | : . .

The Review Group recorumended that, as part of the diplomatic agenda on international

RG 733 |information technology, we advocate for and explain our rationale for a multi- Review . Workplan
stakeholder internet governance model. We continue to support multi-stakeholder Group Poticy S #CYBER due 2/28
i
The Review Group recommended efforts to fix the Mutual Legal Assistance Treaty
(MLAT) process. We support improving the MLAT process and ars undertaking

RG 34| tTorts to improve and centralize MLAT processing; we will implement new technology | Review Policy DOJ #INTECON Workplan
to increase efficiency and transparency of the process; and increase our international Group #CYBER due 2/28
outreach and training to help ensure that requests meet U.S. legal standards.

The Review Group recommended we conduct routine impact assessments to assess the Review Wotkplan

RG 35|value and compliance of data mining programs. We endorse this recommendation. Oo Other ODNI HINTBL due 2128

up .
The Review Group recommended the creation of Pprogram-by-program reviews for
future developments in communications technology, informed by expert technologists, *
to assess and respond to emerging privacy and civil liberties, theough the CLPP Board
and other agencies. We will be establishing a Privacy and Civil Libertics officer, and | Review Workplan
RG 36 ' Priva ODNI #INTEL
* " |are supportive of the idea of expanding the role of the PCLOB beyond CT, Wealso | Group < due 2728
support ensuring our programs are reviewed for future developments in communications
technology and assessed for emerging privacy and civil liberties concerns.,
The Review Group recommended we move toward syster in which background

RG 37 mvestigations/security clearance vefling is performed by U.S. Governement employees | Review Securly PAC OMB aN72014
or by a noa-profit private sector corporation. We have cormitted to study this Group
e endation.

The Review Group recommended the use of a continuous monitoring standard for
vetting personnel for access to classified information, This recommendation is Sanlow COMPLETE
KRG 38|implemented in part through the work of the Senior Information Sharing and Grow | el PAC OMB IN PART
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‘The Review Group recommended additional differentiation for security clearances, -
RG 39|including “4dministrative access” clearances for IT personnel. We endorse this Review Security PAC OmB Workplan
o fation v Group SIsssc HCYBER due 2/28
The Review Group recommended the development of 20 “access score” capability 1o
evaluate access to sensitive information; personnel with high access scores would be Saviow
RG 40/ subject to additional monitoring. We wikl need to study how this recommendation Grou Seeurity PAC OME /1772014
might be implemented and the resources tequired for execution, P
The Review Group supporicd replacing “need to know” and “need to share” with a
work related access model. This recommendation is consistent with the recently VR YTRANS See Task 13
RG 41 freleased National Swategy for Information Sharing and Safeguarding, however further Gro Security PiAB BORDER (Info oot '
study is required regarding how the work-related access model would be implemented, L Sharing IPC) _
The Review Group advocated upgrading cybersecwrity systems protections, including
continuous monitoring programs, and establish an annual report o the President on Review . SISSSC #CYBER Workplan
e implementation. We endorse coatinuing 1o upgrade cyber security systems protections. | Group Suty due 2/28
The Review Group recommended we implement Executive Order (E.O) 13587 to ] Workys
improve the scourity of classified networks; provide plan to the President within 60 days| Review E SISSSC HCYBER ‘orkplan
.RG @ and report to him quartecly thereafter. We endorse continuing to implement E.O, Group Shwinly due 2/28
13587,
The Review Group recommended an annual Principals’ meeting to review the security Wodkpt
of U.S. networks, including “red team™ analysis. We support an annual Principals Review Securis SISSSC HCYBER Orkplan
44 review, as well as an interagency process to examine the "ted team" concept. Group due 2728
The Review Group recommended expanded use of processes and programs that restrict Reoviiw Workplaa
RG 45access to data and documents and create audit trails, We endorse this recommendation. Group Security SISSSC HCYBER due 228
The Review Group recommended the use of cos¥/benefit analysis and risk management e OIRA Workplan
RG 46)approaches o personne and network security. We endorse continuing to use lg::: Security OMB/NSC HCYBER due?}zs
| I t analysis isk management approa
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