National Security Agency/Cenfral Security Service

Further dissemination of this report outside the Office
of the Inspector Genernl, NSA is PROHIBITED
without the approval of the Inspector Genersl,

Inspector General Report

: (ESHSHAFIREPORT ON THE ASSESSMENT OF
MANAGEMENT CONTROLS FOR IMPLEMENTING THE
FOREIGN INTELLIGENCE SURVEILLANCE COURT
ORDER: TELEPHONY BUSINESS RECORDS

ST-06-0018
5 SEPTEMBER 2006

TOP SECRETHICOMINT




(1)) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the Director, NSA/Chief, C8S, the Office of the Inspector General (01G3)
conducts inspections, audits, and investigations. Ttz mission is to ensure the integrity,
efficiency, and effectiveness of NSA/CSS operations; to provide intelligence oversight; to
protect against fraud, waste, and mismanagement of resources; and to ensure that
NSA/CSS activities are conducted in compliance with the Constitution, laws, executive
orders, regulations, and directives, The O1G also serves as ombudsman, assisting all
NBA/C8S employees and affiliates, civilian and military.

(U) INSPECTIONS

(U) The inspection function conducts management and program evaluations in the form
of organizational and functional reviews, undertaken either as part of the OIG's annual
plan or by management request. The ingpection team’s findings are designed to yield
accurate and up-to-date information on the effectiveness and efficiency of entities and
programs, along with an assessment of compliance with laws and regulations; the
recominendations for corrections or improvements are subject to followup. The
inspection office also partners with the Inspectors Geuneral of the Service Cryptologic
Elernents to conduct joint inspectons of the consolidated cryptologic facilities.

(U) AUDITS

(U) The internal andit function is designed to provide an independent assessment of
programs and erganizations. Performance audits evaluate the economy and efficiency of
an entily or program, as well as whether program objectives are being met and
operations are in compliance with regulations. Financial andits determine the accuracy
of an entity’s financial statements. All aodits are conducted in accordance with
standards established by the Comptroller General of the United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U} The 0IG administers a system for receiving and acting upon requests for assistance
or complaints (including anonymous tips) about fraud, waste and mismanagement.
Investigations and Special Inquiries may be undertaken as a result of such requests oe
complaints; at the request of management; as the result of irregularities that surface
during an inspection or audit; or at the initiative of the Inspector General.
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TO: DISTRIBUTION

SUBJECT: (TS Report on the Assessment of Management Controls
for Implementing the Foreign Intelligence Surveillance Court (FISC) Ordes:
Telephony Business Records (ST-068-0018)—ACTION I\EMDRANDUM

1. MMS report summarizes the results of our assessment
of Management Controls for Iimplementing the FISC Order: Telephony
Business Records. The report incorporates management’'s response to the
drait repart.

2. ([O77FEUD) As required by NSA/CSS Policy 1-60, NSA/CSS Office of
the Inspector General, actons on QIG audit recommendations are subject to
manitoring and followup until completion. Consequently, we ask that you
provide a written status report concerning each planned corrective action
categorized as "OPEN.” The status report should provide sufficient
information to show that corrective actions have been completed. If a planned
action will not be completed by the original target completion date, please state
the reason for the delay and give a revised tardet completion date, Status
reports should be sent to Assistant Inspector General, at
OPS 2B, Suite 6247, within 15 calendar days after each target completion
date. :

3. m appl eciate the courtesy and cooperation extended to

the auditors throughout th larification or additional
information, please contact sistant Inspector General,
or1 963-2888 or via e-mail a

Lt PR f,,{/msz
BRIAN R. MCANDREW
Acting Inspector General

(OROON NOFORN/ /R
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FE/HSHHNEY ASSESGMENT OF MANAGEMENT
@@N‘ﬁ’ﬁ@ﬁﬁ FOR IMPLEMENTING THE FOREIGN
INTELLIGENCE SURVEILLANCE COURT (FISC) ORDER:
TELEPHONY BUSINESS RECORDS

7 Backgrounegd: The Order of the FISC issued 24 May 2006
in In.re Application of the Federal Bureau of Investigation for an Order Requiring the
Production of Tangible Things from [Telecommunications Providers] Relating tch
In the United States and Abroad,

0. Bl-0ob~ & order] states tha e lnspector General and the General
Counsel shaI{ submiit a report to the Director of NSA (DIRNSA) 45 days after the
initiation of activity [permitted by the Order] assessing the adéquacy of
management controls for the processing and dissemination of U.8. person
information., DIRNSA shall provide the findings-of that report to the Attorney
General,” The Office of the Inspector General (OIG), with the Office of the General
Counsel's {OGC) concurrence, issued the aforementioned report on 10 July 2006
in a memorandum with the subject FIS4 Court Order: Telephony Business Records
(ST-06-C018). Subsequently, DIRNSA sent the memeorandum to the At{orney
General. This report provides the details of our assessment of management
conirols that was reported to DIRNSA and males formal recommendations o
Agerncy management.

FINDING

TS 7 SE7 7 DENF) The management cortrols desigrned by ﬂs&
A gemejr fa gaaf@m fﬁ!@ procassing, dissaniipation, dsta security, amd
ovarsioht of teleshomy metzdals and LS. person formation obiafned
urncier the Order are adeguate and it severaf aspecis exceed the ferms of
the Grder. Bwe bo the risk assecizied with the colfection ang processing
OF tetepfony metadsta invalving LS. person information, three additional
Canirels shauld be pal in place. Specifically, AGEnCY MENAFEIEnt siaclt:

(1} design procedures bo provide a higher fevel of assurance 8hat
non-compliant data vill not be collected and, If Inadvertemtly
colfected, will e swiftly axpunged and nat made pvailable for
arralysis.

(2} seperale the suthioriy to spprove meladsts queries fromny the
capahility to condact gueries of meladatia under tha Order.
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(3) conduct perfodic reconcilfation of approved felepfone
nummgers with the fogs of gueried numbers to verify tHhat omly
suthorized queries have been made under the Order.

(1) Criterfa

__tra<7 BRI /OC NF) The Order. The Order authorizes NSA to

collect and retain telephony metadata to protect against international
terrorism and fo process and disseminate this data regarding

in the United
States. To protect U.S. privacy rights, the Order states spemﬁc terms
and résirictons regarding the collection, processing, retention,’
dissernination, data securlfy, and oversight of telephony metadata

 and U.S. person information obtained under the Order. To ensure

complance with these terms and restrictions, the Order also
mandates Agency management to implement a series of procedures
to control the access to and use of the archived data collected
pursuant to the Order. These control procedures are clearly stated
in the Order. Appendix B includes a summary of the key terms of
the Order and the related mandated control procedures,

{1 Standaids of Intsrnal Conirol. Intemmal control, or management
control, comprises the plans, methods, and procedures used to mest
missions, goals, and objectives. It provides reasonable assurance
that an entity is effective and efficlent in its operations, reliable in its
reporting, and complant with applicable laws and regulations. The
General Accounting Office’s Standards jor Internal Confrol in the
Federal Government, November 1989 (the Standards], presents the
standards that define the minimum level of quality acceptable for
management control in government. NSA/CSS Policy 7-3, Interndal
Control Program, advises that evaluationa of internal control should
consider the requirements outlined by the Standards. The OIG uses
the Standards as the basis against which menagement control is
evaluated.

PSS EHHNE) Documented Procedures are Neadad to G@varn tha
C@ilem@n of Telephony Metadata

—FSA S -Control procedures for collecting telephony metadata
under the Order were not formally designed and are not clearly
dooumertted.  As aresnlt, management controls do not provide
reasonable assurance that NSA will comply with the foﬂowing terms
of the Order:

L (TSHSEWe did not assess the controls over ratention at this time as the Order allows data to ba retained for
fi Tve years, B

; Jz&(,‘u/\/ywuM.)!{l\l//MR
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NSA. may obtain telephony metadata, which includes
romprehensive corpmunications, routing informateon,

. Including but not imited to session {déntifying information,
trunk identifier, and Hime and duration of a call. Telephony
metadata does not include the substantive content of any
commmunications, or the name, address, or inancial
Information of a subscitber or customer,

TTS/7SHANE] As reguired by the Order, OGC plans o examine
periodically a sample of call detafl recorda to ensure NSA is receiving
only data authorized by the court. ({This is the only control
procedure related to collection that is mendated by the Order.)
Although this will detect unanthorized data that has been loaded.
mto the archived datahase, there should also be confrols in place to
prevent unarthorized data from being loaded info the database. In
addttion, good internal control practices recuire that docimentation
of internal control appear in management directives, administrative
policles, ar opersting manuala, At a minirouun, procedures should
be established fo:

#  mondtor mcolning data on & regular basis,

e upon discovery of unauthorized data, suppress unanthorized
data from analysts' view, and .

e elminate unauthorized data from the incoming data stream.

With these proposed coritrol procedures in
place, the risk that Agency personnel will mistalcenly collect lypes of
data that are not authorized under the Order will be minimized. |
Although the primary and secondary orders prehibit the providers
from passing specific types of data to NSA, mistakes are possible.
For example, In responding to our request for information, Agency
management discovered that NSA was obtaining two types of data
that may have been in viclation of the Order: a 16-digit credit card
number and name/partial name in the record of Operator-assisted
calls. (It should be noted that the name/partial name was 1iot the
narme of the subscriber from the provider's records; rather, a .
telephone operator entered name at the fme of an Operator-assisted
call) '

: I the case of the credit card number, OGC
advised that, in its opinion, collecting this data is not what the Court
sought to prohibit in the Order; but recornmended that it still be
suppressed on the incoming data flow if not needed for contact
chaining purpeses. In the case of the name or partial name, OGC
advised that, while not what it believed the Court was concerned
about wizen it issued the Order, collecting this Information was not
in keeping with the Order's specific terns and that it should aldo be
suppressed from the incoming data flow. OGC indicated that it will.
report these issues to the Court when it seeks renewsl of the
authorization. Agency management noted that these data types were
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biocked from the analysts' view, Management also stated that it will
take immediate steps to suppress the data from the Incoming data
flow. These steps should be completed by July 31, 2006.

Recommendaiion 1

TrS/H#3Deslgn and documant procadures to provide a higher level of
assurance thal non-compliant data will not be collected and, If inadvertently
collected, will be swiftly expunged and not made available for analysis.

(V) iflanagement Response

CONCUR. TTS7751 ) Management concurred with the

. finding and recommendation and has already partially implemented
the recommended procedures, to block the questionable data from
the providers' incoming dataflow. A final system upgrade to block
the questionable data from one remaining provider is scheduled for
8 September 2006. Testing is currently ongoing,

Btatus: OPEN ,
Target Completion Date: 8 September 2006

(W) CIG Cammenf

(U) Planned acton meets the intent of the recommendation.

(TSI NF)Additional C@ntmﬁs ara Needed to Govern the
Pmeegsmg of Telephony Metadata

Agency management designed, and in some ways
exceeded, the series of control procedures over the processing of
telephony metadata that were mandated by the Order; however,
there are currently no mesns to prevent an individual who is
authorized access the telephony metadata from querying, either by

- ‘ error or intent, a telephone number that is not compliant with the
Order. Therefore, additional controls are needed to reduce the risk of
unauthorized proceqsing

B-Processing refers to the querying, search,

and analysns of telephony metadats. To protect the privacy of U.S.
persons, the Order restricts the telephone numbers that may be
gueried:
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Based on the factual and practical considerations of
everyday life o which reasonable and prudent persons act,

tth e are facts giving rise to a reasonable, articulable .
WM "

A telephone numbar bdieved 16 be used =
inted witl
solely on the basis ol

g AL Gle PLO A the First Amendment to the
. Constitution,

—FSASH A Agency management designed the series of control
procedures gver the processing of telephony metadata that were

mandated by the Order. In a short amount of Hme, Agency
management modifled exdsting systems and designed new processes
to:

#  docurnent justifications for querying a particular
telephone number,

¢ abtain and document OGC and other authorized
" approvals to query a partionlar telephone number, and

& maintain automatic audit logs of all queries of the
telephony metadata.

—FS//SH-NFHThese controls are adequate to provide reasonable
assurance that justtfications are sound, approvals are given and
documented, and that there is a record of all queyies made. Agency
management even exceeded the intent of the Order by fully.
documenting the newly developed processes in Standard Operating
Procedures and by developing enhanced logging capability that will,
ance completed, generate additional reports that are miore usable for
audit ptaposes. :

FSAHSHF-Two additional control procedures are nteeded to
provide reasonable assurance that ondy telephione numbers that
meet the terms of the Order are gqueried.

TTE/SINFI The authorily Io approve metadala guerfes should be
segragated from the capability to conduct meladata querfes.

+FSA#SH#NFrThe Chief and Deputy Chief of the Advanced Analysxs
Division [AAD) and five Shifi Coordinators® each have botli the
authority to approve the querying of telephone niimbers under the
Order and the capability to conduct queries. The Standards of

—TSUSUANEY-The Order grants approval anthority (o seven individuals: the SID Program Manages for CT

Special Projects, the Chief and Deputy Chief of the AAD, and four Shift Coordinators in AAD, In practice,

Agency menagement {ransferred the authority of the SID Program Manager for CT' Special Projects to one

E;idﬂzonal Shift Coordinator. Appraval authority thetefore remains limited to seven individuals as intended by
e Order.




ST-06-0018

Internal Control in the Federal Government require that key diuties
and responsibilities be divided among differerit people to reduce the
risk of error or fraud. In particular, responsibilities for authorizing .
transactions should be separate from processing and recording
them. This lack of segregation of dutles ncreases the risk that Shift
Coordinators and the Chief and Deputy Chief of AAD will approve
and query, either by error or intent, telephone numbers that do not
meet the terms of the Order,

Recommendation 2

-(Feish-Beparate the au’thdrity to approve metadata gueries from the
capabllity to cenduct queries of metadata under the Order.

(ACTION: Chief, Advanced Analysis Division)

(U} Managemertt Response

CONCUR, TTS77Sty- BB NF) Management concurred with the

finding but stated that it.couid not implement the recommendation
because of constraints in manpower and analytic expertise. As an
alternative, management recommended that SID Oversight &
Complianice (O&C) routinely review the audit logs of the Chief and
Deputy Chief of the Advaniced Analysis Division and Shift
Coordinators to verify that their queries comply with the Order. This
alternative would be developed in conjunction with actions taken to
address Recommmendation 3 and is contingent on the approval of a
pending request to SID management to detail two computer
programimers to the team. Management is also negotiating with
O&C to accept the responsibility for conducting the recommended
reconciliations.

Status: OPEN
Target Completion Date: 28 February 2007

() QI G@mmerir

—FPS#SI—,L,-,LNE)-Alﬂmugh not ideal, management's alternative

recommendation to monitor audit Iogs to detect errors will, ata
minimum, mitigate the risk of querying telephone numbers that do
not meet the terms of the Order. Therefore, given the existing
manpowel constraints, management's suggested alternative
recommendation meets the mtent of the reconmmendation.
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—(FSHSHNFHAU logs should be routinely reconcifed fo the records of
telepfone numbers approved for guerying.

— SN Management conirols are not in place to verify that
those telephone numbers approved for querying pursuarnt to the
Order are the only numbers queried. Although audit logs documment
all querles of the archived mietadata as mandated by the Order, the
logs are not currently generated in a usable format, and Agency
management does not. routinely use those logs to andit the telephonie
numbers queried. The Standards of ntermal Control i the Federal
Government recommends engoing reconciliations to “make
management aware of inaccuracles or exceptions that could mdicate
internial control problems.” The lack of routine reconciliation
procedures increases the risk that errors will go undetected.

' E@ﬁﬂmsﬁi@ﬁﬂaﬁ;ﬁ@ﬁ 3 e

~FSH#SD-Conduct periodie reconciifation of approved tetephone numbers with
the logs of queried numbers to verify Eh&t anly authorized quertes have been
mads under the Order. .

(ACTION: BID Special Program Manager for CT Speclal Projecis)

(L} Management Respaonse

CONCUR. MManagement concurred withi the
fnding and recomnendation and presented a plan to develop the
necessary tools and procedures to Implement the recommendation.
However, management stated that completion of the planned actions
is contingent on the approval of a pending request to SID
menagement to detail two computer programmers to the team.
Management is also negotiating with O&C to accept the
responsibility for conduicting the reconunended reconefliations,

Status: OPEN
Target Completion Date: 28 Felwuary 2007

(L) OIG Camiment

{U} Planned acton meets the fintent of the recommendation.
However, should $ID management not grant the reguest for
addifionsl computer programmers or 0&C not aceept responsibility
for conducting the reconciliations, management must promptly
inforny-the OIG and present an alternative plan.
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Obsarvation

(TS#/SI/NF) At the time of our review, there was no policy in place
to perlodically review telephone numbers approved for querying
under the Orger to ensure that the telephona numbers still met the
ctiterla of the Order. Although the Order is sitent on the length of
time a tefephone number may be queried onca approved, due
diligence requires that Agency management jssue a pallcy
decision on this matter and develop procedures fo execufs the
decision.

TT&MF}Managemem Controls Gavernipg the Dissemination of
L1.S. Person Information are Adequaie

—FSAHASH-AFAgency management implemented the series of control
procedures governing the dissemination of U.S. person information
mandated by the Order. O&C designs and implements controls fo
ensure USSID SPO018 compliance across the Agency, to include
obtaining the approval of the Chief of Information Sharing Services

- and maintaining records of dissemination approvals, as required by
the Order. No additional procedures are needed to meet the intent of
the Order. Furthermore, these procedures are adequate to provide
reasonable assurance that the following terms of the Order are met:

Dissemination of U.S, person information shall follow the
standard NSA. minimization procedures found in the
Attorney General-approved ghuidelines (USSID 18).

—(FEHSHNFR-Management Controls Governing Data Securlty are
Adequate ~

—FSHSHAF-Agency management bmplemented the series of control
procedures governing the data security of U.S. person information as
mandated by the Order, such as the use of user IDs and passwords. -
Agency management exceeded the terms of the Order by maintaining
additional control procedures that provide an even higher level of
assurance that access to telephony metadata will be limited to
authorized analysts, Most of these controls had been in place prior
to and aside from the Issuance of the Order. Only the requirement
that OGC periodically monitor individuals with access to the archive
was designed in response to the Order. Cornbined, these procedures
are adequate to provide reasonable assurance that Agency
management comples with the following terms of the Order:

DIRNSA shall establish mandatory procedures strictly to
. control access to and use of the archived metadata collected
pursuant to this Order.

TOP SECRET//COMINTE |
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TTSAHBLLANE) Additionally, O&C plans to reconcile the list of
approved analysts with a Hat of authorized 11sers to ensure
only approved analysts have access to the metadata.

Wﬂ@aﬁag@mem Controie Governing the Oversight of
Activitles Conducted Pursuant to the Order are Adeguate

<TS7781/7NFAs mandated by the Order, Agency management
designed plans to provide general aversight of activities condiicted
pursuant to the Order. The Order states ﬂlat

Thie NSA Inspector General, the NSA Gﬁ'.neral Counsel, and
the Signals Intelligence Directorate Oversight and
Compliance Office shall periodically review this program.

ectfically, Agency management designed |
the following plans that are adequate to ensure comp]ianee with the
Crder.

o {TSA/SILAME The OGC will report on the operations of
the program for each renewal of the Order.

¢ (DSA/SLANEHE&C plans to conduct periodic andits of
the queries.

e {(F5HSH/NF 01O planmed to andit telephony

etadata
Upon Issuance of the
rder, the auait was put on hold to complete the

court-ordered report. OIG will modify the audit plan to
include the new requirements of the Order. Once
sufficient operations have occurred under the Order to

~allow for a full range of compliance and/or substantive
testing, the andit will proceed.
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(1)) Conclusion

— TSASHNFF The activities conducted imder the Order are

extremely sensttive given the risk of encountering U.S. person
information. The Agency must take this responsibility seriously and
show good fatth in its execution. Much of the foundation for a strong
control system is set up by the Order itself, in the form of mandated
control procedures. In many ways, Agency management has made
the controls even stronger. Our recommendations will address
control weaknesses not covered by the Crder or Agency management
and will meet Federal standards for intermal control. Once the noted
weaknesses are addressed, and additional controls are implemestted,
the management control system will provide reasonable assurance
that the terms of the Order will not be violated.
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APPENDIX A

(&) About the Audit.
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(U) ABOUT THE AUDIT

(U} Ohjectives

—{TS/ASHB—The overall objective of this review was to deterimine
whether management controls will provide reasonable assurance
that Agency managerment complies with the terms of ﬂne Order.
Spemﬂc objectives were to:

= verify that Agency management has desmgned the control
procedures mandated by the Order.

e assess the adequacy of all managemertt controls in

accordance with the Standards of nfernal Control in the
Bederal Government.

(U} Scope and Methedology

—{UAHEGUQ) The audit was conducted from May 24,2006 to July 8,
2006.

-HHAFEHGH Ve mtm'viewed. Agency perscnne] and reviewed
documentation to satlsly the review objectives.

—{F5/A58 We did not conduct a full range of compliance and/or
substantive testing that would allow us to draw conclusions on the
effcacy of management conirols, Our assessment was limited to the
overall adequacy of management contiols, as directed by the Order.

1FS/+98-4s footnoted, we did not asseas controls related to the
retention of telephony metadata pursuant to the Order. As the Order
authorizes NSA to retain data for up to five years, such controls
would not be applicable at this Hme.
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PROGRAM MEMORANDUM

PM-031-06 Reissued
29 Aug 2006

To:  Office of the Inspector Genera- ‘

Ce: Office of ‘
Comnterterrorism Production Center!

Chief, i pliance
S58G1

SUBJTECT {TSASHAE) PMO Response to IG-10681-06, Subject Draft Report on the
Assessment of Management Conirols for implemeriting the FISA, Court Otder: Telephony
Buosiness Records (ST-06-0018)

1. WFGHQ) The SIGINT Directorate Program Office appreciates and welcomes the
Inspactor General Office's review of program operations as required by the subject court
order. The Program Office offers the following response.

2. (TS//SYAYEYThis report presents three findings/recommendations. Finding one

 pertains to procedures to provide a higher level of assurance that non-compliant data will
not be collected and, if inadvertently collected, will be swiftly expunged and not made
available for analysis. Finding two pertains to the gosl to separete the authority to
approve metadata queries from the capability to conduct queries. Finding three pertains
to the requirement to conduct periodic reconciliation of approved telephone numbers with
the logs of queried numbers to verify that only authorized queries have been made. -

3 MWiﬂl respect to Finding One, the Program Office acknowledges
that the item is factually correct and concurs with the assessment with comment. It
should be noted that intemal management controls, known as software rules that are part
of the | d=tzbese, do prevent the data in question from ever being loaded into
the operational contact chaining databases. Still, the data in question did exist in the
dataflow and should be suppressed on the provider-end as the OIG recommends.

‘8, Mom&cﬁ ve Actions: Although already partially implemented

among the providers, the final system upgrade necessary to block the data in question
from one provider on the incoming dataflow is scheduled to be in place by 8 September
2006, Testing continues at this time, : ‘

4, TTSHSHAED) Finding Two recommends two additional controls. With respect to the
first, "The authority to approve metadata queries should be segregated from the capability
to conduct metadata queries”, the Program Office agrees the assessment has merit, but
cannot implement the required corrective actions. In theory, the OIG recornmendation is
sound and conforms fully to the standards of internal control in the Federal Government.
In practical terms, it is not something that can be easily implemented given the
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risk/benefit tradeoff and real world constraints. Manpower ceilings and available analyte
expertise are the (wo most significant limiting factors.

5T S8 The Advanced Analysis Division (S2I5) is comprised of personnel of
varying grades and experience levels. Given the requirements of the court order, the Shifl
Coordinators are required to be the most experienced intelligence analysts, have the most:
training and consequently hold the most senior grade levels. They therefore are given the
authority to approve data queries, and because of their status can also execute queries.
Removing this dimension of their authorities would severely limit the versatility of the
most experienced operations personnel. Also, as their title implies, they are also the most
senior personnel present during each operational shift and in effect control the ops tempo
on the operations fIdor. Replicating that senior structure to accommodate the OIG
recommetidation is not possible given current manning authorizations and ops tempo.

a. TTBHRLUNF) However, there are checks and balances already in place to help
mitigate the risks cited. For example, the Shift Coordinators routinely approve queries
into the database based on selectors meeting a reasonsgble articulable suspicion standard
IAW with NSA OGC written guidelines and verbal briefings. Any queries inftiated from
probable U.S. selectors must be individually approved by the OGC. In this way, the risk
of error or fraud associated with the requirements of the coort order is acccptably
mitigated within available manning and analytic falent constraints.

b.m Corrective Actons: Corrective actions caunot be implemented -

* without significantly increasing manning levels of senior, highly skilled analysts. In our
view, the benefit gained will not justify the manpower increase required, However, it
may be possible to implement additional cliecks and audits on the query approval
process. As recommended in the response to Finding Three below, Oversight and
Compliance could, if they accept an expanded role, use (yet to be develdped) new
automated software tools to regularly review the andit logs of all shift coardinators. With
software changes to the andit logs it would be possible to easily compare numbers
approved and their accompanying justifications against numbers chained. In this way, it
would be possible ta review the shift coerdinator's actions against the standards
established by the court. The Program Office recommends that this corrective action be
pursued as part of the long term goal discussed below.

6. —CESHSINE) Finding Three reads "conduct periodic reconciliation of approved
telephone numbers with the logs of queried numbers t6 verify that only authorized

. queries have been made upder the order”. The Program Office agrees with this
assessment. However, competing priorities for the software programming talent
Tiecessary to implement improvements to the audit logs, as well as to perform the
programming necessary 1o creats automated reconciliation reports, require that this issue
be addressed as a long temm goal.

a. (TSHSEUNE) If SID management approves a pending Program Office request to
detail two computer programmers to the team for six-to-nine month rotations, suitzble
* procedures and software tools could be implemented. Also, the Program Office has
approached the office of Oversight and Compliance about acceptmg the responsibility of
conducting the recommended audits, That negotiation is ongoing.
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b. M) Corrective Action: Acceptable tools and procedures can be developed
within six months if the required manpower {s allocated, Assuming the Program team's
request is granted, this initiative can be comploted by 28 February 2007, The corrective
action will include:

1. m@l@) Improvements to the audit logs to male them more user fiendly

2, [UARQUQ) Reports that provide a ugeable audit trail from requester, to approver,
to any resulting reports. These raports'will be used to automatically identify any
discrepancies in the query process (i.e. queries made, but not approved).

3, TU#EC@ Complete the negotiations with SID Oversight & Compliance
7. MPlease contact me if you have additional questions,

STD Program Manager
CT Special Prograins




IT°S EVERYBODY’S BUSINESS —

'TO REPORT SUSPECTED INSTANCES OF FRAUD,
WASTE, AND MISMANAGEMENT, CALL OR VISIT
| THE NSA/CSS IG DUTY OFFICER
ON 963-5023s
IN OP52A/RO0M 2A0930

IF YOU WISH TO CONTACT THE OIG BY MAIL,
ADDRESS CORRESPONDENCE TO:

DEPARTMENT OF DEFENSE
NATIONAL SECURITY AGENCY/
CENTRAL SECURITY SERVICE
ATT: INSPECTOR GENERAL
9300 SAVAGE ROAD, STE 6247

FT. MEADE, MD 20755-6247
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