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Daniel Levinson, Inspector General
U.S. Department of Health and Human Services
Offce of Inspector General
Washington, DC 20201

Dear Mr. Levinson:

We are in receipt of the letter dated May 18, 2010, from Scott A. Vantrease, Assistant
Special Agent in Charge, Special Investigations Branch. Thank you for your quick
response to our request for an investigation. However, we are now making a new
request for an OIG investigation. We have obtained new information confirming the
existence of information disclosures that undermine the integrity and rnission of the FDA
and, we believe, may be prohibited by law. Furthermore, thes discJosures may be
ongoing. We request that the DIG promptly review this new information.

On May 17, 2010, the FDA Offce of Internal Affairs (OIA), Mark McCormack, Special
Agent in Charge. requested that the DIG review what the FDA determine to be an
inappropriate disclosure of confidential commercial information in the potential release
of information related to a pending GE Healthcare application. The DIG determined
based on the information presented at the time that the referral lacked evidence of
criminal conduct and declined to take action.
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We request that you review the attached communications to determine whether this
would warrant opening an investigation to detennine whether one or more employees
may have engaged in unlawful conduct. We believe that the emails and attached
documents represent disclosures that may be prohibited by law. Among other things,
the federal Food, Drug, and Cosmetic Act (the Act) prohibits anyone "revealing, other
than to the Secretary or offcers or employees of the Department, or to the courts when
relevant..., any information acquired under the" FDA's authority to review and approve
applications for devices and other products. 21 U.S.C. § 331(j). Moreover, the Act
prohibits the 'disclosure of confidential commercial information without the written
consent of the sponsor who submitted the information. 21 U.S.C. § 331(y). In the case
of a device not on the market, for which the intent to market the device has not been
disclosed, and that has been submitted to the FDA for premarket approval or premarket
notifcation review, FDA generally may not disclose the existence of the premarket
submission. 21 C.F.R. §§ 807.95 & 814.9. f'Jlore generally, any federal employee who
discloses confidential trade secret information is subject to a fine or imprisonment. See
also 45 C.F.R. § 73.735-307(3) (prohibiting FDA employees from disclosing information
obtained in confidence, in accordance with applicable federal laws).
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We are particularly concerned that the continued release of confidential information has
compromised or will compromise the integrity of the ongoing premarket review of the
subject device applications. Therefore, we request that the OIG immediately review this
new information and open an investigation.

Sincerely. L

J2thuren. M.D.,J.D.
Director, Center for Devices

and Radiological Health
Food and Drug Administration

Attachments
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Charge: Unauthorized Release of Agency Information

The charge of unauthonzed release of Agency files, documents, and/or information,
which also included confidential commercial information, is based on the following
specifications:

Specification 1. . On July 12, 2010, Ahava Stein an employee of Regulatory Affairs

Consulting Ltd sent an email to your government email account with the subject line .
"K032350." In this email.Ms. Stein asked you questions regarding the Food and Drug
Administration's rFDA's") review of the Breastscan IR System, no. K032350. The
information contained in this email from Ms. Stein contained commercial confidehtial
information. Commercial confidential information is almost never released outside of the
Agency, and only then under specific conditions. i,

i

I

On July 13, 2010, using your government-issued laptop computer, you forwarded this
same July 12 email from your government email account to your personal email account.
At approximately 3:31 p.m. using your government-issued laptop, you forwarded the
aforementioned email from Ms. Stein from your personal email account to a non-
government individual email account. You did not have a work-related reason to send the
email or the information from Ms. Stein to any non-government email account. When you
sent Ms. Stein's email and its information to your personal email account and to a non-
government individual email account.this was an unauthorized release of Agency
documents and/or information, which included commercial confidential information.

Specification 2. On July 20,2010, using your government-issued laptop, you sent an

email from your personal email account with the subject line, "Irwin," to two non-
government individual email accounts. You did not have a work-related reason to send
the email or the information to any non-government email account. This was an

unauthorized release of Agency documents and/or information, which included
commercial confidential information.

Specification 3. On August 2, 2010, using your government-issued laptop and your

government email account; you forwarded an email to your personal email account with
the subject line "K032350." Subsequently. using your government computer you
forwarded the aforementioned email from your personal email account to a non-
government individual email account. You did not have a work-related reason to send the
email or the information to any non-government email account. This was an unauthorized
release of Agency files, documents, and/or information, which included commercial
confidential information.

Specification 4. On August 4,2010, using your government computer and personal

email account, you sent an email to a non-government individual email account regarding
a medical device review. You did not have a work-related reason to send the email or the
information to any non-government email account. This was an unauthorized release of
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Therefore, based on the charge and specifications stated above and the record evidence,
. I am proposing your removal from Federal service and your position as a GS-13 Biologist
to promote the effciency of the service.

Penalty Considerations

In deciding to propose this action rather than a lesser action, I considered several
factors.

I have considered that your actions have violated, at a minimum, the following regulations:

(1) Department of Health and Human Service (HHS) Standards of Conduct, Title
45, Code of Federal Regulations (CFR), Subpart C - Conduct on the Job, Section
73.735-304, Use of Government Propert, which states: "(a) An employee shall not
directly or indirectly use, or allow the use of Government propert of any kind,
including propert leased to the Government, for other than offcially approved
activities;" and

(2) Title 5 CFR 2635, Subpart G - Misuse of Position, Section 2635.704, and Use
of Government Propert, which states (a) Standard An employee has a duty to
protect and conserve Government properl and shall not use such properl, or
allow its use, for other than authorized purpses." This includes the duty to protect
information.

. Your actions also'violated the HHS OCIO Policy for Personal Use of Information
Technology (2/17/06), HHS-OCIO-2006-0001, Section 5.3, which states:

"Unauthorized or inappropriate use of HHS IT resources could result in loss of use
or limitations on use of equipment, disciplinary or adverse actions, criminal
penalties and/or employees or other users being held financially liable for the cost
of inappropriate use;" and Section 5.4, which states ffEmployees are expected to
conduct themselves professionally in the workplace and to refrain from using
Government offce equipment for activities that are inappropriate.

Your actions also violated the Secure One HHS Information Security Program Rules of
Behavior: Specifically, the rules state you should not:

. Store sensitive information in pubric folders or other insecure physical or

electronic storage locations.

. Share sensitive. information, except as authorized and with formal agreements

that ensure third parties wil adequately protect it.

FDA 00124
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any time, and for any lawful Government purpose, the government may
monitor, intercept, and search and seize any communication or data
transiting of.stored on this information system. Any communication or data
transiting or stored on this information system may be disclosed or LJsed
for any lawful Government purpose.

Further, like all other Agency employees, you are required annually to take and
complete computer security training, under which these types of issues are addressed.
It is also noteworthy that the emails you received from Ms. Stein clearly indicated that
the information sent to you was intended 9nly for you, as the addressee

i have considered the nature and seriousness of the offense cited above and its relation
to your duties, position, and responsibilties, including whether the offense was . I

intentional or technical.or inadvertent or was committed maliciously .or for gain or was
frequ~ntly repeated. i considered that your misconduct is very serious and has a direct
relationship to your abilty to perform the duties of your positiqn as a GS 13 Biologist.
As a part of your Biologist duties, you are entrusted to protect Agency files, documents,
and/or information, but particularly to protect commercial confidential information and
use government propert for offcial purposes. You are also responsible for upholding
Federal regulations and ethical standards in your work. i considered that you
circumvented Agency processes and requirements by sending Agency files, documents
and/or information to non-government email accounts and to a non-government
individuaL. You did not have a work-related reason to send these emaHs or the
information to any non-government email account.

i considered your job level and type of employment, and the affect of your misconduct
on your abilty to do your duties, and my confidence in you to perform your duties. Your
misconduct is unacceptable. i considered that on July 1, 2010, you were offcially
reprimanded for failure to follow supervisory instructions. i have considered that since
receiving that reprim~nd, your improper release of Agency files, documents, and/or
information, by circumventing Agency IT and security protocols, is another example of a
pattern of disregard for management instructions, policies, and procedures that are in
place. You are aware .of what is expected of you regarding protecting confidential
information and the appropriate use of the Government computer. M~nagement must
be able to trust that each employee uses his or her computer for the purpose for which it
was intended (that is, to perform offcial job duties). Further, because you released,
without authorization, Agency files, documents, and/or information, to include
commercial confidential information, I have lost trust and confidence in you being able
to perform your duties.

i have considered, in your favor, that you have twenty, three (23) years of service;
however your actions are so egregious they have resulted in my having lost trust and
confidence in you as a Federal Employee.
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I considered the potential for your rehabilitation and have concluded that it is poor. Your
improper release of Agency files, documents, and/or information, to include commercial
confidential information, is a significant indication that you are not willng to properly
discharge your duty to protect sensitive and confidential information, the release of
which could result in severe ramifications against the FDA by the public, including, but
not limited to insider stock trading and sponsors being apprehensive about sending
propriety information to the FDA for review. Your actions could have resulted in a
IIchiling effect" on the FDA's mission to protect and support public health. i believe a

lesser penalty is not likely to cause a change in your behavior.

I have also considered if there are any mitigating circumstances surrounding your

misconduct and have found none.

I have considered the clarity with which you had been informed that your misconduct
was inappropriate and violated Federal or Agency policy. I find that you were on notice
that you were engaging in serious misconduct. Specifically, all employees of FDAlHHS
are required to familiarize themselves with the Standards of Ethical Conduct for .

Employees of the Executive Branch (5 GFR 2635) and DHHS Standards of Conduct (45
CFR 73). Besides mandatory annual computer security training that all employees
receive, FDAlHHS also posts a warning that is visible each time you access the
computer system. It states, uThis is a Food and Drug Administration (FDA) computer
system and is provided for the processing of offcial U. S. Government information only.
All data contained on this computer system is owned by the FDA and may, for the
purpose of protecting the rights and propert of the FDA, be monitored, intercepted,
recorded, read, copied, or captured in any manner and disclosed by and to authorized
personnel. USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR
UNAUTHORIZED, CONSTITUTES CONSENT TO THIS MONITORING,
INTERCEPTION, RECORDING, READING, COPYING, OR CAPTURING AND
DISCLOSURE. THERE IS NO RIGHT OF PRIVACY IN THIS SYSTEM. Authorized
personnel may give to law enforcement offcials any potential evidence of crime found
on FDA computer systems. Unauthorized access or use of this computer system and
softare may subject. violators to criminal, civil, and/or administrative action. The
standards of ethical conduct for employees of the Executive Branch (5 C.F.R. §
2635.704) do not permit the use of government propert, including computers, for other
than authorized purposes."

I have considered the fact that your actions violated HHS and FDA's Policy on the Use
of Government Equipment and Systems. As a CDRH employee, you are given accss
to government-owned computers and other electronic equipment for use in our daily
offcial duties. Staff Manual Guide (SMG) 3140.1, "FDA POLICY ON USE OF
GOVERNMENT ELECTRONIC EQUIPMENT AND SYSTEMS" authorizes appropriate .
and reasonable personal use of Government electronic equipment and systems by FDA
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employees, on their own time, as a means to enhance their knowledge of and
capabilities ili using the equipment and systems in performing offcial duties. This SMG
also specifically defines "Misuse", in part as follows: tlpersonal use of the Internet
while the user is being paid to conduct Government work.. .inappropriate use of the
Internet to conduct activities like sending E-mail messages containing racial slurs or
sending proprietary or trade secret information to a friend, ....... JI

Rights
You are allowed 14 calendar days following your receipt of this notice to respond to this
proposal orally, in wnting, or both orally and in writing. You may also submit affdavits
and other documentary evidence in support of your reply(ies). Any reply you make is to
be addressed to Wiliam H. MaiseL. M.D., M.P.H., Deputy Director for Science, CDRH.
Main tel: 301-796-5900
Fax: 301-847-8510
Address:' WO Bldg 66 R~ 5429

10903 New Hampshire Ave
Silver Spring, MD 20993

who will give full and careful consideration to any reply you submit within the allowed time
before he makes and issues a written decision to you. If .you are considering an oral
reply, you must contact the Deciding Offcial promptly so an appointment can be
scheduled within the time period for reply. I!

You are entitled to be. represented in this matter by an attorney or other representative. If
you choose someone to represent you, that person's name and address must be given to
me and to Dr. Mais.el in writing, providing your authorization for your representative to
have access to offcial records personal to you and relevant to this proposed action. A
sheet on which this may be accomplished is attached.

You may contact Catherine Sanders in the Workforce Programs Division at 301-492-4705
to make arrangements to obtain a' copy of the material relied upon. You may also contact
Ms. Sanders if you have any questions related to this Notice of Proposed RemovaL. Your
authorized representative may also review the materiaL. Non public information has been
redacted in accordance with FDA Freedom of Information policies.

You and your authorized representative, if an employee of this Department in an active
duty status, may be entitled to a reasonable amount of offcial time to review the
supporting material, secure affdavits, and prepare and present your response. A request
to use offcial time must be made to me in writing and in advance and you must receive
written approval before using offcial time for this purpose. Your representative, if an
employee of this Department, should request use of offcial time from his or her own
supervisor.
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If you have a medical condition which you wish the Agency to consider before reaching a
final decision in this matter, you may raise it in connection with your reply. However, any
such claim must be supported by medical documentation which defines the condition and
establishes a causal connection between the condition and the above-escribed
misconduct.

As soon as possible after receipt of your reply(ies), or after expiration of your reply period
if you do not reply, Dr. Maisel wil issue his decision to you in writing. If Dr. Maisel -
sustains the proposed action and decides to remove you, the removal wil be effective no
sooner than 30 Calendar days from the date you receive this advance notice.

Effective immediately, you wil be placed on administrative leave status during the
advance notice period. You must immediately surrender to me your work computer,
keys and Federal 10 Badge, and any other electronic data storage devices in your
possession. Please be advised that until further notice, you are barred from entering
any FDA owned or leased facilty.

This action is proposed according to Title 5 Code of Federal Regulations, Part 752,
Subparts C and D. If you have any questions about the regulations or proCeures
applicable to this proposal, you may contact Catherine Sanders, Labor and Employee
Relations Specialist in the Workorce progä~s Division on 301-492-4705.

~naldJ.

Attachment.
Representative Designation Form

Receipt Acknowledgment
To acknowledge that you have reCeived this notice, please sign and date in the space
below. Your signature does not mean that you agree or disagree with this notice and,
by signing you wil not forfeit any rights to which you are entitled. Your failure to sign
wil not void the contents of this memorandum.

i acknowledge receipt of this memorandum:

Date

1) V, c.-il"~v ~r~ ~ . -l
. "'~t\.'tk ~k ~¡(l ~~ .. Ad

/~/6/ it;

FDA 00129












