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a oons:.ders.‘nls amcmrb of work along these 1ines ms conducted purely es

_. " e ratriotio e!rberm-ise at his om "expense by L’.r. George Fabya.n, whose S

i'a....rly well-trained crypta.nalysts to *mrk upon such codes and c...ohers -

"~ as were 'orra.. ded by the War. ;Tavy, State, and Jus*:u:e Departnents. Tha ._ :

. ‘Ia.rdley as lst L:.eut., }.'.ID Ya.rdley, ho ‘*.s.d 'been a telegra.pker a.t the

e
N

" Zents, irneludirg liavr, Stata, Justiea

largest of the subsections of XI-8 =and rerformed the cr-y';::tanai:"bic work
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‘1, Pri.or to Juna 1917 no- denartment the Govermnent conducted

cry'otenalytic a.c'brn’nes wha.tsoever. h-a:n June 1916 to a.’bout My 1918

: Riverbank La'borator:.es a." Gﬂneva., Ill:.no:.s ’ orga.m.zed & small group of

unders:.gned directed the cryp"e.nalyhc opera.t:.ons a.nd tra.ln:mg at the

"'!:s close thereat in 191¢, except for a. per:.od of & yeer vhen he wa.s

T 1st Lieu‘l:., .JID, semng ‘at GHQ-AEF -in the Gem..n code solmg sscﬁc:n.

2. I.n Juna 1917 ‘the crypte.nalylnc act:.vit:.e:. cf 'I:"-e Tar Da,arbaezrt:

‘wore 1r1+iated by Colonel Van Demn, G-2, with. the cox:::ussionmg of B‘. O.

State De:artnent and ha.d taken some 1xztsrest in cr*-a‘bo:vr_phy, was g.wen
two c:.v:."zan anployees to assist hm. The '.vorx: grew re.pidly and by \-h&
autumn 1917 the mcreased staff was orra._:.*ed as a section dﬂslgn..ted
as ¥I-8, v.'h1ch-.wa.s subdiv:i.ded-:__utd 6 su‘bsectxons with cuties es :._d::.c.ad_:_e_d
vex;y briefly ’nelcr.ir: ; ’ | - ‘ l - ~

(1) Code and cipher solution subsection. - This subsection -

was what '.-%ould now 'Be called the ayptenalytic subszction. It was the

net only for the Var Deperizent but also for 211 other Government dstarte

arné ihe two c="=0r°‘-1ﬂs--c=‘~"= >

==
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end Postal, vhich mere then*s»*:arate orzanizations. L=

(2) Code and cmher comila. 1on-subsectioﬁ -~ Despite the fact
tha.t under Arn.vy re:mlat:.ons the compila.tlon and revis:.on. of codes .1as a

ﬁnction of the Chief Slgnal Officer, compllatlon activities undﬂr the

S:Ln-nal Corps were app&rently in a mor:.bund state. Ini‘o*-mation ha\n_ng ‘been -
received tba.t the Gern-ans possessed co*:l.es of the War Depar‘cn-_ent Telegraoh

Code, MI-S deemed it advisable to establ:.sh a- code compilation subsect:.on,

and tha.t subsect:.on produced several codes such as llJ.'l.:Ltary Intelllgence L

Codes No. 5 and No. 9, small pocket codes i‘or secret agents, a.nd the'li‘ke.' N

(3) 'l‘ra:.ning su'bsectlon. - In add.lt:.on to training its me
g .,nersonn°1 LI—B tramed the mgority of the persomlel sent oversea.s 'for
cry'ptanalytlc dut:.es vuth field forc..s » both AEF and Siberia, . . | _
(L) Secret _.nks subsectlon. - A 1aboratory was eotabln.shed
for the preparatron of 1nv5.51ble mks i'or use by our omn agents, It also
'eza.vn:n.ned 1ette*'s for secret ink wr:.tmg and an average of over 2000 1etters

. per weelf vere examined for the mlltary and. nostﬂ censorshio i‘rom Ju]y 1, .

1918 1o Febru.arv 1 s 1919

(5) Shorthand subsectlon. This subsection was oroan_zed to
| hand.le texts in variocus shorthand systems,' especlally Gern:an, whlch%ad
to be declphered - -;. T S -
(6) Comzmunications subsectlon. 'i'his was estabiiSﬁed in:'l‘;!‘I—‘8
fer handllng messages to and from mlllta:y attaches and ’nte.l:.gence
ofi“:.cers serv:.ng abroad., In a perlod cf ¢ months it sent and received
abcut 25,000 such messages, practically all in code,
. 3. At the ‘151 ght of its develc*x:ent which was reac“ed in Noverber

18 l(I-8 was, for these deys, a rat}er large umt consisting cf 18




© the bureau was to be moved from Washington with 2 view to hiding its

officers, 2L civﬂ.ian crypto'graphers a.nd cryptanalysts, and 109 ty'.pi:’;.st's

and s‘benogranhers; The t:.me ha.d come for the es uabl_srm:ent of a definite
pol:.cy for the “uture. Ncw, the guid:.nv hﬂads of a‘.l:.t.ary Inte]ligenc,e o -
at that t:.,_e ﬁﬂly recognized ;.he high importa:nce a.nd value oi‘ the services .

rend.rea 'by the cryp‘bam..v—blc 'bureau, x:ecause they' bad been in posit:l.ons

where the products of the daJ.ly activity of the bureau came d:l.rectly to

I

notice and they cauld not i‘a:.l to note the inﬂunnce and bear:mv whch -

be&r upon’ those in (;harg° of the pu.rse st:rings, with the result 'that they
wvere able to obtain ftmds su.ffic:.ent to !reep a' fairly large orga.r-:.zat.lon
-1ntact Tor & year or two. An annual appropriation of £100,000 was Tecom- \J -
mended in .a.. c-2 s&ﬂy dated E.ﬁajr 16,1919 Z_gxl;ibit,-l attached/ to be used -

t

as fo]_mm' ‘ ) o i ' ' :

43,900

Rent hght 5. and hea.t ‘-""-- ) ;

nefere_nce_'_bf:oks Lo | l- : . . 100

Pérsonnel:: Chief _' SR - 6,2)00 B
| '5jfi'-1o code-éﬁa.cinﬁér experts & 33,000 3o,od§i;:i

15 code and ci'nher experts @ 22, OCO : 3Q,Q0_0 : o
45 clerks. @ 21, 200 R 0,000+ -
B ' Total 100,000 . -

The item for "remt, light, and heat" is explairable when it is j‘:cted' that

erxisterce, Of the £100,000 recommended, the State Derartment was to pro-

ge IL5,7CC ard :FO OCD was to be prondeu for experditvre ty the A. C, of




- 5, G-2 on "conf:.dential memoranda® aga:.nst funds perta:xmng to “Cmﬁnge.rcy
L(zl:.tary Inte'l.hgence Divis:.on"——'that is,. by vouchers not subject to re-r ew bty

.' the Cc:m‘c.roller General The paper contaum.ng the recomendat:.ons made by
the A. C. of S, G—2 to the Ciief of Staff was "OK-ed" and 1mt:.a11ed by -

' Actl.ng Secretary' of State Polk on I.Iay 17 1919, and on Hay 19 it was '_
approved 'by ‘l'.be Secmta.ry oi‘ ‘Tar over the ngna.hn-e of General ’Aarch Cln.&
of Stai‘f. The planr'as put :Lnto ei‘i‘ect tbe bureau was installed in a
-pnvate house at 2 East 38th Street Few Iork C:d:y, and 211 personnel

together vn.th msting records were moved thereto.

. l.'.' It is important ‘bo nofe 't.‘nat a.t.that t.une no PI‘OV:LS:LOD wha.tsoever

was made for. ra.d:s.o :.ntercept as. a source. oi‘ ra-rr materla.l for cryptanalys:.s.
A few words on th:x.s subJect may not ‘be amss. " Radlo :.n‘bercept of fixead
' stat:.on material in the T. S. by the hrmy doring our actlve part:.clpat:.on
'in the last war mas rather frag:nentary 'l‘he work. was oi‘ course, a
respons.r.b:.ll"y of tke S:.gnal Co:rps, but rad:x.o communlcatlons coulci hardly
compete with cable and wire cumnm:.cat:.ons as a source o.f.‘ raw mater:.al
. because not- only did the large govermnen»s use cable in preference o
. ra_d:.o,but also radio as a means of . cammm:.cation- betveen mdely separated
.fixed stata‘.ons-was 'hhen in its :.nfancy. Tre Signal Corps dig, howevnr, have
what were called "mob:_le trac'tor" unrts -sta.*.ioned on the sou'l’hern border,
h.se Purpi shed a. good deal of I..e:d.can nauenal' and in Jate 1918 .one
large :.ntercept station was est.abl:.shed at Houlton, Maine, for t_be_ purpose
: ‘of_-eepyﬁng_ trans—f\t".lanti.c radio. The large intercept sj;ations m-ai.ntained
bj the -Sivna.l.Corns in the AEF did furnish a la'.rge-qua.n ity of diplomatic
Jtraffic *rnch wag forvra.rded as raw nateriﬂ to G—2 in lYashJ.nguon, bu.. as

?~ soon ‘as the RS Was ovor a...l 'l'hese sources o*‘. lnterc°pt nater...al rﬂre aln




2bandoned,, l.anng on'l.y the cable offices for this pm'pcse. ks lonv as

t.-:e ca.'ble and vn.re services were operated under our censorsh:x.p, a.ccess

to t.he n:essages was, of course, 'ea.sy and - conﬁnued to rema:.:n so for a

7ea.r or tw a.fter censorship was rhsconti.nued by virtue of very sec.ret )

zr-anganents made by the D:.rec*bor oi‘ lh.litary J-ntelligee 'm.th the
heads of 'l:he cable companies. But by 1923 or 1924, the cable com)anies

A.-‘-‘

began gra.dnally to curta:il t‘ne amount of tra.ffic furn.:.shed i’or i.his

Zrom manth to month .the co:npam.es ‘t‘ook refuge in the statemeut that

radio was cuttmg mto t.he:.r traffic more and more. Th:.s was, of "’ course,

~ tme to a certain extent but was not by any means the whole troth. }.t any

E rate by 1929 the ﬂuvr of- messages funushed G-—2 had dwindled to a mere
tickle. In abou“‘ the’ year 1926 the in’c.ercept stations of the Coast Gua.rd. v
sn‘;znitted to me :Lnformally a few radio mtercepts of wnat appeared to be
uaua.nese code messages, but the..e were only' sporadic occaSional :.nte*cepts

of tmam:.ssions in the Fa:r East. They were usually i‘rdgmen’cary a.nd

ttat i_f a serious a.ttempt were mad.e to obtain this materi&l bet'ber couy

<

co'i!.d be obta..ned However, no pressure was brought on the Si;nal Co"ps

to set wp 2 regula.r intercept sernce, and aside from a few relat:wely '

. meak efforts to esta‘blish an intercept station in the Philippire Depa...tnent N

_ere Tas no ‘reel intercept service. unh_l after 1929 5 when resoons:.b:d_ty




cane to pass *n.'L. soon be detailed.
: 5. As :.nd:ncated in Par. 3 a'bove, the $100,000 approprlation se'l'.

) up in 1919 too;c care of the bureau for the FY 1920 that is from:

. ama

Juy 1, 1919 to Jme 30, 19205, but’:mn in June 1920 it cane t:une to

) set up the bu.dget i’or FY 19?.7. the pu:rse ‘strings Wwere already begznning
to be: pulled txghter Hany o.f the ®old-timers? in G~2 had gone to ot.her ”
ass:.g;nments, those remaln.’t.ng and the Ne¥COREers in G-2 apparen‘bJJ had

. neltha: the ba.ckground nor t;he :.nfluence ho press the matter. The _:_ __J

-apuropr:.at:.on was at once cut :Ln half ﬂ'lat is, to. $50,000 of which the

"Sta'be Departnmt share st:.ll conta.nued to, be $40 000. The theory was,

k ev:.dently, that s:.nce the mrk done by the bureau was px—.Lmar:J.y, it not so"ely,

for and of :.ntarest to the State Departnent a:L'L or nearly all of the funds’

should be provided by that departnent. The War D=par1nen't overloo}.eo. some e

, very inportant points in the situatidi—pomts which will be brought up

and emphas:.zed later in thls sumary " 4n order not to break the continuity
of the ‘history at ﬂu.s po:.nt, :Lt Will be stated merely that year by year -

“the ﬁmds pronded for the maintenance and operatlon of the ‘bureau becama :
mare and more constncted unt_l by the autum of 1929 the follaw:.ng tabula—-

tion, based upon-a letier dated July 17, 1929 fmm Major O. S. -xlbnaht G2
to the C'hlef S:.gnal Officer (General G:.bbs), shows how the bm‘eau had =

been pem:.tted to deterlora'be.‘ o

Rent : - 93,000

Books,postage,travel,transportation,misc. 2,370

Persomnel: 1 Chief (Yardley) 7,500
1 Code & ciper expert 3,660 .
1 translator (Jap) o 3,750

T
. 3 4 ’(




. bureau had ‘by ﬂns tdme become __

. of.her tban to con't.inue as long as p0551ble to maintain-himself ip the

) intended,’:—}ajor Albright.cémé to the conclusion that t.‘ne entire picture

.'.1 éecrefary o -1,800

ClLm00

T imotal.  $25,000

In the fcrego:.ng total appropnat:.on of 325,000 the State Depa.rt-nent

- tx

" furnished 515,000 fhe ffar Depar‘lment 810, ooo. The activities of me" E

reduced t.hat it was sending in only :

occasicnal tra.nslatLons of a fevr Ja.panese and a few Hexican d:n.nl oma’ra.c

e ,;~ -

messages. - No research 'ﬁhatsoev was cmducted in cryptandyais 3 'there '

© Were no traim.ng activi‘h.es, no intercept no code comp:_atl.on, no -

'\‘..

secret ink work. The. pasrsonnel 'conasted of ‘six perasons al'l. ‘hold and

. 3732 of the total payroll Went to one man, nho had httle interest

. sinecure into wh:.ch he had 'been permitted to establish himself. -

6. In the smmer oz 19é9 Ma:jor 0. 5. Albright, Signal Corps, rag’
been - ‘assigoed. to G-2 to -serve. on the Sta.ff of the A.- C. of S., G-Z to
supervise ard coorda.na.te such of the crypvographlc and cryptanaly‘tic -_\
actlnta.es of the War Depa.rhnent as ‘renmained. After a careful  stady’
of the s:.tuat:.on and an anpra:.sal of how the emst.:.ng cryptanalytic

bursau was and was -n_of. servmg the functlons for which '::.t ‘nad-been N

was vrong. He felt ‘that the product (T'bulletm“) which tne bureau
was turm.ng out every i‘ew days was ._ndeed of primary interest for its

om sake to the State Depariwent and wl:ile‘_ the War Department had .




"'_: burezn, except far one clerk recen.v:\.ng the least Pa)', Were “gettmg

I

-

" only a secondary interest in “the ™bmlletin® “for the information it
. .gave, the prizary interest af 'l:he War Depariznent in: crypta.naly‘ln.c .
g e

) .stnd_es in peace ‘h.me wa.s that it as intended 'bo prov:.de a means

for. 'tz:aim.ng of personnel i‘or imed:.ate war—‘ta.me effectivenes
’ iuaqor Albnght found t.ha.t not only was there very ]ittle :_f ar.ry

tra:.m.ng being conducted but also that- all the persons in 'l'.’he

along in years"—-the:.r potential usefulne s for poesible war ’tme A
serv:.ce practlcally n:Ll Horeover, the bureau was now hldden away _‘--
:|.n a puoblic ofi‘:.ce buJ.ld:Lng i.n New York (mder cover of the l’C:od‘uz- h
.'Cc:npllati.on Comﬁ;J;:.;" 'for alleged purnoses of secur:.ty) and i'a.r
"away from - d:.recu suvez-v'ls:.on of anybody cannected with 'the w '
Del.artnent or of G—2 so that nobody knew what vas go:.ng on, how "
the office was acm:uustered, ete. Y.,ardley devo'b_jed most of his time
to tw or three private enteipﬁ.ses (com:nerciai ﬁode ex;mpilation R |
real estate brokerage, consultant in'code matters to canmercial
firms) -and he was having a "{ield day" at Goverment expen'se.‘ “There
_were, in additiam, several other weighty factors which motivited
Major .é._bnvht in preparing a G-2 study /ﬁxh..b:.t 'ﬂrecom..end._ng t.hat
the b-.n-enu be taken out of G-2 and. its i‘unc'ln.ons t.ranSferred to the _
Siznal cqrps_, chief 'au_:ong which *.'rasbthe desirabu..h.ty,' if not necessrby:, of .
ialac‘-_ng-_a]icryptograﬁzic _and cr-,'pmalyﬁ-c wurk of the War: Depa.rtnent under

one agency, rather tnan dlsmbu‘b.nv it among ‘three {The Ad;]\.tant General, -

. for mntmg, storage, 1ssue, and account:t.no of codes; The Chief’ Slgnal

Of.Llc-L; .fo. co:xm_mg codes a.nd c:.phers, mht.ary In‘.ella.ﬂence i‘or

mnorandum n_ the sa:ne subgec., "zas

80X, .._on of cod._s and c:.'pners)

1.
b
1




e . . T e N
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prepared by L:Leut Col. '.'I K "Iilson of the "iar Plan.s and Trainmv =

s R

. appa.rent:ly deemed_ v&'b.d by'the Chief of sta.ff, for Ha;cr Al‘br:.ght's

recomendaticns were aoproved in Anril 1929 end steps were soon J.nitiated
_ ’by G—Z e.nd the ChJ.ef S:Lg:al Offlcer to put them into ef a.ect .The recem

- . .'1"' -

.mendatlons carrled with them merely the word:.ng of a chanoes to be made in

n AR 105—5, spec:n.:f.‘y:_ng the dutles of the Chief S:.g'nal Cfficer, these duties S

beln,, enlarged to :.nclude the printin storage, dlstribution, a.nd acceunt

N in,, of codes a.nd Pin. t:une of vr;ar the- interceptn.on of enemy radio and '.vire

‘ .act:.nty & new and very d*sturblnv i‘actor entered into uhe p:eture. In

L
CR AR

Larch 1029 a new admlnlstration took offlce, m whi ch timson bece.me :

Secreta.ry cf State.: For a.

: by '-'Ia.r and State De" ¥ nts by_lmeans of funds nronded in 1a.rge

the latter Department '.-a:rlY in Lay l°29, however, ..he t:u'-e wa.s deemed o
‘Tipe for this lreasur e, 'bu't. lt was with some trepld‘e.t:.on that a few trans-- T
-1ations of ue.panes_e «code messages were placed on Er, Stimson's desk His

"}eactic'n was viclent and his action arastic. Upon leerring how the materq.al

was obtaired, he:characterized

‘the activity as-being highly wnethical and




the necessary i‘u.uis of the S ate Department would be withdrawn at once‘

deela.red that it would cease imed:.a*’el‘r, so f'a.r as the State Deoa.rtment

.wa.s conce:med To -'ut teeth in © h:.s decision he gave instructions ‘t.hat

- "'-'".'l"'

EE Y

'It was only after con51derable m‘essure TF the R C. of S. » G-2 that he

o was dissuaded J‘.‘rom tlns cou\,rse, wh:Lch mght have had ser:.ous conse:menoes

. l:r" suddenly throwmg cut of employment the s:x peoule concerred e:t a-tire |

of severe ecorom.c dep*ess:.on. For these *:o 2 of ] had only soecial tre:l.ning

: .:m a fleld wholely useless to° comerc*al, :mdustn&l, Shlleng or 'bankino'

- i‘ims ‘or to other govermnen-. departments » OF to educat:r.onal inst:.uutions.

An E:rf'angement was therefore maue to close the office J.media.tely 'S0~ far .

as act:.ve work was concerned 'but to keep the personr.el on t e payroll for )

the 'b:_ae necesserv to wind up ai‘fau's, a.nd get the f:l.les in shace reaﬂy

to turn over o the Slg-nal Cor-ps This took 2 ccuple cf months, a.nd a.t the -

- end of .Tune 1929 the emplcyees T'ere given three months’ pay in advance"

in 2 Iump sum, to t:Lde them over the per:.od in- v-"x.;ch they m:.ght be jobless,

Since uhey hed been ;aid out of "coni‘ident1al i‘unds" they had ne c:.v:.l

semce status and no- retlrerent benefits- n\oreovnr, they were mellvible i

for uransfer to otker Goverunent ‘DOSithnS. The danger was, ‘of cou.rse, .

. dra.s ie action r'.ight lea.d them to :md.iscret:.ons which might prove rost

that t‘ze:u' dissa‘bisfact" 0"1 w1’c.h v-hat must have appeared to ther as hlgh-

harded, a.rbitrary act:.on on. the pa:rt of 2 new offic:Lal and t‘nat their-

helplessness 1n the ser:.ous personal sit.uation created for them bv his-'

o emba.:'rﬂssinv to the C-cver'ment and have senous consequences UPOD national

; ..'defense. It turned cu-l'. that whatever their privdte feelings, a].'L the d:o.s-

c..a.rsed rersonnel;, exce'ot the c‘\.ief benei‘:.olarv ef tne old revnﬂe, remained

]. lcyal . end did the ‘b-st _.t ou.d to _flrd 1oos




recoru.s e.nd files e.ni to oversee- tha:.r transporta.ﬁon to Ttash:_n'-tcn.

) cryp".aaalyhc acta.vitie:

becausa tho reme.i.nder of the Sts.te Deuartzmn'b' 't‘hzrevof 15 OOO,L 28 i.ndi- _.: .

-bad a business in l«ew York e.nd remsed 'bo move to 'ﬂ'a.shn.nv‘con. i'ho fenale

— ._._:a.‘, - _.-. N Ee -

clencal employees were dee:ned unsu:.ta'ble for our purposes P.nd moreove ',' '

_having no Ci.vil Service status they conld not 'be ta.ken on 'by t-anrfer. .
- An offar of tenporary employmeul: RS, mde 'co Yardlev 'but he reﬁ:sed the
.te'=der. Instead,’ he proceeded secretly to m‘emro & book wn:.ch i‘irst ' ;

ap:earsd in the fom of artlcles 1n the Saturday nven:.ng Post. a.nd wﬁioh

in much expanded fom latsr appea.red under the tztle "The Amer:.can Ble.ol:

C'*s_aer. The book and a.rt:\.cles were h:whly sensational and rade dzmav:.ng .

shlosuraa concarnmg the most sacre.. &ct:.v:.‘d.es ‘ever conducied ""j ‘the F

Go‘?armnt. «-ﬁefore tha appeara.nce of the a.rt:l.cles a:nd book, .hcwavar, he-

hagd .a.zen certain starps to protact h:unself from p0551b1e prosecu“‘:.on for

his c:.sclosnres, among vrh:.c‘-x was to rsszgn his coomission as Major in 'I:he

!.J.l‘..a.ry Trtelli 1gence Reserve. Oi‘ course, had the authorities understood

"the real purvose of his r351§:mt10:1 they might ha.ve preventéd it so &s to

__retain some hold on him '__.But being in 1g..ora.ncs of the real notives and

. cated abave, had alrea.dy ‘been mﬂmram by the Sta.te Depe.rl:ment. An oi'fex: .

Ihz




sequenc°s attendant Tpon. .the “ublicatlon cf t‘"n

1.2

pre

that cur amicable rnla..lon it ‘x the Brit:.sh who :

here:.n.- Sui‘flce it .to sz

resented the disclosu.re of ini‘omt:.on ‘obtained by Yardley as a comiss;'oned

T

\ officer, vere distur'bed- preca.mous relations 'n'ith Japan were brovbht to ._:

a boilirg uoint when about 30 000 copies of the Japanese translation of ‘l‘he IS

Amer:.ca.n Black Ghan-ber were sold i:n To‘cyo in a penod of less then a month
(perhans the book was subs:.u_zed by the Japanese Goverrrcent 1ts->1; ) The
bad -odor :x_nto which all cry‘otanalyst.s and cr"ptanaly‘l:lc a.ctivitles i‘ell as

a result of the dlfflcultles which the pu'bhclty wiven the ratter 'by Ya.rdley'°

d:.sclosures occasicned hlgh c'overnmont off:.clals s had 2 bad effect upon the

s."

atten-pted reorvan_zatlon of the cz'yptAnalytlc l:ureau b;r thﬂ Ch_ef S1gnal

Offlcer. . "\mds 'ne"e hard %o get and State Depa.r ent supoort vas lackmg ,' )

i not in the other direction altogothar. : The :no..t serious ccnsequences
~of Yardley's disclosures, however, came lO years later a.nd thexr efl ec‘bs
can hardly be est:.mted. I refer hera to the jolt whlc‘\ his ‘book gave
the Ja.panese cryptographers, lea.ch.ng tham out o" their blissful ignorance
and causing then to develov really c'::nplex nethods which are now rrn.ng us'
rany difficulties. The smme is- t:me proba.bly as regazrds tks German a.nd

(JItalian crypto rraphers--'bhe:u- educetion has. been entirely at Uncle Sam's

expense and the final cmseguences o.(' Y&rdley 8 work cen not yet be foreseen..- i

They may well tum out to.be disastrous. :
. ' 8. However, the Ch:.ar ‘Signal O.i‘i‘lcer procseded, ener~e..1ca11y a.s
'\o:.sible under the- c:.rcm:a‘cances, to ea.rry out the mission ass:.'ned hm.

The code and ocipher solving sectim was pla.ced under the Tar _'Pla.ns and

.:a‘.:‘.l::-;

Tislon sin*e the cox

pi"ation section was al-»adv trere. A rather

S e R ]

Al

o S,




-of Var lﬁ:hibit 47, beea.:ne the guiding plan the reorga.n:.zed semce, SO

011-.
-

. -wh:.oh 'na.s now named tha S:.gzal'Int lllgenoje:ervic# Its peraonnel_

_more . employees. Tra.inmg lzterature a.nd éourses were prepared a.nd Put "

.;-'

' -,__into good usa.ge a.t onoe._ A g'ea.t déal :n'as d:me in expand:mg ou.r c!'yptograph:.o

wm'k also, ‘by p:repar:.ng reserve ed:.tions of ms ing codes, comp:.lmg new

T codes a.nd c:.phers » developmg _cipher a.pparatu.-., and §0 on. Cry'pta.nalytio

latter, for thare e:rlsted no.in"ercept servlco P_mi tne raw mterial cou]d

— 'not be ob‘ha.ined.! Ya.rdle;r ha.d 'bean abie to -get a. sme.ll amoun‘l: of‘ m'l.eri&l' .

from the Cable CG:zpam.es bnt this. source had pu'ac“lce.lly "'dried up” 'by

."4‘

om 553'. Hence an. intarcept service O

1929 duetofee.ronﬂxepa:tnfth

.

noR Fas. organized e.nd grew very .slowly.- AJ.J. Dhe.ses oi' sirnal m‘belligenoe

were uniﬁ.ed urnder: ons service aken under stuch and action. Moreovar,

cooparat:lon with 1:he Havy J.n the “‘ork was also 1mt:ated. .- How the act.-.vit'y
.. % : PR

has expanded since '&zen requ:.res no comnem: at ﬂz:s time Hnwaver, s few

’ 10._..- Cryp-t-analytic e.c

'r

noted a'bove, 7:hatever problems »hey Imd in cryp"amlys:.s were referred to

-_,.; . -

© ¥I-8. But in- 1921 tha Navy, recognlz:ms' the i:nnortant role whn.eh crypt—'
i a.nalysms was oound to play in fu'l:ure, began ’bulld.mg up a la.rge uxp.t in’
N the Yavy Depar‘l:xen‘b with echelms afloat. -’horea.s the Amy pla.ced cmphas:.s

npon civilian training, the .Iavy placed enpkasis upon officer trs:.n:.ng, and

. for each dolla.r ﬁ:e _imy was. able to. obta.in for cryp‘mmlytlc a.nd crypto- .




"1939, &s i‘ar as concerned numbers or offieers a.nd civilia.n persozmel
'enga.ged in these aotiv:.t:.es, amount of equipnent on ha.nd md .ﬁm&s )

o ?a.vaila.ble i‘cr research, :

.‘ ) -f-

they were a...ead oi‘ ue :.n qum'cr\:y we were. ahead in quality, fer all the . -

___,___-._r

- i:moortane develop:nents in 'both the cry‘otogrzph:.c a.nd 1.he cwptmalyﬁc o

ﬁelds mst be credr!:ed tn Amy personnel. A‘b first cooperation bctwen :

. o e --:-‘.' kX

v

“the ‘!:m servlces ma interm:.ttant a.nd a.t 'l::unes very md:.i‘fereno—-ﬂm uzual

'mutua.l susp:.c:lons a.nd ;)ealousies pemded our relationsh:.ps.

But . )apn'lly, )

,with the result >t..a.t it my now be sa:.d mthout reserve‘the.t ae regards

) the:.r crynuo"raphic and cry-ptanalyl::.o act:.v'lties, cooperation ‘be‘l:ween tha"

I‘ .- adi L. -__.-.".;r

"hea.d. Th.xs oi‘ course, is as i‘b should be e.nd mus‘l: 'be in order 'l:a ga:\.n ‘I:he

desired result ‘Proan sueh activities.

A

1}.. It would 'be of utmost 'valne to 't.he winmng of this wer 1f ..he

.__.4. =t

Govermznt were now 1n a pos:.ﬁ.on to rea.d tl-e oodes and czphers of all t_e -

forelgn powers whoee actions ez:d pro‘bable :moen‘cicrs are of interest: &nd

mpor'l:a.nce in our prosecut:.on of -the m. It could have been in t]us for‘!:u- -

" pate posit tion had 11'. given to cry'otanalyt:.c studiev tbe attent:.on whlch zt E

. 'deserves daring peace t‘lne and had nravided fu.nds for their contmui*y on

..__'_u..

.a scale suf"ic:.en‘!: for the purpose :[‘nr m:.ch they are 1n1:ended. '.'L'he m*&ter

- can be smm:snzed 'very succmctly in this sta‘tcment- Actuel or phj cal
.m.r:are is :u:‘l:er::xitteut but mental that 13, cryptanalytic mr!‘are is co..

tinmueas.’ It is vital tiat this be understood by those who exercise tho co.u.ro,.
over wuch studies ;a,.nd-'”a fe_w

.'rords on” t‘us Do..nt are g.Lven in 'l‘he nex v't pas agmi;h.

farrseraaesazer




12.‘ "'here are four bas:.c reasons why continuity in cryptaaalytic .

studies is so mporbant.. The_y will be discussed briefly under separa'_te

subparagraphs... | 4 g | |
Y(z; It :nust be reallzed ‘.:hat cryptanalyt:.c ac‘a.v:l.t:.es have'-_. '
no’ counterpart in c:.v:.l h.i'e. R Therefore, on the outbreak of war there
_is mno mportan‘ source .from 'thch t.rai_ned expenenced personnel can _.
'.be_dram for :umed:.ate usefulness. Smce skill in cr_{ptan.alys;s can
ha:rdly be developed in a. short tL'ne and cryp‘banalytic um.'l‘,s capable oi‘_ -

' produc:.ng qm.ck results can not be mpronsed in 2 hurry, zmle°s 'there o

is a good-snzed nuc.leus o.f such traa.ned and expsr:.enced personnel no _ T

e o e S
\~. % -, A X
-~ el

aood cryptanalyt:.c onera'tlons can be condnc‘bed m ‘the early nhases ei' a
wa.r, that 18, just at the t:un‘e nhen results can usuale be o‘btained mos‘L
easlly and when ‘such results are extrem..ly ;z.mporuant._ L(oreover, 1t is in
- the upper strata of cryptanalytic brams that contmuity in s‘w.d:.es m .
mwst important. v is poss:.ble, under pressure, to obtain large mnnber°
of recruits of high mtelllgence from colleces and um.versrln.es, but
-nnhl they have had at least i':.ve years act'ual _experience and tra:xmng
they are 1.'holly unprepared to attack the. most difficult problems ’
.encountered in modern, up—t.o-dat.e secret com:num.catlons. Cons:L der 'the
present: "purple" system, i‘or e.xample. It requ:.red almost two years of
concentrated effort t.o break do‘-'m this system and it was indeed i‘ortu.nate
that this had been accompl:shed by Sep'bembe‘ 1939. If we had not been able
to start this study un't:.\l December 1941 it would not have been poss:Lble to
'read those messages shorb of *lmo yea.rs' study, if at all, because the
problem is = d;Lff:.cult to begin- with and moreover the volume of traffic
avzilable for aalys:.s would be so snall compared to what it w=s before

. December 7, 1941. Moreover, if we did not have the tw years! exper:'.ence
ith the ordinary. "purple“ the task of r°ad_ng the 3pecial “pur,:le" now

—aranecy

&




N . : : o SN e i <

occas:.onnlly employed m:uld be extremely more d:.i' fieult, :.f 11: could 'be

~dons at all befora too late‘-'to ‘bo usei‘ul. Agai.n ou: presant t’.ifficult.\.e

stud:Les imnoss:.ble ‘because mth the sm&ll sta.ff £ SIS personnel from 1030 o

"to 1940 it was all. ﬂmt this personnel could do ta Xeep abreast

-r'-\

.Japa.,.ese dinlomahc systems s for wh:.ch G—Z »as cl_moring. -

the real t&rgat a.ltogethar, ‘no ma.tter how succassfnl. (:ontlmxi‘l:y in mter—

.*;-. -

cep‘b work x:e&ns of course, that the equzp::en-. md personnel of ths 111“'er-':- )

= P

cept service have to be ma.intamed and thus these are avalla'ble on tho ou‘b—

break aof war, .for .umed:.ate, useful work. Unless crvptanalyl::.c studies a.re R

" pursued the need for the mmtenance of adeouate int ercem. stat:.ons soon .

~

d:.sanpears, for it prese:mtlj begms to look as: thou,_.,h the ¥ork done 'by the .

:.ntarcept persormel is uselgss and funds for 't_hzs a.cnn‘.:y are .vyithdrawn

—

(3) Contizuity in cryptanalytic studies is necessary beca'}is'e

cry:"og'-anhic science pro.gresses.- In the past few years great strides hava‘

been m=ade in the htter, especzally as revards the develomment cf comnlex

electr cal axnd mecha.mcal cry'pvagx'aph:.c dovn:ﬂs s.nd machinery, Moz_-eov'er,

" the cryp_..analyﬁc work done during the la._st war has besn publicized. L As

:alluded to above, "The American Black Chamber® in par‘t:lculs’;r has exercised .

a. ~nd° inf 1uence in putting certain rations which kad been uite l:a.c’-r-'.-ard .

°ng

‘:=“~9.=9 -in stud:.es*and




- 'cryp‘banalys'b can keep .'Ln stap wi‘l:h these progressive incres.ses in oanplenty

he can, as & rule, be in' a poslt:.on to read the new systems e.lmost as .fast

as they are put .nto usage » bu‘b J.f thore 1s much of a lag in the cryp‘-ar.a.lysis

7"-.

' ‘hhe cryp"aography gets too 4‘&.1' anead for the cryptanalys'b to catch up 'ou. ckly. .

RS LTt

(4) F:.nally, it my be noted that'contmuity in crypta.naly‘bic

~--r..;"'

Ty .o

stud:.es hr:.ngs mprovaments sa our-own rypte abl:ii_c_ systqixs an'd x-:ijethods'"‘

LRSS

. withaut which o my be lulled :mto e. i"alse smse of. securit; and rc.m:a.n

'bhssfully :Lgnora.nt of what some fore:.gn cr;pta.nalyhc ‘bureau ms.y ‘be domg

with our subposadly secret messe.vesh It can be sald that tbe grestest blow .

that can be dealt to signal :Lntellivence worl»: is lons of cont 1_.u1ty in

crypvtanalytio stud:es, for it mea.us tha.t a. dlsastrous blow has dbeen del:.vered

to technical eff‘iclency ef 'both the cryptoarap*uc and czypta*mlyb:.c services

N

for war-time ‘\mc‘b.anmv.

===="""13, It may be pertinent to edd that the’ British Governmen"- began: its

: cryota...alyt:.c ac"'lnt:.ss in . 191‘- end never- dosisted frcm them for even e. N

nonth suxc__e then, thongh of course on A smaller scale than wes reanhed a.t
the keight “of thess eeﬁﬂﬁes-m 1918-19. Fowever, it wes on a sce.le-:-'- ’
sufficient to erable them to keep up m"‘h the d:.ploma'b:.c traffic of most |
c:‘ the gover'-—zen"'s of "any conssquence in the world in which they had an

in‘.:ersst. The British tuilt up a corps of about 35 to 40 able cryptaralysts,

including Amy end Navy off'icers pema..en ly asslgn°u to cry"ta::alytie du ua,'ﬁs

Ai‘:.ca., Ch:.na an:l so




on--the oi‘ﬁ.cers be.ng -tra.nsferred from one unit to another tut consta.ntlv C.

stn.ying in cryv'bamlyt:.c 'uork

‘-l'he result is that today, wh:.le our, s:s
- has solved a.nd ca.n pernaps av'ain solve ‘mare di;ﬁmlt :md:.ndual pro'blans, ;

- ,..:,

in ovarall covarage of t}:o i‘ield the Brit:.sh org&n:.za:l::.on is far nhead of
ours. It would anpear frmn my conversat:.ons with their personnel ‘that
country is too s:na.ll for them to have an mterest in that country s sec:re"_
comnumcations, and they a.re toda.y able to read the tra.t“‘ic of . practlcally'—"-.'

R any country on wh::.ch tisy he.ve had com‘.mu:.ty since the last war,” g ‘_'-'-:"

1l4. Pioally, .if e a.re not to repaat orce more the mste.kas nade
T a.t the close af the las'l: war in respec.. 'l:o sigm:l intell:.gence worz, owry
e-for‘ should be mda to place the present orvanlzat:.on on the most ﬁm,

psmnen‘" ‘foundation 11: is. posa:.‘ble to erect. The ser":Lce s‘lould not 'be -

S e

con51dered as merely an eppendzge to the fumctions performed 'bJ the 'hgm.l
Corps only in time of war btut as a ’Del‘l:&_.ﬁnu service that one"ates on & L

large scale. in peace time as well as in war time.

: ' . : ) ’ﬁlliﬂn F.. Friedman,
June 29, 1942.° ) S Head Cryptanalyst.






