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14.2.4. CTPG: Counterterrorism Policy Guide
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(1) General Information
(L) Questions or comments pertammng to this policy guide can be directed to
(UAFOUQ) Federal Bureau of Investigation Headqguartess/Counterterronism Division, Division 13

(1) Ofhce of the Assistant Director
(U/FOUO) Division pomd of contact. Unit chuef. Pohicy and Compliance Umit. accessible via

(U) Supersession Information

(U/FOUO) Thas policy gimde supersedes the Counterterrorism Policy Guide policy directive
(0494D) and the Counterterrorism Policy Guide (0494PG)

(1) Thus document and its contents are the property of the FBI If the document or 1ts contents
are provided to an outside agency. 1t and 1ts contents are not to be distributed outside of that
agency without the wnitten permission of the umt or mdnadual(s) listed in the contact section of
this pohicy gude
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43.  (U) Counterterrorism Program Baseline Collection Plan ‘

43.1. (U) Intelligence Collection and Reporting Strategy

(U//FOUO)hmeﬂ'mwsmhrdmm&ndw@Im.n-i
mnvestigatsve guidance for both DT and IT wvestigations CTD has established 20 - [
framework collectively referred to as “baselne collection mmiﬂ erton 15

to guide mvestigators i obtaung mtellizence and using urvestigative methods dunng the cours

of each DT or IT mnvestigation Bﬂmmnmnsmﬂydluﬁ
listing_ but rather a best practice list of stems that may be accomplished pally permes
mkmaﬁmmm&mmm“maﬁﬂ"

(U//FOUQ) Baseline collection was established 1o provide programmatic s exms of
&Mwmmmdmﬂpﬂ:ﬂmw_

can help prevent gaps in mvestiganve efforts FOs are remnded that all » .
subject to the AGG-Dom and the DIOG The least mtrusrve means of m
nnmbemhzedmduhAGG—DmerMG(;ﬁwhmuu
the DIOG). Baselmmﬂm:sm&dtomslpﬁﬁ#k
stages. Cmmmmnhwmmm
the baselne collection pertamns to a specific assessment or imvestigation
whe&umcmmMMnnmw-
mﬂwumxmm%mmmcﬂﬁetﬁi_ﬁm
CTD program manager 2l

(U//FOUQ) Supervisors may address baseline cc
file reviews. and such mluﬂm”

requued for review, n
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mformation and wtelligence collection. baseline collection wall help o establish a foundation of
wtelligence upon which the FBI may base the decision to continue or close an assessment o1

(U/FOUD) Baselne collection items are i no particular order Furthermore. mformiation not
called for by basehine collection may also be collected of legally pernssible. practical, and
relevant to the mvestigation Baseline collection also mvolves consideration of the credibnlity of
the ongmal mformanon o source of mformation, m terms of predhcanon If the credibility of the
ongnal information or source 18 ever substantally questioned, any further investipation based
upon the mformation or source must be reevaluated to determuine whether predication continues
to exist No mvestigative method will be used if informanion is developed that sipmficantly
undenmnes the purpose or predication of the assessment or mvestipation

(U/FOUO) Thas standardized approach to all CT wwvestigations will allow CTD and FOs to more
effectively and efficiently manage CT investgations CTD wall mamntan an open dialogue with
all FO CT supervisors i order to identify intelligence gaps. provide gudance and
recommendations. and ensure all available CTD resources are appropnately utihized i each
mvestigation

432 (1) Assessments

(U/FOUQ) In CT Type | & 2 assessments. investigators may. when relevant to the purpose of
the assessment, collect the information that 1s necessary to answer the questions detaled below
in Category A (refer to subsection 5 3 of this PG for a list of authonzed methods) The
assessment may continue until factual information 1s developed that warrants opening a
predicated mvestiganion or until a judgment can be made that the target does not pose a terronsm
or cnnmnal threat Assessments may not remain open solely to collect more information if the
purpose of the assessment has been achieved or 1if the information 1s not necessary to aclieve the
purpose See DIOG Section 5 for additional information regarding assessments

(U/FOUO) In CT Type 1 & 2 assessments. there are also specific. mandatory baseline collection
requurements Refer to Policy Durective (PD) 0649D. Mandatory Baseline Collection During
Cowntertarrorism (CT) Assessments. for a discussion and hist of these requurements

%311, (L") Category A Questions

(L//FOUOQ) To answer the Category A questions accurately. database checks will be necessary
Thas information 1s to be collected. if 1t can be done. with the methods authonized during an
assessment

(U) Note: National secunity letters (NSL) and adnumstrative subpoenas are not
authonized dunng an assessment Grand jury subpoenas (GJS) are limited to subscniber
mformation only for Type 1 & 2 assessments. See DIOG section 18 5 9 “Investigative
Method: Grand Jury Subpoenas — providers of electronic communcation services or
remote computing services for subscniber or customer mformation

(U//FOUO) Category A questions are:
1 (U/FOUO) The subject s full. legal name and ahases 1f any

14
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(17) Note Some nationalities and cultires do ot distingussh between first, poddie asd

last names in the same mannes as the United States Thoroughmess mary requae databane
checks of each of the known names put i the posttion of the List nane

(U/IFOUO) The subject s date and country of barth

(U//FOUO) A determmation of the subgect s Unsted States pesson (USPER) status Refe
o Appendiz G [SECRET/NOFORN document | of the IO

(U/FOUO) The subyect’s passport murnber(s) and country of issuance
(UIFOUQ) The subject s social secunty munber (SSN) (of the subject s an USPER) and

any other unique 1dentifying mumbers relevant to database checks (e g dien epstratoon
number and drnver s hicense number )

(U//FOUQ) The subject s telephone number(s) e masl address(es). and/or other Internet
commumcation media utihzed by the subject

(U//FOUQ) The subject's current address and any prior address(es) particularly of &
appears that the subject recently relocated It will normally be unnecessary 1o ascenas
previous addresses more than five years old

(U//FOUO) The subject s current place of employment and posshhon

(U//FOUQ) When available identfying information has been obtamed 3t oy be used fo condaet
the checks necessary to answer the following questions These questions e generally relevant 1o
all CT assessments Only information about the subyect that 15 relevant o answermg these
questions or otherwise resolving the assessment may be documented w FBI files Employess ae
to avod collecting or documenting personal mformation about the subject that = not relevant o
the assessment The questions below are not 1n any particular order and ae not all- mciuuve The
least intrusive means. if reasonable, based upon the circumstances of the mvestization s 1o be
considered to answer each question Whale some databases are suggested opes sousce
mformation may also be checked to answer these queshons

9.

10.

11

(U//FOUQ) Has the subject ever been the target of or been referenced = another FBI
mvestigation? Query the FBI's central recordkeeping svstem Guardian and'or the
Investigative Data Warchouse (IDW), or other FBI recosdkeepme systems.

(U//FOUO) Has the subject's current address or place of work been seferenced 1 other
FBI investigations” Query the FBI s central recordkesrpmng system IDW_ ar other FBI
recordkeepme systems.

(U/'FOUQ) Does the subject have a cnnunal hastory (3 convictson or 20 amest) that s
relevant to the assessment s purpose” Profit-dorven cnmes such as fraud. sdentury thelS.
and dealing illicit narcotics may be as relevant to a CT assessment as cremes of molence
and/or fireanms violations Any active arrest warrant must be noted m the assessment
Query federal state. and local cnmnallaw enforcement systems such as the Natonal
Cnme Informanon Center (NCIC). state Department of Motor Velucles (DMY). and
other local systems.

15
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(U/FOUO) Is there reason to beheve that the subject has been m telephone contact wath
subyects of othes FBI mvestigations? 1f so, compare the relevant data concermmng, the
subject s telephone numbes wath FBI databases. and. as appropnate. conduct
link/amelme analysis Query Telephone Apphcanon (TA) IDW. Polans/Clearwater,
Data Warchouse System (DWS), and Data Loading and Analysis System (DalLAS)

(UFOUO) Is there reason (0 believe that the subject has been i e mal contact with
subjects of other FBI nvestigations? If so, compare relevant data concerning the
subject s e mail account(s) with FBI databases, and. as appropnate, conduct link/tuneline
analysis Query IDW_ Polans. Clearwater, DWS, and DalAS

(U/FOUO) Is there any reason to believe that the subject has access to hazardous o
explosive matenals? An mdication of such may mclude any special hicenses or permuts
(e g . a commercial dnver's hicense [CDL] wath a hazardous matenals |Hazmat]
endorsement) that authonze the subject to obtan or possess explosives or other

dangerous matenals.

(U/FOUO) Is there any reason to believe that the subject has purchased or 1s hicensed to
possess fireanns or other weapons”? If so. run NCIC checks and/or contact local Bureau
of Alcohol. Tobacco, Firearms and Explosives (ATF) representatives or any available
state database in the relevant junsdiction to collect responsive records and information

(U/FOUO) Is there any reason to believe. consydenng the subject s background
employment hustory, and criminal history. that the subject has received specialized
training of expenence or has knowledge that 1s relevant to the investigation (e g . nulitary
service, law enforcement, firearms. explosives. pilot/aviation, scuba diving. engineenng
architectural computer science. pharmaceutical chemical biological. radiological.
nuclear or simular subjects)?

(U/FOUQ) Within the past vear. has the subject traveled abroad fo a country(ies)
relevant to the assessment? Query the TECS. Airline Reporting Corporation (ARC).
DOS ‘s Consular Consolidated Database (CCD). and/or a DOS haison requesting an
USPER subyect s passport application history.

(U/FOUOQ) Does the subject live alone or with another adult(s)? If the subject lives with
another adult(s). 1s there any reason to believe said adult(s) 1s mvolved with the matter
under assessment?

(LY FOUQ) For a subject with an intemational nexus. does the USIC have any relevant
mformation about the subject” Query the FBI s central recordkeeping system. Guardian.
IDW, the National Counterterronism Center (NCTC) Online. a DOS haison (non-
USPERs only). and’or other USIC databases

(U /FOUO) Nate: The appropnate CTD program management unit can assist in seeking
mformation from foreign ntelligence law enforcement agencies Contacting foreign
agencies 1s a relatively mtrusive step because 1t reveals the FBI's wterest in the subject.
especially 1f that subject may travel to that forexen country m the future. Accordingly.

16
SECRET NOFORN



L




4.5.  (U) Counterterrorism Disruptions
(U//FOUO) The disruption of a predicated CT mvestigation ocours wh
enforcement or mntellipence action alters or impedes the normal and eff
individual. a group. mmammw‘“ﬂ-ﬂ

preparation for, mwmfﬂmmdyh“ﬂﬁeﬁ B
investigations and foreign police cooperation matters related 1o DT or IT

45.1. (U) Disruption Strategy

(U//FOUO) The long-term goal of a DT or an IT mvestigation & fop =
regmdmgallaspectsofﬂlemmﬂmeHWa_f |

mtelligence prior to conducting overt disruption activities whule - :
public safety. Thcvah:eofﬂ:cn!dlmendheﬂnum‘
the threat and the negative impact of allowing the subsect s ; 16
considered when making the decision on when and whether 10
wlmom)ﬁmen&mmbknﬁyuﬁnwafﬂi 2
coﬂcc&dan&mﬂ:cﬂ:reﬂmmm

452, (l:) Ei iti oflC lirteirurton
(UI)AGT ISTUPtIon 15
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may clamm the dhsruption of a given subject as a statistical accomphishment Any other office that
‘mukes a sipmificant contmbution to the disruption (e g . serves a warrant or conducts mterviews)
may clamm a disruption assistance as a statistical accomphishment In the event FOs disagree as to
which office wall claum the disruption, the 1ssue must be referred to the appropnate CTDD
program management section for resolubhon and decision

(U/FOUO) A successful disruption strategy may employ a range of tools to possibly include
amrests. deportahions, inferviews, or source-directed operations to effectively disrupt a subject's
activities. As a best practice, when wammanted, all subject interviews wall specifically address the
subject s activities and potental recrustment as a CHS  Examples of some mvestigative actions,
short of a crnunal charge. that could distupt a terronst subject include:

e (U/FOUOQ) A targeted interview of the subject(s).
o« (U/FOUO) Source-directed activities (e g provniding disinformation)

» (U/FOUO) A media campaign to publicize activities, 1 accordance with Office of
Public Affairs (OPA) policies

* (U/FOUQO) Revoking an imnugration visa.
o (U/FOUO) The seizure of financial assets.
453 (U) Disruption Reporting

Superseded by PD 0523D. Guidance for Clamming Ivestigative and Intelligence Statistical
Accomplishments. dated 6/30/2012.
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5. (U) Counterterrorism Assessments

- ——— e ——————————

5.1 (U) Purpose of Counterterrorism Assessments

(U//FOUO) For the policies and rules regarding the conduct of assessroents ' refer 1o DIOC
Section 5

(U//FOUO) A Guardian entry must be completed on all counterterronsm mesdents such as 2
threat report o1 SAR. even when a predicated investigation 15 opened  In those mstances where 2
predicated matter (PI, full mvestigation, or EI) 1s opened 2 nummum amount of peneral
mmformation regarding the matter must be entered mto Guardian. and then the Guasdian lead nay
be closed for the purposes of opemng the PI/full nvestigation

5.2. (U) Types of, and Basic Rules for, CT Assessments
(U//FOUO) FOs and CTD will utilize one of two models when conducting CT assessments
1. (U/FOUQ) Guardian-based (Type 1 & 2 assessments)
2. (U//FOUQ) Assessment mvestigative file-based (Type 3 and Tvpe 4 assesamenis)
S.2.1. (U/FOUQ) Guardian-Based (Type 1 & 2 Assessments)

(U//FOUO) Although Guardian 1s not an investigative file management system it does track and
manage threats and SARs during the information collecton and lead mutigation penod. as well &
allow for the analysis of trends and pattems of threats and suspicious activity FOs_ Legats and
other FBI entities must enter all reports of actual or potential terronst threats and suspected
terronst activity occumng within the United States or agamnst US  mterests abroad mto
Guardian

(U//FOUOQ) Generally. items entered into Guardian are those activihes. incidents or observahons
(including citizen complaints) that may have a nexus to terronsm and may be utihized to detect
obtain information about. or prevent and protect aganst federal cnimes or threats to the national
security

(U//FOUO) An FO must create a Guardian record 1o summanze the nature of all teronsm-
related threats and/or SARs. If the FO opens a predicated mnvestigation subsequent to the
Guardian entry. the FO must update the Guardian record withan the “Disposition” tab and
include the predicated investigation file number 1w the closmg disposition The Guardian record
must also be senalized into the FBI s central recordk g system mveshgative file for the
predicated mvestigahon Also. if the FO sends an to the Strategxc
Information and Operations Center (SIOC). CT Watch. and the appropnate program
management unit regarding a terronsm-related threat. the FO must enter the event or suspicious
activity into Guardian (unless 1t 1s alreadv part of an open mvestigation and 'or was previously
entered mto Guardian)

" (1) All uses of the word “assessment” may be presumed fo mean an AGG-Dom-authonized isvel of mveshzasie
activity. unless indicated otherwise. For further context on meanmngs. refer fo Appendix 2

29
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55 (U)Opening a CT Type | & 2 Assessment
(UHFOLO) The wntsation of 3 Type | & 7 ssosseent bry
Gt dhizan andmﬂmu.lwhl“ gttt
Thas Lack of formal notfication dors not elumssate the need for ""*‘““"_ ety

mfmundcfﬂralnﬁnﬂwu.nw-ﬁm -y '

(U/FOUO) The openmg of a file based asesament mmst be doe wilh s s e
in accordance with the [JI0O0, < RN

5.6. (U) Closing of a C] Assessment - .!"' :

(U/FOUQ) Prior W closing a Guardian based assesmment all reasomable «ffon m
Iuchadcﬁmﬂwmhmuhhpwﬁﬂdl“m
secunty threat(s) posed by the subject m question If a clear and lastng docssson can | ,
to the potential threat the Guardian modent must melude m 55 daspostson an anewer of Yo

o1 “No" o the question regarding nexus to terronisn If these 1 snsufficient wirns y

adcﬂmﬂvcmdhmngdrumnw&pumdhuﬁ gy e ouarked
“Inconclusive * Use of the imnconclusive markmg nwsns that at the name of ol all avadiabie
resources and investigative avenues have been exhausted and the FBI remasns saabile 1 :
conc lusively determne whether or not the subject does. or mught m the futare. pow 2 e

(U//FOUQ) The closmng of a CT assessment mvestigatsve file muast comtaes 2 clex siatenens
concermng any identified crumnal m‘)uwmmd‘m
finding that the file no longer serves an authonzed paspose

|I



08 (U) Online Investigations
(S/REL TO USA_ FVEY) The CITU program manages umque CT Internet mnvestigations that
target terronsts' use of the virtal realm where a Web site or online network of mdividuals 1s the
md‘ the mvestigation or where Internet explostation 1s the pnmary investigative method CT
may use extrenust Web sites or forums to engage m the spread of extrenmst 1deology
and other terronst activity. Coordmation with other CT program management umts will occur, as
necessary. to determune the appropnate program management responsibilities. based on the
subject's Intermet activities
{S/REL TO USA_ FVEY) The online targeting of an extrenust Web site or online network 1s
considered a sensitive method Therefore. any information regarding the targeting of such Web
sites, the public disclosure of which would reduce the effectiveness of the method. must be
classified “SECRET//REL TO USA. FVEY." m accordance with NSICG. citation number INV-
‘ 20. Thus apphies to details of the method that have not been made public. even when use of the
" method n general has been officially acknowledged

981.  (U/FOUO) Types of Online Investigations

(lmm)owlmdbdowmgmdehnesfmwhmmmesngmmmﬂbchandledasanonhnc
. tion Questions and consultation may be directed to CITU when a detemnunation. based
L on the followng puidelines. cannot be made by an FO.

T m.l (SUREL TO USA, F\"EY) Extremist Forums and Chat Rooms

15 who_hwmﬂermmidmlme meﬁ'ortstocmmmm:catcextrennst
'f'h:hwm'w:m Westem speakers. Web sites and forums espousing

ors mm:ﬁcells Surveys of extrenust-run forums have
ish-la e forums have led to the nise of terronst cells entirely withun the
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bosders of Western nations that are larpely mdependers of offline ey artion on decertson from
traditional terronst leadershup abnoad

9.8.1.2. (S/REL TO USA, FVEY) Forum Administratosrs

(S//REL TO USA, FVEY) Onhne mvestigations miay be opened on adesmasivatons of fotemes
forums that are bemng used to facilitate mternational terrorist actrvity 1o schude progagands Fast
mvestigations have demonstrated the adommstratons of extrenst forums aee key facdsatons
within foreipn terrorst orgamzations The admymstrators are m contact with tesrorsst media celis
and couniers, as well as the senior leadershap of temonst cegamzations Forwn admsswtedon
may mclude mdividuals who create chat rooms. bulletn boards. blogs, servers. and Web sstes

9.8.1.3. (S//REL TO USA, FVEY) Forum Participants

(S//REL TO USA, FVEY) An mvestigation may be considered an onlme mvestigation whes o &
primanly based on a subject’s online activities and participation with extremsst forsms, it
rooms, bulletin boards, blogs. servers, or Web stes. Forum participants may melude sudevsduls
whose primary activity includes the development of commumscations secursty prachioes and
individuals acting as “virtual couniers™ for terronst orgamzations by pasemg cle semasss
among members or leadership. Other indrviduals not merting these contenia. but wdeatelied
through the investigation of extrenust forums or onlne networks st be “spun off ™ for
program management by the appropnate CTD program management umt and FO

9.8.14. (U) Use of Online Aethods

(S//REL TO USA. FVEY) An investigation may be considered an onlme mvestigation wien #
uses explostation of the Intemet as 1fs pnmary method of mtelligence collection or mvestigation
Examples of such methods mclude the use of online CHSs. onlme covent employees (OCE) o
the electromic surveillance of Internet-based facilities

9.8.1.5. (U) Joint Investigations

(S//REL TO USA. FVEY) An investigation may be conssdered an onlme mvestization whes
opened at the request of a USIC or allied foreign parnes to explost terrorssts use of e Intemes.
As the majornity of the world's Intemet infrastructuse (mcludmng Web sne bostmg) 1 based 3 fhe
United States. 1t 15 anticipated CTD will pursue opportumties for FISA collection en U S Sased
servers when requested to do so, and when 1t 1s appropnately predicated by a USIC or alleed
foreign partner.

(S/REL TO USA. FVEY) Multiple agencies of the USIC. mclnding the CIA and fhe Nahoual
Security Agency (NSA). have robust efforts to explont tervonsts” use of the Intemet. CTD
actively engages these partners with the itent of establisheng and propedly leverasme Shese
contacts to enhance FBI investigations agamst commen targets In order to Sacslstte mibrmation
exchanges and leverage allied resources for the FBI m the developmest of jount operatioss, CTD _
develops relationships with allied foreign mtelhigence and law enforcement paniness on oualiess =
mvolving terronsts” use of the Internet O
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(L/FOUO) Unigue Woods Procedures for FISA Collection

the normal requirements of the _

or FISA collection outhned m the DIOC and m

aibsection 12 5 4 of thas PG, the followmnp additional Woods Procedures must be followed

when a CTTU - managed. USIC partoes FISA package 15 being processed for subnmssion to the

FISC
1

(S/REL TO USA. FVEY) The FBI declarant (typically a CITU SSA) for the USIC
package wall generally recerve the package via the commumty of interest (COI) or TOP
SECRET (15) e mail

(S/REL TO USA. FVEY) The declarant must review the package, noting the specific
pages/mformation related to the FO responsible for the mvesugation, and send a TS
e-maul 1o the respective FO. requesting a hinnted Woods form for the specific
pages/information contamned in the FISA package related to the FO's
mtellipence/mformation

(S/REL TO USA. FVEY) The FO must review the specified pages/mformation. venfy
that the facts are accurate. and complete a limuted Woods form with notations stating the
page number and the specific paragraph and/or information venfied The Imited Woods
form must subsequently be sent to the CITU declarant

(S/REL TO USA FVEY) The mformation descnibed above must be maintamned in the
FISA Accuracy subfile established for the captioned wvestigation where the
intelligence/mformation was denved The mnformation must contain a notation on which
FISA package it venties

(LFOUO) Upon completing the four steps above. FOs must

983

(U/FOUQ) Pnnt the e-mail requesting the limited Woods form
(UYFOUQ) Pnut the specific pages/mformation from the FISA package

(U FOUO) Antach copses of the documents used to venfy the FO's mnformation mn the
FISA package

(LV//FOUQ) Attach the signed. onigmal Woods form

(U/FOUQ) Forward the package to the CITU. who will arrange transnussion to DOJ's
NSD/Office of Intelligence (OI)

(U/FOUO) Joint CTD/Cyber Division (CvD) Investigations

(S/REL TO USA. FVEY) Due to the potential for overlap regarding investigations targeting
terronists use of the Internet. CTD and CyD have implemented the following procedures

(S/REL TO USA FVEY) An FO cyber squad must ummedhately notify the FO CT squad
upon opeming a Computer Intrusions - Intemational Terronism (288] investigative
classafication) PI or full investugation The CT squad SSA will identify a CT special agent
(SA) to munate an appropnate. parallel CT mvestigation and to serve as a CT POC The
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m:niﬂmuum.hlu-lm' ’
nvestigalon

* (S/REL mmmuaﬂwmmﬂ
mvestigation_the CT SSA must contact the cyber S8A The ¢
cyber agent as a POC Afier collaborating. the cyber squad
if any, &mmmmm“
mvestipation if appropriate If there 1 no imtrusion actvity. Hldﬂ
assistance exists, the CT squad may request that the cyber sqpuad open 2 22
Support to CT) mvestigation

s (S//REL TO USA, FVEY) All 352 mvestigations mvolving paraliel CTD 415 R
investigations must mclude m the distnibution Conntertesrormm. Attn CXSCITU
Cyber Division. Attn CNSS Eﬂm“ﬁkuluﬁm‘“ """
mvestigations IJ.'.I- N
984  (S/REL TO USA, FVEY) Ouline Undercover and HUMINT Operations :

(S//REL TO USA. FVEY) The requirements set forth m subsection 9 6 of fhus PG regudeng
national security undercover operations apply 1o all online UCOs ucluding the Net Talon
National Inttiative (NTNI) (refer to subsection 9 € © of thas PG) e '"..".-L _

(S//REL TO USA. FVEY) Any IT mnvestigation utilizing the undercover method to mvestigate
online extremusts and/or extremust Web sites, mumhﬂdnl—.m
blogs, and other Internet technologies. musst be conssdered 2 sensstive cocumstance

therefore be a Group 1 UCO. Initiation of CT onbne UCOs nust be coordsated with CTTU.

CTUC. and the National Secunty Law Branch (NSLB), mmm-—:hm
CITU and CTUC for inclusion mto the NTNI (refer to subsection 9 £ 5 of ths PG)

9.841.  (U) Deconfliction ';‘,._;.,
(SHRELTDUSA,FVEY}DmngmmmnumﬁQN CTD

implement strong source deconfliction measures Insufficeent deconfliction < £
diffuse nature of the Internet. has previously resulted m sesousces bems wi

or collecting on FBI online identities (1.¢ . undercover employess [UCE) O
already been mvestigated by other FBI offices. the USIC, ﬂu’ﬂﬂwm
Increased collaboration and coordination regardmg online UCES'OCES CHSs :
rmwmof@fmmmuﬂamm
to counter termronsts  use of the Internet

(S/REL TO USA. FVEY) CTTU 15 the lead unst wathm CTD o decont
to online identities. ThNuTﬂm@:huefmhnmm
and operated by CTTU. ﬂmﬁu&mnﬂ:uﬂﬁ&m
monikers of FBI UCEs, OCEs CHSs. and extrennst Web sfes. :
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985, (U/FOUO) Net Talon National Initiative

{(S/REL TO USA_ FVEY) In May 2008, the NTNI was approved by the CTD) The NTNI 1s an
online, undercover. national imitiative constructed to strategically focus operations (nsing OCEs,
UCEs. and CHSs) tarpeting termonsts’ use of the Intemet

(U/FOUO) For further details regarding the Net Talon Program, refer to Section 17 of this PG
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YUO) Types of Online Investigations
below are guidelines for when an investigation will be handled as an online

ms and consultation may be directed to DTOU when a determination, based
w, cannot be made by an FO.

0) Extremist Forums and Chat Rooms
10n may be considered an online investigation when a suspected
_mlnlmﬂﬁxm,d:atmms bulletin boards. blogs, servers. and
ecruit ¢ ers. and the investigation 1s pnmanly focused on the

1 ).Wm::dfumespmngmchpmpamdamy
: """'Indﬁml:hteﬂlemaumofmdmdmlsmdomsuc




mhﬂmmwmﬂﬂﬂ '
10.6.1.2.  (U/FOUO) Forum Participants

(U/FOUO) An mvestigation may be considered an online
Fmﬂyhmdm&n&hﬂ:odm%ﬂm-ﬁ
rooins, bulletin boards, blogs, servers, or Web sites. Fmpﬁ:_.yﬂ
whose primary activity mcludes the development of commumcations Factes
mdividuals acting as “virtual couners” for domestsc extremsst orgamzations bry passing o
messages among members or leadership Other indrviduals not merting these crstena, but
1denhﬁedﬂrmghﬂ1cmvmmnofmmfmmammuh.ﬂhw .2
for program management by the appropnate FO and DT program management ot =~
10.6.13.  (U/FOUO) Use of Online Methods g

fofFOUO)Anmveshgahmmyhecmducdmmhnchﬁulﬂlﬂb

of the Internet as its primary method of mtelligence collection or mvestigation.

methods include the use of online sources, UCEs, ummaw
facilities.

1062,  (U/FOUO) Joint CTD/CyD Investigations w3 L"4':_ It

(U//FOUQ) Due to the potential fmmu‘hp:cgaﬂhngmrﬂa@uuh““ﬂ‘
the Intemet, CTD and CyD have implemented the following procedures:

e (U//FOUO) Upon the opening of either 2 Computer Intrusions - Domestic Teronsm =~
(288K classification) PI or full investigation. the FO cyber squad must mmmedsately -
notify the FO DT squad. The DT squad SSA will identify a DT SA to mstsate an =~
appropniate parallel CT investigation and serve as a DT POC. mmﬁuﬁ
lcvmgmgofaﬂnauomlmtymlsmadtkmﬁrﬁg:uoﬂhm o

SSAnmstcontaﬂdsecybaSSAThecybu‘SSAmﬂlhmupaqhw
POC. Aﬁe:collabmaﬂng,thecybusqmdmﬂmtlﬂhamiqgh
investigation mvolves cyber terronst intrusion activity. and open a 288K 0n.
appropriate If there 1s no mtrusion actrvaty, mmmmmﬁ

squadmayrequcstthatﬂrcybcrsqu:dop:ﬁ:.ﬂﬂﬁﬂmhtal“hm :

mvestigation.

» (U/FOUO) All 288G and 288K mvestigations mvolving parallel DT ¢
nclude in the distribution: Counterterronsm. Attn: DTOU, and Cyber Dy

NSCU. Each commumication must dual caption the mmm
both the 288 and the appropnate DT classifications.

10.6.3. (U/FOUO) Online Undercover and HUMINT M

(U//FOUQ) The requirements set forth mmm&ﬁ
operations apply to all onlime DT UCOs.



s voslaon :pwhlnmnofanlfmmmonmd
‘wﬂeﬁummm meofdmlnlnmﬂ_

] 1?5 ufﬂanGﬁlrmmfmmahunmﬂmNetTalm




- A
: 0 . "‘]" T ) -
- ! -.; & i L
5 e T =
o E
M - Anmte
i
#

"i"" .'1.” L
LERENE W hi 1= '.!"

9 S < u“';l ‘ljlf :‘:.E' :'_"L'

(U)Tmmt an o b i . L e .-ﬂ‘-_"__"_

111 (U) Watchlisting Basics e

ampoummuscmaml-m:.wdmww

being terrorists This list, known as the Terronist Screemng Database, is o3
Terronst Screening Center (TSC). The submussion of an mdrvidual to mamtenas
and appropriate removal of the records within the TSDB 15 referred to as 1

(U//FOUO) The USG’s consolidated terrorist watchlist 1s a critical ool for se

borders and ports of entry; (2) passport and visa applicants, (3) arcrafl p:
members; (4):hmngfedunlmddumuhchumfmmﬂm“uﬁ)ﬁ
activities that have a substantial bearmg on homeland secunty Thcml&tm
accurately notify the user that he or she has encountered 2 known or suspected te
and 1t provides instruction on how to respond to the encounter

wfmouo)memmhkwmgmmdmmmﬁ“
appropnately nomunated to, and/or removed from. the TSDB and all eligible = _
TREX also ensures that records mﬁeTSDBdeMnmﬂ# :

appropriate. A nomunation 1s accomplished through the subrmission of a waschlst
modification. or removal to TREX (refer to subsection 11 6 of thas PG)

11.1.1.  (U) The Terrorist Screening Center ik _'- s "-_;'7""
(U//FOUO) The TSC was established in 2003 by Homeland Security WM -

(HSPD-6). wmchd:ruwdﬂ:cembhshmofmwﬁmmm
government’s approachtotﬂmnsmsﬂmgmdpmnfkhhmﬂ

terronist information 1n screemng processes. The TSC 15 a nmltiagency entity adnunistere
mmememmmafﬁahmﬂgmdmrmgmﬂ:mwm#

» (U//FOUO) Consolidating the USG s approach fo terronism screenng

. (UNFOUO)Prowdmgﬁ}rthewmuxlhwﬁﬂﬂdmm
1N SCreenng processes.

e (U//FOUO) Maintamning consolidated. thorough. accurate. and current informa onon
terronst identities. - s

. (UHFOUO)Sharmgmfmmaunnglobaﬂyandbdmﬂwwﬂ, cal ten
and tnibal law enforcement and imntelligence commmumties. e

. fofFOUO]CmmKungthﬁcammﬂammﬂﬁm 15
and applicable U S. laws protecting privacy and civil liberties.

(U//FOUO) To ensure the TSDB contams the most thorough. accurate. a
TSC personnel review mmmmmmmmm.

but not hunited to. at the time of nommnation and/or mods
encouﬁtermthawatchhstedmb)tct.mdaﬁwmi

mquiry with a screemng agency.
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mmcm “wdentifiers” of KSTs from the following two sowrces (1) the
; mtemational tevonsts and () diectly from the FBI regarding domestic
m Identifiers melude rographical mformation such as date of birth (DOB), place of birth,
SSN. or mometne information such as photographs or fingerprnts. The identifiers of suspected
tesvonsts i the TSDB are deemed “For Official Use Only” (FOUQO) and are for watchhsting
purposes only.
112 (U) Civil Liberties

(U/FOUD) To protect civil liberties and prvacy, every watchhisting nommnation must meet the
watchlistmg standard (refer to subsection 11 3 of this PG) The watchlisting of indivaduals based
solely on activiies protected by the First Amendment, on the race, ethmaity, natonal ongin, or
relimon of the subject; or for polincal or retahatory purposes 1s prohibited  Any proposed
nomnation for watchhisting that involves a SIM (refer to the DIOG section on sensitive
mvestigative matters) will be brought to the attention of TSC, CTD, OGC, and DOJ officaals. as
appropnate. FBI personnel must strive to ensure that the data subnutted 1s accurate, thorough,
and curent Also. personnel must ensure watchlist records are updated on a timely basis to it

any potental adverse consequences to watchlisted indrviduals and to reduce the potential for
misidentification

11.2.1.  (U) USPER Status

(U//FOUO) A subject’s USPER status does not prevent the subject’'s nomination for entry into
the TSDB. In accordance with the TSC's Watchlisting Guidance, March 2013, § 3.15
nomunations of USPERs must be made based on information of known reliability or where there
exasts additional cormoboration or context supporting reasonable suspicion To meet these
requirements. all FBI nomunations are reviewed by TREX and TSC, which confirm that the
watchlisting standard has been met. Wiule TSDB mcludes USPER subjects. USPER status may
affect a subject’s export to a particular supported system

11.3. (U) Watchlisting Standard

{(U/FOUO) In order to nonunate a subject for entry into the TSDB and all eligible supported
systems, the FBI must have a reasonable suspicion to believe that the subject 1s a KST or an
authonzed exception To meet thus standard. the FBI must have “articulable” intelhigence or
mformation which. based on the totality of the facts. and taken together with rational inferences
from those facts, reasonably warrants a deternunation that the subject 15 kmown or 1s suspected to
be (or has been) kmwmglv engaged 1n conduct constituting, 1in preparation for. mn aid of. or
related to, tecronsm or terronst activities There must be an objective, factual basis for the
nomnator 1o believe that the individual 1s 2a KST Mere guesses or “hunches™ are not enough to
constitute a reasonable suspicion that an ndividual 1s a KST For additional detailed information
on the warchhisting standard, refer to the TSC's Watchlisting Guidance, March 2013 or 1ts
SUCCESSOr.

(U/FOUO) The DIOG authonzes the imtiation of a PI based on any “allegation or information™

indicative of crinunal activaty or threats to national security. In order for PI subjects to be

watchlisted, the allegation or information used to predicate the investigation must also meet the
reasonable suspicion standard for watchlisting. The DIOG authorizes the mmtiation of a full
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investigation based on an “articulable factual basss” of possible cruomnad an
activity The articulable, factual basss used 16 open a tersorsm fdl mvestga
reasonable susprcwon standard for watchlisting

(Ufmoumqmofcnnd.nm-cmuh-ﬁ_ﬂum&m _
not may termonst group o orgamzation names be nomanated for entry wio the TSDE. i
Notmmations may not be based on sousce reporting deemed wweliable Suspscsous 2t
ﬂmdoﬁmunrmﬂwlwddzrnmiﬂemwummw;
sufficient basis to watchlist an mdsvidual The objective, factual basss lusong 2 specific

individual to terronsm o1 terrorsst activitses 15 2lso known as particulanzed desogatory L f-k.;'ff
nformation, which 15 the basis for adding the subject of an FBI mvestigation 1o the TSDB. =~ ,:"“‘«J:i
(U//FOUO) In making a reasonable suspicion determnation, the FBI may conssdes bebavioral J“f

uﬂacﬂmmm&snmdm&mdzhunnuwm-hﬂﬁ
need to protect civil iberties, however, requares that such mdicators not be judged - solation.
Each mdicator must be viewed m the context in whach #f ocours and conssdered m combunatson
w:maﬂothakmwnmﬁmuumanﬂunymM-rﬁtuuﬂﬂﬂ
behavior comports with the standards set forth above Examples of some m-;w ,:-: :-:-*;-f_‘
indicators include 5

e (U//FOUO) Attendance at traming camps known 1o the USIC as facilstatng tepponst. ™~
activities. s

« (U//FOUO) Attendance at schools/mstitutions identified by fhe USIC 2 teachmg exremmst
ideology. including the justification of the unlawful use of viclence or violent extrenmess. =~

e (U//FOUO) Repeated contact with mdinviduals identified by the USIC as teachmg or

espousing ideology that mcludes the justfication thﬁeﬁMﬂ

* (U//FOUO) Tnvclformknownhwﬁdw]cgﬁntmh:hm-i“
3(:11"-’1!}' e
(U//FOUQ) Additional gusdance and specific mvestigation examples ﬁhu_ﬁ pcion

standard can be found on the TREX Intranet site and on the TSC lutranet sae b

11.3.1. (U) Exceptions

(U//FOUOQ) The National Secunty Councsl has approved several wmstances o whnch 2o mdiadeal =
“hodocsnmmﬂxrusomblcmmdmkwbuﬁmj
supported systems (refer to the TSC's_Watchiisong Guidance March 015 § 3 14) Ageuts
nmstcomdmatewﬁhTR.Ethdﬂnmnf:gmnanHk*hb‘ﬂ
these exceptions.

114. (U) TSDB and Supported Systems

(U//FOUOQ) The TSDB supports federal. state, local. terntorial. and tribal anthorm
foreign governments’ cﬁ‘ammmm&tl{s‘fsw**i F
systems to run name checks agamnst TSDB data The TSC repulark
TSDB data to several systems.




; /the TSC and housed within the NCIC database. The KST file
«d 10 the identities of mdividuals known o suspected to have
o comduc constung. reparm for. - of. o el 0, irnatonsl o

MMW%WMMNMVM&M;MW
zation File (VGTOF) The VGTOF was split into two separate files in August
anﬂhm&

:.MWMCﬂu
OUO) Each record m the KST file must be assigned a handling code, as follows.

- (FOUO) Handhing Code 1 1s for mdividuals for whom there 15 an active federal arrest wanant
';mewmmﬂle The warmant number must be included wathin the watchlist

If a subject 1s watchlisted with Handling Code 1 and the arrest warrant becomes mnvalid,
:’5‘;%.:"-'2;'." the case agent must subnut a new watchlist request form to TREX to update the record The
__:.;- me m the KST file when a Handling Code 1 1s encountered:
o et ***L AW ENFORCEMENT SENSITIVE INFORMATION***

A WARNING - APPROACH WITH CAUTION

THIS INDIVIDUAL IS ASSOCIATED WITH TERRORISM AND IS THE SUBJECT OF AN

ARREST WARRANT. ALTHOUGH THE WARRANT MAY NOT BE RETRIEVABLE VIA

THE SEARCHED IDENTIFIERS. IF AN ARREST WARRANT FOR THE INDIVIDUAL IS
= mm YOUR SEARCH OF NCIC, DETAIN THE INDIVIDUAL PURSUANT TO
YOUR DEPARTMENT'S PROCEDURES FOR HANDLING AN OUTSTANDING

WARRANT, AND IMMEDIATELY CONTACT THE TERRORIST SCREENING CENTER
' AT

ﬁmm FOR ADDITIONAL DIRECTION.

IF AN ARREST WARRANT FOR THE INDIVIDUAL IS NOT RETURNED, USE CAUTION

- AND mm&' CONTACT THE TSC AT (866) 8729001 FOR ADDITIONAL
g WITHOUT OTHERWISE EXTENDING THE SCOPE OR DURATION OF THE
L m IF YOU ARE A BORDER PATROL OFFICER IMMEDIATELY CALL THE

MZED DISCLOSURE OF TERRORIST WATCHLIST INFORMATION IS
DO NOT ADVISE THIS INDIVIDUAL THAT THEY MAY BE ON A
ATCHLIST INFORMATION THAT THIS INDIVIDUAL MAY BE ON A
ATCHLIST IS PROPERTY OF THE TSC AND IS A FEDERAL RECORD
YOUR AGENCY THAT MAY NOT BE DISSEMINATED OR USED IN ANY
_ mmmmammmanmormrsc

mm 1to Han:ﬂmgm 3



m:fﬁeﬂnﬂh
hwmm;:ddmmﬂ
NMIJ)AWOIM
mto the KST file with thus handling code To use Handl
legal sufficiency by both the CIXC and the OGC are requared

coorcnation with the NSLB, ﬂmﬁﬁ#ﬁm
m the KST file when a Handling Code 2 15 encountered

mwmmw
WARNING - APPROACH WITH CAUTION

THIS INDIVIDUAL IS OF INVESTIGATIVE INTEREST T0 LAW B
REGARDING ASSOCIATION WITH TERRORISM AND THERE MAY BE

Avmmmmwmwmm
INDIVIDUAL

IMMEDIATELY CONTACT THE TERRORIST SCREENING “
(866) §72-9001 OR, IF YOU ARE A BORDER PATROL OFFICER. |
nmmcm;.scmm:nmmammmu

nmsunmcrmamammmuMMMﬂ
DURATION OF THE ENCOUNTER.

UNAUTHORIZED DISCLOSURE OF TERRORIST WATCHLIST INFC

PROHIBITED. mmmmmmumrmw ON A
TERRORIST WATCHLIST INFORMATION THAT THIS mm s
TERRORIST WATCHLIST IS PROPERTY OF THE TSC AND IS A FEDERAL RECOS
PROVIDED TO YOUR AGENCY THAT MAY NOT BE DISSEMINATED OR I f“
mmmmmmmmwmm

*+*] AW ENFORCEMENT SENSITIVE INFORMATION"**
11.4.1.1.3.  (U) Handling Code 3

(U//FOUQ) Handling Code 3 1s for mdivaduals who have been waic
additional critena for Handhing Code 1 or 2 MM““:
and year of birth * The following banner appears m the KST file when a F
encountered:

mmmmmmmwwnﬂﬁﬁ
WATCHLIST. -

CONTACT THE TERRORIST SCREENING CENTER (
THIS ENCOUNTER. IF THIS WOULD mm
ENCOUNTER. CONTACT THE TSC I

mmmmmmmmxﬂ&

wfmum&mmmm
with TREX. R



L mmmum

el ATTEMPT TO OBTAIN SUFFICIENT IDENTIFYING INFORMATION DURING THE
S :mmu WITHOUT OTHERWISE EXTENDING THE SCOPE OR DURATION OF
I : TO ASSIST THE TSC IN DETERMINING WHETHER OR NOT THE
m OR IDENTIFIER(S) YOU QUERIED BELONGS TO AN INDIVIDUAL IDENTIFIED
AS HAVING POSSIBLE TIES wrm TERRORISM.

v DO NOT DETAIN OR ARREST THIS INDIVIDUAL UNLESS THERE IS EVIDENCE OF A
VIOLATION OF FEDERAL, STATE OR LOCAL STATUTES

UNAUTHORIZED DISCLOSURE IS PROHIBITED

INFORMATION THAT THIS INDIVIDUAL MAY BE ON A TERRORIST WATCHLIST IS
THE PROPERTY OF THE TSC AND IS A FEDERAL RECORD PROVIDED TO YOUR
AGENCY ONLY FOR INTELLIGENCE AND LEAD PURPOSES THIS RECORD, AND ANY
INFORMATION CONTAINED WITHIN IT, MAY NOT BE DISCLOSED OR USED IN ANY
PROCEEDING WITHOUT THE ADVANCE AUTHORIZATION OF THE TSC

WARNING - APPROACH WITH CAUTION
***LAW ENFORCEMENT SENSITIVE INFORMATION***

114114 (U) Handling Code 4

(UFOUO) Handhing Code 4 1s for mdividuals who have been designated Military Detainees
(MILDETS) These individuals have been vetted by the Department of Defense (DOD) as

persons detained by Coalition Forces i Afghanistan, Iraq, or Guantanamo Bay and have been
shown to have no known nexus to terrorism: These records must contain a first name, last name,

and year of birth. The followang banner appears when a Handling Code 4 1s encountered.

***MESSAGE KEY QWT SEARCHES ALL NCIC PERSONS FILES WITHOUT
LIMITATIONS

***L AW ENFORCEMENT SENSITIVE INFORMATION***

DO NOT ADVISE THIS INDIVIDUAL THAT THEY MAY BE CONSIDERED A PERSON
WHO MAY POSE A THREAT TO NATIONAL SECURITY.

CONTACT THE FEDERAIL BUREAU OF INVESTIGATION (FBI) AT (866) 872-9001
DURING THIS ENCOUNTER. IF THIS WOULD EXTEND THE SCOPE OR DURATION OF
THE ENCOUNTER. CONTACT THE FBI IMMEDIATELY THEREAFTER. IF YOU ARE A
BORDER PATROL OFFICER IMMEDIATELY CALL THE NTC

ATTEMPT TO OBTAIN SUFFICIENT IDENTIFYING INFORMATION DURING THE
ENCOUNTER. WITHOUT OTHERWISE EXTENDING THE SCOPE OR DURATION OF
THE ENCOUNTER., TO ASSIST THE FBI IN DETERMING WHETHER OR NOT THE NAME
OR IDENTIFIER(S) YOU QUERIED BELONGS TO AN INDIVIDUAL IDENTIFIED AS A
FORMER MILITARY DETAINEE

DO NOT DETAIN OR ARREST THIS INDIVIDUAL UNLESS THERE IS EVIDENCE OF A
VIOLATION OF FEDERAL. STATE. OR LOCAL STATUTE(S).

UNAUTHORIZED DISCLOSURE IS PROHIBITED.

INFORMATION THAT THIS INDIVIDUAL MAY BE A PERSON WHO MAY POSE A
THREAT TO NATIONAL SECURITY IS THE PROPERTY OF THE FBI AND IS A FEDERAL
RECORD PROVIDED TO YOUR AGENCY ONLY FOR INTELLIGENCE AND LEAD
PURPOSES THIS RECORD. AND ANY INFORMATION CONTAINED WITHIN IT, MAY
NOT BE DISCLOSED OR USED IN ANY PROCEEDING WITHOUT THE ADVANCE
AUTHORIZATION OF THE FBI
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11.4.1.2. ai)mmmmm

(mmmmwm:msm&u}a “"ﬂ
NCIC query from retwrning 2 KST record For durng a routsne 13
enforcement quenies a subject’s name that has been identified as 2 silent hut. fhe
receve all criminal records for the subject that are m NCIC, but will not be notf -
subject 1s a suspected terronst. In ordes um:#&‘;mﬁsﬁdﬂﬂ__ £ reTarating
official must aticulate a specific, narrowly defined, and legminate operational pstification

Possible justifications for a silent hut (with the requsite. wntien articulation) may mclade the
followmng: ST

. (ymmswdmmu&wdwm% '
we&(zmphwalmaﬂmcc mmﬂmnﬂm-

s (S//NF) Other unique operational circumstances i which 2 npomnatmg ¢4
articulate a reasonable and detailed justification why the muhkw,
silent hit. o

(U//FOUQ) Because a silent hit raises officer safety 1ssues. subjects who are violent or are
known to be armed and dangerous may not be marked as silent hats e o .

(U//FOUQ) Other than at a pnmary screening by CBP and m NCIC. subjects marked as ¢
hits are not “silent” i any other watchlisting-supported systems. wﬁﬂ oga
secondary screening by CBP can be coordinated on an mvestig:
USPERsmmghmemc(mﬁumMj_ﬁ:an RSN s

11.4.2.  (U) General Transportation Security Administration mm |
Guidelines =H

(U//FOUO) The watchlisting commumity has developed five general gindelmes se ' -
mclusmnofanmdmdmlunﬂaeTSAsNoFtyndmIﬂhaw
effectively implement the No Fly List and Selectee List crstenia.

(U) The five general pmdelines are *

* () This section contains Sensitive Security Information (S5I) that is con £
Nomﬂhnmmﬂmbe&ﬂmdhmm:‘-ﬂpm’
1520. except with the written permussion of the Adnumstrator of the T
SmﬁTmmUMM'-yMI



SECRET/NOFORN
(1) Counterterronsm Policy Gude

1 (U//SSI) When evaluatmg the sipmficance, relevance, and validity of a threat, careful
consideration should be prven to the extent to which the threat 1s current, specific, and
credible

2 (U//SSI) The Selectee List 1s not a default position for those who do not qualify for
inclusion on the No Fly List and has distinct elements that must be met before an
mndividual may be included.

3 (U//SSI) The purpose of the No Fly List 1s to protect agamnst acts of terrorism; inclusion
on the No Fly List has consequences that are operational. legal. econonmc, and
diplomatic

4 (U/SSI) Except for expedited nomnations in accordance with watchlisting guidance, the
decision to mclude a person on the No Fly List or Selectee List must include substantive
derogatory information (refer to subsections 1143 and 1144 of this PG) that satisfies
the critenia and justifies inclusion on erther list. In mvestigations where nominations
contain no substantive derogatory information or contamn msufficient substantive
derogatory information or insufficient identifying cnitena. the individual wall not be
mcluded on either the No Fly List or Selectee Last

S (U//SSI) In accordance with watchlisting guidance, the White House may, on a temporary
basis, direct the TSC to place categories of individuals who do not meet the established
critenia on the No Fly List or the Selectee List, when necessitated by exigent
crcumstances, 1 response to credible intelligence information or a particular threat
stream

6. (U//SSI) Under exigent operational aircumstances, when derogatory information may not
be widely dissermnated or stored i TIDE, individual watchlist status determinations can
be made by the Director of the TSC, in accordance with the relevant criteria.

11.4.3, (U) TSA No Fly List

(U//FOUQ) The TSA No Fly List 1s intended to prevent potential terronsts from boarding any
commercial arrcraft traveling within, to. or through U.S. airspace. or from boarding any U S. flag
camer regardless of ongination or destination Inclusion does not provide grounds for arrest.
detention_ seizure of property or documents. or referral to a foreign government for comparable
action Inclusion also does not alter the fundamental nght of U S. citizens to return to the United
States. FBI employees may not state or imply to watchlisted individuals that their ability to board

an mrcraft or e United States 1s contingent upon their cooperation with the FBI or
USG (refer to

{U//SST) Indivaduals, regardless of citizenship, who pose any of the followng threats. may be
placed on the TSA No Fly List:

e (U//SSI) A threat of commuitting an act of “infernational terronsm’™ or “domestic
terronism (as defined m 18 U.S C. § 2331). wath respect to an aircraft (including a threat
of aur piracy or a threat to airline. passenger, or civil aviation security). or
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2331(5)), wath respect to the homeland, or

o (U//SST) A threat of committing an act of “mternational temorismy” (as defined in 18
USC §2331(1)) agamst any USG facility abroad and associated or supporting
personnel, mcluding U S embassies, consulates and mussions. mulitary mstallations (as
defined by 10 US C_ § 2801(c)4)) US ships, U S asrcxaft. or other aumshary craft
owned or leased by the USG, or

e (U//SST) A threat of conducting or engaging m a violent act of terrorism and who s
operationally capable of domng so.

(U//SST) An individual 1s “operationally capable™ if. based on credible mtelligence. be or she,
acting individually or in concert with others, reasonably appears to have the ability. kmowledse.
opporturty. and intent or 1s actively seeking the opportunity to engage in 2 violent act of
terronism, consistent with 18 U S C § 2331 or 18 USC. § 2332b_ For example, attempting 1o
obtamn an improvised explosive device (IED) would mdicate an mdividual 1s operationally
capable of commutting an act of terrorism Howeves, sumply conducting research concermng
IEDs would not alone be sufficient without additional activity Depending on cacumstances and
in combination with other facts, scouting potential targets or traveling for no legitinate purpose
to places that have terronist trammg grounds, regardless of whether the person 1=

capable of using an IED, might also indicate an individual 1s operationally capable of commsiting
an act of terrorism.

(U//SSI) In determining whether an individual 1s “operationally capable ™~ consideration should
be given to the following possible indicators regarding ability knowledge. opportunsty and/or
mntent.

e (U//SST) The subject has undergone terronist traming or been provided some mstruction.
including recerving mulitary training by a designated terronsm group.

e (U//SSI) The subject has indicated his or her mtent to participate m plannng or conducting
an attack;

e (U//SSI) The subject has expressed a desire to martyr lumself or herself,

e (U//SSI) The subject 1s 1n repeated contact with a known terronst facilitator who recrmts of

facilitates travel of operatives:

e (U//SSI) The subject 1s plannmg an attack exther alone or as part of 2 group. or

e (U//SST) The subject is associated with a terronist group or cell and is accummiating
weapons or explosives.

(U//FOUQ) Generally. in order to be included on the No Fly or Selectee Last (detaled below),
two precondmons must both be met:

. (U/FOUO) Minimum identifying biographsc cnitena consishing of first m,hhlﬁa.
and full date of barth are requured.

. (U//FOUOQ) Minimum substantive derogatory critersa for mclusion mthﬁ.
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 SECRET/NOFORN
(1) Counterterronsm Policy Guide

 (UAPOU0) Upon receipt of threat information meetmg the cntena descibed above, the assgmed
Bl case agent, w consultation with CTD, must determine whether the subject(s) of the

i A ﬁmqudlﬁnhﬁaﬂnﬂylat If the case agent determmines that the subject qualifies,
" the watchlist request must be subiitted to TREX withn 24 hours of such a determmation. TSA
“subyect matter experts assigned to the TSC review all nominations to the No Fly Last, and TSC
may deny a subject’s addition or removal from the hst 1if 1t 18 determuned the individual does not
meet the above ctena

1144, (U/FOUO) TSA Selectee List

(U/SS]) The TSA Selectee List 1s mtended to prevent a potential terronst from passing through a
TSA checkpoint without receiving a secondary screenmng. The screening offered by selectee
status 15 solely to search for weapons and other dangerous 1tems prnior to boarding an arrcraft. It 1s
not a search designed to gam additional information through pocket hitter, address books, and the
like An mdivadual who does not meet the critena for inclusion on Ihe No Fly List, regardless of
cihizenship, may be hsted as a TSA selectee 1f the individual 1s both >

1. (U/SSD) A member of a foreign or domestic terronst orgamzation (including a “foreign
temonst orgamzation” designated pursuant to statute or executive order)

2 (U/SSD) Associated with “terronst activity”” (as such term 1s defined in subsection
212(a)3)(B) of the Immugration and Nationality Act [8 US.C. 1182(a)(3)(B)]). unless
information exists that demonstrates that the application of a secondary screening to such
a person 15 not necessary, in which case such persons may be excluded from the Selectee
Last

(U/FOUO) Subject matter experts assigned to the TSC determne 1f individuals nominated as
selectees meet the critena for this list. TSA personnel regularly review selectees and may
upgrade or remove a subject from the Selectee List of current intelligence shows that the subject
erther meets or does not meet criteria 1 and 2. as listed above TSC and/or TREX will notify the
case agent of any changes to the selectee status of the subject

(U/FOUQ) The minmmum biographucal information needed to nonunate an mdividual to the
Selectee List 1s the first name. last name, and full date of barth.

1145  (U/FOUO) Consular Lookout and Support System (CLASS)

(UHFOUOD) Subjects may be included in the DOS's CLASS database. CLASS has two
subsystems: CLASS-Visa and CLASS-Passport. CLASS-Visa i1s used by DOS to screen non-
USPERSs applymng for visas to enter the United States (USPERs are not included in CLASS-
Visa) CLASS-Passport 1s used by DOS to screen USPERs applying for U.S. passports.

1146, (U/FOUO) TECS System

(U/FOUO) Indmnduals may be mcluded 1n the DHS TECS system, which serves as the prnimary
mmd lookout system currently available at U S ports of entry. DHS uses TECS to screen

¥ (U) For additional wnformation. please see TSC's 2013 Watchlist Guidance, § 3.112
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both USPERs and non USPERs. wmmm
the United States

11461, (U/LES) T7 (Silent Hif)

(U/NLES) For operational needs, m--mwumm
can be placed on a KST record for a passenger who matches agamst the
will make the watchhst information mvisible 1o 2 CBP officer at the port of ent
uﬂmmwmhwnmhﬂhm“ﬁm
stlent hit, TSCmydmhmwhmhmmm
designator and 1ts ciiteria and seek concutrence from the case agent to dessgras &,
T7 If the case agent agrees, ﬂ:amlwﬂhtmdhem*talm& oy
subject’s watchhist status  After the subject has been changed 10 a T7, the TSC will advse CF
via established channels, of the watchlist status change mmﬁM‘i
passenger as a T7 are: _ 1-1--';
* (U/LES) Be the current subject of an FBI counterterronsm mvestigation
(U//LES) Is not on either the TSA No Fly or the TSA Selecter hsts

(U//LES) Not be flagged in NCIC as "Armed and Dangerous.” *Violent Tendencies,” -' ;
“Explosives Expertise.” “Swuicidal,” or “Martsal Asts Experts™

(U//LEES) Does not pose a threat to officer safety
(U//LLES) Be a United States Person (IUSPER) 3 Wt
11.47.  (U/FOUO) TIPOFF United States-C anada (TUSCAN) e

(U//FOUO) Non-USPER mvestigative subjects may be entered mto TUSCAN ap
maUmtedSmeﬂCmﬂngmdrm@MmhM "'_
Imkmdmckmmam&gmmmmmccmm
information 15 also transferred to the Canadian government on an mveshg: Y- Iave
basis. Canadian citizens are not mncluded in TUSCAN USPERs are not 1 h USCH
mﬂessﬂ:ey:reonﬂ::NoFlyorSelenuLMurhnemmwmm

11.48. (U/FOUO) TIPOFF Australian Counterterrorism Information €
(TACTICS)

(U/FOUO) Non-USPER m‘mhgahxtﬂb)::ﬂmyhcmdm'l‘m
on a United States/Austrahian agreement. through which sensstrve but unclassifies
lmkomdmdmtsmﬂrwzeMdWﬂhmm
information 1s also transferred to the Australian government on an wvests
basis. Ausﬂnhmuhzmsmdpqmﬂmndﬂhm-ﬁh
who hold dual U S. citizenship. are included m TACTICS. USPERS are not me
TACTICS unless they are on the No Fly or Selectee Lists or have an active fods val
warrant a1 L

~ 4



SECRET/NOFORN
(1) Countertervonsm Policy Gude

A4S (U) Additional Supported Systems
~(UMFOUO) The TSC, through the TSDB, also makes terronst identifiers accessible to other

entities through the regular export of updated subsets of TSDB data. These mclude.

* (L/FOUO) Other supported databases. The TSC also provides the FBI and certan
other federal authonties with access to TSDB mformation for screening or analytical
purposes. This may include access to the FBI's central recordkeepmng system, the FITTF
database and the TSA's Office of Transportation Threat Assessment database.

= (U/FOUQ) Certain foreign governments. The TSC provides a subset of the TSDB to
certamn foreign partners in exchange for their terronsm screening information
1L.5. (U) CTD Nomination Policy

(U/FOUQ) Case agents must submut watchlist nonmnations to TREX for all subjects of 266 or
415 mveshgations, i accordance with subsection 11 6, with the exception of investigations
predicated on a vichm. organization, activity, or comparable umdentified entity for which
watchlisting 1s ineffective Subjects of other CTD-managed investigative classifications should
generally be reclassified to 266 or 415 mvestigations if there 1s reason to believe the subjects
meet the watchhisting standard (refer to subsection 11 3) Predicated CT subjects not opened as
266 or 415 subjects may be considered for watchlisting on a case-by-case bass, but in all
circumstances must meet the watchlisting standard

(U/FOUO) Subject matter experts at TREX must evaluate each nomination to ensure the
watchlisting standard has been met and sufficient 1dentifying information 1s available. TREX
must notify and provide guidance to FOs. by e-mail, of subjects who will not be subnutted to the
watchhst

11.6. (U) Watchlisting Submission Standards

11.6.1. (U) Subject Nomination

{(U//FOUQ) Case agents must nomunate idividuals for inclusion in the TSDB, as required by the
nomnation policy for the applicable mvestigative program, by submutting a watchlist request. in
accordance with subsection 11 7. of this PG. A case agent 1s responsible for ensunng the request
15 submutted mn accordance with the imelines established herein. The request must be subnutted
within three business days of the date created i FBI's central recordkeeping system to open the
mvestigation. Nomunations will mclude all available subject identifiers, to mclude photographs
or other available biometric information If the subject 1s being nominated to the TSA No Fly
List he or she must be submutted by the nominating official within 24 hours of receipt of
mformation that qualifies the subject for the No Fly List. TREX must process No Fly Last
upgrades within 24 hours of receipt

(UJTPOUD) If there 15 a determmation. due to an exigent circumstance or CTD's direction. that
the nonunation needs to be submutted more quickly. FOs must contact TREX directly bw
telephone and submit the watchlist request. 1 accordance wath subsection 11 7 of this PG
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(U//FOUO) Note: mmm-wum

18 an emerpency sttuation requinng swifl action to prevent

damage to property
wimo)mmmwwndnm
extremasts, mmmmmmmmﬁmh
o&ul:wmoummmmm&mﬁ#wdﬁ rstiga
be watchlisted, but an mndividual may be entered mto the KST file 25 2 silent bt »

with subsection 11 412 of this PG. Wcmmmm‘ﬂﬂf#
mﬂ:;eancedtobccaordmitcdbﬂmhﬂ) the CTD program managemend unst, and’

(U//FOUO) When the FBI opens an investigation and the subject has already been »
another agency, ammmmammm* el
days of the date created in the FBI's central recordkeepmg system o open the ; The o
rcqmstmﬂmhmcctthmthamncstEuvmﬁm”ﬁ d ' ﬁ
document the FBI's investigative interest i the subject Failure to submnst the watchisst .
whmmmhuagemyhasmmzmdﬂrnxhvﬂnlm&mmm:“
PBIsubjectﬁomﬂlcwuchhstmthmnmﬁamnmtheFBLﬂnm_u“ﬂ
USIC has all available information if the onginal nominating agency attempts to semove the
subject from the watchlist. b J‘ o
(U//FOUQ) Note: As a best practice. if sufficient mformation s knows fo suppost =~
Mchhsungwlmthcmvcsumlsmmcwmmwh#
and submitted at the time the mvestigation 1s opened "‘-_‘: i

(U/FOUO) TREX must process nominations within five business days of recerving the
watchhst request.

11.6.2. (U) Subject Modification

(U/fFOUO)Aﬂadxmualsubnnssmﬂ:emnmﬂmgoﬁcﬂmw&ﬂ it
request information (e g . updated derogatory information that may result in a changeof
watchlisting status, chmgcmmmﬁg:tmhwpzphﬂluﬁuﬂmuﬁ_q
official s contact mformation) as soon as new mformation becomes avalable A“ ‘ =355
identifiers must be forwarded to TREX using the watchlist request’'s modify featuse Supervisoss
are required to review the mvestigative file for new identifiers dunng the 90-day file review for 7
all terronsm mvestigations. “’hm:d&ng,m&ﬁrmguﬂeﬂgdﬁhi#ﬂ”f
only the subject’s name_ sex. race. date of buth. and new or changed
the watchlist request mmmmmmmﬂﬁh =

reentered.

(U//FOUQ) Modifications may add or delete information from an existing record and

or downgrade a subject’s watchlisting status. Hauﬂ&ﬂnn'ﬂl ,w

nmstbembm:tted.mmdmwﬂhaﬂmnmll?dﬁlﬂib
mfmmauonmmbrmﬂmnmdwm:n;mzlymm
ﬁomthedavﬂunmm&nmﬂmusuﬂlndlmhm
day&edﬂmnahmrsmdthud}myanﬁyﬁsﬁ.
other direction from CTD. Hmmaﬂ
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mm wvia telephone, and subnut watchlist requests, m accordance with subsection 11.7.

;ﬂ‘hm

~ (U/FOUO) TREX must subsequently process modifications within seven business days of
* receipt of the watchhist request

(U/FOUO) Modifications to upprade a subject to the TSA No Fly List must be submutted by the
nonunating official withm 24 heurs of recetpt of mformation that qualifies the subject for the No
Fly List TREX must process No Fly List upgrades within 24 hours of receipt. After the arrest of
a Handling Code 1 subject, the nommating official must submut a watchlist request to TREX
within three business days of the case agent learning of the subject’s arrest.

{U/FOUO) If a subject who has been watchlisted moves to another FO's junisdiction, the subject
st reman watchhisted until the recerving office opens an investigation, unless the watchhisting
standard 1s no longer met. The closing FO must set a lead for the receiving FO, notifying 1t of the
subject s relocation and requesting 1t to open an mvestigation. The recerving FO must submut a
watchlist request for each subject. updating the TSDB record with the new file number, case
agent’s name, and any additional identifiers (such as the subject’s address and dnver's hicense
number) resulting from the move. The recerving FO must submut the watchlist modification
request within three busmess days of the date created in the FBI's central recordkeeping system
to open the mvestigation. If the recerving FO believes an investigation 1s not wamanted, the
matter must be referred to CTD. in accordance with subsection 410 of this PG

(U//FOUO) A watchhisted subject who moves outside the United States and continues to meet
the watchhisting standard must remain in the TSDB as long as an FBI investgation remains open

11.6.3. (U) Subject Removal

(U//FOUQ) When a predicated IT or DT wvestgation 1s closed, a request for removal of any
watchlisted subjects nmust be submutted, absent the critenia set forth i subsections 11.10. or
11.11 of this PG.

(U//FOUO) Upon closing an investigation (1.e., a PI or a full investigation) that has a watchhsted
subject. a removal request must be submutted, in accordance with subsection 11 7. of this PG,
within three business days of the wnitten approval and notification to CTD of the investigation’s
closure. The three-business-day timeline starts on the closing date shown 1n the FBI's central
recordkeeping system and stops when TREX receives a completed removal package.

(L/FOUO) If an exagent circumstances exist or CTD directs, FOs must contact TREX darectly
via telephone and submut watchlist requests m accordance with subsection 11.7. of this PG

(U/FOUOQ) TREX must process removals within five business days of receiving the watchhst
request.

(U/FOUO0) If a subyect permanently moves abroad. with no known retum date to the Unated
States. and a determination 15 made to close the mvestigation, the FO must submut a watchlhist
removal request to TREX. as provided above. If however. the FO or the CTD program

managenient unit determines removal of the subject is not warranted because the mvestigation 1s
not complete. and the subject continues to be reasonably suspected of being involved in terronsm
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on texrontst actraties. then watchlsstng oversight needs t resade wnth the FBI Refes
subsection 11,11 of this PG and submat a watchlist modsfication request 2 g the
indhvidual as a nonsubject, watchlisted person.

1L7. (U) Watchlist Request Submission Process and Guidance

aJifFOUOJFOmmmnwhmamm“ o
accompanying EC are’ (1) submutted to TREX withm the established tome frames detaled m
subsection 11,11 of this PG, (2) the nonunation package contams sufficient desogatory 7"
mformation to establish the subject meets the watchhisting standard. and (3) the sdentifiers Late

on the watchlist request and EC are accurate. Squmsmmddhﬁﬂﬂ; =
d:yﬁlcrcmcwpnntaﬂmch)dﬂamwhquSA:muﬁmﬂ:lﬂlmm iy
have been submtted to TREX. This mcludes subnutting 2 JPEG (Jomt Photographuc :
Group)-formatted photograph of the subyect (e g, a DMV photograph or a photograph
another source). '
mffmm)mﬁx@mtmmcwmhhnmqmmmmryﬂvman_-h 'L'e
process any watchlist requests to facilitate watchlisting of necessary : _-.;‘f_:i,;
(U//FOUO) All watchlist requests, wath thewr supporting ECs. must be subnutted to TREX via
the TREX FD-930 Database A watchlist request must be accompamied by 2 supporting EC_ with

anapproprmteachonleadtoTREX hﬁrm#mm&umﬁ‘m it
FO to resubmut the nussing element(s). --4*

e (U//FOUQ) IT Program: mwtmﬁﬂmmmh“ﬂy
meet the watchlisting standard (refer to subsection 11 3 ) TREX wll forwand all requests
to NCTC for inclusion in TIDE. NCTC wall mmmm.dumumﬁ ,
watchlisting standard to the TSC for inclusion in the TSDB and appropriate. supported Tu

||'|'|'EI| l'

systems, oy rs
e (U/FOUO) DT Program: TREXMVH]&“MWM“* &
forward subjects who meet the watchhisting standard to TSC for mclusion m the TSDB .?t*ﬁ
and appropniate, supported systems. If the watchlisting standard 15 not met for 2 -jl:.':;‘". i
nomination. TREX must notify and provide gudance to the submstting FO. e

(U//FOUO) The supporting EC must contam a short, plam description of the mvestgation,
includig the terronst group with wh:ththewtgncnsmmduﬂ&tjpedm

(e.g.. financier, facilitator. tramer, orapcmmt) ITngxnw:mhhﬁmMﬁ]

nmstnotmcludemﬁnmuonpeﬂzmmgmHSAcoﬂecmNofmfﬂf}ﬂm ki

Control (OC) dissemnation controls. “protect identity” indrviduals, Bask Secrecy &t
information, Suspicious Activity Report (SAR) and Currency Transaction Rep m ATt

information. or information obtamned utilizing grand jury subpoenas Such mform
mcluded, but clearly marked. in the accompanymng EC if it 1s necessary fo support |
justification for watchlisnng FISA-obtaned or FISA -denved wdentifiers nmusst also
marked accordmgly so that they cmbeaccuﬂyﬂlﬁbdmm e



) ,ﬂiﬂmhnhm-m
' i submatted. copies must be attached o
y i the il submission, modification, o

* Social secunty number

e  Other umque dentifying number

e Telephone number (unclassified only)
S e e E-mail address (unclassified only)
= Visanumber « License plate munber

3 (U)Two or more of the following:

= Country of atizenship, if different from place of birth

'+ Placeofbisth (city or country), if different from country of citizenship

s Circaor partial date of burth (partial [e.g . 1960]. or range [e g, 1960-1965])
e« Full name of an immediate family member (e g . parent. spouse, sibling. or child)

~« Occupation or current employer

= Speafic degrees received

- = Schools attended

| &Mﬂmﬁmm“mmmmgm

| '*"m.ﬂuammmymmﬁMm

tchlis mﬂumymgﬁcmmmﬂxm

mgmifn:xcmdsﬂxmmq:ccﬁtdabow This

oh ‘or other bjometric data Furthermore, all available
hﬁmm:mﬁtmﬂ request or on a subsequent



S
(UIFOUO) Prior 1o any mitial nomsnation, moddicatuon, of el e
o WIWWTMMM_ﬂ- ol : "
s (U/FOUQ) The appropriateness of the designated

e (U/FOUQ) The mchision of statements thit the sabject 1s * Ammed and
has “Violent Tendencies,” as appropriate

« (U//FOUO) The inchusion of any active federal warrant(s) fox the sobyect ¥
agent/supervisor must ensure that the entry request s for 2 Fi _" 1
provide the warrant number o

« (U/FOUO) The mchusion of a staternent that all necess: thons 2
conditions have been requested/identsfied a5 appropriate

e (U//FOUQ) The accuracy of the mvestgative file numnber

. (UffFOUO)[fﬂltﬂbﬂhMMﬁMhﬂM‘
exclusion must mclude statements m the watchiist request and ¢
justifying the exclusion B il

e (U//FOUO) The submussion of photographs for each subjert wihach mmst be scanned suto
a JPEG format and provided to TREX. SRS

11.8. (U) Expedited Nominafions

(U//FOUOQ) Expedited nommations are available if exsgent o3
TSDB. In the event a subject’ swﬂhﬂgmﬂpnﬁqﬂ '
Mmmmmmhmwmﬂ(mmwim
OpemmnsCenwach(mmdtmmdbmhﬂ.ﬂﬂ
cmrdmanmmththeNCTCmd#u'wﬁnTSCw =
critena for entry mn the TSDB. The TSC wall make 2 final ¢
fortheTSDB,incthingﬂrTSABhﬁy[ku'mm 5 3 o
subject’s record will be exported to all appropriate supported screenmg
(U//FOUOQ) All expedited nommantons must be submstted m accosd:
hs%md&gmmdm&ﬂyhymﬂm
supporting documentation necessary to meet the normal w
pmwdedmﬂlemglmlwmpmtmbe]ﬂﬂh
mmCmmﬁmmﬁhﬁ’m all

* (U/FOUO) An inabibty to validste 3 nommation for me
mformation wath NCTC hpﬂnﬁﬂ*i
‘partial or fragmentary mformation.
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""'{ hours, unless the nommating official forwards sufficient deropatory mformation thiough the

119 (U) Arrest Warrants and Interpol Notices for Watchlisted Individuals
(L/FOUO) If an active federal anest warmant exists in the NCIC Wanted Persons File for a
terronsm subject, the case agent must subnmt a watchlist request for nomnation to Handhng
Code 1 The documenting EC and request must include the NCIC warmant number (Wanted
Persons File record mumber) In the mvestigation of a currently watchhisted individual, this
documentation must include all descriptive, biograplucal. or canthonary information about the
subject that has not already been entered i the TSDB TREX wall review the submutted
mformation and forward it to the NCTC for entry into TIDE or dwectly to the TSC, as
appropnate.

{U/FOUO) If subsequent to entry as a Handling Code 1, the federal arrest warrant ceases to be
active m the NCIC Wanted Persons File (e g . the arvest warmant has been served or recalled by
the court), the FO must submut a notification EC and watchhist modification request within three
business days to change the subject to Handling Code 3. TREX must submit the modification to
NCTC for entry mto TIDE or durectly to the TSC, as appropnate.

(U/FOUO) In rare corcumstances, such as a sealed federal indictment where a subject may not
have a Wanted Person File record number in NCIC. 1t may be necessary to keep information
concerming a pending federal arrest warrant out of the TSDB. In such circumstances, the
notification EC concenung the warrant must provide a reasonable and detailed justification for
the exclusion (refer to subsection 11 14 of thus PG). If encountered by law enforcement. and in
order to ensure that the subject 1s detained long enough to allow the indictment to be unsealed
and an arrest warrant 1ssued and served. such subjects need to be watchlisted as a Handling
Code 2 (refer to subsection 11.4.1 1. of thus PG)

{(U//FOUQ) If an active federal amrest warrant exists for the subject. absent sensitive
curcumstances. the case agent may apply for an Interpol Red Notice. Interpol publishes these
notices to member states so that if the subject is found. the subject can be arrested and extradited
to the country holding the warrant

{(U//FOUO) If an Interpol Red Notice 15 filed. a watchlist modification request must be subnutted
to TREX wath the Red Notice number

11.10. (U) Subjects Arrested or Convicted of Terrorism-Related Offenses

(U//FOUO) All known terronsts must remamn watchlisted (refer to Appendix A of this PG for a
defimtion of “known terronst™). If an FO closes an mvestigation of a known terronist (e.g.. after
the crinunal investigation has concluded). a modification must be subnmutted via the TREX
FD-930 Database and the closing EC. with the justification details attached TREX must then
submut a request to modify the TSDB record, 1 accordance with subsection 11 11.1 of this PG

(U//FOUO) If an mdividual 1s acquutted or charges are disnussed for a cnme related to terrorism.
the subject mmust be removed from the watchlist unless the subject continues to meet the
watchlisting standard (refer to subsection 11 3 ). Terronsm subjects convicted of nonterrorism
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IL1L,  (U) Nomsubject Nominations
(UIFOUO) Typcally, the FBI only nommnates subyercts dm
watchlistng However mmqun“hﬂ
who 15 not the subject of a predicated wvestigatson warants

watchlisting 2
watchhisting standard (refer to subsertion 11 3 of thes PG) Thﬂ“,
cucumstances, the subject of a closed FBI investigation

(U//FOUO) This process to watchlist an individeal uyuu-mmm ‘ﬁ“_
suppositions. The nommating officsal “mmmm

the FBI may only nomunate an mdivadual if both of the followmng crmena have been met -‘-ir'-‘. ‘

1. (U/FOUQ) The mdrvdual unurauhgupmnuﬂyw-ﬁm

2 (U//FOUO) The individual has been linked 1o the subject of an active IT or DT :'.«?n,.
mmgnmulhcfﬂlmhumpwmmmm %
the standard for watchlisting | . nd_'-.'

mmeUOJHIpaml&pwdwﬁmnmmnmmm' gk
operations conducted under DoD authonty MM:!M‘#&M
DoD

11.11.1. (U) Nonsubject Nomination Process

(U//FOUQ) Any FO or Legat with information regardme a-ﬂp:ﬂﬁm g
(e g . former subjects who have left the country or suspected terronsis idennfied by foreags
gmmnts)nmslsulnmtmﬁxmwm&wﬂm:m“
followng procedures.

(U//FOUOQ) The FO or Legat must submut all watchlist requests to TREX wa the TREX 0
Database. A watchlist request must be accompamed by a supportng EC. wifh 20 appsopn
mhonleadfmTREXMMmﬂullyﬁxﬂrIﬂmﬂhh#ﬁ s
incomplete request. TREXmmﬁhFOmmem&—;H
indrvidual s already watchlisted by another agency. TREX smust submst an Cliya
FD-930 to NCTC indicating FBI interest L
(U//FOUQ) Submussions to TREX must be made m accordance with the & e vk
subsection 11 6. mﬂimﬂmmmﬂ:mwwﬂ
msufficient information regarding the subject 'I'R.Exwi-ﬁyhmi Pt CIeCw
prevent watchlhisting ot AR
11.11.2.  (U) Review of Nonsubject Records

(U//FOUO) Nonsubjects nommnated to the TSDB ase tracked by TSC. usa :
Database TSC 15 responsible for verifying and validsting the watchlist st "F"
m:b]cﬂsmuﬂlymmﬂﬂ&muﬁm .T.

cmmwt&mm:mﬂm 3
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& ‘watchhsting If TSC determunes a nonsubject no longer meets the watchhisting, standard, TSC
must remove the nonsubject from the watchhist and notify the FO or Legat office that ongmally
nomunated the mdndual

MM}H.WWumtm&muwl follow normal
notification procedures. On completion of the encounter, a copy of the TSOU log must be e-
mailed to TREX for addional follow-up regarding the nonsubject's watchhist status TREX
must review the encounter detals to ensure the mdividual meets the watchhsting standard and
st modify the record with any new identifiers developed. If a nonsubject 1s encountered
durmg travel within the United States. TREX will set a Guardian lead to the appropnate FO for
appropnate local response If, upon closure of the Guardian lead, the FO determunes there 1s no
nexus 1o terronsm. TREX wall submat an FID-930 to remove the subject from the watchhist

11.11.3. (1)) Neansubject Nomination from DOJ Components

(U/FOUO) On October 3, 2008. DOJ designated the FBI as the central watchlist nommnator for
all DOJ components Information regarding known or suspected terronsts developed through
other mvestigative anms of the DOJ (e g, the ATF, the Drug Enforcement Admimistration
[DEA], or the United States Marshals Service [USMS]) 1s passed at the FO level through
established relationships wath the FBI JTTF. The NJTTF or the CTD program management unit
15 the recipient of terronsm information when provided at the headquarters level If the FBI does
not open an mvestgation. but the mdividual(s) meets the nonsubject nonunation cnitena hsted in
subsection 11 11 . the FBI recipient of this information must provide details 1o TREX, as
descnbed i subsection 11 11 1 TREX must ensure the individual(s) 1s properly watchlisted. 1n
accordance with subsection 11.7

{U/FOUO) If the United States National Central Bureau (USNCB) obtains terronsm-related
mtelligence. 1t wall provide the mtelligence to CTD. which will review the terronsm intelligence
and will generate Guardian assessment leads for mvestigation. as appropnate If a terrorism
mvestigation 15 generated as a result of the Guardian lead. the subject will be submutted for
watchhising m accordance with subsection 11 5 of thus PG

11.12. (U) Foreign Government Information (FGI)

{(U/FOUO) Foreign governments occasionally provide information regarding non-USPER
mdraduals who are under mvestigation mn thewr countnies for cnmes related to terronsm or
mdividuals who are reasonably suspected of engaging in terronism or terronst activity. Those
recerving such specific derogatory information of only non-USPER individuals may submut these
mdrviduals for watchhsting The receiving office must also seek and collect available identifiers
‘and biometnics (e g . photographs and fingerprints). as appropnate. If such FGI is provided
through an established or formal sharmng relationship between the United States and the foreign
government_ then reasonable suspicion 1s presumed. The reasonable suspicion standard.
‘however. must be met when mformation 1s not recerved under an established, formal or HSPD-6
e

_ W}MPGI 1s provided by a foreign agency with a terronsm screenmg information

- shanng or HSPD-6 arrangement with the TSC, Legat offices must determune if the FGI was
Mﬁyhmwwﬂmm the arrangement. Each arrangement defines a umque
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Mmﬂadﬂmmmwhmwﬂ‘,ﬂﬂ#
agency must desipnate the mformation as besng submutted pursuant to the ﬁn

thewr mndication that the imformation held on the subjects meets the standasd _ nthe

arvangenent :

11.12.1.  (U) Watchlisting of Criminal Justice Information Services (CJIS) Derived
Information

(U//FOUO) FGI provided to CJIS through a memorandum of cooperation or smmla
memonalized agreement establishing a formal information-sharing relationshsp with 2 foregn
partner may be provided without particulanzed derogatory mformation dwectly o NCTC CJIS
provides the personal identifiers and biometncs of these mdsviduals 1o the USIC 25 part of s
HSPD-6 information-shanng responsibility This 1s not an FBI nommation FGI does not reqgure
an annual review, as CJIS requests updated mformation on 2 regular basis CJIS mmst forward
any updated identifiers 1t obtains to NCTC so the TIDE record may be updated and NCTC can
deternune whether continued watchhsting of the indmvidual 1s necessary

(U//FOUO) If a foreign government provides records that mchude 2 muxture of terronsm.
crimunal, or other information. CJIS must attempt to identsfy and separate reconds related o
terronsm. as only terronsm records are mcluded 1n TIDE and the TSDB. If CJIS cannot
distinguash between the crinunal, terrorism, and other categones of records, it may not submst
the entire batch of records. In addition. information provided mnformally or on an ad hoc bass
must not be forwarded to NCTC. Such records and any biometrics will semaen 2 past of the Lsger
CJIS biometnic holdings and will remasn available mn the future 10 connect mdrvaduals o
terronsm

11.12.2. (U) Watchlisting of Legat-Derived Information

(U//FOUQ) All Legat offices that have obtamed FGI terronst information mnst subost watchisg
requests to TREX via the TREX FD-930 Database unless provaded pursuant to an HSPD-6
shanng arrangement with the TSC. A watchhist request must be accompansed by a supporiing

EC, u:ﬁmwmﬂﬂmkﬁmﬁﬁmmrwﬂhyhhwﬂhﬁﬁ '
the event of an incomplete request. TREX must notify the Legat 1o resubmst the nusang
element(s) Upon receipt of the FGI from a Legat. TREX must review the miormaton and =
submut a watchlist request to NCTC if the FGI meets the watchbisting standard If an FGIdemwed ™
subject 1s encountered, the normal TSC encounter process nmst be followed Any new _ S
1dentifying information must be provided to TREX. whach will modify the subject s bsographscal =~
nformation TREX must set an mformation lead to the Legat regardmg the new information |

(U/'FOUO) FGI provided to Legat offices pursuant to terrorism screeams mformation shanne o
HSPD-6 amrangements with the TSC should be sent via EC to the desagnated POC wathm the
TSC Intemational Information-Sharmg Program (IISP) The partner s ongnal submssson @
Excel. Word. or other format as submutted by the parmer should be attached or forwarded by

expedited mail. moﬂﬁﬂkMMhmu“nﬂg
partner for updates to the information.

— . # l-I
g? | T 4
|
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LI0) A tesronst's brographic mformation and photographs (descibed above m subsection
1112 2 of this PG) that are provaded by a foreygn povernment mmst be sent to TRIEX and

provessed as FGI TREX will provide this teronst mformation to NCTC. along; with an 1D 930,

of needed. m order to enter the mdividual mto TIDE and the TSDB TREX wall not provide
additional oversight or review of these FGI records, unless addiional mformation 1s provided by
&m;wum o1 an encounter ocours 11 a Legat obtans additional identifiers,
mformation. or reasons to remove FGI from TIDE, the new mitellipence must be sent
o TREX. which wall forward this informanon to NCTC The ongnal reciprent of FGI terronsm
mformation must also provide finperprints and hographic information to CJIS, 1f available

1113 (1) Watchlisting of Deceased Individuals

(U/FOUO) The TSDB may not include identity information of known or suspected terronsts
who are confirmed dead. unless:

e (U/FOUQ) There 15 mformation to support a reasonable suspicion that an existing known
or suspected tervonst 1s using that identity information

e (U/FOUO) A recogmized terronist orgamzation collects known or suspected terrorist
wdentity mformation for use by its members 1n prepanng for or conumtting terronst acts.
and the travel documents related to the deceased known or suspected terronist have not
been recovered.

(U/FOUO) Note: A classified list of recopmzed terronst orgamzatons that are known to
reuse terronst identity information 1s maintained on the NCTC Current site, available on
the Sensitive Compartmented Information Operational Network (SCION)

11.14. (1) Exclusion from a Supported System

{U//FOUOQ) In rare cacumstances, the subject of an mvestigation may be excluded from a

particular watchlisting- supported system if a reasonable and detailed operational justification 1s
provided. An FO that wishes to exclude a subject from a supported system must articulate the

justification as part of the watchlist request and/or supporting EC

(U//FOUQO) Nete: The exastence of local or state public disclosure laws are not sufficient
yustification for exclusion

{(LW/FOUO) Subject matter experts in TREX will review justifications for exclusion from
supported systems and detemune whether the exclusion 1s warranted TREX muist notify the
submutting FO 1f an exclusion 1s not wamranted.

1115, (U) Redress

(U/FOUQ) Individuals may seek redress for travel delays and other mconvemences they
‘expenence due to screening and/or watchlist 1ssues. real or percerved An interagency

Memorandon of Understanding on Terrorist Watchiisting Redress Procedures between the TSC
the FBIL and other relevant agencies 15 mn place to address how each agency will respond to such

yequests for redress  As such, the TSC may request additional mformation durectly from an FBI
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Hﬁcmn&#&
1SC makes the firal

the TSDB, be modified. or be removed

11.16. mwrm«wmm

(UIMFOUO) I the FBI wants a watchhisted subject to lave w

agencies at the U S bordes, mmu—-ﬁ
management umt, and the TSC must ocow ‘fhm**
Ww&wﬂamﬁ“ﬂﬂ-
wwawmyﬂ:ynﬂnmm#“ﬁ'_
deswres to allow ummpeded travel (e g . w*uﬂ
subject to the concurrence of the screemng agency and may not always b
(U//FOUO) TSC may also authonize 2 one-tume warver to allow mdsviduals on
fly into or out of the United States The FO, Legat. and/or CTD program m
coordmate such requests with TSC s Operations Center l&bﬁm N
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(LWF’OI.K)) This section 15 not mlmdrd o hc an exhanstive discussion of all avalable
wmvestipanive methods, but rather of those unigque to counterterronsm mvestigations For a more
thorough discossion of all avalable mvestipative methods. sefer to the DIOG

121, (U) Name Traces

(U FOUO) A name trace 15 a formal request 1o another povernment agency to conduct a search
of exastng records for mformation regarding a subject of mterest Requests for name traces are
typacally handled by the CTD program management unit. FOs wishig to run a name trace may
senid an EC wath a lead to the program management umt, ncluding the subject s predication and
all available identifiess.

1211, (U) Authorized Investigative Activily

(UFOUO) Name traces are authonzed in both the IT and DT Programs, at all levels of
mvestigative actty

12:1.2. (U/FOUO) CIA Name Traces

(U/FOUQ) Requests to the CIA for general information are submutted electronically via the CIA
External Name Tm System (C ENTS) CENTS requests are handled by CIA s External

Inquun & » can be accessed via the SCION system at the following
address Tt:i(‘l‘.‘ requests are sent to CENTS 1f a subject 1s suspected
of wvolvement in terronsm. but there 1s no known group or network with whach the subject 1s

affiliated

(U/FOL0) If there 1s a known group affiliaton. rather than using the CENTS system. CTD
personnel will submat a trace request cable (refer to the CTD Templates Page) to the appropnate
element that handles that group withuin CIA s Counterterronism Center (CTC) CTC has access to
some data that 1s not available to the EIB. which may provide a fuller trace response than what 1s
available through CENTS CTC wall only conduct a trace of a subject who has a known group
affihation

12.1.3. (U/FOUO) NSA Name Traces

(U//FOUQO) Name trace requests to the NSA are also sometimes called requests for information
(RFT) Legal constramnts forbid NSA from conducting trace requests regarding USPERs. NSA
also has special requurements regarding a citizen of a Five Eves (FVEY) member country. Thus
it is smportant to know the nationality of the trace target and mclude 1t whenever possible. An

NSA request can be made by one of two methods® (1) electromcally. using NSA s Customer
Gateway system or (2) via an EC

1. (WFOUO) Gateway method: ; be subputt ouph the Gateway
system using the SCION system a

2 (UVFOUO) EC methed An EC may also be used to subnut the necessary information to
the NSA s senior representative to the FBL who wall then forward the mformation to the
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122, (U) Interviews S

(wmm)Mumummau“mmM’? z
desymed to gather information that is acourate . pertinent o, and withan the scope of an ]
authonzed assessment or predacated mvestigation See OO Section 18 i -_..

(U//FOUQ) For rules and standards on the conduct of mierviews. uhwmwi

122.1.  (U) Authorized Investigative Activity

(U//FOUO) Interviews are authonized m both the I'T and DT Programs at all levels of
nvestigative activity
12.2.2. (U) Deconfliction

(U//FOUQ) An FO must implement strong deconflichon measuses pnior 1o mﬁ 773 e
subject of a predicated investigation to enswre the mterview will not comgwomase mveshigations
i other FOs or alert the subject s associates Such deconflsction nmst be documented to the o
mvestigative file m advance of the mterview A copy nmst also be prowided io the CTD prograss.
management umt The deconfliction documentation must addiess the following msues s

e (U//FOUQ) The name(s) and mvestgative file number(s) of any FBI subjecs(s) knownto

be 1n contact (e g . personal. telephomc. or e-maal) with the subyect of the mteraew. et |

e (U/FOUO) The name(s) of any indrmidual(s) of sigmficant mterest (e g 2 knows or ol
amddmmammﬁmhgﬁmdmmwhhhﬂ _-_ij'_i'f-
contact with the subyject of the nterview ‘ X

. (UﬁFOUO)Th:&equuxyofcuﬂxtmdﬂrdﬂ:ofﬂ:hnmﬁtﬂ&m
in one of the above groups known to be 1 contact with the subject of the mtervew : _l-_"ﬁ-

e (U//FOUQ) The steps taken to coordmate with other FOs. Legats. andior USIC, fedesal.

state, local. or foreign partners whose investigatrve equities may be mapacted by 2
planned mterview

e (U//FOUO) An analvsis of the potential for an mndivadual -mﬂhm
the interview to be alerted to possible FBI mvestigative mierest

e (U//FOUQ) A synopsis of the general mterview approach strategy (e £ 2 follow-
secondary screening by CBP or a possible offer to become a CHS) and any £
or nondisclosure of FBI affihaton that 1s planned

- f[_?,"I'FDUO)Wha d’m mfull!!lllm &m . (qr l \ s .~ '.:-j--n"' " ;
CHS)hashernus:dmfmmﬂmﬂrmmﬂﬂq_ e bee .
to protect the sensstive source.
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. (U/FOUQO) Net Talon National Initiative

(SIIREL TO USA. FVEY) Terronsts use of the Internet has pmwnled ﬂw BRI llu- USIC, law
enforcement. and U S allies wath a senous challenpge The Intemnet 15 a prncipal tool for terronst
orgamzations m countening the physical dispersal and decentralization brought on by the
Amenican and allied response to the September 11, 2001, attacks The perceived anonymty,
secunty, and efficiency of online commumcations have attracted the attenton of teronsts, thew
facilitators, and thew sympathizers The result has been an explosive growth of terronsts using
the Intemet for commumcations, propaganda dissemunation, fundraising, recnutment. operational
plannmg, trammg, and radicalization. Efforts by the FBI and 1its partners to mvestigate, exploit,
and disrupt tetronst networks are being challenged by the rapid growth of terronists” use of the
Internet In May 2008 the NTNI was approved by CTD The NTNI 1s constructed to
strategically focus operations targeting terronsts” use of the Internet through OCEs, UCEs, and

CHSs

Note: (U/FOUO) Not all Group 1 UCOs will be mcorporated into the NTNI. Each
operation will be evaluated on an mvestigation-by-mvestigation basis_ and a
determmation made based upon several cntena, including scope. goals, and objectives
17.1. (U/FOUQ) Net Talon Goals
(S/REL TO USA. FVEY) The goals of the NTNI are
» (S/REL TO USA.FVEY) To detect, penetrate, disrupt. and dismantle online terronst
networks
e (S/REL TO USA.FVEY) To know. momtor. and target an adversary's online domam.

e (S/REL TO USA. FVEY) To identify, direct. and recnut the most appropnate FBI online
resources to target U S adversanes and their online domains

* (S/REL TOUSA, FVEY) To develop and manage online resousces to maximize
HUMINT penetration mto onlme terronst networks

e (S/REL TO USA_FVEY) To establish and support standard operating procedures for
Group 1 UCOs targeting terronsts” use of the Internet

e (S/REL TO USA. FVEY) To establish standardized trauung for appropriate NTNI
personnel
17.2. (U/FOUQ) Net Talon Objectives
17.2.1. (1) Effective Tasking of Undercover Personnel
(S/REL TO USA. FVEY) The establishment of the NTNI allows visibility mto the online

activities of all OCEs, UCEs. and CHSs targeting IT subjects and provides a program to ensure
they are tasked according to thewr skall sets and workloads. The use of OCEs. UCEs. and CHSs 18

warranted when 1t 1s prudent and necessary to provide support and/or assistance to ongoing
mveshigations.
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17.2.2.  (U) Centratized Deconfliction

(S//REL TO USA, FVEY) The NTNI establishes hmahmdummiﬂhudu
deconflict targets, OCEs, UCEs, and CHSs withan the FBIL the USIC. and mternational
For more information, refer to subsection 1/ 5 of this PG regardmg the Net Talon Datsbase

17.2.3.  (S/NF) Joint Operations with USIC and International Partners

(S//NF) To meet the FBI's mussion of mtelligence collection and 10 respond 1o mvestigative
program prionties at national and/or mtemational levels, 1t 15 necessary for the FBI 1o conduct
joint operations with the USIC and mtemational pariners. The NTNI will support these jomt
operations and has the capability to utilize all the resources and tools available 1o the FBI USIC
and mternational partners

17.24.  (U) Focused Strategic and Tactical Analytical Capability

(S/REL TO USA. FVEY) A sigmficant component in nearly every I'T mvestigation s acopanng
enough analytical resousces to analyze and dissermnate the mformation collected In the past,
these resouwrces were linnted to the amount of personmel m 2 particular FO and then relevant shall
sets The NTNI creates single pownts of contact withan the FBI that are “centers of expertise” for
a particular target set or comnmmuncation platform

(S//REL TO USA. FVEY) These centers of expertise help to produce analvisc products to
enhance the knowledge of terronsts’ use of the Internet. develop tools for identifving and
dismantling online terrorist networks. and share trends 1 terronists use of the Intemet B s
understood that tarpets may cross centers of expertise As such CITU 15 responsble for both
ensunng deconfliction between the centers of expertise and for coordination of effont

(S//REL TO USA, FVEY) The centers of expertise provade the FBI USIC, and stemational
partners the ability to draw upon the kmowledge and resouwrces of the centers m thewr
mvestigations, NTNI analytic products and reporting are dissemmated to the FBL USIC and
international partners, as appropnate

17.2.5.  (U) Identify and Address Intelligence Gaps

(S//REL TO USA. FVEY) The NTNI addresses known mielligence gaps and identifies onbine
terronist networks mn a centralized manner. consistent with the AGG-Dom and DIOG The
initiative s cohesive analytic capabilities allow for strasghtforward recogmtion of mtelligence
gaps and companson of newly established threats Simultaneously 2 network of assoczated
UCOs effectively addresses those mtelhigence gaps

17.2.6.  (U) Establishment and Sharing of Best Practices

(S/REL TO USA. FVEY) The centralizing nature of the NTNI lends itself to the umproved
discovery and promulgation of best practices In the past. best practices were ofien hawled © 2
single FO or shared only through informal discussions between FBIHQ. FOs. and the USIC The
NTNI captures. dissenunates, and shares the tools and methods that have provens effectrve and
useful i mvestigating terronsts” use of the Internet These best practices are shared and
formalized in tramung  gusdance, and commumcanon documents
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1727, (U) Centralized Intelligence Dissemination

(S/REL TO USA_ FVEY) A key component of NTNI 1s uts ability to function as a cleannghouse
for all FBI wtelligence regarchng temronsts” use of the Intemet and the collective response to the
threats posed Previously, reporting from mdividual operatons was sent to numerous umits within
CTD and CyDD)  The result of that system was frapmented, compartmentalized mtellipence and an
mability to see and commumicate a comprehensive view of terronists” use of the Intemnet

(S/REL TO USA_FVEY) Under NTNL intelligence reporting on the terronsts’ use of the
Internet can be centralized under CITU, which wall appropnately coordinate wath other units
within the FBL as well as wath USIC and mternational partners

{S/REL TO USA_ FVEY) When an FO determmes that information from any OCE, UCE, CHS,
and/or Group 1 UCO under the NTNI affects mvestigative matters in another FO, the appropnate
FBIHQ unst must be notified. and the information forwarded to the other FO under that office’s
mvestigative file All communications must be properly uploaded to the FBI's permanent system
of records. unless extraordinary circumstances necessitate an exception to this requirement and
the exception 15 approved by the Deputy Director (DD)

1728 (U) Centralized Resource Identification and Tracking

(S/REL TO USA_FVEY) A recurmnng benefit of NTNI 1s centralizing the management of
mformation and resources With the establishment of this imtiative. CITU and CTUC are the
central authorities over resources available to target, analyze. and exploit potential terronst
activity onhine  Additionally. NTNI has established tools and methods for tracking the allocation
of such resources

17.29. (U) Standardized UCO Administrative Tasks

(S/REL TO USA_ FVEY) The NTNI standardizes the admumstrative tasks, as well as policy and
guadelines of Group I UCOs targeting terronists” use of the Internet. Standardized language will
be created and utilized 1 documentation relative to CT online UCOs.

17.2.10. (U) Consistent Backstopping

(S/REL TO USA_FVEY) Central to all online UCOs 1s mamntaiming the secunty of covert
operations Protecting the true identity of any OCE, UCE. and/or CHS 1s always the pnmary
concemn 1 any decision related to these operations This pnnciple extends even to the decisions
to dissenunate the identities withuin DOJ and among JTTF partners. The NTNI standardizes the
backstopping process and procedures for Group 1 UCOs targeting terronists” use of the Internet.
Prior to deploying online resources. all NTNI Group I UCOs must gieet muimum backstopping

I ements. i coor tion with CITU and CTUC. See the
B -
ormaton

17.2.11. (U/FOUO) Net Talon Organizational Structure

(SV/REL TO USA_FVEY) The NTNI serves as an organizational tool to bning stmular CT Group
I UCOs targeting terronists” use of the Intemet under the program management of CITU. CITU
exploits intelligence to track current trends of terronsts™ use of the Intemet. as well as reviews

for additional
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(S/REL TO USA, FVEY) A franchise operation (FOP) 1s a Gronp | UCO it f
NTNI FOPs are the center of expertise for therr target set or communscatson platfors
Suboperations (S0) fall within the scope of an exsstng FOP, and report duectly to the FOP for

Figure 1. (U/FOUOQ) NTNI Organizational Chart
17.3. (U/FOUO) Net Talon Roles and Functional Responsibilities
17.3.1.  (U) Counterterrorism Internet Targeting Unit
(S//REL TO USA. FVEY) CITU is responsible for the overall program man
NTNI and the FOPs under the NTNI. CITU must: B
mcluding: R
o (S/REL TO USA. FVEY) Be the lead for the FBI s efforts wthun
and with intemational partners to deconflict UCOs targeting i
In i
o (S//REL TO USA, FVEY) Deconflict assignment of OX
targeting of subjects. | ' * el

- L

B
T
L

-
s
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(S/REL TO USA. FVEY) Deploy, manage, and maimtamn the Net Talon Database for the
deconfliction and program management of resowrces

(S/REL TO USA. FVEY) Conduct routine audits to ensure all profile and persona
mformation m the Net Talon Database 1s current and accurate

{(SY/REL TO USA_ FVEY) Review, assign. pnontize, and track requests to target CTD
mveshigative subjects with an Internet nexus

(S/REL TO USA. FVEY) Penodically conduct an overall FBI strategic review to
deternune when new mvestigations targeting terronsts’ use of the Intermnet need to be
opened Validation 15 an ongoing process to monitor, review, assess, and evaluate an
FOP CITU will utilize reasonable methods to vahidate the purpose and mission of the
FOPs and ensure they are pnontized within the goals and objectives of CTD

(S/REL TO USA_ FVEY) Receive and review mtelligence dissetninations for FOPs,
SOs. OCEs, UCEs, and CHSs to

o (S/REL TO USA.  FVEY) Exploit mtelligence to track current trends of terronists’
use of the Internet

o (S/REL TO USA.FVEY) Review and analyze reporting to uncover hinks between
vanous mvestigations. and provide thas analysis to the appropnate entities

(U/FOUO) Coordmate with CTUC to ensure all OCEs and UCEs are propetly certified.
wamned, and safeguarded prior to being operational on any of the NTNI s undercover
opcranms CITU also ensures that traming 1 :
OCEs, UCEs_and CHSs See the
and the
ormation

(L//FOUQ) Assist CTUC n the development of specialized traiming

{(LU//FOUQ) Review and apply for OIA authonty, as necessary. for FOPs. Coordinate
with FOPs to ensure the language and scope for OIA authonties that benefit the entire
NTNI are optirmzed. All OIA requests must be submuatted to NSLB for approval

(LY FOUO) Manage_ train. and provide oversight of the operational use of OIA
authonities

(UVFOUO) Collect OIA authonity usage from FOPs and provide the proper reporting to
NSD's Counterterronsm Section (CTS) regarding the OIA within the stated time frame

for additional

(U/FOUO) Propose. manage, and allocate budget funds i support of the NTNI major
mvesugation

(UIFOUO) Assist in the preparation and presentation of UCO mitiation and renewal
paperwork, m accordance with NSB undercover policy for all FOPs that will fall under
the program management responsibility of the NTNI
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MWWM

. (UffFGUO)wmmmmcmmm:-mmnmm Nig !
falls within the scope of the NTNI In addition, m-‘&#MIﬂ*ﬂ
SO will bansition imto an FOP

s (U/FOUOQ) Provide the means and mirastructure for ensuring consstent mtelligence A, L
collection, reporting, dissemmmation, and deconfliction VoA

e (U/FOUO) Recruit, develop, and tram OCEs, UCEs, and CHSs m coordination with .
CTUC, the FOP, and in certam mstances CHOU or the Language Services Section (1L58)

e (U//FOUO) Coordinate with FOPs on all ssues concermng the 1SS, a5 apphicable to the L
NTNL :

e (U//FOUQ) Coordinate communications and mtelligence dissermnations between the
FBL USIC, and mtemational partners for all FOPs under program management of the
NTNI

» (U//FOUQ) Carry out ELSUR procedures, as determuned by the DIOG, the Operational
Technology Division’s (OTD) Data Intercept Technology Unat (DITU), and RMID's
ELSUR Operations Umt. Ll
17.3.2.  (U) Counterterrorism Division Undercover Operations Unit
(U//FOUQ) CTUC 1s responsible for the oversight and management of all UCOs that fall wathen
the scope of the NTNI and must specifically
e (U//FOUO) Work with CITU to deterrmne whether an exising UCO or proposed FOP +Xx
falls within the scope of the NTNI. In addition. CTUC helps determume if and when an i
SO will transition 1nto an FOP L
» (U//FOUO) Coordmate with CITU and NSLB to submut any proposed FOP for Group |

UCO review by the National Secunity Undercover Review Commuttee (UCRC) and "':"-_-.
obtain approval by the AD. CTD. xmgmmmwhw

(0307PG). 3 'g-}:
e (U//FOUQ) Review all policies and procedures of the NTNI and provide pundance a8 =~ "‘—‘fe;
necessary, to conform to CTUC standards \T 4.

e (U//FOUO) Coordmate with CITU to ensure OCEs and UCES are properly certified
trmned and safeguardcdpnor to operznonz.! actrviies CTUC works wath CITU to ensure £

e (U/FOUQ) Work in coordination with CITU, FOP. ﬂmmmm-mw_
LSS, to recruit. develop. and tramn OCEs, UCEs, and CHSs. e

17.3.3, (') Franchise Operations

(S/REL TO USA, FVEY) An FOP is 2 Group I UCO that has been approved by the LC)
its own operating budget. mhiswumﬁhmmmﬂ e 3 cente
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(U/FOUO) Have at least one contact agent and one OCT and/or UCE

a  (UAFOUOD) No one may sesve within the same FOP as both an OCE or a UCE and
the case agent for the FOP

(L/FOU) Coordinate with CTTU on all mvestigative matters

(UFOUO) Coordmate with CITU, CTUC, and other necessary entities regarding the

targenng stiategy to be mmplemented by the contact agents, OCEs, UCEs, and CHSs

whom the FOP directly operates and manapes

(U/FOUO) Ensure that the predication for all mvestigative subjects targeted through the
FOP 15 sufficiently articulated i the appropnate FOP documents

(U/FOUO) Approve the usage of OIA authonties for OCEs, UCEs, and CHSs The FOP
summanzes the usage of OIA and report to CITU, as stipulated in the operating OIA
Further, the FOP 1s responsible for ensunng all reporting requurements are met

(LYFOUO) Monitor all OCEs, UCEs, and CHSs to ensure they are operating in
compliance with all apphcable legal and pohcy requurements and durection

(U/FOUQ) Handle requests for equupment or other resources from contact agents. OCEs.
UCEs, and CHSs

(U/FOUQ) Dissenunate mtelhgence from OCE, UCE, and CHS reporting, in
coerdimaton with CTTU

(U/FOUQ) Recrust, develop, and traxn OCEs, UCEs, and CHSs. 1in coordmation with
CITU

{(U//FOUO) Enter and update OCE. UCE. and CHS mformation in the Net Talon
Database for deconfliction and program management purposes.

{(U//FOUQ) Conduct routine audits to ensure all profile and persona information i the
Net Talon Database 1s current and accurate

(U/FOUO) Wnite and submit Group I UCO proposals/renewals to CTUC and CITU
Draft proposals/renewals wall be submutted to CTUC and CITU for review pnior to
obtamning local signatures.

(U/FOUQ) Dissenmnate reporting to CITU and the appropnate FOs. In addition to any

appropnate mvestigative files, FOPs wall ensure all OCE, UCE. and CHS
commumcations are captioned to the assigned subfile under the NTNI investigative file.

(U/FOUO) Ensure that required backstopping 1s done for all OCEs. UCEs. and CHSs
mnvolved i an operation

(L/FOUO) Concems regarding OCE or UCE personnel must be addressed with CTUC.
CITU. and the contact agent
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of (Ufmm.:ﬂlthﬂh“i’ sl ting e e
CITU and CTUC, as reqrested

. MIquinm"mmx‘:ﬂ :
158, to recrunt, develop, and wam OCEs, UCEs and CHSs ﬁﬁ
methods to vabidate a CHS 's sdentaty. mmm
has been recrusted. the FOP s required to comply with the Confld
Policy Guide (0499PG) on all matters segardmng 2 CHS.

17.34.  (U) Suboperations (50)

(UffFOUO)AnSOmfzﬂwﬁm&wufammﬂum
coordmation with the FOP and CTT'U, with the stent of berommg 2

where appropniate SOs are not independent FOPs_ bt rather, work undey the :
funding of an existing FOP Refer 1o subsection 177 5 oflu?ﬁﬁ'ﬁ“

SO The responsilities of an SO are 1o .
e (U//FOUO) Fall within the targeting set of the FOP E
e (U//FOUO) Have at least one contact agent and one OCE UCE or CHS s '

o mrmm)llmmmwﬁhmm“k.Mlim
of the SO '

o (U//FOUO) There must be a least one individual of fhe SO who w s mOCE@a
UCE -

assistance, as necessary.
e (U//FOUQ) Coordinate with the FOP on the targeting strategy 1o be o
OCEs. UCEs, and CHSs operating under the 50

e (U//FOUOQ) Ensure that the predication for all mvestigative subsects &
SO 1s sufficiently articulated m the appropnate SO documenss

s (U//FOUO) Request the usage of OIA authonties for OCEs, m&ﬂmm =
FOP. mmmhwdmmﬂlﬂ“hﬁm

stipulated mn the operating OIA authority
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cnveshpative files and assipned subfile undes the NTNI

(UAFOUO) Imtuate appropnate investigations of targets of mterest that are within the
scope of the SO

(U/FOUO) Upon the dwection of the FOP, CTTU, and CTUC, draft and obtain local
approval for a Group 1 UCO to become an FOP, as part of the NTNI

(U/FOUO) Conduct routine audits to ensure all profile and persona information i the
Net Talon Database 1s current and accurate

(U/FOUQO) Work 1n coordination with CITU, CTUC. and i certamn mstances CHOU or
LSS, to recrant, develop. and rain OCEs, UCEs, and CHSs. The SO utilizes reasonable
methods to validate a CHS 's identity, information. motivation, and access. Once

recnuated. the SO 1s required to comply with the Confidential Human Source Policy
Guide (0499PG) on all matters regarding a CHS.

(U/FOUO) Address concems regarding OCE or UCE personnel with CTUC, CITU. the
FOP. and the contact agent.

(U) Contact Agents

(U/FOUO) The contact agent’s pnmary responsibility 1s to manage OCEs, UCEs. and CHSs by
acting as an intermediary for all commumication from the NTNI and FOs whose investigations
are bemp supported by the NTNI. Specifically, the contact agent must:

(U/FOUO) Ensure that OCEs, UCEs. and CHSs have proper backstopping and traimning
for the tasks they are asked to complete

(U/FOUO) Ensure full compliance with the required paperwork for the participation of
OCEs. UCEs. and CHSs 1 the NTNL

(U/FOUO) Provide guudance to OCEs. UCEs. and CHSs for the implementation of the
targeting strategy and legend building See theﬂfm more

mformation.

(U FOUO) Momstor all OCEs, UCEs, and CHSs to ensure they are operating 1n
compliance with all applicable legal and policy requirements and direction

(U/FOUO) Rewiew OCE. UCE. and CHS reporting documents for dissenunation through
the NTNI FO reporting chain. Ensure that threat information 1s immediately dissemunated
m the appropnate form to the proper parties

(U/FOUQO) Address concems regarding OCE or UCE personnel with CTUC. CITU. and
the case agent.

{(U/FOUO) Ensure FOP coordination with the case agent concerming the subject bemng
targeted by the OCE. UCE. and/or CHS.
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17.3.6.
(U) A UCE's responsibilities. with regard to NTNL are as follows:

(UIFOUIO) Complete the appropriate accomphsbments within the accomphbunents
module of the FBI's central recordkeepm system for OCEs andlos UCEs.
(U/FOUO) Complete the appropnate “CHS Report Document”™ sttty
accomphshment report for CHSs).

(U//FOUQ) Ensure all CHS handling and operation 1s in comphance with the
Confidential Human Source Policy Guide (0499PG).
(U//FOUO) Work with OCEs, UCEs, and CHSs to idertify, mﬁ-ﬂﬁm
validate other individuals who may be recruated as CHSs onhine

(U//FOUO) If the OCEs, UCEs. mﬁmﬂﬁsnpﬂwyﬂ_ﬂﬂm
operations within another FO's temtory, the contact agent must have documented
concurrence from all of the mvolved FOs. : ','

(U//FOUO) Keep the case agent appnised of information mmpacting the operations of
other FOs and/or government agencies that the OCE. UCE, mﬂﬂu“
(U//FOUQ) Coordnate all requests for subject targeting with CITU.
(U//FOUQ) Ensure all OCE, UCE. and CHS online identities supporting CT e
investigations are entered mnto the Net Talon Database and updated 25 necessary. '
(U/fFOUQ) Protect the identities of all OCEs. UCEs. and CHSs for wiom they are
responsible.
(U//FOUO) Note: CHS handlers must abide by the Confidentia
Guide (0499PG). which has prionity over this document A
(U/FOUO) Linguist OCEs must provide written feedback on their performance to LSS,
in coordination with the case agent. Refer to subsection 17.4 4 of thes PG for 2 :
(U//FOUQ) Be familiar with and. as appropnate_ use the “Checkhist for Agents i "
Online CHSs" provided on the CTD Templates Page.
(U//FOUO) Undercover Emplovees

(U//FOUO) Successfully complete specialized trammng deemed app
and/or CTUC. 1n addition to the requured. standard UCE tramng

(U//FOUQ) Follow tasking and guidance from the contact M
to the FOP or SO. :

(S/REL TO USA. FVEY) Assist in identifying_assessing the su
validating potential CHSs online.
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o (UW/FOUOQ) Coordmate all requests for subject targeting with the contact agent. who wall
then coordmate with CITU

e (S/REL TO USA. FVEY) Ensure all online wdentities supporting CT mvestigations are
entered mto the Net Talon Database and updated, as necessary

(U/FOUO) While certified UCEs may work 1n an online role, they wll also have the flexibahity
to handle face to-face/physical world operations agamst the subjects of the NTNI

17.3.7. (U/FOUO) Online Covert Emplovees
(1) An OCE s responsibilities. with regard to NTNL are as follows

e (U/FOUOD) OCEs are requured to successfully complete specialized traiming deemed
appropnate by CITU and/or CTUC 1 addition to the standard OCE trammng

« (U//FOUO) Follow tasking and gmdance from the contact agent who has been assigned
by the FOP or SO

e (S/REL TO USA FVEY) Assist i identifyving. assessing the suutability of and
validating potential CHSs online

e (S/REL TO USA_ FVEY) Be available to testify concerming the OCE's online covert
activities 1if an mvestigation goes to trial. If the OCE 1s unwilling to testify. this may
preclude the OCE s ability to target certain subjects

e (U/FOUOQ) Coordmnate all subject targeting requests with the contact agent. who wall
then coordinate with CITU

e (S/REL TO USA. FVEY) Ensure all online identities supporting CT mvestigations are
entered mto the Net Talon Database when they are created and updated

17.1.8. (U/FOUO) Confidential Human Sources

U//FOUQ) The following policies must be followed with regard to CHS partic 111 ation 1n thc

NTNL m ;uixi tion to the general CHS policies outhined in the Confidennial Human Source Polia
’E |¢ IP(3)
. /FOUO) The NTNI utilizes CHSs in FOPs and SOs 1n order to respond to

mvestigative prnionitzes and FBI intelligence collection requurements

s (U/FOUOQO) Intelligence collected from CHSs may be disseminated. pursuant to proper
dissenunation procedures. to members of the intelligence and law enforcement
commninities. 1n order to support the USG s national security and law enforcement
objectives
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(U//FOUO) A CHS will collect mformation on the NTNI mvestigative priortses, as well
as assist in identifying, assessing the sutabshty of, and vabdating potential CHSs
(U/FOUO) Handhing agents must protect the identities of all CHSs for whom they are
responsible

(U//FOUQ) A CHS may be required 1o sign 2 nondisclosuse agreement to protect the
sensitive nature of his or her relationship withmn the NTNI and to avord jeopardizmg the
effectiveness of the operation

(U//FOUQ) Case Agents of Subjects Targeted Through NTNI

(U//fFOUQ) The case agent of a subject targeted through NTNI provides operational overaight of
all aspects of an mvestigation regarding that subject. specifically

(U//FOUQ) If the case agent of an NTNI subject needs assistance identifying the
appropniate FOP, he or she may contact CITU for information regarding the capabniities
of each FOP

(U//FOUQ) To request assistance_ the case agent of the subject coordinates with the case
agent of the FOP and subnuts a formal request, as stipulated by the FOP

(U//FOUQ) The case agent of an NTNI subject provides the FOP with mformation about
the subject and participates in the development of an operational plan

(U//FOUQ) The case agent of an NTNI subject 15 responsible for providing the FOP wath
feedback regarding the usefulness of the reporting generated from the mvestigation.

(U//FOUQ) The case agent of an NTNI subject, in coordmation with the FOP_ 15
responsible for dissenunating the intelligence generated from the activities of the FOP
that are pertinent to the investigation

17.3.10. (U) Other Government Agency Partners

(S//REL TO USA, FVEY) Recent FBI efforts to mvestigate terronists use of the Intemet have
yielded excellent relationships with USIC partners and have resulted in the development of
numerous joint operations with OGAs or international partners. Upon request. the NTNI may be
utilized to support OGAs, both intemational and domestic. The followmng factors must be
considered when determining whether the FBI will assist another government agency utilizing
the NTNL

1.

b

(U//FOUO) Situations in which the FBI or the other agency serves as the prumary pomt of
contact with the OCE, UCE, and/or CHS m the mvestigation

(U//FOUO) The degree of contact the OCE, UCE. and'or CHS muuntans with the FBI
and/or the OGA

(U//FOUOQ) The prionty of the target
(U//FOUO) Situations 1n which the FBI directly tasks the OCE, UCE. and'or CHS
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5 (WFOUIO) Stuations w which a particnlas operaton pomanly supports a specific 1R
%, mvestipanon ad/or poal o olyechve
(UAPOUO) The NTNI seeks to utihize other agencies” resources, when necessary, i the most

174 (U) Net Talon OCE Linguist Program
(SYREL TO USA_ FVEY) The DI's LSS/Language Services Translation Center (LSTC) serves

as the central coovdmator of lmgwst support o the NTNI and related mvestipations by
wentifyung linpusts to serve as OCHs

1741, (U) Requesting Linguist Sapport

{(S/REL TO USA, FVEY) When an FOP or an SO has a need for a lmgust to act as an OCE m
an NTNI related mvestgation the case agent must contact CI'TU and CTUC for an mmtial
discussion and an evaluanon of the request Linguists wall NOT be approached by the FOP or
SO CITU and CTUC wall then outline the requisements for the operation i an EC to the
appropnate LSTC for assistance

(W/FOUO) LSTC canvasses FOs 1 order to determmne the avalability of hingwsts with the
requured language and subyect matter skill sets to support such a request LSTC wall then provide
CITU and CTUC with the name(s) of the wdentified hingwist(s) Any changes or modifications to
the mitial request for support must be cleared through the LSTC to ensure that top FBI prionties
remam covered

1741 (1) Training and Safeguard Assessment

(U/FOUD) Lingmst OCEs are required to meet all traming and safeguard assessment
stipulations set forth i subsection 176 9 of this PG

1743, (U) Quality Control

(U/FOUO) All L WOr for the FBI are subject to LSS 's quality-control process (refer
to and are requured to have samples of their work reviewed,
m Wi 1shed policies. Quality control wall provide an additional backstop to

ensure that complete and correct information 1s being conveyed to the Net Talon case agents

(U/FOUO) Given the sensitive nature of the UCO matenals. CITU wall coordinate with the
Quality Control and Standards Unit m LSS to ensure that appropriate work samples are
submutted by the contact agent. m coordination wath the case agent. for quality control review 1n
a predetenmuned time frame

17.44. (U) Required Feedback on Linguist Performance

(UFOUQ) In order to effectively give feedback to ingst OCEs for progress reviews.
performance apprassal reports. and annual work reviews, the contact agent. i coordination with
the case agent, may be asked to provide written performance feedback
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1745, (UIFOUO) Removiag Linguists from the NYNI e
(UIFOUO) Langmst OCEs have the nght w withdraw fiom fhe 00 program # wy e fe
(U/FOUO) If at any powt. CITU andfor CTUC detenrmme that 2 PR

m the OCE progpam, CITU and/or CTUC will mifosmn LSTC m w
[ STC removes 3 inguast from the OCE progyam _-,*

Wdymﬂhﬂdcduhm-wﬁﬂﬂﬂﬁ v 3
175, (U/FOUO) Net Talon Database | :
(S//REL TO USA, rwnnmumu.mﬂdﬁ-
within the FBI, CITU has taken the lead and, m collaboration with the Specsal T
ations Office (STAQ), developed the Net Lalon Databsiee (refes to 8
All OCE, UCE. CHS, and avaslable USIC and forrgn partuer onllaoe sforncation.
must be entered mito the database for pusposes of deconflsction for cnlie personss and offec :
program management of onlne HUMINT Ikwmdhmm.#m
stored in the svstem. only the symbol number and point of contact The database will be oy,
available FBI wide to determme 1f an unknown onloe monscer or factisty 1 2 Unsted States S
and/or foreign government equity FRsn o
(U//FOUQ) The specific purposes for the Net Talon Database saclhude ¥y

e (U/FOUO) Providing a real-tune mmmﬁﬂm‘b‘
FBI users

e (S/REL TO USA. FVEY) Creating a comprehensve u&ﬁh“‘m
identities tarpeting [T mvestigations, Mewhm“ %
e (S/REL TO USA. FVEY) Creating a centralized repossiory of avalable onlise 5o . ,'
that will capture language abibties cultural and rebigious expertise, “ﬁ,‘ -
that can be used in identifying the appropruate resowrces 1o deploy onlme : e R

175.1.  (U) Information Stored in Net Talon Database

(S//REL TO USA. vam“mdmm-dMqﬂh
the database This includes any approxmated mformation such 3 cnlme pe :
that would reveal the true identities of these mdrvaduals

(S/REL TO USA. FVEY) Charactenstics of the true identity of an OCE. 2 UCE. or s CHS st
be entered mto the database as the profile This mformation may mcinde the ollowny

(U/FOUO) Symbol number
(U//FOUO) Tvpe (OCE. UCE. or CHS)
(U//FOUD) Onginating FO |
(U/FOUO) Contact agent (name. divisson, and costact o
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(U/FOUO) Age range
(W/FOUO) Gender

(UAFOUOD) Skall sets (e g, languages, cultural knowledge, reponal knowledge
education. hobbies, religon)

(U/FOUQO) Ethme background
(U/FOUO) Religious background
(U/FOUO) Expenence (e g . past employment, education, travel)

(U/FOUO) Investigahions (file numbers of current and previous mnvestigations on which
the emplovee has worked)

(S/REL TO USA. FVEY) Information relating to the online identities associated with the OCE,
UCE. or CHS must be entered into the database as personas. This information 1s hinked to the
profile page and wall include the followmg:

(U//FOUQO) Persona name

ee—

(S/REL TO USA, FVEY) Facilities (type [e g, e-mail mnstant message (IM), blog].
moniker. screen name. legend. creation date, deactivation date)

(U/FOUO) Creation date
(U//FOUO) Active/mactive
(U//FOUO) Deactivation date

(S/REL TO USA. FVEY) When available, USIC and foreign partner online information 1s
entered into the database.

(U//FOUQ) CTTU wall have the ability to add addational selectors to allow a more accurate
representation of the skills and charactenistics of the profiles and personas.

17.5:2.

(U) Levels of Access

(U//FOUQ) The Net Talon Database allows FO wnvestigators two levels of access. dependent
upon therr assignments, with a thurd level of access reserved to program management personnel

Level 1 - (S/REL TO USA. FVEY) Access 1s available to all users with access to the
FBI Intranet. and does not necessitate a user name and password It allows for simple,
limited queries myolving source identities. including online screen names. monikers, and
e-matl addresses. Positive results will be noted. but not detailed, and only a pomt of
contact for the “conflicted” source will be provided

Level 2 - (U/FOUO) Access allows case agents and selected investigative personnel the
samie capabilities as Level 1 access, with the added capabilities to edit and add data
Users are only able to access records that they have created or to which they have been

delegated access,
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o level 3 (U/FOUQ) Access 1s reserved for specified CITU personne] assspned the
responsibality of masntaming the utegnty and accnracy of the database Thas acoess
allows CTTU the anlity to immmediately seach, sdentify, and allocate resonscrs that are

mast suitable for a particula FOP
17.5.3. (1) Entering and Updating Information

(S/REL TO USA, FVEY) All OCEs, UCEs, and CHSs supporting I'T investipations ae seqused
to have profiles with thewr personal charactenstics created m the database [t 1 requared fhat
every online 1dentity associated with an OCE. a UCE, or a2 CHS supportmg [T mvestigations be
entered into the database when the profile and/or the sdentnty 15 created

(S//REL TO USA, FVEY) It 1s the responsibalty of CITU and the FOP to conduct routine audsis
to ensure all profile and persona information 1s current and accurate The ultimate responsibalty
for ensunng that all profile and persona information 1s entered and updated 0 the database m 2
tumely fashion 1s the responsibility of the case agent

17.5.4. (U) Requesting an Account

(S//REL TO USA. FVEY) Only users who are required to enter infonmation nlo the datahane
will need an account. To request an account, send an e-mail to 1th
the following information

o (U/FOUQ) Name (first. muddle rnitial last)
e (U/FOUQ) Tnlogy logm
e (U//FOUO) Employee type (agent, analyst, contractor, hngusst. other)
e (U//FOUQ) Supervisor s name
e (U/FOUO)FO
e (U//FOUO) Phone number
e (U//FOUOQ) Justification for needing an account
17.6. (U/FOUQ) Other Net Talon Policies
17.6.1. (U) Targeting Priorities

(U//FOUQ) The subjects of the NTNI wall be pnontized according 1o the CTD mussion frefes o
subsection 2.3 of this PG) and other relevant stratesy and objective sndance (refer to

17.6.2. (U) Subjects Targets of the NTNI

(S//REL TO USA. FVEY) The target of an NTNI operation must be the predicated subject of an
ongomg IT PI or full investigation

(S/REL TO USA. FVEY) In order for an OCE, a UCE. or a CHS to visit facilmes such as 2

Web site message forum. blog, or other Intemet facility. that actrvary mmst be relevant 10 a
predicated mnvestigation. for the purpese of obtanung substannve mielligence/'svidence on a
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J subyect of an mvestigation. or for busldmg bona fides. Dunng an authonized visit. an OCE, a

UCE, or a CHS may wdentify other subyects thiough passive montonmng or active communication
on these Web sites.

(S/REL TO USA_ FVEY) Commmumscations with a nonpredicated individual cannot be desipned
to collect mtellipence on that nonpredicated person I through blding bona fides, or collectng
utelligence on a predicated subject, an OCE, a UCE, or a CHS identifies an mdividual who
makes statements that predicate that person as an I'T subject, then a P1 or a full mvestigation must

be opened on that individual to continue undercover contacts designed to collect intelligence or
evidence on that individual

(S/REL TO USA_FVEY) OCE. UCE, and CHS reporting must state the reason for the
commumecation (e g . for bulding bona fides or to communicate with a predicated subject or an
associate of a predicated subject of an investipation) and how the commumeation 15 relevant to
the mvestigation For example. 1f the reason for the communication 1s to build bona fides, the
reporting will include language similar to the followmg: “Online activity conducted for the
purpose of buslding the [OCE's, UCE's, or CHS 's] bona fides ™ In this example. this statement
must include how the communication built bona fides and may not be a mere conclusory
statement.

(S/REL TO USA_ FVEY) If the reason for the commumcation 1s m further support of the

captioned mvestigation. the reporting will include language similar to the following: “Online
activity conducted with the purpose to further support the captioned investigation(s) ~

(SVREL TO USA_ FVEY) If any individual(s) targeted online 1s confirmed to be located outside
the United States, notsfication will be provided to the appropnate Legat and the CIA. This
notification will be coordmmated through CTTU.

(SVREL TO USA_ FVEY) Under certain circumstances, OCEs. UCEs, and CHSs may be 1n
contact with mdividuals who are not the subjects of predicated investigations (such as for
butlding bona fides) In accordance with the DIOG (see the subsection on authorized
mvestigative methods 1n assessments and predicated mvestigations: interviewimng and requesting
nformation from members of the public and private entities). 1n order for an OCE or a UCE to
engage an individual for the purpose of acquinng substantive intelligence/information about that
wdimidual and that individual's actiities. the FO must first open etther a P or a full
mvestigation on that mdividual This requirement does not apply to CHSs. In accordance wath
the DIOG section on the use and recntment of human sources. CHSs may initiate online
contacts with subjects of assessments for the purpose of acquining mtelligence about those
subjects and their activities. The specific authonties of OCEs, UCEs, and CHSs are outlined as
follows:

(1) OCE and UCE Authorities

e (U/FOUQ) When the purpose of an OCE or UCE initiating communication with an
mdividual 15 to acquire substantive mtelligence about that individual and that individual s
activities. the OCE or UCE 15 engaging 1 “undercover activity.” and the FO must first
open a predicated mvestigation before the OCE or UCE may engage in such contacts
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undercover contact for UCEs and OCEs.



Tarpet 15 not a
subject of a PTor a Target 15 the Target is the
full mvestigation subject of an subyect (f::;? =
. (e g, witness, thud assessment. e ;gau'cm
. paity) 2 |
Contact to obtam
mtelligence about the No No Yes
target R A R
Contact to mamtan
m:sﬁ 1 bﬂny Yes Yes Yes
¥ | Contact to obtain
| mtellipence relevant to : p
Y e sut of a Plor a Yes Yes Yes
| full inveshgation

Table 4. (S/REL TO USA, FVEY) When Online Undercover Contact is Anthorized for an OCE or a UCE
(1)) CHS Authorities

* (UYFOUO) The term “undercover activities does not apply to the activities of CHSs.
The subsection of the DIOG on authonzed investigative methods 1n assessments and
predicated mvestigations to use and recruit human sources pernuts the tasking of CHSs i
the course of authonzed assessments Therefore because CHSs are not under the same
restriction as FBI emplovyees with respect to the requirement that a predicated
mvestigation be imnated prior to targeting an individual a CHS, unhike an OCE or a
UCE. may be tasked in an assessment to acquire substantive intelligence about an
mdividual and the mdividual’s activities. However. before an FO may target an
mdividual and task a CHS to acquire intelligence concerming that individual. an
assessment must be mtiated for an authorized purpose per the DIOG (see the section on
authonzed purposes)

e (UW/FOUO)Once an assessment 1s opened on an mdividual. a CHS may engage
unlinnted communications with associates of that subject for the purpose of acquunng

addihional mtelligence or evidence on the subject. unless prohibited or restricted by law.
regulation. or policy.

* (U/FOUOQ) However. if the CHS subsequently develops mformation regarding the
associate that pernuts at least an assessment to be opened on the associate. and the
purpose of the commumnications 15 to gather intelligence or evidence on the associate. the
w must become (at least) the subject of an assessment. prior to the CHS

E'.'- 144
UL - SECRET /NOFORN



Nature of Contact

it

(U/MFOUO) For the prapose of estabhishing bomia fides and «

poshng anl cornrminmic at
% S 1Al |.i |_'.Ipf‘ 1
.,.l_.lli!“.i),r:_ toy the ammount

(S/REL TO USA, FVEY
frcks anicl thi posting 1ece
posting o1 a durect ol

bulding bona hdes If a

miust be mmitiated belore t

(S/REL TO USA, FVEY
COTNIMUuNCanon
assessinent (At i

1;:;._;1 WE o |

Contact to obtain

1|pr_.-,-”1 renice about the

target

Contact o maimnmtan

Wil L|-.L I
onlv. not to gbtamn
ntelligence
LO1 Tt A | Ob1al
intelligen € |
the subject of ar
] oinent. a Ia
full investigation
S/REL TO USA. FVEY
3 (T FOUO)Y Ounline ¢

SECRET/NOYORN

) Congteriegronpun Poluy Caiiek

ra-,tJ. AT r
. 0 y | :
aith individuals who are perihe the iners WA
ASarreTit UL chirated 1 oI Alire ta T
of corrm wne alwen ai.H 4 rigti atr 4 T
I4 i b
it [ ¥ i ' r 4 4 Ay Al i 4
1 1 LTS ': - T o i
il LI L | ] A
i 1171 II' T r & I 3 e
= I ¥ i
1 ] (1
f i
o i 1
“Nature of Tarpet
< r
|
.
™ 5\ 1 &
‘l' VB Y¢
Y
Ye ) A e
i - - ¥

ommunicanon

“OFOEN

SEf




SECHET/NOFORN
(1) Countertenonsm Policy Gade

1764 (1) Otherwise [Hegal Activify

(U/TOUO) In coordmation with NSD's CTS and the NSLB, CI'TU mamtams annual blanket
OILA authonmzations for all FOPs under the NTNI New FOPs are not covered by thas OLA until
officially notified by CTTU CITU 15 responsible for annual renewals of these blanket OIA
authonzanons  All O1IA must cease at the end of the authonzed penod unless there 1s wnitten
confirmation that the OIA has been extended The following puidelines will be followed by the
NTNI 1 regard to OIA

(SYREL TO USA. FVEY) As required by Section V (' of the AGG-Dom, Section V of The

Aftorney General 's Guidelinas Reearding the Use of FRI Con itiaal Human Sonurces the
DIOG. the Confidenfial Human S ¢ Policy Guide (0499PG) dnd 1]11'~ PG, FBIHQ will request
appropnate AD and I]UI al |ﬂmn’1!|n1! for participation 1 OL '\ that cannot be authonzed by the
SAC for all FOs mvolved in the NTNI (refer to subsection 12 7)) UCOs that transition from

strictly online to face to-face may require OIA authonty separate from the blanket NTNI OIA to
protect the sensative method of tarpeting extrenusts online

(L) Application Process

UVFOUOQ) OIA authonty applications must be coordinated with CITU and NSLB, who wall
work with NSD's CTS to obtamn OIA authonty

« (UWFOUO) As each FOP 1s approved, the case agent must concurrently apply for the
OIA authonties under the NTNI The FOP will only need to separately apply for those
authonties that are not included n the blanket OIA

e (U/FOUO) OIA authority applications that will benefit the entire NTNI must be
coordmated with CITU and NSLB

e (U/FOUO) Requests for emergency OIA approval must be h andled 1n ac ruxuhmt‘ with
thr DIU(; for FBI Lnxplr.f: md i1 ac -mLm. e with the Arfornev Geneara rideline
6 of FBI Confidential Human Sources (AGG-CHS) for CHSs,

= (U/FOUQ) At the end of the peniod for which the OIA was approved. the case agent
must cease activity until written confirmation 1s provided by CTTU that OIA has been
renewed Without wnitten confirmation that OIA has been authonzed for an additional

peniod. om the day that OIA authonzation ends. the case agent must send written
confirmation to CITU that all activities for which OIA 1s required have ceased

(L) Reporting Requirements
(LY FOUOQ) Below are the reporting requirements for the use of OIA in the NTNI

o (LUVFOUO) Before an FOP utilizes an OLA authority. the case agent must notify CTTU
No further action will be taken until CTTU provides concurrence. Ths allows CITU to
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e (U/fFOUQ) Contact agents must document all usage afm
wctﬁdmhpmdmmdhm fﬂ”ﬂ
mwmmmu&nmhwnu’m
the FOP's pnior coordmation with CTTU

e (U/fFOUQ) The case agent must periodically provade CTIU with 2
hommmmammi&#
number. As DOJ requires a 90-day report on FBI OIA actrvities, FOP so
required after an iatial penod of 75 days

e (U//FOUQ) Every 90 days, mmmammm
authomities utilized.

. (UffFOUO)If:nFOPuaﬂhmmdbmgagcmOMnﬂdhmm ’
must compile a report summanizing the use of that authorty. 1o be prow iy
CITU every 90 days

* (U//FOUO) CITU forwards OIA reports 1o NSD's CTS for review, as necessary
(U) Usage of OIA Authorities by Undercover Personnel
(U//FOUO) Below are the lmitations on the use of OIA by OCE, UCE. or CHS peysommel.

« (U//FOUOQ) OCEs, UCEs, and CHSs of the NTNI may utilize the NTNI s OIA anthor
with proper documentation of thexr status as workang withun the auspices of the NTN

. &fEDUO)AHWm&AH&nMMhMﬁ
AGG-CHS. o

17.6.5.  (U) Classification Guidelines

(U//FOUO) All documentation generated by personnel from the NTNT mmst adhers to @ g
NSICG. This includes, but 1s not hirmted to: \

e (S/REL TO USA. FVEY) The protection of the sensstive method of &
Web site or online network (refer to subsechon 98 )

. mffFOUOJEcdoaMofnﬂchMhm CEs. and ©

= (U/FOUO) FD-1023. “CHSRmmgw PR T
mformation provided by a CHS.

» (U//FOUOQ) Verbatim translations of any text.

= (U//FOUOQ) ECs pertammng to subject m
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.-H.l.ﬁ. (U) Prosecution Guidance

(UAFOUO) All mvestigations that may lead to prosecution must be coordmated with CTTU,
NSLB, NSD's CTS, and the mvesagating FO's USAO

1767. (U) Attorney General Exemptions

(UA/FOUQ) As necessary, all FOPs are requured 1o mchvidually obtam the deposit of funds AG
exemption through CITU and CTUC. Additional AG exemption applicatons must be
cootdmated with CITU. CTUC, NSLB, and NSID's CTS. Refer to the Confidantial Funding
Policy Gude (0248PC).

1768,  (U) Training

(W FOUO) All OCEs and UCEs for an FOP are requured to meet with the FO undercover
program ASAC every six months. All OCEs and UCEs are required to pass the safepuard
assessment and the appropniate OCE or UCE certificabon course before becomng operational

(U/FOUO) In exceptional circumstances, a noncertified OCE may be used ationally as part
of the NTNL m accordance with the requirements outhned in dkﬂ
(U/FOUQ) Select NTNI personnel . including each NTNI FOP case agent, are requued to attend

anmual NTNI trmmng sponsored and hosted by CITU. As necessary, FOPs will be required to
provide personnel for trmining courses sponsored by CITU and CTUC

(U//FOUOQO) It 15 recommended that each FOP schedule a traimning conference for its personnel
approximately six months after the annual NTNT traming. At this tiume, OCEs and UCEs of the
FOP must bring all of thew UC hardware to the conference for inventory purposes. Attendance at
these tramng conferences must be docuunented via EC by the FOP

(S/REL TO USA_ FVEY) Typically, CHSs will not be allowed to attend the aforementioned
tramning courses and conferences for operational secunity reasons. As additional training becomes
avalable, contact agents may be asked to attend these trammng courses and conferences and brief
CHSs on the best practices for onlne targeting For CHSs beginning their participation in NTNI
operahions, thew online activities may be corroborated by checking the information they provide
via OCE or reliable CHS venfication and/or through open source and FBI database checks

17.69. (U) Safeguard Assessments

(U/FOUQ) A current safeguard assessment 1s required for all OCEs and UCEs prior to
becommng operational m accordance with the NSUCO PG OCEs. while operational_ are also
requured to complete an annual safeguard assessment UCEs. while operational. will be required
to complete a semannual safeguard assessment

17.6.10. (U) Consensual Monitoring and ELSUR Collection

{U//FOUO) For basic rules on consensual momtoring. refer to Section 18 of the DIOG. Below 15
additional pumdance specific to the Net Talon Program

(LV/FOUQO) UCEs or OCEs must complete the consent formis according to the instructions listed
below CHSs must complete the consent forms according to the mstructions histed below, unless
‘contradictory mstruction 1s gaven by the CHSPG, in which case. the CHSPG must be followed.
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s (UIFOUC) The true name of the OCE or UCE, nsst ned be used on the FID 477 fomn
Instead . the onlme alias or symibol musber 16 used

e (U//FOUQ) The contact agent also wrttes the UCE s, OCE s, or CHS s yymibol suanlier on
cachi form for identification prrposes

o (U/FOUO) In the addsess field the FO location whese the mdividual resides 1 t0 be used

s (S/REL TO USA, FVEY) Until such tume that the FIJ-47) fomm contams Rngagy
pertaming 1o electrome consensual momtormg, the contact agent handwites bngeage on
the forms to the effect of “The mdrvidual prves consent for dlecionse contensusll
monitonng of his or her activities o include ¢ maul . nstan messapng. Web ue/lorun
posting, private messaging and VolP

(S//REL TO USA. FVEY) For all OCE. UCE, and CHS coliertson. lmage Capture softwase
deemed appropnate by CITU omst be used to collert all screen shots ¢ mails prvale messigmg.
and Web posting activities Additional software is used 1o collect mstant messagung achvilies
FOPs may contact CITU for puudance concermang the appropriate softwasr

(S//REL TO USA. FVEY) DIOG Section 18 states that all recondangs parsuaet to consent st
be stored m ELSUR. Therefore. all one - to-one commmumcations with 2 tzzﬂ :ndlﬂq

({rmmmuralmp n e- m.uls chat rooms, mnstant messaging. privale
i : ELSUR wia the

All cusvent ELSUR polsc

DIOG and other policies must be followed
17.7. (T) Procedures and Processes
17.7.1. (U) Working with Other Government Agencies

(U//FOUQ) CITU wll coordmate all joint operations with OGAs and sternational partuers sad
will give final approval for the use of contractors 1 an operational setting CITU musst be
notified whenever information needs 1o be passed 1o OGAs. mternational pariners o

contractors
17.7.2. (U) Investigative File Structure

(U//FOUQ) As appropniate, FOPs will use standardized subfile nomenciatuse set Sonth by e
NTNI. which will be in accordance with the standards cuthned m the DIOG. Exch FOP il bave

an FO 415 file 1n parallel to the NTNI investigative file number The FOP wall bave 2 subifile e
m and UCE under its auspices mn s paralle] mvestgatrve fille (e g

(U//FOUO) The list of approved subfiles includes but 15 not lamted 8o
e 1A - 1A section exhibits
e ACCOUNT-1A - case agent copies of statements and chacks
o ACCOUNTING - case agent trackung of UCD expendstaes
e ADMIN - adimmstrative items
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o BR  fimancal analyst rackmgp of UCO expenditures

« BR 1A - financial analyst onginal statements and copres of checks
 CL - mvestpgation expenditures

« DISSEMINAT - mformation dissemunated outside the FO
 ELA - ELSUR adonmstrative

« ELA! - ELSUR ongmnal lops

« ELAIA - ELSUR copies and logs

« ELAIB - ELSUR transcnipts

e ELA3 - consensual momtoring records

« INTELPROD - mvestigatve mtelligence products

e LEGAL - OIA authonties, AG exemptions, policy, public service announcements (PSA)
« PEN - pen register report

e RPT - CHS reporting

e STATS - statistical accomplishments

17.7.5 (U/FOUO) Transition to Face-to-Face Activities

17.7.4. (L) Initiating New Franchise Operations

(UYFOUO) The FO will work wath CTTU, CTUC. and NSLB to draft and subnut a Group 1 UCO
proposal for UCRC review, using standardized NTNI language In exceptional circumstances
and while awasting UCO approval. an FO may operate as an SO of an existing FOP, with CITU
and CTUC approval

{(UA/FOUO) In certamn mstances, an FO may not have the resources to become an FOP . In those
mvestigations, an FO may request to be added as an SO under the pertinent FOP (refer to

ubsechion |1 )

17.7.5. (1) Initiating an SO
(LVFOUQ) FOs planning to mutiate an SO must coordinate with CITU, CTUC, and the pertinent
FOP. The requesting FO st have the approval of the management withun the office 's C'T

nd
as appropriate, cyber program. to work under the auspices of the FOP. Thus approval must be
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documented m an FC format mmawmthﬁhﬂ »’g
management within the requesting FO Bl
(U/FOUO) The EC requests concurrence from the pertment FOP to run 28 an 50 ander s :
operation If the FOP concurs with the request, the case agent requests. via BC et CTTU 20~
CTUC coordinate with NSLB to obtan CTD) approval for the mclumon of the new 50 ClTU
CTUC documents CTD) approval n EC format and notifies the FO and FOP The FO may sot "
begin operations until official notsfication from CTTU or CTUC 18 recesved i

17.7.6.  (U) Intelligence Dissemination

(U//FOUO) In ordes to dussenmnate mtelligence o a foreign governmment partser. fhe contact
agent will draft an EC denived from OCE, UCE, or CHS reporting and coordate with fhe case
agent of the related mvestigation The FOP will review the EC and coordnate wath CITU CTTU
will obtamn designated mntelligence disclosure officaal (DIDO) approval and cooduate with the
Legat and the CIA, as specified by applicable MOUs. to dissenmnate the mtelligence

(U//FOUQ) The preceding requirement does not prevent the dussenunation of raw mielisgence
information o1 fimshed intelligence products with appropnate recipsents. = accondance with e
DIOG and estabhished Directorate of Intelligence (DI) policses All mformation dhurmg ot be
appropnately documented on an FI)-999  mn accordance wath the DIOG

17.7.7.  (U) Investigative Work Flow

(U//FOUQ) Targeting requests or leads from members of the NTNI are sent to the CITU for
review CITU assigns the lead to the appropnate FOP or SO The FOP or SO must ensase fhat 3
proper PI or full investigation 1s open, and the FOP sends the requestmg FO an EC documenting
its acceptance or rejection of the targeting request

(U//FOUO) For a lead that has been rejected. the aforementioned EC documents the reason(s) for
rejection For a lead that has been accepted, the FOP assigns thss lead to the contact agent fr a0
appropnate OCE, UCE. or CHS

e (U//FOUO) The contact agent coordinates targeting and mtelligrnce dhssemmsncteon wth
the requesting FO. documents acceptance of the lead and provides the operational
targeting plan 1n an EC format

s (U//FOUO) The contact agent provides the requesting FO wath status updates of the S
operational targeting on a penodic basis This 1s documented m EC format to the &k
operational investigative file and appropniate OCE, UCE. or CHS subdile Rra)

(U//FOUO) Intelligence. which mncludes. but 1s not hmuted to_ tearhnes. mtelhgence mionuation
reports (IIR). and cables, 1s forwarded to CITU for mformational All comsrmmsmcations. =
including leads. are posted to the NTNI mvestigative file. & All OCE. UCE, and ,_'~‘.;-_.'je
CHS communications are posted to the FOP's/'SO’ sasug;adnﬁﬁkuﬂrhmm . ’_;

A

file
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1778, (U) Performance Measures
17781, (U) Statistical Accomplishments

(U/FOUIO) The contact agent 18 required to review all OCE, UCE, or CHS documentation and
detexmune of and when investigative accomphishments can be claimed. The contact agent will
claam stanistics for the OCE, UCE, CHS, and for humself or herself. The accomphshments are
posted to the FOP's STATS subfile, the substantive mnvestigation's subfile, and the NTNI
mvestgative file number, STATS subfile

(1)) Other Statistical Accomplishments

{U/FOUO) Under the NTNI other measures will be established to gauge the performance of
25 These will include measures simlar to the nmmt_

[restnicted access] form's statistical accomplishments used for CHSs

(S/REL TO USA. FVEY) Other specific online parameters are also introduced, ncluding the

duration online, the mumber of postings made, the extrenust online venue 1denhified (e.g . blog or
Web site). and onlme personas created

17.79. (U) Franchise Operation Accounting and Budget

(U//FOUO) Each FOP under NTNI assigns an FBI employee to act as the investigation
accountant and/or financial analyst. That person 1s responsible for ensunng the FOP 1s compliant
with the guudance set forth in the Confidential Funding Policy Guide (0248 PG).
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