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(U) General Information

(U) Questions or commments pertammng to s polscy pude can be diected to
(U) Federal Burean of lnvestigation Headapmrtens,
Dnrectorate of hdelliprnce
(U) Division poant of contact Section Chaef, HUMINT Operaions Serhon _

(1) Supersession Information
(1) This document supersedes the followmy
W)
o (L)

e (U) All electromc commumcahons relaied 10 confidential Inaman sowor operahions dated
pnior to the publication of thas policy puade  meluding

(U) Sections 1-3 of this policy pude contan pudance regarding the use of Type © mseouments
Sections 4-22 incorporate the current Confidential Human Source Poliey € ;.,,a_
Il revised September 7. 2007, but with new gundance regarding consensual recordang and
undisclosed participation to reflect revisions prompted by the Domestic Imves igations ond
Operations Guide (DIOG) This policy pude will be updated when sudance regading
confidential buman source admimstration and domestyc and mernational confidental lnunan
source operations 1s finalized

=
=

(U) This document and 1ts contents are the property of the FEI If the documest or 155 contents
are provided to an outside agency. 1t and its contents are not 10 be distnbauted outsade of that
agency without the written permussion of the unst listed m the contact sertion of fhes policy
implementation guide

(U) Thas policy puade is solely for the purpose of iternal FBI sadance §t 15 sot mtended to
does not. and may not be relied upon fo create amy n:J!- substanirve Of prc-rm:zl enforceabie
by law by any party 1n any matter crvil or cinunal nor does 1f place any hnstation on ofhcranse
lawful investigative and litigative prerogatives of the Department of Justice and the FBI

(1) DIOG Provision

(U) No policy or pohcv gunde may contradsct. alter or otherwise modify the standasds of the
DIOG. Requests for DIOG modifications can be made to the Internal Policy affice (IPO)
pursuant to DIOG subsection 3.2 2 paragraphs (A) (B). (C). and (D)
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1. (l_l) Introduction

ekl 4 S-St i

L. (U)Scope

(U/FOUO) The Federal Burean of Investigation (FBI) recruts and operates confidential human
sources (CHSs) to obtain mtellipence. which advances investigative program prionibies, meets
natwonal and FBI mtellipence collechon requuiements. and. through dissemmation. supports
objectives of the Umted States (U S ) povemment s intelhgence and law enforcement (LE)

commmities The Duectoraie of Intelligence (D) mamtams responsibility for these acthivihies
through the development and oversight of the FBI's CHS program

(S/NF) Thus policy pude (PG) applies 1o the use of the CHS Program n all investigative and
mtelligence collection activities conducted by the FBI in the Umited States its termtones, outside
the temitones of all countnes. and 1n foreygn countries

i e —

(1) The CHSPG 1s for mternal puadance 1t 1s not intended to create an enforceable legal nght or
a pnvate nght of action by a CHS or any other person Any conflict between these pundelines and
the Atterney General 3 Guidelines |AGGs) Regarding the Use of FBI Confidential Human
Sowrces [AGG-CHS) or the dtrorney General s Guidelmes for Domestic FBI Operations [AGG
Dom] must be resolved m favor of the AGGs

12,  (U)Purpose

(17) The purpose of this PG 1s to standardize CHS Program policies so that they are consistently
and uniformly applied. to the extent possible. 1n all FBI investigative programs This will

promote comphance with relevant AGGs and facilitate the development of CHSs to engage 1n
Cross-program reporting

(UFOUQ) The entical components of the CHS Program addressed in this PG are as follows:

(U/FOUQ) The roles and responsibilities of FBI personnel and task force officers (TFOs)
with regard to CHS Program activities

e (UIWFOUO) The identification. evaluation and recnuitment of potential confidential
human sources (PCHSs)

o (U/FOUO) The adnunistration and operation of CHSs supporting any of the FBI's
mvestigative programs and or other authonzed information collection activities

(U3 Thus PG also emphasizes the importance of oversight and self-regulation to ensure that CHS

Program activities are conducted within Constitutional and statutorv parameters and that civil
liberties and privacy are protected.

1.2, (U) Intended Audience

(U) Thus PG applies to all FBI emplovees. TFOs_ FBI contract employees. and FBI detailees
14.  (U) Authorities

(U FOUQ) The provisions in this PG are governed by the authonities set forth below

» (U) Arromey General's Guidelmes Regardme the Use of FBI Confidential Human
Sources. December 13, 2006

e (1) dnomey General's Guidelines for Domiestic FBI Operaiions. September 29. 2008

1
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o (U) Domastic Investigations and Opsrations Crde [1H0OC], Octobex 16, 2011

o (U) Attormey General Ovder No W19 2008, Conforming the Attorney Cenaral ¢
Cuidelines Regarding the Use of FRI Confidential fuman Sowrces to the Attorney
CGenaral’s Chudelimes for Domestic FBI Operations Nerserler 36 268

(UAFOUQ) Other authonities such as statutes exeoutive orden (E0x) sepulations and
memorandums of understanding (MO!Us) are iefesenced m e PO

1.5.  (U) Approval Level: and Delegations

(U) Approval levels specified in this PG may be delegated one supervisory level below the staied
level or to a desipnee unless specifically prolubsted m fhe PG The delegshon mmst be siade w
writing. 1t must specify each activity on task delegated and wdeahify e supervisory postion o
which the approval authonty 1s delegated Delegations of ashonty for semor exeruives ar filed
mdtf_mddekgmm of authonty for non semor exersirves are filed
under A field office (FO) retmmng 3 comsrmmcation detahng s deicgation
of authonty must file the delegation of authonty commmancaton wio the jocd FO emenuon of

the above I HQ case file (c - | NN

(U) All supervisory authonty for approval of an activity 2ted m the PG oaay be granied By 2
duly authorized acting supervisor or by a superasor holding 2 posstion ugher han that specified
in this PG

(U) References to the special agent m charge (SAC ) n this PG @ miended o melude the FO
assistant director in charge (ADIC) position even if not specifically menhioned

1.5.1. (U) AGG-CHS and AGG-Dom Exceprion: and Drspute Eeoluntion

(U/FOUO) Whenever an FBI assistant durector (AD) for above; ADSC SAC cheef foderal
prosecutor (CFP). or his or her respective designesf < believes thal extracedmary curumsianres
exist that warrant an exception to any provision of the AGGL <5 or whenever there 15 2 despate
between or among the FBI and other Department of Justice (0] entities regardns the AGG-
CHS. an exception must be sought from—or the ;1_.* ate mmas? be resolved bv—the DO s
assistant attorney general (AAG) (or has or her designes for the Cninsnal Drvisson or the
National Secunty Division (NSD) whichever 15 approprate

(U/FOUQ) Whenever there is a dispute with 'ne AAG for erther the Criounal Divemon or NSD
of the DOJ the dispute must be resolved by the depury attornev general (DAG) or bis or hey
designee.

accordance with DIOG Section 2
(U//FOUQ) Any exception fo a provision of the AGG-CHS omust be reguesied wa an clectromse Sy
communication (EC) wath prior approval of the SAC and sent to the AD Di forremew The AD
must coordinate the request for the exception with the appropnate DOJ componest ' %
(U FOUO) The exception granted or dispute resolved mmst um-ummt
152, (U) CHSPG and DIOG Exceptions and Dispute Resolution

(U FOUQ) Whenever an ADIC or an SAC belreves that extraosdmary oces et Sl
\\anam;nexcepuonarwhmﬂntﬂadzmmﬁm‘w_ FOTIS0R A
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2. (U) Roles and Responsibilities Er e

il ————— e A ————ee . e Y

2.1. (U)CHS Program Management and Oversight

211, (U) Assistant Directors in Charge, Special Agents in Charge, Assistant Special
Agents in Charge (ASACs), and Supervisory Special Agests (S5As)

(U//FOUQ) The SAC of each FO is responsibie for ensuring that the FO has 2 CHS program G
contritaites to the FBI's collective nmman mielligence (HUMINT) base ADICs. SACs and
members of the FO's mnvestigative and intelligence operations manapgrment stzff. mcindag
ASACs and SSAs, must ensure that the FO fulfills s miellsgence collection and mformafion
dissemination responsibilities 1n comphance with FBI protocols. mules. and reguiations meluding
those contamned in this PG Although the SAC is charped with the ultinate responsihelity for e
FO’s CHS program, daily oversight responsibility for PCHSs and CHSs rendes with the SSA.
who must review all commmmications regarding the CHSs on hus or her squad and supervise e
special agents (SAs) operating those CHSs

(U) SSA program management responsibiliies may nof be delegated 1o nos agent personne!
(Supervisory mtelligence analysts [SIAs] do, however. have crifical oversight responsibnlities
with regard to the identification and evaluation of PCHSs as set forth i Section 1
“Identification, Evaluation. and Recruitment of Confidential Human Sources m Type &
Assessments )

2.1.2. (U) Confidential Human Source Coordimnator (CHSC)
(U) Each FO must have at least one SA serving as the FO s full tmme CHSC The CHSC &

responsible for addressing all duties and r sibilties of the CHS program The CHSC st
be assigned to the FO's HUMINT squad. E or mieihgence program.
At least one alternate CHSC. who need not be assipned 1o the HUMINT . or wieihpence

squad, must also be designated The SAC. at his or her discretion. may have additional personme]
assigned to these duties. as appropnate

(U) The CHSC 1s responsible for overseemg the FO s CHS program mcindng the proper

admimistration of CHS files and associated documentation Because of these oversight

responsibilities. the CHSC mmust not be assigned as either the case apent (CA) or co-case agenl

(co-CA) for any CHS assigned fo the FO This restriction does not apply to the aliemate CHSC.

However. when the alternate CHSC is working m that capacity. be or she may not rewew any
communication generated for or about CHSs for which the CHSC is the CA or co-CA These Sy
communications must be forwarded for review to the HUMINT and or[JJJJSSA who supervises S
the CHSC 1

(U//FOUO) Each CHSC must designate a space within the confidential file room (CFR) fohouse
all legacy and current CHS files and other CHS-related matenial such as any physical gt e -
recerved from a CHS that is not considered evidence. hmwmhmt &
CHS information. onhpemm!assxg:rdmmeCHSpwgmmhcm-ﬁ:m = T¥
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define a CHSC as a supervisory Federal Prosecuting Office (FPO)' attormey
10 facalitate comphance with the AGG CHS. Matters routinely handled by

h' _ "ﬂmmmum s responsibilities under the AGG-CHS, serving as

an FBI point of contact (POC) for matters undes the AGG CHS, approving matters under the

_ MHWdMH’OMMBMFPOMvaMWWﬂthr and

i handling discovery matters. Fach FO CHSC must establish and mamtan contact with
1] CHSC(s) 1n hus or her temitory Contacts with the DOJ CHSC must be documented and

mmdnt.‘ﬁs;mpmﬁk

11, (U)CHS Operation
221 (U)Case Agent and Co-Case Agent Roles

(UXFOUQ) The CA of a PCHS or a CHS must be an FBI SA_ Each SA with the exception of the
CHSC, has a core responsibility to create and maimntain a CHS base to provide wital information
supporting FBI investigative and national intelligence pnonties The SAC may grant an
excephon to this responsibility when an SA 1s assigned to duties that logically preclude CHS
operation. This exception must be documented in a wnitten EC maintamed mn the FO CHS
program management file

(U/FOUO) In additvon to an assigned CA. every CHS must have a co-CA assigned and
wdentified A co-CA has all the same duties. responsibilities and file access as the CA If a TFO
15 assigned as co-CA_ however, there are hinutations to his or her duties, as set forth i subsection
222 “Task Force Officer as Co-Case Apent ™ The frequency with which the co-CA meets with
ﬂ:l:CHS 1s determined by the impact and sigmficance the CHS 's reporting has on FBI
investigations If the CHS contributes significantly to an FBI investigation. the co-CA must meet
with the CHS more frequently. The frequency that 1s considered appropnate should be
determuned by the CA_co-CA_ and their SSA. but, in every case, the co-CA must meet with the
CHS at least every six months. The meeting must be documented in the CHS file. This
requarement may be met through the documentation of a CHS program-related actrvity through
which the co-CA s meeting with the CHS 1s evident, for example, a source reporting document,
an admonishment form. or a payment receipt beaning the co-CA’s name

(U/FOUO) If the CA and co-CA are unavailable, the SSA may designate. on a temporary basis,
another co-CA to handle PCHS matters or operate a CHS Regardless of such temporary
designations, however. the CA is responsible for the maintenance and accuracy of PCHS or CHS
files assigned to him or her.

(U/FOUO) No member of the FBI's management staff may serve as the CA or co-CA. The only
exceptions to fhis rule are as follows:

s (U/FOUO) Legal attachés (LEGATSs) and assistant legal attaches (ALATS) are permutted
to operate CHSs as CAs under a modified approval process. as set forth in Section 10

Im-!ﬂayofIhMDOImm United States Attorney s Office (USAO); the Crimnal

: Mhm and any other liigation component of DOJ with authonty to prosecute federal cnounal offense:,

‘relevint sechion: of the Antitrast Divimon. Civil Division. Coid Raght= Dnasion. Enveonmental and

i® ::-"mm&mnﬁ‘ru[hﬂm
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assigned as the |LIGAT nuay oot be assigned as the CA or co CA

. (UWUUU)Anﬂw%ﬁﬁmymmbmaz&ulmhm
and CHSs fir up to 180 days. While the acting SSA is msigned 28 & CA  commmaealions
related to PCHSs and CHSs for whach the S5A 15 the CA st be apgroved Sy the ASAC
or an 5SA whom the ASAC designates After 180 days have clagperd. the ASAC ;
approving those comamunications roust assign anofher SA i the CA o c6 CA of hese
PCHSs and CHSs. The reassignment may be made however, & ary time before 156 dan
have elapsed, as deemed approprniate by the ASAC

2.22.  (U) Task Force Officer as CoCase Agent

(U//FOUQ) Although they are non-agent personne] TEOs who have recesved fhe reqpmae
clearances to be detailed on an FBI task force may be asapned as co-CAs for POHSs and CFSs
An SSA may assign 2 TFO as a co-CA by approving the opemng conmmmacation. for eatler 2
PCHS or a CHS, 1n which the TFO 15 named as the co CA Tae SSA ¢ approval 2iss serves a8
the authonty to disclose the PCHS ‘s or CHS s 1dentity o the asugned TFO

(U//FOUQO) Any TFO assigned as a co-CA must be adwnised of and follow all relevans FBI
policies regarding the wdentification evaluation. and recrizhment of PCHS and e devriopment
and operation of opened CHSs. as described 1n fius PG and ofher relevant polscses mchodeny e
AGG-Dom. AGG CHS, and the DIOG

(U//FOUQ) A TFO co-CA has the same duties and access o the PCHE ar CHS flie s e CA.
except as described below. The TFO co-CA may use the PCHS approach methods desrnbed =
subsection 3 7.2 ("Methods of Approach™) meet with z PCHS and debrief as open CHS wiule
unaccompanied bv a CA. prownided that each contact = filly documented by the TFO and placed
in the file of the PCHS or CHS for whom the TFO ha' been approved as co-CA

(U//FOUO) A TFO co-CA 15 not pernutted to
s (U/FOUQ) Open a Type 5 assessment
e (U//FOUQ) Prepare the source-opemung comrmumscation or opes a2 CHS m Deltn

e (U/FOUO) Provide admonishments to 2 CHS The TFC mav be present as a walmess
when admomshments are reviewed with a CHS however. the admosishments st be
provided by an SA.

o (U/FOUQ) Pay a CHS. unless an SA is present as a witness whes CHS pavments ane
made. An | <t be submitted by an SA

2.2.3. (U) Non-Agent Investigative Staff
(U//FOUO) Non-agent FBI mvestigative staif are not pemutied 1o be sugsed s CAsawcolds

for PCHSs and CHSs. unless specificallv stated otherwise m fhus secton A superasor may

assign non-agent investigative staff Sentinel case participant responsibnlites tha do ace w
mteraction with a PCHS. _

223.1. (U) Non-Agent Linguists

(U/FOUO) Non-agent linguists are not permatted to be assizned a5 CAs ar mﬂﬁ&hm
and CHSs. Non-agent FBI linguists are also prolubited from cm;mﬁ; m s
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coCA request. in witing (e g emal, EC), that a non FBI lingmst accompany |
h“i%MHMMMIWMMSSAnfMWMI{EEE

‘or CHS oversight and the supervisor of the non-agent FBI linguist respond fo the request, by
approving or denying it m wiiting
(U/FOUD) The followmg informaton must be mnchuded m the request
e (UA/FOUO) A description of the requested services
» (U/FOUO) The specific investigation(s) bemg supported
(U/FOUO) The followmg factors should be considered pnor to approving a request
e (U/FOUO) The length of ime the services will be needed
e (U/FOUO) The purpose of the services

e (U/FOUQ) The potential operational or personal secunty nsks resulting from the non-
agent linguist mterachion with the PCHS or CHS and the steps to nutigate any 1dentified
nsks

(U/FOUO) This written request and wnitten approval must only be retained i the CHS's main
file.
2232 (U) Intelligence Analysts (LAs)

(U/FOUQ) 1As are not permitted to be assigned as CAs or co-CAs for CHSs. A supervisor may
only assign [As case management or case participant responsibilities that do not require
mteraction with PCHSs.

(U//FOUQ) IAs are prohibited from contacting CHSs without the presence of a CA_ a co-CA, or

a TFO who has been assigned as a co-CA_ A CA or a co-CA may request. in writing (e g email.
EC). that an IA accompany him or her to CHS debniefings The SSA of the squad with CHS

om‘sight and the IA's supervisor must respond to the request. by approving or denying 1t. in
wriing
(U/FOUO) The following information must be included in the request:
e (U/FOUO) A description of the requested services
s (U/FOUQ) The specific investigahon(s) being supported
(U//FOUOQ) The following factors should be considered prior to approving the request:
e (U/FOUOQ) The length of time the services will be needed
s (U/FOUO) The purpose of the services

s (U/FOUO) The potential operational or personal secunty risks resulting from the IA's
interaction with the CHS and the steps to mitigate any identified nisks

(U/FOUO) This written request and written approval must only be retained i the CHS's main
file

{(U/FOUO) An IA may be assigned as a case participant or a case manager to idenfify and
evaluate PCH’S& as part of a Type 5 assessment (see Section 3. “Identification. Evaluation. and

7
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assessments) However ﬁm.ﬂ!m
mmmunﬁ, and othes policy co
engage PCHSs or the public in operation] seftings &
:n:hdm;mmkum as described 1
IAs on Publicly Accessible Web Sites ™

2.3, (U) Prohibitions on FBI Personnel in the Identification, Fvaluation. snd
Recruitment of PCHSs and the Development and Operation of CHSs

(U)FBIpusomrlﬂm:tmg_mmaMuh“dt(ﬂu
overseeing, or participating m the identification evahmton wm‘amﬂ

permifted o

vAL N

o (U)Open another FBI employee as 2 CHS or 2 PCHS _--.-'-*ST“'U.I_
-- _'.-,l""‘"

e (U)Open an FBI contractor as 2 CHS. unless the following critersa e miet and T 40
documented m the main file ; L"'-;:i T

o (U) In the performance of his or her duties under the contract fhe contracior s 2
association as a contractor with the FBI could not reasonably be discemned by e
someone in the subject s position unless the subyect s knowiedae of the selationsinp 8 g
15 relevant to the assessment or predacated inveshization 15 whsch e CHS willbe S he
used. -4 "

o (U) The use of the contractor as a CHS will not conflict with lus or her contracnesl =~
obligations. .

o (U) The contracting officer srtgmtqcmjmhwiﬁ“
as aCHS. =

. ﬂnmwmymkmwmmammxgnefaﬂﬁuam&m
employee's spouse, significant other relatrve or other person whose ¢ 54
mlplcyeecaﬂdcmﬂr:ppurmoﬁpuaonﬂumm'

B (U')Soclahzrw:ﬁlaCHSoraPCHS mmumm : "
operational reasons  Such socialization must be dorumented m the CHS or BCIHE
Mﬂmmamm&mdnmw:ﬂ_
debnefing are considered appropnate JEEL

. anammwmmmsmmazymwi:

. ﬂDPay:C}EWHhMMMI(ﬁﬂM
or pay with other personal items of value (e.g . purd
mmmmymymmw&
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as soon as prachcable, but no more than five busmess days from the date of oral approval,

~ reimbursement must be sought in accordance with subsection 17 7.1, “Payment Request

Entries,” or subsection 17 6 5. “Equpment "

(U) Allow a CHS or a PCHS to distitbute contraband (e g . illegal drugs or stolen
property) into the market unless authonzed to do so

(1) Authonze a CHS to particapate in an act of violence, except mn self defense dunng an
emergency to protect his or her own hfe or the hives of others apanst wrongful force.

(U) Authonze a CHS to participate i an act designed to obtain information for the FBI
that would be unlawful 1f conducted by law enforcement officer (LEO) (e g ., breaking
and entening, illegal wiretapping, illegal opemng or tampenng with the mail, or trespass
amounting to illegal search)

(U) Interfere with. influence. or impede any cnnunal investigation, arrest, prosecution. or
civil action i which the CHS or PCHS 1s a party or a witness However, an SAC may
submut a letter contaimng facts regarding a CHS's relationship with the FBI to a
prosecutor or a court for consideration. Disclosures must be documented in accordance
with Section 16, “Admimstration of Confidential Human Sources ™

(1) Make any pronmuse of immunity to a CHS or a PCHS: make any commitment limiting
the use of any evidence by the government. or give the impression that he or she has the
authonity to do so. However. an SAC may provide a letter to the prosecutor or court
stating the facts regarding a CHS's relationship and assistance to the FBL

(U) Dasclose FBI investigative information to a CHS or a PCHS (e g.. information
relating to electronic surveillance [ELSUR]. search warrants. indictments and other
charging documents_ or the identity of other actual or potential subjects or PCHSs or
CHSs). other than what 1s sinctlv necessary for operational reasons.

(U) Reveal to a CHS or a PCHS any information relating to any federal. state. or local
pending or closed investigation of the CHS or PCHS or his or her fmends or relations.
mchuding confirmmg or denving the existence of an investigation. unless authorized to do
so by the CFP or hus or her designee. after consulting with the SAC. In national security

matters. the SAC or his or her designee must consult with the appropriate operational
drvision at FBIHQ and obtamn CFP authonzation

(U) Exchange gmfts with a CHS or a PCHS, except as provided for in subsection 2 3 1,

(U) Provade the CHS or PCHS with anything of more than a nonunal value. except
pursuant to an approved CHS pavment. as authonzed bv Section 17, “Confidential
Human Source Financial Matters.” or pursuant to a Type 5 assessment expense. as
authonzed by Section 3. “Identification. Evaluation. and Recruitment of Confidential
Human Sources 1n Type 5 Assessments ~

(U) Recerve anything of more than nonunal value from the CHS or PCHS
(U) Engage m any business or financial transactions wath the CHS or PCHS

9
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discuss operational matters related o the FBI's relationshup with the PCHS or CHS with aayone P e
clse, unless there is 2 need to share the informaton 1738 :
(U) When interacting with PCHS and CHSs, all FBI employees, mcluding TFO co-CAs and SA i e
CAs, must conduct themselves professionally and mn accordance with FBI standards znd s I
gwdance for FBI employee conduct, including those set forth m the 7B/ Ethues and Integrity AT
Program Policy Directive and Policy Caude, 075410PC, o

231 (U)Gifts
2311, (U)Gifts Offered by a CHS or a PCHS

(U/FOUO) If a PCHS or a CHS offers a gift to a CA. a co-CA. or offier FBI employer. e CA.
co-CA, or other FBI employee should not accept the item. If the PCHS or CHS s aware of e
CA or co-CA’s FBI affihation, the CA or co-CA should use the opporfumsty to deplomatically
advise the PCHS or CHS that the relationship 1s 2 professional one and that restnchons appiy o
their interactions. The offer and refusal of a gift must be documented in the PUHS 5 e or
CHS’s validation sub-file Gifhshnﬂdhercﬁmcdmﬁammmm:
nonaffiliated approach (see subsection 3 7 2 7 “Nonaffiliated Approach™) Tias peaeral mile
applies because, among other 1ssues. when the CA or co-CA evenhally reveals his or her FBI
affillation to the PCHS. the previous acceptance of a2 giff mav become an obstacle 0 2 successfil
recruitment

(U//FOUO) In some very limited circumstances accepfing a gift from 3 PCHS or a2 CHS may be
justified The CA’s SSA must approve the acceptance of such mfis 1 accordance with the miles
set forth in this subsection If the CA or co-CA takes the zifi and the SSA does not approve the
CA or co-CA must return the mfi to the PCHS or CHS

(U//FOUOQ) If acceptance of the mft 1s necessary and appropnate for operafional reasons and e
refusal of a gift would ireparably damage the relatonship and jeopardize the willmpness of 2
PCHS or a CHS to cooperate or continue to cooperate. an SSA mav, afier concurrence of the
chief division counsel (CDC) (considermg the legal and efiucal issues associated wath setamms
the gift). authonze the CA or co-CA to accept the miff The SSA s authonzahon for the
acceptance of the gift. the results of the consultation with the CDC. 2 descnption of the st and e
the justification for 1ts acceptance must be documented i fhe PCHS s file or e (HS s § et
validation sub-file The SSA must provide authonzation 1o advance if the CA or co-CA 15 awase Eiiiay
that a PCHS or a CHS will offer a @ift Otherwise. the CA or co-CA must obtam authonzation e
and document the mft 1n Delta as soon as practicable but no later than five busmness days Som AL
receipt of the mft This communication also should be used o document the dispositon of the g o

gift (discussed below) and the reason why that particular method of dispossion was choses. 9

(U/FOUQ) The SSA must approve one of the methods described below 1o store or disposc of 28
accepted mift Under no circumstances mav the gift be kept bv an FBI employes The disposiion
method will depend on the type of mft and ifs prospective operational use or reatmentas
evidence. i,
e (U/FOUO) If the item is perishable. it nmst be destroved Pnor to the destructios o
penshable gift. a photograph must be taken of the item and placed in the man ol
the CHS file. wath mnmmmewﬂi nef explan:
of whv the item was destroved e L

10 - ad3
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o (UZ7FOUO) If the pafl 15 not penishable and will not be treated as evidence, the CA o1 co
CA must submut it to the CFR to be mawntained as part of the CHS file (e g, the gift may
be placed physically in a senalized 1A envelope/accordion folder, or a “mfit” sub- file can
be created from the main file) for appropnate storage It on a rare occasion, the pifl
needs to be wom or shown to the PCHS or CHS so as not to jeopasdize the relationship
dunng a subsequent contact or debnefing, the pgift nmst be officially charped out of the
file. Upon conclusion of the CHS meeting, the pifl must be charged back into the CHS
file Upoen closing the CHS file. the pift must follow the National Archives and Records
Admnstrahon (NARA) approved final disposition schedule established for the CHS file

e (U/FOUQ) If the paft 1s to be treated as evidence, 1t must follow the same process as any
other evdence. Sec the [

(U/FOUQ) If an FPO 1s participahing in an ivestigation or a prosecution using the CHS. written
notice must be provided to the FPO attorney—in advance. whenever possible—if an SSA

approves the acceptance of a mft A copy of the FPO notification must be retained in the CHS
validation sub-file

2.3.1.2. (U) Gifts Given to CHSs and PCHSs

(U/FOUQ) Gafts offered to PCHSs and CHSs may be provided in accordance with subsection

392  “Evaluation and Recnutment Phase Funding. ™ and subsection 17 13 “Gifts in Lieu of
Monetary Payments

11
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3. (U) Identification, Evaluation, and Recruitment of Confidential
Human Sources In Type 5 Assessments

31 (UIFOUO) PCHS Risk/Benefit Anabysic

(U/FOUQ) The FBI has successfully vetted and recruited CHSs ssnce ifs inception A CHS was
traditionally. and still 1s, often dentified during the cowrse of 2n onpoing assessment or
predicated mvestigation, or through routine limson As of December 7008 the AL Do a8
implemented by the DIOG, provided an additional tool - known as the T ype © aswrsoment
for the identification. evaluation and recriutment of CHSs In addition to the DG ths section
in conjunction with Section 7, “Roles and Responsibalities ™ poverns the respertive roles of SAs
and IAs 1n the 1dentification. evaluation. and recrustment of PCHSs under the Type 5 assessment
The purpose of this section is to give finther detals regarding the implementation of DIOG
subsection 5.6.3.4; however, m the event of 2 conflict. the DIOG 15 the controlling authonity

(U/FOUQ) Inherent 1n each Type 5 assessment or pnior 1o opemng any CHS 15 the slement of
deternuning the potential benefits to be ganed through the dentification. evaluation and
recruitment of the PCHS . balancing them agamst the possible operational and ofher cosis
associated with the PCHS and ensuring that the benefits outweigh the cosis. grven the known
information and the circumstances mnvolved If a PCHS 1= ultimately opened he or che enters
into a relationship with the FBI. and that relationshap will forever affect the life of that indevidual
The PCHS will be either an “FBI source™ or a “former FBI sowrce  and in firn hies or her
conduct or misconduct will reflect on the FBI Fauly or unfairly the FEI will be viewed = the
light of that reflechon Therefore. 1t 1s important fo recogmze that decisions and activibes
undertaken in the identification. evaluation and recriutment phases are exercises i nsk
managemert.

(U//FOUOQO) Once the PCHS 1s open. he or she 1s subject 1o the sudance provided 1a Sechons 30
“Confidential Human Source Validation ™ Pnior to opening each PCHS. agents and analvsts oot
be aware of the need to assess and weigh the nisks associated with the PCHS

(U//FOUOQ) There 1s a number of factors 1o be considered duning the idenfification evaluation
and recruitment of a PCHS. Documented past activifies and observable charactenistics can
provide insights that point to future control or handling 1ssues  reliabilsty problems. or lack of
credibility on the part of the PCHS Likewise the PCHS s beliefs values. and alleiances mav
reveal motivational platforms that enhance existing benefits and are cntical critena for the agent
and analyst to define throughout the Type 5 assessmeni These Qactors. as outhned m the six
bullets below. should then be assessed in thetr totalitv against the backdrop of sach of the five
CHS critena to determine whether the nisk in ulthmately recrmting the PCHS source 15 low.
medium or high, and what steps can be taken to nutigate 1dentified nsks A sinnlar evaluaben
should then be conducted on the potential benefits the CHS 1s reasonably expected 1o deliver.
The final step 1s to deternune whether the potenntal benefits outweigh the poiential nsks and act
accordingly

(U//FOUO) The factors below must be used by analvsts and agents to weigh the nsks asamnst the
benefits involved during the evaluation and recrustment of PCHSs Each of the fctors and |
tum. the CHS criteria. cannot be weighted equally since. for example. 2 PCHS s access o
relevant intelligence or information may ourweigh a particular sustability or secunfy nisk
especially if such concerns can be adequately nutigated When evaluatng benefits vessus nsks.

e e e e s s
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muwmmmmmm s placement and access 1o needed
mformation or intellipence are sufficient to outweigh the nsk(s) associated with one or more of
the five factors histed below. Factors to be considered inchude

« (U/FOUD) The imminent operational need and importance of the desired mformation
= (U/FOUQ) The likehhood that the PCHS will mform others of the FBI's interest in the
PCHS.

= (U/FOUQ) The likehihood that any revelahon about the FBI's interest m the PCHS wall
have a runmmal adverse affect

« (U/FOUQ) The likelihood that the intellipence or information wall be lost.
o (U/FOUQ) Whether and how a nisk can be mutigated

= (U/FOUQ) Whether the FBI wall be able to control the PCHS through existing handling
procedures and venfy the trustworthiness of the information provided through the
existing validation processes.
(U/FOUQ) The PCHS cntena are

s {(U/FOUQ) Access: the individual ‘s placement and sustained ability to acquire
mformation of operational and’or intelligence interest. (In some mstances, this may be a
matter of potential access to high-value information )

s (U/FOUQ) Suitability: the individual s character, intelligence, and competence as they
relate to his or her potential to provide authentic. accurate, and reliable information This
helps to answer the question. “Does the individual have the appropnate attributes to
perform as a CHS?™

e (U/FOUQ) Susceptibility: the likelihood that the mdividual will accept recnutment as
an FBI source and provide information on a confidential manner. This aspect requires an

analysis of possible motivations and biases, life expenence and other factors relevant to
the willingness of the individual to become a CHS.

s (U/FOUO) Accessibility: the FBI s ability to gain access to the individual for the
purpose of assessment and evaluation as a means to move toward recruitment.

= (U/FOUQ) Security: the FBI's assessment of operational secunty and
countenntelligence nsks associated with the PCHS This means evaluating the individual
and the operational circumstances related to the following questions:

o (U/FOUQ) What if the individual rejects recruitment by the FBI?

o (U/FOUQ) What if the individual becomes aware of the FBI interest and objectives,
but his or her loyalties are elsewhere?

o (U/FOUQ) Are there possible lifestyle or professional vulnerabilifies that might
create reliability 1ssues or invite exploitation by others?

32,  (U/FOUQ) PCHS Operations: Introduction

(U/FOUOQ) The Type 5 assessment consists of three phases The identification phase 1s opened
without a specific. named mdividual, for the purpose of identifying persons with placement and
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access from a pool of unknown ndividuals. The evaluation phase i opened on 2 speeific mamed

individual believed 10 have appropnate placemnent and access for the purpose of ditamng =~
information (o better ascertam the nature and exterd of his or ber acress, seomty nok sty

accessibility, and/or susceptilnlity to becormng a CHS The reerustment phase, whaeh s 2
continuabion of the evaluation phase for SAs, mvolves the SA s efforts 1o obtam 2 sperific.
named mdividual ‘s apreement to vohmtanly enter a relabonahsp with the FBI m ovder 1o prowde

operational assistance and/or intelligence These phases are adderssed m detail m the subsections
that follow

wFou0) The [ i 7O -oliection management

coordinator (ColIMC) must be assipned as case participants m every Type | sssensmerd

(U//FOUO) A Type 5 assessment, in any phase may not be opened on 2 subject of 3 pending
FBI predicated mvestigation In addition, a previously openied CHS may nof be opened a5 2 Type
S assessment. See DIOG Classified Appendix G for a sperific excephion 1o s regarement

3.3. (U) Identification Phase

(U//FOUQ) The purpose of the identification phase of the Type 5 assessment i 0 identefy 2
PCHS with placement and access from a pool of unknown individuals

331 (U) Opening the Type 5 Assessment in the Identification Phase

(U/FOUOQ) The approval requirements fo open a 1 /pe 5 assessment i the ident:fication phase
are specified in subsection 3 5, “Basic Approval All *’Lar 'he Tvpe 5 assessmment
identification phase 1s mitiated with the submusssion of a C} HS identification plan winch must
support an existing predicated mvestigation or assessment The plan must be documenied m an

EC (or a successor form in Delta) using the appropriate _ The

identification phase may be undertaken by an SA assigned to esther a rI'. JMINT or an

investigative squad, or by an IA assigned to an FO or to FBIHQ who wishes to opesa Type 5

assessment in the identification phase These fi If- may be assigne :3' *-m* t0 t-’&_ and 1As The
}

819 classification consists of the following restricted alphas which 5
program area to be supporied by the CHS jen* fication plan

(U/FOUQ) The contents of the identification plan EC nmst inchude the followmng
o (U/FOUO) Case ID: the designator for the ;:p;n'wmm-cizsuﬁcm
e (U/FOUOQ) Title: CHS Identificaton Plan

e (U/FOUO) Synopsis: the authonzed purpose and clearly defined objective(s) of the CHS
identification plan

e (U/FOUQ) Details:

14
SECRET NOFORN



SECRET/NOFORN
wwmmwmm

o mmm;m particalar placement and access o mformation that the FB1 1s
secking and hmlmmﬂrmmﬂ:mhpmlmdnms The
dentification st inciude the file munmbes(s) and ttle(s) of the assessment(s) o1

MHW&(I]M Type 5 assessment supports

o (U/FOUQO) Common charactenistics or search critena of mdividuals believed to have
the desired placement and access described above and the basis for selecting the

! charactenstics o search cntena There must be an arhculated reason to

ve that the charactenstics and search critenia will yield the individuals likely to
have the deswred placement and access, and the selected charactenstics must not be
based solely on race, ethmaty, national ongin, rehgion, activities protected undes the
First Amendment. or a combmation of only these factors

o (WFOUQ) The mveshpative methods the IA or SA anticipates using (e g | database
and onlme searches, surveillance of physical locations. or attendance at particular
events, only as authonzed in the DIOG) and the reasons why these investipative
methods are expected to yield persons who are likely to have the needed placement
and access associated with the common charactenstics or search critena set forth
above

(U/FOUO) In developing the identification plan. the focus should be to understand the activities
associated with the threat based upon exishng mtelligence or information received. and the type
or characteristics of people who logically intersect with those activities From this group,
charactenishics or search critena can be refined, and investigative methods identified. to yield
specific persons with the appropnate placement and access

e A {U") Modification of the CHS ldentification Plan

(UA/FOUQ) If an IA or an SA seeks to utilize additional charactenstics or investigative methods
that were not documented 1n the identification plan EC. their use must be requested 1n an EC (or
a successor form m Delta) addressing the following

o (U/FOUO) Case ID: the designator for the appropnate -classiﬁtatiou
e (U/FOUO) Title: Modification of CHS Identification Plan

» (U/FOUQ) Synopsis: To request modification of CHS identification plan created to
[restate the authorized purpose and clearly defined objective(s) of the onginal CHS
wdentification plan]”

e (U/FOUOQ) Details: the additional characteristics. the reason for selecting them. and the
additional mvestigative methods to be used. with an explanation of how these methods
are expected to yield persons with the charactenistics specified

{U/FOUO) For more information regarding the defimition of the individuals and groups that
qualify as sensitive PCHSs. it 1s important to also refer to Section 5 of the DIOG on Tvpe 5
assessments and Section 10 of the DIOG on sensitive investigative matters (SIMs) in Type 5
assessments.
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(UIOUO) If a CHS identification plan leads 1o the sdentification of one o moee mdvidusds

who appear o have the desired access and placement o be conmdesed for further evaluation

and/or recsuntment, one of the followmg steps must be tken

o (U/FOUO)If the Type 5 assessment 1 the dentification phase was assigned 10 an 1A
the IA must open a separate Type 5 assessment i the evaluation phuse (m acomdoses
with subsection 3 4 below) to evaluate the mdiondual & 2 PCHS

e (U/FOUO) If the Type 5 assessment m the identification phase was mmgned o n SA,

one of the followmg processes must be used

o (U/FOUQ) The SA may close the Type 5 assessment. and fhen open and operate e
individual as 2 CHS m accordance wath Section 4. Opeming and Reopemany 2
Confidential Human Source provided that the SA believes that the mdondual 5
suatable the imndividual agrees 1o be 3 CHS and admomshments a5 provded io the
CHS within 90 days of openmg

o (U/FOUQ) The SA may open a Type 5 assessment 11 the evaluation or secristmest
phase (in accordance with subsection 3 4 below) of addtional evaluation or
recrustment efforts beyond 90 days are requared

34. (U/FOUO) Evaluation and Recruitment Phases

(U//FOUQ) The approval requirements to open a Type © assessment m the evaluation and
recruitment phases. which focus on identified indrnduals are specified m wfsection © °  Bame
Approval: All Phases ~ These individuals may come to the attention of [As and SAs m 2 sumbes
of ways. including the identification phase of 2 Type © assessment authorized mveshgane
methods used by SAs mn other assessments and predicated mvestigations and reseach of
historical information 1n existing records. as set forth m sibsechon © ¢~ Authorzed
Investigative Methods 1n Type 5 Assessments All Phases

340 (U/FOUO) Evaluation Phase

(U//FOUO) The purpose of the evaluation phase of the Type © assessment 1= 1o obtam addional
background information regarding a known mdrvidual 1o befier ascertamn hus of her placement
access, security risk_ suitability, and/or susceptibility 10 beconung 3 CHS Thes phase may be
used by IAs and SAs assigned to HUMINT or investigative squads. and by [As asaigned to
FBIHQ SAs may be assigned jomtly with [As to Type 5 assessments m thes plase

(U//FOUQ) A Tvpe 5 in the evaluation phase is not a prerequasiie 1o opemng 2o mdradual 25 3
CHS: rather. the Type 5 provides additional tools that mav be used 1o evaluate 3 PCHS AaSA
may open an individual as a CHS if the SA has sufficient knowledse 10 believe that the
individual has access to valuable information 1= susceptible 1o becormmng 3 CHS . and maw be
given admonishments within 90 davs of opening However of an SA foroses on an indemdeal 25
a PCHS. and the SA requires more than 90 days to evaluate the mdividual or needs 10 use
investigative methods to further evaluate the indrvidual an evaluation phase mmist be opened.

(U//FOUOQ) IAs and SAs must open an evaluation-phase Type 5 assessment to assess a PCHS.
whether the individual was idennfied through an idennfication-phase Type 5 assessmemtor
through other means If an IA develops nformation dunng thus phase indicanng tha he PCHS =~
16 | =i
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should be recruted, the 1A should prepare a sowrce Wentfication package (SIP) for use in the
recrustment of this imdivadual by an SA on the appropniate HUMINT or investigative squad A
SIP 15 defined as a watten product drafted for the purpose of providing information reparding an
incivadual that will be used m order to determune or relay the individual 's potential as a CHS
Dafting a SIP 1s recommended, but not mandatory, because a SIP may not be necessary n all
circumstances. However, as stated above, an evaluahon phase Type 5 assessment must be
opened before a SIP may be drafted. even if the mformation used for drafng the SIP was
obtamed pursuant to an already-open predicated case on the individual, before the focus on lum
or her was as a PCHS A CHS tarpeting package 1s a SIP. however, the title SIP must be used
mstead of the tarpeting package n order to provide consistency across the FBI Once the SIP 15
completed, the Type § assessment (in the recnutment phase) must be reassigned to the
appropnate HUMINT or mvestigative squad for recnutment

(U/FOUO) If the mformation developed dunng this phase indicates that the mdividual should
not be recrusted as a CHS. the Type 5 assessment must be closed 1n accordance with the DIOG
and subsection 3 10 . “Duration and Closure of a Type 5 Assessment ™

(U/FOUO) SAs may open evaluation-phase Type 5 assessments on individuals identified
through identificabon-phase Type 5 assessments. predicated investigations. or other means. but

have the additional authonty to engage in recnutment activities under the recnutment phase
which 15 descnibed below

142 (U/FOUO) Recruitment Phase

(U//FOUQ) The purpose of the recruutment phase of the Type 5 assessment 1s to obtain a PCHS's
agreement to voluntanly enter a relationship with the FBI and provide operational assistance
and/or mtelligence. Only SAs assigned to investigative or HUMINT squads may engage in the
recruttment phase Non-agent professional staff may be requested to assist with the recruitment
phase m accordance wath subsection 2 2 3 . “Non-Agent Investigative Staff " If the recnutment 1s
successful the Type 5 assessment must be closed in accordance with the DIOG. and the
mndividual must be opened as a CHS 1n Delta. The Type 5 assessment must also be closed if the
recruitment 15 not successful erther because the individual declines to become a CHS or a
decision 1s made not to continue the recruitment.

343 (') Opening the Type 5 Assessment in the Evaluation and Recruitment Phases

(U/'FOUO) A Type 5 assessment mn the evaluation or recnutment phase must be opened with an
EC (or a successor form m Delta) contaming the appropriate [ file number The [N
I s 2 sct of restncted files consisting of numenical classifications corresponding to specific

program areas whuch the PCHS. based upon placement and access to information on a potential

or existing threat. 1s expected to support if opened as a CHS. These file classifications are set
forth in the following table:

(U//FOUQ) The contents of the opening EC must include the following
e (U/FOUOQ) Case ID: the designator for the appropnate -ﬁle
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o (UIFOUO) Title: the name of the PCHS

o (U/FOUO) Synopsis: the authorized purpose and clearly defined obnectivels)
e (U/FOUO) Details:

o (UNFOUO) File classification(s) or crume problem mdacatos (CPT) code(s) of the
operational program or threat the PCHS 1s expected to support

o (U/FOUQ) The PCHS 's name date of birth. and all other avalable nopraphscal data

o (UIFOUO) Synopsis of any mformation collected regading the PCHS pursuant 1o an
identification-phase Type 5 assessment or a prior assessment or predicated
mnvestigation m which the PCHS was imtially identified as 2 subgect

o (U//FOUQ) The information for which the PCHS has placement and access. and why
such a CHS would be of value to the FBI

3.5. (U) Basic Approval: All Phases

(U//FOUO) A Type 5 assessment for any phase must be approved by the appropriate supervasor
and opened with an EC (or a successor form in Delta) Notwithstanding arry other provisson m
the DIOG, a Type 5 assessment cannot be opened based on oral approval An SA opemng a Type
5 assessment must obtain SSA approval an [A opening a Type 5 assessment must obtan
approval from the SIA and the SSA on the HUMINT or mvestigative squad whach would
eventually recnut any individual identified as a PCHS

351 (U) Additional Approvals

(U//FOUOQ) In addition to the approvals set forth i subsection 3 5 above addiional approvals
are required 1if. duning the identification phase_ at least one of the charactenstics i the
subsections below 1s being used to identify mdividuals with placement accessor s a
charactenistic of a PCHS 1n a Type 5 assessment evaluation or recnutment phase The
characteristics are presented according to the approval levels required.

3.5/1.1. (U) CDC Review and SAC Approval for Sensitive PCHSs
(U//FOUOQ Sensitive PCHSs must be treated in accordance with DIOG subsechwon 563442

(U//FOUQ) CDC review and SAC approval are required before a Type 5 assessment may be
opened on a sensitive PCHS or if dunng the identification phase 2 sensitrve charactenishic s 2
least one of the aspects being used to 1dentfy mndriduals with potennal placement and access to
nformation of interest If 1t 1s determuned. after opeming a Type 5 assessment. that a PCHS s

sensitive or that a sensitive charactenistic must or will be added to the PCHS sdentificanon plan.
the assessment activity may continue_ but the matter must be documented m an EC (or a

successor form i Delta) and reviewed by the CDC and approved by the SAC promptly 12 not
more than five business days after the determumation 1s made)

(U//FOUQ) Sensitive PCHSs (and sensitive charactenstics mncluded as part of a CHS
identification plan) mclude:

s (U/FOUO) Domestic public officials (other than members of the US Congress and

White House staff. who requure higher approval authontv—see subsections 3 5.1 2.1 and
35122 below)

18
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= (U/FOUO) Domestic polibcal candidates

o  (U/FOUO) Indmaduals who are promment waithin relimous orgamzahons

« (U/FOUQ) Individuals who are promment within domestic political orgamzations
« (U/FOUO) Members of the news media

« (U/FOUQO) Members of faculty or admmistration of colleges and umversities i the
Umnited States

3512 (U) SAC and Executive Assistant Director (EAD) Approval After Consultation
With the Office of the General Counsel (OGC)

jJS1.21. (1) White House Personnel

(U/FOU0) SAC and appropnate EAD approval. with a recommendation from the OGC. are
required to open a Type 5 assessment m which

e (U/FOUO) White House staff status 1s one of the specified charactenistics in the CHS
wdentification plan (1dentification phase)

= (U/FOUOQ) A member of the White House staff will be evaluated or recruited as a PCHS
(evaluation and recruutment phases)

35112 (1) Members of Congress and Their Staff

{(U/FOUQ) SAC and appropnate EAD approval. with a recommendation from the OGC and
prior notice to the AD. Office of Congressional Affairs (OCA). are required to open a Type 5
assessment 1 whuch:

= (U/FOUOQ) Status as a member of Congress or a part of a member’s staff 1s a specified
charactenistic in a CHS dentification plan (1dentification phase)

e (U//FOUO) A member of Congress or a part of a member s staff will be evaluated o1
recrusted as a PCHS (evaluation and recruitment phases)

35.1.3. (L) SAC and Responsible DI Deputy Assistant Director (DAD) Review and
Approval

(U/FOUO) SAC approval [Jllreview. and the approval of the DI DAD with HUMINT
program responsibility are required for CHS identification plans and evaluation- and
recnuutment-phase activity that mvolve

e (U//FOUO) The establishment of an apparent or actual business
e (U/FOUO) The use of employment sites.

« (U/FOUO) Any other activity which mught have an adverse legal unpact on a thud party

(U/FOUO) Following SAC approval the request to approve a CHS identification plan for one of
e sbove: charactenscs st b ot ot N

with a copy to the appropriate -uml to be presented to the DI review comnuttee
1514 (U) Department of State (DOS) Approval

(5/NE) Pursuans to toc
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(S//NF) If the SA conducting the Type 5 assessment deternunes fhat an isterview w kikely o

culmnate 1n a recruatment offes _m 15t be obtaned prios 1o condacting the

imterview

(S//NF) To obtan mist provide the appropriate FBIHG) operaticaal
urmt with an SSA-approved EC contaimng the followmg imformation

¢ (S//NF) The PCHS s nationality and citizenship
e (S//NF) The time frame of the approach
e (S//NF) The individual s diplomatic or official status

e (S//NF) A description of the indridual mecludmg the location and name of the
international orgamzational component or diplomatic establishment to wisch the PCES
belongs and a desciption of his or her duties wathun the organzation

e (S//NF) Whether the approach would be passrve or coercave

e (S//NF) The target against whom the PCHS 15 expecied to repan

e (S//NF) The probable motivation for the PCHS © become a CHS

e (S/NF) If known. whether the PCHS s likelv 10 cooperate

(UFOUQ) The operational unit must then request _Er wn the DOS before the

CA conducts the mitial mterview
16. (U) Authorized Investigative Methods in Tvpe 5 Ascecsments: All Phaves

(U) As set forth in the DIOG. only the mvestgative methods listed below may be used m a Type
> assessment. whether n the dentificatton. evaluation. or recrustment phase

(L) All of the following mvestigative methods mav be used by SAs [As may use only ihe first
six investigative methods

e (U'FOUOQ) Use of public nformation

e (U/FOUQ) Use of FBI and DOJ records or informaton

X
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o (LOUO) Use of vecords o mformution from other fedenal agenoies and state local
Shal 6 R : .

s (LZFOUIO) Use of onlie services and resowes

»  (LVFOU0) Use of mformaton voluntanly provided by povermmental or private entibies

o (UVPOLIO) Use of ahas/false wdentification (AFID) on the covert approach (see
subsection § 7 2 56 “Use of the Covert Approach by 1As on Publicly Accessible Wels

Sates  fon 1A specific pundance) only permmtted for use dunmp approved activity i a
Type 5 assessment

o  (UFOUO) CHS use and recrmtment

o  (LFOUO) Interviews of o requests for mformation from the public and pruivate entities
s  (U/FOUO) Physical simvestlance (not requairmg a count order)

= (UVFOUO) Polvgraph exanmunations

o  (UVFOUO) Trash covers (1 ¢ searches that do not requure a warrant or court order, SSA

approval and consultation with CDC 'OG 1s requured pnion to using this method [see
DIOG subsechion 186 12 5])

(LVFOUO) DX has opmed that SAs are authonzed 1o perform consent searches m assessments

(U FOUO) Investipatrve methods used duning assessments that may requure higher than SSA
approval are set forth m DIOG subsection 18 5

(U FOLO) In addiron. as specified m division PGs. there may be agreements (e g MOUs) that
require addiional coordination and approval pnor to conducting certan activities

(LVFOUO) In the course of a predicated inveshigation. an agent may not utilize undercover
actity (pursuant to The dforney General s Ggdedines on Federal Bureau of Invesnigation
Undervover Operations [AGG-UCO]) with the specific purposes of identifyang. evaluating or
recrusting a PCHS The agent nwst open a Type 5 assessment and. 1f deemed operationally
appropnate and necessary based upon the cucumstances. may seek approval to utilize the covert
approach The followmpg example illustrates this requirement

{17 FOUO) Scenario: Durmg a predicated mvestiganon of a violent crime group the
FBI CA sdentifies a person associated with the cnmunal sroup who may be a PCHS
Based upon thus the CA decides according to the AGG-UCO . to use up to "five

undercover actvaty” contacts with the PCHS as a means to evaluate the person as a
PCHS

{(U/FOUO) Response: This 1s not permutted A Type 5 assessment must be opened. and
approval to utithize the covert approach can be sought (see CHSPG for approval standards)
to further evaluate and recrunt the PCHS The predicated case cannot be used as a basis

for undercover activity related to contact wath the person. since the actual purpose for the

miteraction is to evaluate and potentiallv recnust the person as a CHS rather than seeking
mformation relevant to a federal crmme or national secunty threat
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3.7.1. ﬂ!}mﬂumuwm oy ovac e
(UIFOUO) Dunng the course of 4 Type $ evsessment, o sids

sccesable Webs untes, mSAuMbmmmﬁu
evaluation and recrustment process. Al contacts rust be i

mich
on the

slmuldbcmrhjdcdumﬂ ity
(UH/FOUQ) The sole purpose of an SA imﬂx‘twﬁnmm:rmi i

PCHS to collect cvulmrrmqmw witelligence Muwﬂmﬂph
admomishments requared m Section & “Confidentsal mmw B
tasked with collecting evidence or mtelligence

(U//FOUO) In additson, 1 the course af:gukﬂmdw“mmm :
undercover activity (up to five substantive contacts pursuand to AL 150

e e oy w3

pmposvoftdmtxfymg evaluating ummm:?t‘!ﬁ Thsmm

mdercmtramﬁw”cﬁmacmwmithtPCH‘ia:muMﬁr
PCHS

(U//FOUO) Response: This 15 not permatted A Type § asesument musst be o
approval to utihize the covert approach can be songht 1o frther eviluste sad some 8
PCHS. Theptd:czmdcmcmbemdaahnsh *m' sveey” selate
Mvm&mmz%fﬁﬁﬁmﬂm chovaat e
federal crume or natsonal secunty threat

S.7.2 (U) Methods of Approach

(U/FOUQ) The three tvpes of approaches &mﬁh&wnm
5 assessment  The approach selected wall depend on the SA s planoed sece
any of the approaches utilized. «f the SA has been msned an AFEY
pay for approprate recrustment expenses (e g meals or evens
her FBI affiliation to the vendors or meschants. m accordance
Awmhmwmwd‘w
Eammmmm :
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(LPOLIO) An SA contacting the POHS nsimg the nonafTiliated on covert approach must
contimuonsly evahiate the need for contimued contacts wath the PCHS (o ensne that those
contacts fmther mform the obyectives of the Type 5 assessment (e that additional nonaffiliated
or covert contacts provide useful and necessary msight wito the PCHS s access sintalnlity.
susceptibihity accessibality. and possible opetabional secunty 1ssues)

(LAFOUO) Dunng a Tyvpe 5 assessment. the SA may collect mfommanon that 1s volunteered o
provided incidentally by the PCHS 1f it relates to an onpowg assessment. predacated
mvestgation. collecton requurement. or other aspect of the 1'B1 < mussion The SA must
document this mformaton m an I filed mn the appropoate mvestpanve file as well as

m file (o a successor file i Delta) The SA may also ask questions related 1o

: on of mterest 1o the Type 5 assessment (1 e mformation for the purpose of ascettaning
the PCHS s placement. access sutabality. susceptibality and accessibihity o1 secunty concems)
3.7.2.1. (U TOUO) Affibated Approach

(U/FOUO) In the athiliated approach the SA or TTO discloses lus or her affibation with the FBI
to the PCHS The SA or TFO has the option of not revealing the true purpose of the contact to
the PCHS In thas afhihated approach option. the PCHS 1s provided a plausible reason for the
contact other than the FBI s purpose of assessing the person as a PCHS If the nue purpose of the
contact 15 not revealed the SA or TFO must ensure that the purported purpose used would not
reasonably be expected to violate the nghts or damage the reputation of another person and that

the purported purpose does not imply that adverse legal consequences may follow to the PCHS
{or a person close to the PCHS) 1f the PCHS declines to speak with the SA or TFO

37211 (U FOUO) Approval for Affiliated Approach

(U/FOUO} No approval 1s requared for using the affilated approach
3.72.2.2. (U FOUO) Nonaffihated Approach

(LW FOUO) In the nonaffihated approach. the SA does not volunteer to the PCHS that he or she
18 employed by the FBI or other LE or intelligence agency. and a TFO does not volunteer that he
or she 1s emploved by the parent LE or mntelligence agency or the particular FBI mvestigative
entity. such as a Jomt Terrorism Task Force (JTTF) However the SA or TFQ does not use an
alias and does not affirmatively deny affiliation wath the FBI or other LE or mntelligence agency
when using this approach Affirmanve demal constitutes the use of the covert approach and
mcludes the use of apparel o1 props (e g . weanng a plumber s uniform or dnving a cable truck)
to mtentronally nusdurect the SA s or TFO ‘s affiliation with the FBI or other LE or mtelligence
agency. An SA or a TFO may withhold FBI affiliation 1f. based upon the operational
curcumstances. the withholding 15 necessary or advantageous to aclhieving the objectives of the
assessment The SA may continue to make contact with the PCHS whale usimg the nonaffihated
approach. as long as the standards set forth below for mamtainmg nonaffiliation m the Tvpe 5
assessment are met

(UFOUQ) If the PCHS asks whether the SA or TFO 1s emploved by the FBI or another LE or
mtelligence agency. and the SA or TFO affirmatively demes the affibation the SA mav complete
the contact with no addiional authonty If the SA mtends. wlule using true name. to continue to
-make these representations m the next substantive contact (meanmng a contact that 1s not made
for the purpose of or related to scheduling the next meeting). the SA must fust meet the
requirenients set forth m subsectson 3 7 2 3 “Covert Approach Using True Name ~ If however
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the SA mitends o affihate dumgﬂwwm;m,hmww R e ;
do not Jave 10 be met

(UIPOUG) Inherent i utilizng the nonaffiliated approsch s not reveabng e e mdf
the contact with the PCHS (1 ¢ that of assessang the person as 2 POHS) Thevefore. acoondeng o
the standards for the use of the nonaffiliated approach fie SA must ensare that the parporsed
pupose for comacting the PCHS

o (U/FOUO) Is plausible

o (U//FOUO) Would not reasonably be expected 1o violate e rights or damape the
reputation of another person

o (U/FOUO) Does not mply that adverse legal consequences may follow o te PCHE
declines to speak with the SA

(U/FOUO) Moreover. withholding FB! affibation (1 ¢ nonaflizaten) is pesmtted only of dosy
50 would not reasonably be expected 1o violate the nghts or danage the reputation of aofiser
person or entity or have a reasonably anticipated adverse legal consequence

3. 7221 (U//FOUO) Approval for Nonaffiliated Approach

(U//FOUO) No supervisory approval 1s requured for utithzing the nonaflsated approach
However. since achieving the assessment objectyves may taie lime and meolve ouiitiple
interactions with the PCHS, the CA must continually evaluste the need to withhold affdkateon

3.7:2.3; (U/FOU Q) Covert Approach Using True Name

(U//FOUO) The covert approach using true name provides a transstyon mechanssm for 2 S8 ar a2
TFO to continue contact with a PCHS _ during the evaluation and or recnunmess phusses. based
upon an articulated basis for domg so while mantasmang a2 nonaffiliated status 2d 25 Jong a8
withholding the affiliation would not reasonably be expected to viclate the nghts or dummpe the
reputation of another person or entity or have a reasonably anticapated adverse legal comseguence

(U//FOUQ) There may also be circumstances when an SA plans m advance o use thus appeoach
prior to contacting the PCHS

(U//FOUO) In erther of the above circumstances. the requerements for amgthtcw&!m
with true name must be met (see subsecton 3 7 2.3 1 _ below)

(U/'FOUOQ) In order to protect the techmque. 1f used. 1 15 generally anbopated that whes wamg

the covert approach with his or her true name_ the SA will not later affhate by desclosme has o

her employment with the FBL but rather will hand off the PCHS 1o another SA for Sasther

evaluation and an affiliated recruitment However with appropniate jsticatson and appeesal an

SA using the covert approach with true name may affihate by revealng bss or bes wme

employment 1f doing so will mthnmmuuhmm&em!ﬁushpmm&m and o PN
it 15 consistent with assessment objectrves (see subsecnon 3 7 1 3 4 “Transtionms From the ' iE e
Covert Approach Using True Name to the Affihated Approach™) A8

3.7.2.3.1. (U FOUO) Covert Approach Using Trus Name Requirements | _- t

(U//FOUQ) Genenally. the covert approach usmg true naps s weihzed ma ssuson whes. T __
dunng contact with a PCHS. the CA emplovs the nonaffihated approach Mﬁm Sy ﬁ i

during that contact 10 represent. etther affirmatnvely or Srough densal ﬂwhu‘h

Y
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emplovment 1s something other than as a LEO or a person m a comparable position w the IC In
thas first sstuation. 1f the CA mtends to continue to make these representations m the next
substantve contact the CA must obtan pnior approval for subsequent contacts through a wiitten
request as set forth m subsection 172 32 below In additon the SA must have successfully
completed the [ - - o valcot [lopoved ramng
course Otherwise the SA has the option of affiliating duning the next meeting with the
mdividual or PCHS or handing off the PCHS to another CA for further evaluation

(U FOUO) The second situation mn whach this techmique 1s appropriate 1s when the CA plans
advance to use this approach. pnor to the first contact with the individual or PCHS In thas
situation the SA must request and obtain pnior wnitten approval according to the procedures set
forth 1n subsection 3 7 2 3 2 below In addiion. the SA must have successfully completed the

Bl o« a0 equivalent [Jrproved traming course
37232, (U/FOUO) Request to Use the Covert Approach Using True Name

(L FOUQ) A request to use the covert approach using true name must be subnutted for approval
via EC (or successor form m Delta). as detailed below If the SA anticipates the need for the
approach before the Type 5 assessment 1s opened. the request for the approach should be

nc luded in the Type S opening document If the need for this approach anses later. the request
muist be made 1n a separate EC (or successor form mn Delta) For example. this circumstance
mught occur of the SA utilizes a nonaffiliated approach in a pending Type 5 assessment but.
during the contact. finds 1t necessary to represent. etther affirmanively or through demal  that hus
or her emplovment 15 somethung other than as a LEO or a person 1n a comparable position with
the United States Intelligence Communsty (USIC) The request and justification EC must include.
depending on the situation

= (U/FOUO) Reason(s) why the use of a less intrusive method. such as an affiliated
approach 1s not feasible and why the covert approach using true name will better assist
n evaluating the mdividual s or PCHS ‘s placement. access. suutability. and susceptibility
to beconung a CHS. and possible secunty concerns

e (L/FOUO) An explanation of the level of sophistication of the PCHS. mcluding the
likelihood that the PCHS will be able to independently identify the SA s FBI affihation
and the nisk that such a disclosure would cause to operational equities. 1f any

e (U/FOUO) A descniption of the proposed CHS identification. evaluation. or recruitment
strategy. mcluding the SA s plan to transition the relationship to another SA and remove
or distance him- or herself from the individual or PCHS (Note Multiple handoffs may
occur during the evaluanon process The offer of recruitment, however must be made by
an SA who has fully affihated hamself or herself wath the FBI )

s (U/FOUO) The dates of the SA's attendance at .111-01 an equivalent. [Jffspproved

course
3.7.2.3.3. (T FOUO) Approval for Covert Approach Using True Name
(U FOUD) Prior SSA approval 1s required for the use of this approach

3.7.2.3.4. (L FOUO) Transitioning From the Covert Approach Using True Name fo
the Affiliated Appioach
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(U//FOUO) I, at the outset of the approach strategy or duning the course of the execution the
SA detesrmnes that revealing FBI affihation 18 in the best operational witerest of the sssessment
the SA must address the following items i the approval request EC

« (U/FOUQ) The reason(s) why the SA believes that affiliation, as opposed to
transitioning the mdividual or PCHS to another SA, 1s operationally sound and wall ot
comprommse the PCHS recnutment effort

e (U//FOUQ) The SA’s plan to affilhate
e (U//FOUO) The SA’s level of traiming

e (U//FOUOQO) The SSA’s comments regarding the SA s ablity to successfully affiliate in
the particular CHS identification or evaluation and recrustment scenanio

3.7.2.34.1. (U/FOUO) Approval to Transition From the Covert Approach Using
True Name to the Affiliated Approach

(U//FOUQ) SAC (non-delegable) approval to affiliate after using the covert approach with true
name 1s required

3.7.24. (U//FOUQ) Covert Approach

(U//FOUQ) The covert approach allows an SA to employ a CHS identification. evaluaton.
and/or recruitment strategy i which the SA does not reveal lus or her true identity and represents.
either affirmatively or through demal, that the SA s employment 1s somethang other than with the
FBI For a TFO, the approach involves not revealing the TFO s true identity and representing.
either affirmatively or through demal. that the TFO's employment 15 sometiung other than with
the parent LE or mtelligence agency or the particular FBI mvestigative entity. such as a JTIF In
order to protect the technique and any FBI-1ssued AFID an SA or a TFO using the covert
approach must not affiliate by disclosing his or her true wdentity or actual employment with the
FBI or other LE or intelligence agency. but instead must hand off the PCHS 1o another SA for
further evaluation and an affiliated recruitment An SA or a TFO m covent status may be
permutted to affiliate only m extremely rare circumstances and with appropnate approvals (see
subsection 3.7.2 4 4. “Transition From Covert to Affiliated Approach™)

(U//FOUOQO) The covert approach entails the use of an FBI-1ssued AFID. therefore. it requires a
well-devised operational plan to protect the techmique and use it effectively. while weighing 15
use against less intrusive investigative methods to aclueve the assessment s objectrve(s) The
factors to consider wiule crafting an operational plan mclude the level of sophistication of a

given PCHS target: the known or presumed reluctance of a PCHS fo talk to the FBL a member of
other LE agencies. or the USIC; and the likelihood of extended contact with and or overheanng
by third parties at a any planned meetings with the PCHS

(U//FOUQ) The covert approach used in a Type 5 assessment 15 not considered to be undercover
activaty that 1s subject to the provisions of DIOG subsection 18 6 13 The dishnction hies m the
authonzed purpose of the Tvpe 5 assessment, which 1s to seek information to wdentify evaluate
and recnut individuals as CHSs. By contrast. undercover activity mncludes the use of a false

identity to obtamn intelligence or evidence from a subject or other person of nterest Accordmgly
the “five meeting” rule applied to UCO 1s not applicable to Type 5 assessments.
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(L/FOUD) Inherent m utthzmng the covest approach w not revealing the true purpose of the
contact with indsviduals encountered under a CHS wdentification plan or with a PCHS (1 e the
purpose of identifyang o evaluanng the person as a PCHS) Therefore, the SA must enswe that
the purposted purpose used for contactng the individual or PCHS

= (LVFOUO) Is plansible

= (U/FOUO) Would not reasonably be expected to violate the nghts o1 damage the
reputation of another pesson or entity

» (U/FOUO) Does not umply that adverse legal consequences may follow to the ndividual
or PCHS (o1 persons close to them) if the individual or PCHS declines to speak with the

SA or TFO

(U/FOUO) Moreover. the covert approach 1s permutted only 1f using it 1s not reasonably
expected to adversely affect the nghts or damage the reputation of another person (e g . the
PCHS or other third parties) o1 to have reasonably anticipated adverse legal consequence. and 1ts
use must further the objective(s) of the Type 5 assessment

3.7.24.L (U/FOUO) Covert Approach Requirements

(U/FOUQ) Covert approach requirements must be met when an SA plans in advance to use the
approach. pnor to contacting the mdividual or PCHS Covert approach requirements may also be
tggered 1n situations where a CA. wiule not revealing his or her true identity dunng contact
with a PCHS. finds 1t necessarv to represent, erther affirmatively or through demal. that the CA’s
employment 1s something other than with the FBI and where the CA has used or will use an
FBI-1ssued AFID For a TFO. this means that the TFO. while not revealing his or her true
wdentity duning PCHS contact. finds 1t necessary to represent. either affirmatively or through
demal that the TFO's employment 1s something other than with the parent LE or intelligence
agency or the particular FBI mvestigative entity. such as a JTTF The TFO m thus case has used

or will use an FBI-1ssued AFID

(U/FOUO) In either of the above situations. 1f the SA or TFO intends to continue to make these
representations in the next substantive contact (meaning. a contact that 1s not made for the
purpose of or related to scheduling the next meeting). the SA must obtam pnior approval through
a written request. as set forth i subsection 3 7.2 4 2 below

(U/FOUO) In addition. 1n order to use the covert approach. the SA or TFO must have

successfully completed an advanced DI- 5pm15m'ed HUMINT course (1€ -

Successiul completion of equivalent "\IIN'[ trazmung provided by other agencies will be
cous:Wasts and approved by the [} The Central Intelligence Agency s
(CIA) 15 considered equivalent trammg and does not require
FBIHQ approval A request for oval of equivalent traiming must mclude the name of

the agency providing the trauung the course name. and the curriculum and length of the course
and 1f must be sent to attention of the [Jjfor approval
(U/FOUO) Smnce use of an AFID 1s mvolved. the SA must obtan the AFID mn accordance wath

requerements 1 the | o successor PG Moreover
any AFID utilized during the evaluation and recnutment process must be official. FBI-

1T
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recopmzed backstopped. o1 wsued documentation tha 16 conssstent with the standards set forth
B
17242 (U/FOUO) Request to Use the Covert Approach

(U/FOUO) A request to use the covert approach must be subromted via B2 (or sscressor fosms
Delta) for appnoval as detaled below I the SA antcpates the operational need for the approach
before the Type 5 assessment 15 opened the request for the approach should be mcluded m the
Type 5 assessment operung request [f the need for the covert approach anses Later the request
must be made 1n a separate FC (or successor form m Delta) For exanaple . thss cueummstance
mapght occur where the SA utihzes a nonaffiliated approach i 2 pending Type 5 assessment bag
during the contact. finds it necessary to utihize AFID and to either affinmatevely or fsough a
demal that the SA's employment 15 something other than as 2 LEO or person m 2 comparable
position in the IC The request nust mchide

e (U//FOUQO) The reason(s) why use of the affiliated or nomaffibated approaches would not
be feasible in that particular CHS identification. evaluation or recrustment If the
operational need to use an FBI 1ssued and backstopped AFID arose durmg fhe open Type
5 assessment, and the SA found it necessary to represent esther affinmatrvely or thwough
demial something other than an affiliation with LE (or IC equivalent; the SA must
explain the circumstances that necessitated this use of the covert approach and why future
substantive contact(s) by the SA are feasible and operationally consistent with the
purpose and objective(s) of the assessment

e (U//FOUO) An explanation of the proposed CHS identification. evaluation or
recruitment strategy’operational plan for using the covert approach and how ussag o wall
assist with further evaluating the individual = or PCHS s placement. access suutabeisty
susceptibility to becoming a CHS. and possible secunty concerns Factors that should be
considered and addressed as appropnate include the level of soplustication of 2 grven
PCHS target: the known or presumed reluctance of a PCHS 1o talk to the FBlor 3
member of another LE or IC agency. and the ikelihood of extended contact weth andor
overhearing by third parties at a any planned meetings with the PCHS

» (U/FOUO) A description of the SA ‘s plan to transiion the relatonshsp to another SA
and remove or distance ham- or herself from the mdividual or PCHS Nose Multple
handoffs may occur duning the evaluation process The offer of recrmtment however
must be made by an SA who has fully affihated him- or berself wath the FBL

e (U/FOUO) An explanation of how the AFID wall be {or was) used dunag contact with
the mndividual or PCHS. and whether the PCHS will observe or has observed the AFID

e (U/FOUO) The dates of the SA's attendance at an advanced Di-sponsored HUMINT
course (or a DI-approved trammg equivalent) as specified 1o ssbsecon 1 7 241
“Covert Approach Requirements ~

¢ (U FOUO) The date of undercover emplovee (UCE) cemification. if recerved Although
undercover activity 1s not permutted 10 an assessment and the covert approach 15 sof
considered as such. UCE expenience 1s a relevant factor to consader i the approval
process

3.7.2.4.3. (U/FOUO) Approval te Use the Covert Approach
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{(U/FOUQ) Requests to use the covert approach must be approved by the SAC (non delegable)
17.244. (U/FOUQO) Tramsition From Covert to Affiliated Approach

{(U/FOUQ) In order to protect the covert approach. especially since an AFID 1s involved, an SA
using the approach 1s not penmtted to affiliate by revealing his or her true identity or
emplovment to the mdividual or PCHS Instead. the SA should develop a relationship with the
mdividual or PCHS to successfully ascertamn the PCHS' placement, access, sutability,

susceptibility, accessiblity, and possible operational secunty concems. to the point where that
' can be transitioned to another SA—or SAs. 1f more than one handoff 1s deemed
operationally feasible—for an eventual affiliated recruitment

{(U//FOUQ) A rare exception to the requirement to hand off the PCHS when using the covert
approach 1s 1f 1t becomes operationally necessary to do so, and no other viable option exists to
successfully recrust the individual or PCHS This curcumstance should rarely anse and. because
of the sensitiaty associated with the techmque. the request must be given heightened scrutiny by
the approving official.

(U//FOUO) SAC (non-delegable) approval to affiliate from the covert approach 1s requured. This
approval must be sought whether or not the AFID was subsequently presented to the individual
or PCHS The affihation request EC_ directed to the SAC. must address:

s (U//FOUO) The reason(s) why the SA believes that affiliation. as opposed to
transtioning the PCHS to another SA_ 1s operationally sound and will not compromise
the evaluation or recrutment effort.

s (U/FOUO) The circumstances of the covert approach (AFID) used
* (U/FOUOQ) The type of AFID

= (UF/OUQO) Whether the AFID was actually presented to the individual or PCHS and. 1f
so. m what form and manner

e (U//FOUO) The SA's plan to affiliate
e (U/FOUO) The SA's level of HUMINT or other relevant operational tramng.

e (U/FOUO) The SSA’'s comments regarding the SA ‘s ability to successfully affiliate in
the particular CHS identification or evaluahion and recruitment scenario.

37.245. (U/FOUO) Approval to Transition From the Covert Approach to the
Affiliated Approach

(U/FOUO) SAC (non-delegable) approval 1s requured to affiliate from the covert approach
37.24.6. (U) Use of the Covert Approach by IAs on Publicly Accessible Web Sites

(U/FOUO) Dunng a Type 5 assessment. [As may access publicly accessible Web sites While
accessing these Web sites, an [A need not always affirmatively disclose FBI affiliation or reveal
his or her true idemiry (e.g . use an alias) If registration 1s required for access to the publicly
available Web site. the A may use the covert approach to provide the muminmum amount of
mformation required for registration Withholding affiliation 1s pernutted only 1f doing so 1s not
reasonably expected to violate the nghts or damage the reputation of another person or to have
reasonably anticipated adverse legal consequences
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(U/FOUO) An FO-assigned 1A s use of the covert approach while accessmg publically avalible
Web sites requires pnor ASAC or semior supervisory mtelhigence analyst (SSIA ) approval (non
delegable) Use of the covert approach while accessing such Web sites by an FBIFQ asigned

1A requires prior umt chief (UC) approval (noni-delegable) In addition, prior 1o use the alias and
other associated alias identification mformation must be approved by the 1A’s supervisor and 2

notification of 1ts use provided to the FHlHQ_fu trackmp

and deconflicion purposes

(U//FOUQ) The request to use the covert approach must be documented by EC or 2 successor
form in Delta. This request may be inchided i the opening Type 5 assessment EC or 2
subsequent EC_ The EC must include the justification for usmg the covert approach mcluding

e (U//FOUQ) The reason(s) why the use of a less mtrusive method for obtamng
mformation or conducting the online activity 1s not feasible

e (U//FOUQ) Details regarding the alias to be used by the IA

e (U//FOUQO) The IA's successfully completed tramning on the use of mmsamnbutable
systems_ if relevant

e (U//FOUO) The Type 5 assessment the covert approach will be used to support. if the
request 1s made subsequently to opemng the Type 5 assessment

(U//FOUO) A separate EC 1s required for each Type 5 assessment m whach the coven approach
will be used. even if the approved AFID 1s the same for more than one assessment For example
if an IA would like to use the name “Jane Doe.  e-ma:l address ydoe@emal com as an ahas »
more than one Type 5 assessment. the LA must request approval for use of the covert approach m

each of the Type 5 assessments separately For puidance regarding musattnbutable Internet
sccess i v

(U//FOUQ) 1As may not interact with anyone online (e g . by participating i chat rooms.
responding to solicitations. or providing feedback) In other words. [As mayv only passively
observe. Publicly available Web sites may require registration. however. thus does not
necessarily make them restnicted-access Web sites If anyone n the seneral public nuay regsster
and set up a username and password. the Web site 1s considered publicly available and therefore
IAs may access 1t duning a Type 5 assessment after obtaimng covert approach approvals as
specified above Furthermore. 1if a Web site requures the purchase of access. 1t 1s considered
publicly available if anyone in the general public can purchase access However. an IA may not
access a Web site 1f 1t 1s owned. opﬂated admumistered. or run bv a subject of the assessment or
predicated mvestigation. as this may be considered undercover activity. whach 1s probubsted
during an assessment

(U/FOUQO) IAs may access publicly available social networking Web sites However. IAs may
not provide any additional covert identification information bevond the mumnnim requared for
registration (e g . name. e- mail address. and physical address). Providng addional mformation
(e g.. interests. photos) 1s more than mere registration and 1s not permuited for IAs dunag a Type
5 assessment If a Web site restnicts access to only “fnends™ or has other access mutanons (e g
only persons from a certamn school may register), then it 1s not consadered publicly accessible.
and access by IAs 1s not pernutted dunng a Type 5 assessment [As may not uutiate or W
“friend” or siular social network contact requests durmg a Type 5 assessment
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B i i o Type S assessment w the evaluation and recrmtment phases In addstion 1o

comphance with all DIOG and FBI CUS pohicies. the pomts below must be speaifically
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isl. (1) Fike Reviews

) The CA's on TA s nnmeduate supervisor must prepane a file review every consecutive

90 day penod (ad every consecutive 60 day peniod for CHS matters undertaken by probationasy

The file review mnst be documented i an 1C (o 2 sucoessor form m Delta) and
I b file for 3 Type 5 assessment in the ident fication phase or i the

addvessed m the file review
* (1N For an assessment m the wentification phase the file review st address

o

L%

L‘\

(LFFOUO) Whether investigative methods have been used properly (see subsec ion
16 . Authonzed Investigative Methods in Type 5 Assessments  All Phases )

{(L/FOUO) Whether the wentification plan successfully narrowed the field to a pool
of mdividuals who mught have appropnate placement and access

(U POUO) Whether resmbursable expenses incurred by an SA_if any. were

reasonable and propesly anthonzed (see subsection 1 9 1 Identification Phase
Fundang )

(U FOUO) Whether the progress made in the CHS dentification mtative justifies

its continuation for an addimional 90 days (60 days for probatonary employees) 1If
contmuation 1s deemed justified. the S1A or SSA must document the rationale for

keeping the Type S assessment open

o (1) For an assessment n the evaluation and recruatment phases the file review must

address

o

&

Q

0

(U FOUO) Whether authonzed nvestigative methods have been used properly

(UFOUQO) Whether reimbursable expenses incurred by an SA 1f any. were
reasonable and properly authonzed

{(U/FOUO) Whether a PCHS was tasked to provide information or was paid for lus or
her services or expenses

{U/FOUO) Whether a PCHS can or should be recnuted

(U'/FOUQ) Whether the Type 5 assessment should continue for an addinonal 90 days
(60 davs for probationary emplovees) If continuation 1s deemed justified. the SIA or

SSA must document the rahonale for keeping the Type 5 assessment open

39 (U/FOUO) Funding for Type £ Assessments

(U/FOUO) Funding 1s available to cover reasonable costs directly supporting the identificanon
evaluation. and recnutment phases of a Type S assessment as detailed in the subsections that
follow For the identfication phase. SAC payment authority 1s $1 000 for each assessment
opened. for the evaluation and recnntment phases. SAC pavment authonty 1s $5 000 for each
assessment opened Unlike investngative funding SAC paviment authonty for Type 5
assessments 1s not automatically renewed at the beginmng of each fiscal vear (FY) FOs.

however, may seck addional funding authonty as set forth below
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(UIFOUO ) In ondey 1o deternmie the sppnopstate Tandsng swnsr hmi 2 "
the followng rules apply

o (UIFOUG) A Type 5 assessment conducted Ty a HUMINT squad St sagprns =~ ' I
positive foreipn nielligence {wrjmmmmlwmm B
o (UMFOUQO) A Type 5 assessment condocied by 2 HUMINT sopad fhest o 7 o A A
preducated investgation nmst ubilize appropriate slstantsve progras R o S
o (UIMFGUO) A Type 5 assessment conduscted by 2 subvaastyr squad m supgent of a0 - e F
assesument o1 predicated mvestigation pust atilize appeopnate sllantve progsass 000
flll’ll'.ﬂlg =

3.9.1. (U') Identific ation Phase F unding

(U//FOUO) In the identification phase approprate expendstures may melude the 54 ¢ o] and
fees associated with an event or conference @ which an SA expects o sdentely mdovahals it

placement and access With prior ASAC approval lghn refreshunents for 2 group of sdnaduals
m this phase may be approved for up to $100 pes event or gathermg Thes §100 e does not
include expenses attributable to the SA (such as meals and mesdental expenses IMETE] and ofies
muscellaneous expenses) which duectly suppost the CHS identification effont

(U//FOUQ) If a PCHS 1s wdentified during the identification phase sdentsfication phaw Seudes
will not cover meal and entertaumment expenses associated with the 54 s evaluaton and
recruttment activities  In order for that fundeng to be made avasiable a5 decassed 1= plbsartan

} _ “Identification Phase ~ a separate Type 5 assesunent w the svaluation and secramess
phases must first be opened

(U//FOUQ) As noted 1n subsection t 5 Fundme for Type 5 Assesaments ™ SAC paypesl
authonty mn the identification phase 1s $1 000 for each assessment opened ASAL appeoval
required for expenditures up 1o or equal to $1 000 Reguests for enbanced pavenent suthorsy
exceeding $1.000 for any dentification mstiatrve must also be approved by e ASAT Kde
enhancement request 1s for a Type 5 assessment that 15 conducted by a8 operational sprad o
supports a predicated investigation other than 2 PFL the enhancement request st be sl v
EC. to the appropnate FBIHQ operational unnt If the enhancement request m for 3 Twpe 5
assessment conducted by a HUMINT squad that supports an assessrment or 3 PF] mveestigution.
the request must be sent via EC. to the appropnate [Juas

3.9.2. (U) Evaluation and Recruifment Phase Fundmg

(U//FOUQ) Once a Type 5 assessment 1s opened on a particular mdrvidnal = the svaluation or
recrustment phase, funding may be used to cover reasonable expenses the SA b mouredss |
direct support of the evaluation or recrustment of the PCHS  Thes fundeg may also swhaie
reasonable travel expenses meurred by the PCHS to meet with 20 SA = Sxferance of the T
recnutment Funding may not. however. be used 10 resmburse 2 PCHS for amy cxprsses oo
re]atedtcrnxelexpmsﬁ or to make service pavments o PCHSs Such pavmests 2o sppuopsie h
mﬂ\mﬁmemshmkmmdmmmmaaﬂmmhMua T !
fully opened. operanonal CHS k)

(U//FOUQ) As noted m subsection 3 9 “Fundang fior Type 5 Asscosanents ~ S8C ¢ v A
authonity may not exceed $5 000 per assessment With ASAC approval &mqﬂ 5 S R
additional payment authonity. If the enhancerncnt sequest 1 for 3 Twpe 5 mncssment e =~
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conducted by an operational squad or supports a predicated mvestipation other than a PFL the
enhancement request must be sent to the appropnate FBIHQ operational umt If the enhancement
request 1s for a Type 5 assessment conducted by a HUMINT squad that supports an assessment
or a PF1 mvestigation the request must be sent to the appropnate unit

(U/FOUO) Generally. expenses in the evaluation and recnuutment phases will be for meals and
entertainment mcurved i the recrutment of a particular individual I 11 15 not feasible to obtain
an advance of funds to cover these expenses. the SA may pay up to $100 duning the Type 5
assessment prnior to submutting the draft request The draft request must be submutted within five
calendar days when the $100 lumut 1s reached

(U/FOUO) When an SA pays for a meal i the course of recnuting a PCHS  the full cost of the

meal may be covered. provided that the expense 1s reasonable under the circumstances
Government per diem rates may be used as a puude for reasonableness but are not determnative

Expenses for the SA’s meal must comport with government per diem rates ASAC approval 1s
required m order for the SA to exceed the government per diem amounts

(U//FOUO) A gft to a PCHS may also be allowed 1f 1t 1s deemed operationally appropnate. The
gift may not exceed $50 and requures SAC approval The acceptance of gifts by an SA from a
PCHS 1s govemned by subsection 2 3 1 “Gafts ™

39.21. (U) Evaluation and Recruitment Phase Funding Requests

(U/FOUQ) SAs and SSAs must use discretion and exercise fiscal responsibility in determuning
what type of activity 15 appropnate 1n a particular recrtment scenano. In determimng whether a
particular expense 1s an appropnate use of resources and 1s operationally sound and effective the
requesting EC must address

e (U/FOUO) Whether the SA 1s using the affiliated. nonaffiliated. covert using true name.
or covert approach

e (U//FOUOQ) The impact that the expenditure 1s anticipated to have on the SA"s ability to
mteract effectively with the PCHS. Expenses that do not enhance the SA's ability to
evaluate and develop a relationship with the PCHS should not be approved

(U/FOUO) Each request for funds must receive prior ASAC approval The EC request must also
reference the assessment or predicated investigation used to support the opening of the Type 5
assessment (evaluation and recrustment phases). or the threat program and CPI code(s) the PCHS
may support upon successful recnutment.

3.10. (U/FOUO) Duration and Closure of a Type 5 Assessment

(U/'FOUO) The effective date of a Type 5 assessment 1s the date on which the highest level of
authonty required approves the openung EC (or successor form i Delta). A Type 5 assessment
may continue for as long as necessary to aclueve 1ts authonized purpose and clearly defined
objective(s). as set forth in the three phases above. or when 1t 1s detemuned that the named
subject cannot or should not be recrusted as a CHS

(U/FOUO) When closing Type 5 assessments. the following language must be included i the
synopsis section of the closing EC

o (L/FOUO) Type 5 assessments closed on a specific named individual who 1s then
opened as a CHS 1n Delta (Note: All documentation related to the successfully recruted
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PCHS miust be transferred out of Sentmel and placed mito the newly opened CHS Delta
file)

“The information from this assessment mmst be mamtamed m Dela
e  (U/FOUQ) All other Type 5 assessments
“This assessment did not wamrant further investigative effort at Gus tmoe =

(UIFOUO) Any dassemmmnation from a closed Type 5 assessment ranst be conducted
accordance with disserination pudance on CHS closed files and consistent with the princaples
discussed m Section 15, “Iisclosure of 2 Confidential Human Source s Identaty '

310.1.  (U) File Maintenance and Disposition

(U//FOUOQO) Inasmuch as Delta 1s the official recordkeepmg system for FBI CHS reconds all
CHS related documentation must be filed m Delta unless specified otherwse (see Section 16,
“Adminstration of Confidential Human Sources) However until Type 5 assessment files can
be managed in Delta, open and closed legacy paper files o records seralized mto Sentinel must
be mantamed mn the CFR or safeguarded as ‘prolubsted” files i Sentinel Records relating to
PCHSs that are in the identification evaluation and recrutment phases are filed mto the file

ctasscanon o v N

(U) The disposition of closed Type 5 assessment legacy paper files 15 as follows

o (U//FOUO) Files for Type 5 assessments m the identification phase must be destroyed
five years after the file 1s closed

o (U//FOUO) Files for Type 5 assessments m the evaluation and secrustment phases mmst
be destroyed five years after the file 1s closed The approved disposition authonty for
records filed under classification -:s_ -

e (U//FOUO) Once a PCHS has been successfullv recruited and his or her reconds have
been mmaged. verified as complete and accurate and placed i Delta under a
source number. all hardcopy records related to the CHS filed under the may
be destroyed Records related to a PCHS that are created in Seatnel are not authonzed

for disposal at this tme and must be retained until a dispostion schedule 15 approved for
these records
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4. (U) Opening and Reopening a Confidential Human Source

4.1.  (U) Use of the CHS Program
(1) The AGG-CHS define a CHS as

(1) Any mdividual who 15 believed to be providing useful and credible information to the
FBI for any anthonzed wformation collection activity, and fiom whom the FBI expects
or mtends to obtam additonal useful and credible information i the future. and whose
wdentity, information. or relationship wath the FBI warrants confidential handling

(U//FOUO) Use of the CHS program should comport wath this definition and be based on the
followmng cntena
e (1)) The FBI has established a relattonshup with an mdividual who 1s aware that he or she
1s working wath a representative of the FBI. and the FBI intends the relationship to be
onpomeg
» (1)) The FBI recerves valuable information from the individual on a recurming basis in

support of an FBI assessment or predicated imvestipation. whether i response to taskings
or as volunteered mformation

s (1N The mdividual s relationshup with the FBI creates a need for confidentiality

() An SA must not open an imndividual as a CHS 1f there 1s no logical reason for confidentiality
or if the individual holds a positon that would normally compel hum or her to provide the
mnformation In addiion. swom U S LEOs may not be opened as CHSs The only exception to
this rule 1s that the SAC may approve the operation of a swom LEO who has agreed to report on
matters involving civil nghts or public commuption within his or her employing entity Sinularly,
crnime victims generally should not be opened as CHSs because their use 1s limited m terms of
tume and the nature of the assistance they will provide

4.2,  (U)When a CHS May Be Tasked

(U//FOUO) A CHS may be tasked to collect information. intelligence. and evidence and/or
provide other assistance only when all of the following have been accomplished:

1 (U/FOUO) The opening communication has been approved

2 (U/FOUO) All requusite approvals, including (1f necessary) those from agencies outside
the FBI have been obtained

3 (U/FOUOQ) The CHS has been provided the appropnate admomshments regarding the
nature and parameters of hus or her relationship wath the FBI (see Section 5.
“Confidential Human Source Admonishments )

4 (U/FOUQ) Requured approvals for the specific tasking (e g . otherwise illegal activity
[OIA] or consensual momtoring) have been obtained

S. (U//FOUQ) The CHS has met with the co-CA.
43. (U) Source-Opening Communication

(U/FOUQ) Before an SA prepares the source-openung commumcation. the FO must conduct a
umversal query fo determune whether the individual has already been opened as a CHS
another FO or legal attache (Legat). In addition. the SA must do a deconfliction search m Delta
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to ensure that the mdividual m question 1s net currenstly open m another oficr or was prevsously
opened as 2 CHS Tlus search must be completed and the results noted withan the opemng
commumcation FOs are also expected o conduct local quenes and mose comprehensive
searches. as appropnate. and 1o document the results m the sougce openang commmuoe ation, &
set forth below

(U//FOUO) If the CHS was previously openied, the opermg commurncation st state the reamon
why the CHS was closed If the CHS was closed for cause, exther by the FBI or another agency

additional approvals and review will be requured (see submection 4 5 1 "Request o Reopen a
CHS Previously Closed for Cause ” and subsecton 18 1 “Future Contact with 2 Closed CHS™)

If the mdividual was not previously opened the commumcation should smnply state that the
requred deconflicion search was completed with negative results

(U//FOUO) Only an SA (CA or co-CA) may prepare the source-opemng communication A TFO
assigned as a co CA 15 not permtted to prepare the opening commumcation The SSA must
review the commumcation and deterrmne 1f the mdividual should be opened as 3 CHS I the

SSA approves the communication, notification of the openng must be sent 1o the appropriate
I ot Other approvals and/or notifications described elsewhere in this PG such as approvals
that must be made by the SAC or by other apencies may also be requared

(U//FOUQ) The Delta sousce -opemng commumcation must contan
1 (U/FOUO) The CHS s biographical mformation. including has or her

e (U//FOUO) Full name. any relevant information related to hus or ber name (e g
Chinese numeric designators). and any known ahases

e (U/FOUQ) Date of barth
e (U/FOUQO) Place of baurth

s (U//FOUQ) Physical descniption. including sex race, height weight. hasr color eye
color. scars. marks_ tattoos. and anv other available mformaton

e (U//FOUO) Current residence
« (U//FOUQ) Contact numbers (e g . home phone cell phone. pager)
e (U//FOUO) Social secunty number (SSN)

e (U//FOUO) Dniver's license number, state where 1ssued (e g Virguua South
Carolina). and date icense 1ssued

e (U/FOUO) Citizenship
e (U/FOUO) Alien status_ 1f applicable (e g visstor. student diplomat).

e (U/FOUO) Current and prior occupation. employer. work address. phone number.
job utle. and nature of job. if known.
= (U/FOUQ) Photograph (print or electronic)

(U/FOUOQ) Information on the CHS s previous relanonshsp with the FBI and othes LE
and intelligence agencies. including:

I
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(L/FOUO) Whether the person curvently has. on previously had a relationshap with
any other 11 o mielligence apency and. of so_ the name of the agency involved 1 the
person was 4 CHS who was closed by anothes apency reasonable efforts should be
made 1o determune why the CHS was closed and the SA st document that 1eason
mlhrm comumumication 1 the SA ascestains that the person was closed by
another for a veason that under I pohicy. would constitute closig o cause
adds approvals and review wall be requared (see subsection 15 Requirements
fon Rmn CHS. " and subseviion 18 1 "Futwe Contact With a Closed CHS )
The SA must desctibe i the opening commumcation the stiategry to be used o
nutigate any sssues posed by operating the CHS

o (SUNF) The above stuatepy may include operational testing, of deemed
approgiate

(LVFOLO) Whether the CHS was previously opened as a CHS by the FBL If so.

state the reason why the CHS was closed 1f the CHS was closed tor cause either by

the FBI a1 another apency additional approvals and review wall be requured (See

subsection 4 5 Requuements for Reopening a CHS and subsection 18 1 "Future
Contact With a Closed CHS

(LWFOUO) Any promuses or benefits that have been given to the CHS by the FBI
FPO_or any other prosecuting or LE agency (1f known after exercising reasonable
efforts), and the terms of such promuses or benefits

(U7FOUO) Information related to operatng the CHS . including

(UFOUO) The mvestigative classificanon(s) and/or threat on which the person 1s

expected to provide mformanion and the type of mformation he or she 1s expected to
provide

(U/FOUO) The geographical areas of operation (e ¢ countnies. states. cities. zip
codes) where the CHS could be used

(UFOUO) The subject or group on whom the CHS 1s expected to repont

{UFOUO) The CA and co-CA s names The SA must state whether the co-CA 15 an
SA or a TFO 1f the coCA 15 a TFO the opening commumication must identify the
TFO s agency and indicate whether that agency brought the CHS to the FBI

(U/FOUO) Documentantion that the co-C A has met the CHS If this meeting has not
vet occurred when the CHS 1s opened. 1t must take place before the CHS 1s tasked
and be documented m the CHS s maimn file The meeting may be documented by any
comnmuncation which evidences the co-CA s presence. such as a CHS reporting
document payment recespt. or admomshments

{UFOUO} The FO and squad or Legat that wall operate the CHS
(U/FOUQ) The CHS 's pavinent name (see subsection 16 ¢ Pavment Name )

(UVFOUO) A request for code name. if needed for double agents (DAs) non-DAs m
jomit operations. defectors. recnutments-m-place (RIPs) or unusually sensitive CHSs
(see subsection 16 4. “Code Name )
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(UIOUO) e CHS s motrsation w providing wdneryation Hmm =gl
whamld be hated incinding any conssderation sought fom the giverment fon e~
assistance and whether the person has 4 plhea aprecment with, o 1 wriong o L] Sl e
consider ation from. vy prosesuton s office

(UIFOUO) The person’s aceess 1o the mformation hie o she 1 smpecied to provide

(U/FOUO) Whethes approvals are requured pursusd & Sertios 6 “(:uim
Human Sources Requning Department of Justice Approval for Ogesaion ™ 5o 3
lead must be sent 1 the o voufy tie Humamn Soucr Review Comnmmstiee
(HSRC)

(U) ltems pertaaning to the CHS s background. mckadeng

(U/FOUO) Whethes the CHS has a commna hastory 15 reasonaldy beleved 1o e the
subject or Larpet of a pending cramnal svestspation. s under arest o lias been
charped 1n a pending prosecution

(S//NF) A request for a CIA name trace of the CHS » pramacly reporting on sational
security matters. ravels mternationally more thae five times anmually. or w28 Smgd
a fore1pn national a current or former CLA employer 2 CIA confractor o 2 CIA
apphcant If the SA cannot obtamn the mformation with CHSC asemstance 3 sequest
may be sent to the wﬂpm-mmrmhfhwm&m
check and notify the FO or Legat of any relevant information obtamed

(U) Imnugration and Customs Enforcement (KCE) checks for CHS enmgeds who ae
foreign nationals

(U//[FOUO) A svnopsis of positive search results of Umversal Index (LUNT) ar the

replacement system used for catalogumg subjercts of FBI mvestigations If secessary,
include a statement of concurrence (see mubsechion 16 6 Postive Recosds Chedks

and Concurrence to Operate )

(U/[FOUQ) A synopsis of positive search results of E1 SUR revord checks
(U//FOUOQ) A synopsis of posttrve search results of the Nauonal Come Infosmation
Center (NCIC) and local cruminal hustory checks If necessary. mchude 2 statessens of
concurrence for the relevant FO or agency (see subsechios 16 6 "Possrvr Revorde
Checks and Concurrence to Operate ~)

(U//FOUO) Any relationshup the person has with any FBI emplover (e £ henther,
mother friend roommate. business partner)

(U) Additional Background Information and Records Checks

(U/FOUQ) The information hsted below. 1f reasonable to obtain mmust be documented befies .j 2
the CHS 1s tasked and updated promptly 1f 1t changes e R

(U/'FOUO) Past occupations. including emplover. mmmmﬁm
and nature of job. 1f known

(U/FOUQ) Language abilities (spoken and wiitten) other thas Englsh
(U FOUQ) Skalls and hobbes (e g . computer skalls}

-
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(U/FOUO) Relygion
(U/FOUO) E-mal address and online wdentity

(U/FOUO) Names of immediate fanily members (e g . spouse, mother, father, brothers,
sisters, children)

(U//FOUO) Past ressdences
(U/FOUO) Educational level and. if applicable. cuuvent student status

(U/FOUQ) Security clearances or other accesses held (The person may disclose that he
or she possesses a clearance but may not disclose the level of the clearance )

(U The records checks listed below must be made 1f deemed useful in evaluating the
mdividual ‘s background or anticipated operation. They include

4.5,

{S//NF) DOS records checks to obtan information about foreign nationals who have
applied fora U S wvisa or U S citizens who have applied for a passport. If the mformation
cannot be obtamned locally. a request may be subnutted to the Waslungton Field Office
(WFO) Tlus request should mclude identifying mformation about the quened CHS

(U//FOUQ) Requests to Legats for background checks for CHSs who have foreign
citizenship or who have spent a substantial amount of time 1n a foreign country, 1f
mformation can be obtamed without compronusing the CHS s relationship with the FBI
A name check for a CHS who 1s a foreign government official or employee will almost
certamly result in the CHS s compronuse  The Legat should be consulted to determune
what information may be available without notification to the host country.

(U//FOUQ) Other database inquures (e g . Financial Crimes Enforcement Network
[FinCEN]. Lexus Nexus. Treasury Enforcement Communications System [TECS])

(U) Requirements for Reopening a CHS

(U//FOUO) In order to reopen a CHS who was previously closed. the SA must generate a source
reopening communication. which must:

e (U/FOUOQ) Assign the CHS his or her previous “S” (symbol) number in Delta. If the

CHS was previously opened prior to the implementation of Delta. the CHS must be
opened 1n Delta. citing the file number from the legacy file

(U//FOUO) Satisfy the requirements of subsection 4 3 . “Source-Opening
Commumication

(U/FOUO) Indicate that the CHS 1s being reopened and provide the reason why he or
she was previously closed. If the CHS was ever closed for cause during any pnior period
of operation. then both the reopening procedures and approvals set forth in subsection

4 5.1 “Request to Reopen a CHS Previously Closed for Cause ™ and the provisions m
subsection 18 1.2 “Closing a CHS for Cause.” apply

(U//FOUQ) The approval levels for reopening a CHS are the same as those for openung a CHS
for the first tume. unless the CHS ‘s status has changed so as to require additional approval (see
Section 6 “Confidential Human Sources Requinng Department of Justice Approval for
Operation. and Section 7. “Confidential Human Sousces Requinng Additional Approvals™).
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and/or the CHS was closed for canse durmg any peniod of operation Hﬁﬂﬂﬂm
closed for cause the approvals set forth i subsection 4 5 1 “Kexquest to Beopen 3 CHS
Previously Closed for Cause ™ apply

45.1. (1) Request to Reopen a CHS Previously Closed for Cause

(U//FOUO) Before mtiating contact with or responding o contact from a CHS previously closed
for cause SSA approval must be obtamed in accordance with subsertion 12 3 “Future Contarct
With a Closed CHSs

(U//FOUQ) A request to open a CHS previously closed for cause nmust mclude the mformation
described 1n subsection 4 5 above After stating that the CHS was closed for canse and the
reason why he or she was closed. the followng addmional mformation must be provided

e (U//FOUO) The date on which the CHS was closed for cause or_ of the CHS was closed
for cause on more than one occasion. the date of each such closure

e (U//FOUO) Details supporting each decision to close the CHS for canse

e (U//FOUQ) Details regarding the antscipated use of the CHS if reopenmg s approved
e (U//FOUOQ) The reason why the use of a different CHS and/or mvestigative techmgues
would not be as effective as the CHS in achieving the objectives for the case

e (U//FOUO) Controls that will be placed on the use of the CHS 1o mumsnuze the rusk of
harm to others or to the investigation

(S//NF) A request to reopen a CHS previously closed for cause must be approved by the SAC
(nondelegable) and by the AD. DL (nondelegable) whose decision nmst mchade 2 findms 25 10
whether the benefits of reopening the CHS outweigh the nisks of reopenmng the indsvidual After

AD approval has been granted. operational testing requirements must be conducted by the CA

accordance with Section 20. "Confidential Human Sousce Validation ”
4.5.2. (U) Closed CHS Reopened by Another Field Office

(U//FOUQ) When a closed CHS from one FO 1s reopened in another FO_ the prevaous FO CHSC
must furmish to the new FO CHSC copies of any documents m the file that are not avaslable
through Delta A copy of the entire file must be sent to the new FO CHSC upon request In
addition. the new OO CHSC must promptly be provided wath any mformation that reflects
negatively upon the reliability of the CHS
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of the admomshments

(U/FOUO) The comtent and meamng of the followmng admomshments must be clealy conveyed

o (U/FOUO) The FBI on 1ts own cannot promise of agree 1o any ity foom
prosecution or other consideration by an FPO_ a state or local prosecutor. or 2 count m
exchange for the CHS s cooperation. because the decision 1o confer any soch benefit bes
within the exclusive discretion of the prosecutor and the court. However the FBI wall
consider (but not necessanly act upon) advismng the appropriate prosecuton of the nature
and extent of the CHS's assistance 1o the FBI (Thas instruction should be grven of there »
any apparent 1ssue of crumnal hiability or penalty )

e (U//FOUO) Unless specifically authonized by the FBI, the CHS 15 not authorzed 1o
engage m any crmunal activity and has no wmunsty from prosecutson for any

unauthonzed crimnal activity (This mstruction 1s not necessary for CHSs who bave such

authonzation The mstruction should be given if the CHS 1s suspected of commuttng
unauthonzed illegal actiaty [UTA] See Sectwon 17 Confidential Haman Sowsce
Participation in Unauthonized lllegal Actrvaty,” and Sectiom 13 “Confidential Husnan
Source Participation 1n Otherwise [llegal Actrvaty )

e (U//fFOUO) The CHS 1s not an employee of the USG and may not represent lum- or
herself as such. except under circumstances where the CHS has previcusly been and
contmues to be, otherwise employed by the USG

e (U//fFOUO) The CHS may not enter mto any contract of imncur any obligation on behalf of
the USG. except as specifically instructed and approved by the FBI or under
circumstances where the CHS 1s otherwise authonzed to enter mto a contract or meur an
obligation on the behalf of the Unuted States

e (U//FOUO) No pronuses or commutments can be made except by the Department of
Homeland Secunity (DHS). regarding the immugration status of any person or the right of
any person to enter or remain in the United States (Thss mstruction should be provaded of
there 1s any apparent 1ssue of immagration status that relates to the CHS )

e (U//FOUQ) The FBI cannot guarantee any rewards. payments or other compensation to
the CHS

S3:1. (U) Subjects Represented by C ounsel or Planning Legal Defense

(U//FOUO) For additional admomishments related to CHSs who are m a posmion o obtam
nformation about a subject’s pending charges or legal defense plans. see subsection 10 7
“Obtaming Information About a Subject's Pending Charpes or Legal Defense Plans ~

3.2 (U') Emplovees of Financial Institutions

(U//FOUO) These mdividuals must be advised that thev remaun subject to the provissons of the
Right to Financial Privacy Act and must be advised that the FBI wall not knowangly accept

nformation that violates the provisions of the act This advisement must be &amd m the
CHS's file
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533 (1) Employees of Educational Institutions
(U/FOUO) These mdivaduals mmst be advised that they remam subject 1o the provisions of the
Famuly Educational Rights and Pavacy Act of 1974 (Tatle 20 United States Code [U S C )
Sectwn [§] 1232[g]). commonly known as the Buckley Amendment This statute penerally

~ prolubats educational mstitutions and then employees from releasing non-directory imformation
from records that they mamtam on individuals who attend or have attended the mstitution There
are some excephions m the statute For example, Buckley does not apply to a campus police
record about crimunal activity Advisig the CHS of the provisions of the law 1s not requured 1f
the mformation the CHS 1s providing 1s unrelated to his or her employment This advisement
must be documented in the CHS's file

534 (U) Otherwise egal Activity

(UYFOUO) For additional admonishments related to CHSs who have been approved to engage
mn OIA_ see subsection 13 5 . “Admomshments Related to O1A ™
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6. (U/FOUQ) Confidential Human Sources Requiring Department
of Justice Approval for Operation

6.1.  (U) Types of CHS That Require DOJ Approval

(UIFOUIO) The CHS opemang commminication must be completed and approved by a0 554 The
migpers I]w-rumthnwtm with 120 pursuant Lo subserson £ 0 “TH)T Beview Proordae
for CHSs Requunng DOJ Approval ~ Dusmng the 1X0] teview and approval process the CHS may
be operated in accordance with this PG

6.1.1. (U) Semior Leadership CHS5s
(U//FOUQ) The ACGC CHS defimtion of a semaor leadershap CHS 15 2 follows

(U/FOUO) A Confidential Human Scurce who 2 2 a posstion 1o exercice sagmificant
decision -making authonty over or otherwise manage and duoect the snlawful sctiven
of the participants 1 a group or orgamzation wvolved w uplewful schvities that are 1)
nationwide o1 nternational i scope or 7) deemed 1o be of lugh upmficancs o the FBI
cruimimal mvestipative prionities. even f the unlawful activiises are local or mgional =
scope. Such orgamizations shall mciode but are not lmmsted 1o sy La Coss Nosia
Famuly. Furasian Orpanized Cnme Group or Astan Cruommal Petesprise which =
recogmzed by FBl Headguarters and any domestic or istermatonal 7erronst
Orpanization, which 15 recognized by FB] Headguarters

6.1.2. (U') High-Level Government CHSs
(U//FOUO) A high-level government CHS 1s one who is exther

e (U//FOUO) In relation to the federal government or state government of 2 state or mibal
government. the chief executive or the official next i succession 10 the cheef sxecutive

s (U//FOUQO) A member of the federal state or tnbal legxslature
6.1.3. (U) High-Level Union Official CHS<

(U//FOUO) A high-level umon official CHS is one who s a president secretarv-measger or
vice president of an international or national labor unson or the prnincipal officer or officess of 2
subordinate regional entity of an mtemational or national labor smon A remonal entsty does oot
mnclude a local umon or a group of local unions. such as a distnct counnll. combsned pether for

the purpose of conducting collective bargainmg with emplovers See also subsecuos 7 10
Union Officials ~

6.1.4. (U/FOUO) Privileged CHSs

(U//FOUQ) A prnivileged CHS 1s one who 1s under the obligation of 2 legal prralege of
confidentiality State law govems the scope of lezal privileges and thesefore mav vary between
junsdictions The SA must carefully review each contact with 2 prrvileped CHS If there age
questions regarding the protection of prmileged mformation or First. Fifth and Sexth
Amendment nghts. the CDC must be consulted

(U/FOUO) An SA must generally not accept miormation from a CHS «f # relates 10 prrvilesed
commumcations. However. the use of prmileged commumcanons may be permussable in

situations mvolving a potential loss of life. serious physical myury and destructon of propesty o REK
substantial value resulting i other serious consequences or comtrbetme 1o the “ﬂi =

_— e e T — i )

SECRET NOFORN ' feass S '.-.-\"SIIE '.E



SECRET/NOFORN
(U) Confidential Human Source Pohcy Gude

sentous cnme. If such a sitation develops, the SA must notify the CDC and FPO attormey (if one
15 mvolved) The CHS’s man file must contam thorough documentation of the decision to use
privileged mformation.

6.14.1. (1) Attorneys

(LU//FOUQ) The privilege of confidentialsty extends to individuals admutted to practice law and
who are engaged in the practice of law The attormey-client pnivilege protects certan
commumcations between an attomey and a chient In addition, depending on the facts and the
law of the junsdiction_ the pnivilege may extend to those acting on behalf of the attorey, such as
a paralegal The CDC must be consulted 1f there are any questions as to whether certain
information may be subject to the attomey-client pnivilege and the extent of the privilege

6.14.2. (U) Physicians

(U/FOUO) The privilege extends to any doctor of medicine (MD) or doctor of osteopathy (DO).
and certamn junsdictions may extend the pnivilege to other medical practitioners. The CDC
should be consulted regarding the extent of the privilege 1n each junisdiction

6143  (U)Clergy

(U//FOUQ) The privilege of confidentiality extends to members of the clergy. as deternmuned by
state law. The CDC should be consulted for the extent of the pnivilege 1 each junsdiction

6.1.5. {U) Media CHSs

(U/FOUQ) The AGG-CHS define a media CHS as one who 1s affiliated with the media
6.1.6. (U/FOUO) Long-Term CHSs

(U) A long-term CHS 1s one who has been open for more than five consecutive years.

{(U//FOUQO) A CHS not reporting on national secunty mvestigations or foreign intelligence
collection matters must undergo HSRC review at the five-year mark and every subsequent
consecutive five-year peniod that he or she 1s open. A CHS reporting on national securty
mnvestigations or foreign itelligence collection matters must undergo DOJ NSD review at the
five-year mark and every subsequent consecutive five-vear penod that he or she 1s open. See
subsection 6 2 . “DOJ Review Procedure for CHSs Requiring DOJ Approval.” for more detailed

guidance regarding the HSRC and NSD approval processes.

(U/FOUQ) All long-term CHSs are subject to the approval requirements i subsection 6 2. The
continued handling of a long-term CHS by the same CA for five consecutive vears and every
five consecutive years thereafter requires SAC approval This approval may not be delegated.
and the SAC may only approve contmued handling by the CA for good cause The SAC
approval for continued assignment of the CA to the long-term CHS must be documented pnior to
submussion. detailed 1n subsection 6 2.

(U//FOUQ) The SAC may consider the following factors to determune whether “good cause
exists to continue the CA assignment:

e« (U/FOUO) Whether the CA has a umque role 1 an mvestigation supported by the CHS.
to the extent that the investigation may face impeduments due to reassignment of the CA
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e (U/FOUO) Whether reassigranent of the CA would duwmmsh the FBI' s abnlaty o obtam
information i a reliable manner due 1o the sophstication or techmcal natiwe of the CHS
reporting and the knowledge base of the CA

= (U/MFOUO) Whether there are other curcumstances that affect the effective operation of
the CHS, mcluding the availability of other agents with the requisate expenence or
capability to operate the CHS

(U//FOUQO) ASAC approval 1s required for the assignment of a probationary SA to operate a
long-term CHS as the CA This approval may not be delepgated

6.2. (U)DOJ Review Procedure for CHSs Requiring DOJ Approval

(U//FOUO) DOJ approval 1s required for the continued operation of any CHS wheo falls mio the
categories listed in subsections 6 1 1 through 6.1 5  unless the FPO attorney has existing
oversight of the CHS because the CHS has agreed to testify m a federal crinunal prosecution
See AGG-CHS, paragraph I (B)(2) for the defimtion of FPO. DOJ approval 1s requared for all
long-term CHSs, as defined mn subsection 6 | 6 regardless of whether an FPO attorney has
existing oversight of the CHS. The process for obtaimng DOJ approval 1s different for CHSs
reporting on national security or foreign intelligence and CHSs reporting on crumnal masters.

6.2.1. (U) CHSs Reporting on National Security and Foreign Intelligence

(U//FOUQ) DOJ. NSD must approve the continued operation of all CHSs requarnmng DOJ
approval who are reporting on national security mvestigations or foreign mntellipence collection
except as provided in subsection 6 2 above

(U//FOUO) Upon opening. the CA or co-CA must document the CHS s status as a CHS
requiring DOJ approval m the source-opening communication and document the status m the
Field Office Annual Source R. (FOASR) The CA or co-C A must also complete and submat
the DI's The form may be subnutted mn Delta to the approprate

In accordance with subsection 20 7 2 2 “Enhanced
Review.~ the CHSs must recerve an enhanced review by the appropriate -

(U//FOUOQ) If the Il approves the continued operation of the CHS the [llllonist provide
notice of that approval to DOJ. NSD withun 60 days of the approval. The lllllzwust make the
CHS s validation reports available for review by the NSD attomey at FBIHQ upon request If the
validation reports do not pemmt the NSD attomey to conduct 2 meanmgful analysss of the
contimued use of the CHS. the NSD attorney may ask for additional details The identsty of the
CHS must not be disclosed unless the AD or the DAD of the FBIHQ dmision utibizing the CHS
deternunes that compelling reasons exist to warrant such disclosure. The AD or DAD must
consult with the SAC of the FO operating the CHS to determnune whether compelling reasons o
warrant disclosure exist. With the exception of a request for the identity of a CHS. all requests by
NSD for further information pertasune to a CHS must be satisfied within a reasonable penod of
tume Failure to provide requested information may be grounds for the NSD 1o recommend that
the DAG disapprove the continued use of the CHS The FBI may continue to operate the CHS
pending the resolution of the matter For addinonal mfermation about DOJ reviews and the
further appeals process. see the AGG-CHS paragraph I (AN3 M)
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(LD If a previously opened CHS has a chanpe of status that requures DOJ approval the CA o1 co
CA must complete and submt the CHS '« status as a CHS vequonng DOJ approval on the

B +d docusient the CHS's status in the FOASR

{(LVFOUO) See subsectnion 20 /2 4 "Penodie Vahdation Review  for additional puindance on
CHSs reporting on national secunty and forespn intelhipence collection mattess

6.2.2. (1)) CHSs Not Reporting on National Security Investigations or Foreign
Intelligence Collection

(L) The HSRC wiuch 1s composed of DOJ and FBI representatives. must approve the continued
operation of all CHSs requuimp DOJ approval who are not reporting on national secunty
mvestigations o1 foreym mtelligence collechon except for as provided m subsection 6 7 "DOJ
Review Mrocedure tor CHSs Requumg DOJ Approval -+ Upon openimg . the CA must dociment
the CHS s status as a CHS requunmg DOJ approval i the sowrce opemng commumcation and
document the status in the FOASR The CA or co CA must also complete and submut the DI's
and the HSRC questonnane The
form may be submutted to the appropnate| R <2 Delta In accordance wath subsecnon
20 7 2  “Enhanced Review  the CHS must recerve an enhanced review by the [N

(U/FOUQ) If a previously opened CHS has a change of status that requues DOJ approval the
CA o1 co-CA complete and subnut the Enhanced Review Request torm and the HSR(
questnonnawe The CA or co CA must also document the change of status m the FOASR

(U/FOUQO) The appropnate [ untt must seek HRSC written approval for the continued
operation of a CHS who falls wathun the definitions m subsections 6 1 1 through 6 1 5 watlun 60
days of the CHS s opening In the case of long-term CHSs as defined by sub-section 6.1 6 the
appropnate [ unit must seek wiitten approval for the continued operation of the CHS upon
completion of the enhanced review The [JJmust provide to the HSRC relevant information
concermmng the use of the CHS mcluding any anmual validaton reports. The CHS s identaty
however, must not be disclosed. unless the FBI chairperson of the HSRC determunes that
compelling reasons exist to wamant such a disclosure The HSRC approval process must be
completed no later than 45 days after the appropniate [Jjjunit has subnurted the request for
contmued operation of the CHS The CHS may continue to be operated during the HSRC review
process
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7. (UIKFOUO) Confidential Human Sources Requiring Additional
Approvals

]
T

e T —— ———

(UIFOUO) The CHSs histed m this section have chatactenstics that require baghier levels of
approval

7.).  (U) Federal Probationers, Parolees, and Supervised Eeloasess

(U//FOUO) If an FPO 15 patticipating m an mnvestigation 1o which the FBI seeks (o operate 3
CHS who 15 a federal probationer, paroler, or supervised releasee the SA pumt notify the FPO
assipned to the matter and document the notfication mn the openmng commsscaton

(U/IFOUO) Before a federal probatiner. paroler, or supervised releaser may be used 2s 2 CHS,
the CA must obtain the permisssion of a federal probation parole or supervised release officsal
with authority to grant such perrmssion Thas perrmssion must be documented m the CHS s nzan
file If pernssion 1s granted, the SSA may approve the opemng commmuscation

(U//FOUO) If permussion to use a CHS 1s demsed by the federal probation parole. or supervised
release official, or if 1t 15 inappropnate . for operational reasons 1o seek permssion fom the
appropnate official. the ASAC (non-delegable) may authorize the CA 1o sequest approval fior
operation of the CHS from the court responsible for the CHS s probation. pamle or supervised
release after consulting with the FPO for that dsstrict

7.2.  (U) Prisoners Under Bureau of Prisons (BOP) Supervision or in the C astody of the
United States Marshals Service (LT'SMAS)

(U//FOUQ) The approvals and procedures addressed m this subsection apply act oaly 1o federal
prisoners managed by the BOP. but also to state and local prisoners housed m 2 BOP facslary
and to any prisoners housed 1n a state or local facility who are under BOP supervasion or =
USMS custody

.31 (U) FPO, BOP, and USAIS Approval

(U//FOUQ) The opening commumication nuist document the notification to the FPO attowney
assigned to the matter 1n which the CHS will assast |t must also document the permsssion
obtained by the FO from the appropnate authority 1 the BOP or USMS as follows

e (U/FOUO) If the CHS 15 housed 1 a BOP mstitution the appropniate authorty = the
warden

s (U//FOUOQ) If the CHS 1s housed 1 a BOP halfway bouse 15 under BOP home detention.
or 15 being monitored electromcally by BOP. the appropnate asthorty 15 the BOP
communmity correchions manager

» (U/FOUO) If the CHS 15 1n USMS custody and 1 housed m a state or local aolsy. the e
appropnate approving official 1s the highest-ranknas TSMS official = that distnet. S
(U/FOUO) If pemussion 15 densed or 1t 1s wnappropnate. for operational seasons. 1o contact the L T
appropnate BOP or USMS official the CHS opening commumcation musst docanent the reascn R
why the approval was demed or not sought * Ll
(U/FOUOQ) Upon completion of the above. the CA must follow the m&m
procedures set forth in DIOG Appendix C Thss process wvolves consultaton with the FEIEN
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operational unit and the appropnate [ unit and approval of the CHS s operational use by
DOJ’'s Office of Enforcement Operations (O1EO)

7.3, (U) State or Local Prisoners, Probationers, Pavolees, and Supervised Keleasees

(U/FOUO) Pnor to opening a state or local pnisoner, probationer, parolee, o1 supervised releasee
as a CHS the SSA must determune whether uihizing that person m this capacity would violate
the terms and conditions of the person's mcarceration, probation, parole. or supervised release 1f
the SSA has reason to believe that utilizing the mdividual as a CHS would violate these terms
and conditions, the SSA (or lus or her designee, who may be the CA) must obtain—pnor to
operating the person as a CHS —the pernussion of a state or local prison. probation. parole. o
supervised release official with authornity to grant pernussion. This authorization must be
documented m the CHS's file

(U/FOUO) If pemussion 1s demed o1 1t 1s mappropnate, for operational reasons. to contact the
appropnate state or local official. the SSA (or designee) may seek authonzation to use the
mdivadual as a CHS from the state o1 local court then responsible for the individual's

imcarceration. probation, parole, or supervised release If permussion 1s granted, an SSA may
approve the opening of the CHS

{(U//FOUO) It should be noted that the use of a state or local probationer. parolee. or supervised
releasee as a CHS wall hikely violate the conditions of his or her status

(U/FOUQ) If an FPO 1s participating i an investigation using the CHS or would be working
with the CHS mn connection with a prosecution. the CA must notify the FPO attorney assigned to
the matter pnor to opening the CHS and must document the notification in the CHS opening
commumcation

.31 (U) Approval to Release a State or Local Prisoner From Custody

(U//FOUO) A request for the temporary or permanent release of a sentenced state or local
prisoner from custody to assist the FBI requares approval from the SAC and the appropniate
prison official or court If an FPO 1s participating in an wvestigation using the CHS or would be
working with the CHS 1n connection with a prosecution. the CA must notify the FPO attomey
assigned to the matter pnior to using the CHS.

(U//FOUOQ) The critena that must be addressed in the request to the SAC mclude:
e (U/FOUO) The length of tume remaimng on the pnisoner’s sentence.

» (U/FOUO) The significance of the investigation for which the prisoner’s release 1s being
sought and the importance of the pnsoner’s assistance to that mvestigation

s (U/FOUO) The prisoner’s crimnal lustory—in particular, whether there 1s any history of
violent cnme—and his or her disciphinary record dunng the peniod of mncarceration

s (U/FOUOQ) Whether there are known. identifiable. or potential victims of the prisoner.
wncluding trial witmesses against hum or her or others agamnst whom the prisoner has made
threats and. if so, whether wamng those individuals 1s likely to compronuse the
investigation i which the prisoner 1s expected to partcipate. (Notifymg known.
identifiable. or potential victims that the prisoner will be released may be requured unless
1t 15 likely to compronuse the mvestigation Consult the FO's victiny witness coordmator )

49
SECRET NOFORN



e (UMFOUO) Confirmation that precautions will be taken to ensure that the prsones ,
rermams m the constant custody of the FBI or under FBI surveillance durmyg the entirety
of the prisoner's telease. The SAC must adequately resomrcre the msssion
entirety of the CHS's release

74.  (U) BOP Personnel

(U//FOUO) A request to operate aBOPmplomloman#“
nformation pertaiming to a subject m a BOP facility requires OFO approval However OFO
approval 1s not required to conduct routine mterviews of BOP persormel or 1o open 2 BOP
employee as a CHS to report on matters unrelated to his or bher work with the BOP

(U//FOUO) When OEO approval to use 2 BOP employee as 2 CHS 15 requared. the CA nmust
prepare a lettethead memorandum (LHM) request sustable for dissenmnation. wath a coves EC_
that must be approved by the SSA and then sent with an action lead 1o the appropriate

The [l vt must then coordinate mm&wmmumnm? e
the OEO, and notify the FO of the OEO s decision The LHM reguest must mclude e
_;','?.'. Fi

» (U//FOUO) The name of the BOP employee | __Jl:kc'ig

e (U//FOUO) The location and job title of the BOP emgployee s

e (U//FOUO) A description of the necessity of usmng the BOP employes m the e
mnvestigation, mcluding alternative mvestigative techniques that have been tned or !
considered and why these techmques have not worked or have not been tried  The re
mustdctadtheacm‘ttvmwmchﬂlemplme::smbcmp@dﬂﬂrhcuﬂ
length of time the employee would be needed Specifically. the request must state
whether the employee would be required to contact subject(s) or the relatives fnends or
associates of subjects outside of the mstitution m connection with ths mvestigation. L

* (U/FOUO) The name of each subject of the mvestigation and ks or her role m fhe
crime(s) or organization under mvestigation

. (L..rfouo:.mmmmmhn&mwmﬁem.ﬂmﬁnﬁ; |

- -.. Iﬁ 3
» (U//FOUO) The name of the concurnng FPO attorney if the CHS s hikely to testifiy "?1...’?
» (U//FOUQ) Whether a job transfer of the BOP employee wall be necessary upos -

completion of the activity y = 4 j— e j'
e (U/FOUO) The way mn which the actrvity jeopardizes the B(Pm';ﬂ ) f _

applicable A ‘L

* (U/FOUO) The name. phone number. title. and location of any BOP en
whom the matter has been or will need to be discussed

7.5, (U) State. Local, or Contract Prison Emplovees

{Uf’FDUOJSSAam'Uﬂlmmqmmdwmmwﬁ 15
cmtrmdwﬁhstm:urlo:almasﬂiﬁsm frv
swom LEOs must be opened 1 accordance wath subsection 7.
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76. (U)Sworn Law Enforcement Officers

(U/FOUD) Every U S LEO. regardless of his or her particular assignment, has an ethical and
professional responsibility to report cnmimal activity or matters affecting national secunty
Therefore. no U S LEO may be opened as a CHS  The only exception to this rule 1s that the
SAC may approve the operaton of 2 swom LEO who has agreed to report on matters mvolving
cvil nghts or public comuption within the LEO’s employmg entity

(UFOUOQ) Thas policy extends to swom U S LEOs employed m the police departments of
umversiies and other acadenuc mstitutions

7.7.  (U) Emplovees of Federal, State, Local. or Tribal Agencies

(UYFOUD) If an employee of a federal state. local. or tnbal agency has a duty to share
mformation wath LE as part of the terms of his or her employment. the mdividual should not be
opened as a CHS An exception to this rule 1s that the SAC may approve operation of an
employee of a federal state. local or tnbal agency who has agreed to report on matters volving
civil nghts or public comuption within the individual s employing entity.

7.8. (U) Minors (Individuals Under the Age of 18)

(U/FOUQ) SAC authonzation (cannot be delegated) 1s requured to open an individual under the
age of 18 as a CHS The opeming commumcation must mdicate

e (U/FOUO) Whether the mnor resides with his or her parents or 1s legally emancipated,
as defined by state law

e (U//FOUO) If the nunor 15 not emancipated. whether parental or legal guardian consent
has been obtaned for his or her use as a CHS

e (U/FOUO) If parental or legal puardian consent has not been obtained. whether consent
can or will be obtamed If 1t 1s not feasible to obtain consent from the nunor’s parents or

legal guardian the opening commumcation must provide the justification for using the
munor m the absence of such consent

e (U//FOUO) The potential nsk of harm the proposed operation poses to the minor.

= (U/FOUO) The munor s cnnmunal record. if known

e (U//FOUQ) The mmor s relationship. 1f any. to the subject(s) of the mnvestigation
(U//FOUO) The CA must consult the CDC i1f there are questions regarding the critenia for legal
emancipation.

(LVFOUO) If the manor 15 emancipated or the SAC has approved the use of the nunor without
the consent of hus or her parents or legal guardian. any service or expense payments must be
made directly to the munor However 1if the parents or legal guardian have provided consent. any
service or expense pavments must be made to the parents or legal guardian. and they must sign
the pavment receipt.

79. (U) Counselors. Emplovees, and Patients in Substance Abuse Treatment Programs

(UWFOUO) SAC approval (cannot be delegated) 1s required to open a counselor. employee. or
patient i a substance abuse treatment program as a CHS. regardless of the nature of the CHS's
reporting A court order 1s required before placing a CHS 1 a substance abuse facility or using
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an employee o1 a patient of a substance abuse weatment facility if the mdrndual s pomg 10
provide information on the employees of, or patients 1. such a program (see Title 47 Code of
Federal Regulations § 2 67) If the mdrvidual 15 being opened to obtam mformation unrelated to
his o1 her employment, employees, or patierits i substance abuse reatmendt programs, a count
order 15 not requured The type of nformation the CHS will be tasked to obtan bowever pont
be documented i the CHS s mam file

7.10.  (U/FOUO) Union Officials

(U//FOUQO) An SSA may approve the opeming of a umon official as a CHS  though HSRC
approval or DOJ review may be required if the officaal 1s lngh level (see subsertion 6 1 3
“High-Level Umon Official CHSs. " and subsection 6 2 “DOJ Review Procedure for CHSs
Requnng DOJ Approval = If a CHS 15 a2 umon official of any rank the SA must advise the CHS
that the CHS remans subyject to the reporting provisions of the Employee Retuement and Income
Security Act (ERISA) of 1974, and must not operate in a2 manner that adversely affects umon-
affiliated pensions, welfare, and benefits Union officials are charged with specific duties and
obligations under ERISA (e g . duties related to retirement benefits. or other imncome benefits of
union members)

7.11. (U) Department of Energy (DOE) Personnel

requires the FBI to obtain prior approval from the director of DOE s Offace of
Countermntelligence prior to using a DOE employee as a CHS 1 a countenntelhgence
investigation A DOE contractor may be considered an employee to the extent that be or she

affects DOE nterests or activities The opening request must be approved by the ASAC and
I . - D0 5ol a0 oy e FO

forwarded to
of the DOE's decision. The request must contain the DOE employee s

e (U) Full name
e (U) Date of birth
e (U) Place of biurth
e (U) Job title
e (U) DOE agency of employment
¢ (U) Duty location
(U) The request must also contain
e (U/FOUOQ) A description of the investigation and the necessity of CHS ‘s assistance
e (U//FOUO) A descniption of the CHS s anticipated activities

7.12.  (U) Personnel Affiliated With the Department of Defense (DoD) (Not Including
Joint Operations With DoD)

(U/FOUQ) The MOU titled. " Coordination of Countermntellisence Matters Between FBI &
DOD  (June 20. 1996) requires the FBI to coordinate wath the appropniate DeD authonity the use
of DoD personnel as CHSs i umlateral operations {not jomnt operations with DeD)

.‘"‘
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(UIFOUO) The degree of coordimnation required. as set forth below, will depend upon the
posstion of the mdividual the FBI washes to open as a CHS and whethes the proposed use of the
mchivadhaal 1s based upon or velated hus or her association with Dob)

(U/FOUO) The CDC and/or OGC should be consulted to determine whether the proposed
operational use of a military member would nisk violating the Posse Conutatus Act, 18U S C §
1385

7121, (U/FOUO) Definitions
{10 The following defimtions apply to this section

= (U/FOUO) DoD-affiliated personnel: Dol) active duty and retued personnel. civilian
employees. contractors and then employees. active and mactive reservists. National
Guard members fanmly members of active duty and civilian personnel. persons residing
on or having official access to DoD facihities. persons under consideration for DoD
employment and former DoD employees and contractors

e (U/FOUO) Concurrence: The SA seeking to open a DoD-afhhated person as a CHS
nwst request. via an SAC-approved EC. that the [ seek the mput and concurrence of
DoD pnior to operating the individual as a CHS The CHS may not be operated until any
identified obhyections by DoD have been resolved

= (U/FOUO) ALlitary Department Counterintelligence Organization (A\[DC O): Army
Countenmntelligence (CI). the Naval Crimunal Investigative Service (NCIS). and Air Force
Office of Special Investigations (AFOSI)

7122, (U FOUO) Concurrence Requirements

(U/FOUO) DoD concurrence 1s always requured for active duty nulitary personnel. reservists on
active duty. and DoD civilian emplovees

(U/FOUO) For all other DoD-affiliated personnel

e (LWFOUO) DeD concurrence 15 required whenever the proposed FBI utilization of the
mdividual as a CHS 1s connected 1 some fashion with the mndividual s DoD affiliation

= (U/FOUQ) DoD concurrence 1s not required whenever the proposed FBI utilization 1s
not connected mn any way with the ndiidual s DoD affiliation However. 1f facts arise i
the course of operating the CHS that reasonably indicate that the FBI utilization of the
mdividual as a CHS 1s connected mn some fashion with the mdividual s DoD affiliation.
operation of the CHS may not continue until DoD concurrence 1s obtamed

7123  (U/FOUO) Concurrence Procedures

(U'FOUO) The SA must notify the [Jlllof the need for DoD concurrence v1a an SAC-approved

EC setting out the circumstances of the request to operate the DoD-affiliated person as a CHS
The EC must contawn the followmng

e (U} Full name

e {U) Date of barth
s {U) Place of burth
* (L} SSN
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o (L)) Rank/prade
e (L) Duty position
e (1)) Duty orpamzation
o (1)) Duty location
e (1) Duty telephone number

e (U) Information about the subject of the mvestigation mcludmg the actrvities of the
individual or group and any establishment or other affiliations (¢ g commnal vessorsms
mtelligence. and the lhike)

» (U) The anticipated CHS activities and tasking
e (U) The results of the CHS s completed background mvestigation
e (U) The FBI POC and lus or her phone number

o (U//FOUQ) A statement of whether the CHS s maltary comsnandes 1 aware of the
CHS ‘s cooperation with the FBI (if so, the name of the commander and notsfication date
must be included)

(U//FOUO) The [Jjjmust seek concurrence from the appropnate Do) entary as set forth below

(U//FOUO) When the CHS 15 affiliated with a nulitary department (e g = an active daty
servicemember. a dependent of an active duty service member or a contractor assigned m durect
support of a mulitary department)_ the [ rmist contact the approprate MIDCO for that mulstary
department prior to initiating operational use of the mdridual The [ must prepare an LH
to the DoD entity that contams

e (U) The results of FBIHQ indices checks
e (1) A request for DoD concurrence for the use of the CHS

e (U//FOUQ) A request to be advised whether the appropnate DoD entity wisbes 1o
participate in mterviews or debnefings of the CHS and 1f so to designate 3 pahicipant.

e (U/FOUQ) A request (1f deemed appropnate ) that the appropnate Do) entaty conduct s

own records checks on the CHS (see subsection 7 17 1 1 “Request for DoD Records
Check™)
(U//FOUO) The must advise the CA of the DoD response The CA must then upload the

results and any related documents to the CHS file

(UFOUQ) When the CHS 1s affiliated with a defense component that 15 not stself an entitv of 2
mulitary department (e g . a civilian emplovee of a defense agency. a dependent Gy member
of such a crvilian emplovee. of a contractor assigned mn direct support of the defense agency). the

Il <t contact the component ‘s office of countermtelligence andor secunty. as apphcable el
The JjJmust prepare a cover letter to the DoD entsty that contamns T ,,

e (U/FOUQ) The results of FBIHQ mdices checks

e (U FOLO]ArequesnlfdemedW}ﬁ:athﬂwﬂ
own records checks on the CHS (see subsection 7.12.3 1 _ below) [
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(UAFOUO) The advise the CA of the Dol yesponse The CA youst then upload the
results and any related documents to the CHS file

TALAL (UAFOUO) Reguest for DoD Records Check

(U/FOU0)Y When submutting requests for concurrence to Do) the -may send o the DoD
MDCO o component CT or secunty office an mtermal record check request (e g local and
official personnel files) 1o ascertam the existence of derogatory information on the prospective
CHS whach nught conbvamdicate usage of that mdinidual as a CHS All DoD) entity records
check miormaton provided to the JJfrust be sent to the requestmg SA and must be senahized
mito the CHS file

712322 (UTFOU0) Adjudication Procedures

(UFOUO) In the event of a disagreement between the [Jlland DoD regarding operation of the
CHS. the [l st make every effort to resolve the disagreement at the lowest level possible
escalating as necessary to achueve sahsfactory resolution

(U/FOUO) In the event that a resolution 1s not achievable. the [ st voufy the AD of the
D1 who mmist commumnicate with the director or commander of the respective MDCO within five
working days of thewr mability to reach a sansfactory resolution

(U/FOUO) In the event that the matter 1s not resolved at the AD level, the matter will be
referved wathan ten working days after impasse to the Under Secretary of Defense for Intelligence
and the EAD Intelligence Branch The Intelligence Branch EAD has final decision-making

authonty on the matter. includmg caveats placed on the DoD affiliated person s operation as a
CHS

7.13.  (U) Fugitives
(U/FOUO) A agtve 1s an individual for whom

o (U/FOUO) A federal state. or local LE agency has placed a wanted record in the FBI's
NCIC (other than for a nonmoving traffic violation)

OR
e (U/FOUQO) A federal warrant has been 1ssued
AND
e (U/FOUO) An LE agency 1s willing_ if necessary. to seek extradition to 1ts yunsdiction

(U/FOUO) A known fugitive may not be opened or operated as a CHS. and a CHS who 1s
known to have become a fugitive must be closed

(U/FOUO) An SA may commumcate with a former CHS who 1s a fugitive onlv if exther

» (U/FOUO) The communication 1s approved i advance by the SSA: a supervisor of any
federal state. or local LE agency that has a wanted record for the mdividual in the NCIC
and the FPO m the 1ssumng distnct. 1f the warrant 1s federal

s (UYFOUO) The commumucation is not approved w advance. but was imtiated by the
fugtsve or 1s part of a legitimate effort 1o arrest the fugitive or convince the fugitive to
tum lum- or herself m

.R;
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(UIFOUG) An SA who commmncades with 2 fugtive CHE m erttes of thear cxcwsetins rs et
promogily report the cormmmmcation o the S8A and the apuopide fedeval siatr ox ocal 1§
apency that has a “wanted” record for the imdividieal w the NCKC The 54 mst docssaent = the
CHS s main fle, the commmmucation, the cocumstances under whch G comemmsc st was
matiated . approvals that were obtamed on 2 statement that no approvals wese cbtaned o e
entities to whomn the commmumication was reported

7.14, (U) IHegal Aliens
(U/FOUQ) See Secion 9. " Immmgration Matiers

7.15. (U) Former FBI Emplovees and Persons With a Present or Former Eclationship
With an FBI Employee

(U//FOUQ) Pnior to opening 2 former FBI employee or 2 present or (ormes spouse or spmlicant
other of an FBI employee as 2 CHS, the squad supervisor proposmng the openang oaust present i
the SAC and document 1n the CHS opemng commmunication 2 flr"t.nff‘ pastafec atson explameng
lli{’ reason why this ndividual requares the protection of the FBI's CHS program_adlong with the
SAC's approval (this approval requrement may not be delegated) All admonsdanents 2pply 1o
immn FBI employees and the spouses or sipgmficant othess of |

FBI enployess o they ae opened
as CHSs

(U//FOUQ) SSA-approved payments to an indradual 1 one of the aforemientioned catr ponies &
) PE } =
restricted to reimbursements for expenses mcurred i diect suppornt of a5 mvestizahon a0d
relocation expenses. if justified and necessary Compensatson to these mdrndazls for then
services as CHSs. mcluding lump-sum payments. muist be approved by the SAC (thes appooval
may not be delegated). The CA should consult with the CDC_ who may confer wath the section
chief (SC) of the

10 detenmne whethes 5 service
agreement should be used. If applicable. an FPO attormev parts :px-f:::; m the comdunt of Ge
investigation must be consulted regarding these payments
(U//FOUQ) Opening a former FBI employee as 3 CHS m order for thas person fo contysse ic
contact or operate other CHSs or sub-C ii‘:: 1s not permutted Generally domg so m order for the
former FBI employee to work or contmue to '“r i dercover capacsty m an FBI

Hn'esnﬂ’umn 15 &Ja{u not ﬁf'rm..T“f:; To determme whether these indrndizals mov work = an

more ulfﬁnuatwn see

7.16. (U) Current or Former Participants in the Witness Secarify Program (WSF)

(U//FOUO) See subsection § 2 | “Use of a Cumreni or Formes WSP Parcipant s a CHS
7.17.  (U) Members of Congress and Their Staffs

J/IFOUOQ) A request to open a member of the U S Congress ora US. Consssssonal stal
membﬁ as a CHS requures the following approvals (whach sav oot be iel egated) and
notifications: SAC and operational division AD approval: eperational branch EAD approval
notification to the AD. OCA: and nonfication o th _ i the CHS 5
approved. the Opf‘l’lfl("“ﬁl division must consult DOJ's Publc Imegnty Sechon {PENS) for
guidance regarding the Speech or Debate Clause
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TAR (1) White House Personnel

(UIFOUO) A reqguest to open an employee or member of the Wliate House stall as a C1HS

requires SAC approval and notilication to the operational branch FAD operational division AD
I any nothied FBINQ official has

appropmate opetabonal it and
questhons o1 concems reparding the operation of the CHS . he or she should comtact the SAC 10

resolve the issue The approval may not be delepated

7190 (U) No Foreign Policy Objection Statement
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9. (U) Immigration Matters
01, (L/TOUO) CHSs in the United States Hlegally

{(L//FOUO) The FBI must mbate procedures to legiimze the immipgration status of a CHS who
15 known to be m the Umited States llegally This section detals the requirements for openimg
and closing CHSs known to be m the United States legally and the processes available  from
the DHS s ICE and Usuted States Citizenshup and Immugration Services (USCIS) and through
the CIA—— for acquunng legal imnugraton status for or delaying the deportation of those CHSs

9.2 (1) Requirements for Opening, Operating. and Closing

(U/FOUO) A CA may open and operate an illegal alien as a CHS with SSA approval However,
the CA must request an adjustinent of the CHS s status— through one of the procedures set forth
i subsection 9 3 below—an10 more than 90 calendar days after the CA determanes that the
mdividual 1s mn the United States illegally Tlus process also apphes to a previously opened CHS
who loses his or her legal status. The request for status adjustment nmst be documented in the
CHS 's mam file

(U/FOUO) Although an illegal alien may be operated as a CHS while a request to ICE to adjust
hus or her legal status 1s pending. the CHS must be closed if ICE demnies the request. The CA may

request the Hto mtercede with ICE headquarters to reconsider the denial. but
must not reopen and operate the CHS unless notified by the [Jjijin wnung that ICE has agreed

to adjust the CHS s immugration status ICE s decision must be documented 1n the CHS file

(U/FOUO) If a deternunation 1s made to close the CHS. and 1f the CA has not requested legal
status on behalf of the CHS. then the CA must refer the matter to ICE to coordinate a resolution
of the CHS's immugration status (e g . deportation) If the CA has already immtiated a request to
obtam legal status on behalf of the CHS. the CA must contact which must contact ICE to
coordinate the ternunation of those proceedings

(U//FOUO) The sponsonng CA 1s responsible for CHSs who have recerved legal immugration
status The CA must make reasonable efforts to ensure that these CHSs do not violate any U S
laws whule they are m the United States

(U//FOUO) If any illegal alien CHS 15 deternuned to be unreliable or no longer sustable for use

as a CHS, the CA muwst close hum or her and notify the o wniting of the mdividual ‘s status
and location The [ must notify ICE headquarters to termnate the CHS ‘s adjustment of status.
as appropriate. The CA must also notify the local ICE office of the CHS s status and location If
the CHS s location 15 unknown. the CA must work with ICE to locate the individual

9.3. (L) Available Programs for Acquiring Legal Immigration Status for a CHS and
Delayving a CHS s Deportation

(U/FOUO) Prior to inshating any request to obtam legal status for a CHS. the CA must contact
the - to deternune whether the CHS 1s eligible to obtamn legal status and. 1if so. the best
process to employ

9.3:1. (U) Significant Public Benefit Parole Program

(U//FOUO) The Significant Public Benefit Parole (SPBP) 1s a temporary measure used to
support LE efforts by providing a legal mechanism for madnussible or deportable alien CHSs
witnesses. subjects. and defendants to be present 1n the United States to assist with ongomg
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mvestigations and prosecutions or enpage m other actyvties necesiary 16 protect natemal securty
The parole allows an madomssible alwn 1o legally exer or remam m the Unned Seates during thas
peniod and upon request. may allow the 1ssuanece of work anthonzatiom 1 the alwen w ehgible

for a visa or a border crossing card (BCC), this option must be considered Grst before applymg
for SPBP The SPBP will not confer any mmmgration status on the mademssible alen

(U/FOUO) The DHS, Homeland Secusity nvestigatons (HST) Law Enforcement Parole Ut
(LEPU) (heseafter seferred to as ICE) 1 the authonzimg agency for the SPRP and deferred action
(see subsechon 9 3 ) "Deferred Action Program ) programs for all USG agencaes and 18
poverned by U S Inmmpgration Law, Title 8 Code of Federal Regulations § 717 5 Paole of
Aliens into the United States _fanhlatﬂ; the coordination between the FBI and ICE
to facilitate all SPBP and deferred action applications on behalf of the FBI

(U//FOUO) To mnrtiate an SPBP request and determune the type of SPBP parole for whech the
CHS 15 qualified and the procedures necessary the CA should review the fiox
current apphication procedures and contact -unth any questions When detenmsnung
whether to submat an SPBP request the CA should be aware that 3 CHS ‘s crummnal recosd
especially if 1t mcludes crimes of violence may cause ICE fo demnry a request

(U//FOUQ) An SPBP recipient s the responsibility of the sponsornng FO The CA omust taioe
reasonable measures to ensure that the CHS does not violate any U S laws whale lving m the
United States If the CA reasonably believes that the CHS has engaged mn ULA the CA must

notify [Jj and I st notify ICE to determmne what action must be mﬁm
when the CHS 's assistance to the FO has been completed. the CA mmst notify and the
local ICE office and. if necessary. work with ICE to locate the CHS If the CA obtam
legal status for the CHS following his or her assistance the CA should contact -r;

deternune the curcumstances and cnitenia that permut this to occur (Sere also misecuom 334 'S
Visa Program,” and subsection 9 3 5 = “"Pubhic Law 110 Program )

9.3.1.1. (L) CONUS and OCONUS Eligibility

(U//FOUQ) If the alien 1s not 1n the United States and 15 otherwise imnadmussible the appheable
imnugration program is the SPBP

(U//FOUQ) If the alien 15 currently in the Unsted States without legal stamis SPEP may stll
apply. Eligimlity for SPBP depends on the alien's immugration record and how be or she entersd
mto the United States I the alien entered without mspection and was never subgect to removal
(re . deportation) proceedings. then the alien 1s ehgble for an SPBP referred 1o a4 2 “pasole m
place.” under which the alien 1s not required to leave the country and reenter The ahen will
recerve his or her 1-94 (the form used to track armvals and departures) from the local ICE office

(U//FOUO) If the alien 15 cumrently m removal proceedings or has ever been previcusly removed.
the agent must apply for deferred action If the ahen was previously legally admstted to the
Umnted States. but 1s now without legal status (1€ . a visiior visa overstay). the agent mmst apply
for deferred action

(UFOUO) The alternative to deferred action 1s to have the alien voluntanly depant the Unsted
States and for the agent to applv for SPBP to have the mdividual pasoled back wnto the country
Upon parole approval the parole travel documents can be obtained from the ICE representative
at the local US. consular office. and then the ahen can reenter the Umited States at the port of
entry specified in the SPBP applicatnon form
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9112 (U/FOUO) General Considerations
93121 (1) Control Agent

(LIFOUO) ICE refers to the apent responsible for the alien as the "control agemt " For the
purposes of this section. the control agent 1 the CHS CA requesting the SPBP o deferred action
and can be changed at any tune by mmﬁnnp.- which wall then notify 1CT of the change

(L FOUO) Under both the SPBP and deferved action programs. o 15 wportant for the control
agent to understand his or her responsibilities The CA must take reasonable steps 10 enswne that
the alien 1s not violating the law  Furthermore, the agent must mmediately report any amest of
the alien to -ﬂm‘l coordmate with 1CE for hus or her removal The control agent must
exercise due dilhigence to enswe that the alien voluntanly deparnts the United States on 1s
transfesved to ICE custody at the end of the alen s parole o1 cooperaton

923122 (1) Multiple Entries

(U/FOUO) A CA should consider whether thete 1s an operatonal need for the alien to leave the
country and reenter. In the SPBP program. an agent may request that the parolee be allowed
multiple entnes mto the Umited States during the parole peniod In the deferred action program
an alen 1s not eligible for reentry into the Umited States If the alien in the United States 1s not
ehgmble for an SPBP parole in place. but needs multiple entries the agent should consider
applyving for SPBP with multiple entnies and have the alien voluntanly leave and reenter at a
designated port of entry

9231238 (1) Dependents and Family \lembers

(U/FOUO) Fanuly members or other dependents (1 e . denvatives) may be paroled only undes
extraordmary cocumstances. such as legittmate physical threats to those individuals The threats
must be clearly documented by the CA in a detailed threat assessment An example of a threat
assessment LHM s located on the Multiple entnies are not typically
granted to famulv members or dependents of parolees because they are generally paroled on the
basis of the threat assessment. and leaving the United States 15 inconsistent with safety concems

(U/FOUO) “Denvanves  are parents. spouses. and unmarmed children under 21 years of age
Other fanuly members. such as siblings. mamed children. meces. nephews. grandchildren
uncles. aunts. sisters-m-law. brothers-m-law. mothers-in-law_ and fathers-m-law wall not be

considered by ICE for parole The requirements for dependents to seek legal status in the Umted
States are under the S visa program

93124 (U) Employvment Authorzation

(U/FOUO) An alien granted SPBP or deferred action 1s ehgible to receive an emplovment
authonzation document allowang him or her to work legally in the United States Dependents and
fanuly members are also eligible for employment authonzation The indication of a need for
employment authorization should be mcluded n the mnial SPBP or deferred action request and
i any subsequent extension. Upon approval of the parole or deferred action. the control agent
miuist submat an I-765, “Application for Employment Authonization.  to hus or her local CIS
office with the SPBP or deferred action letter and the corresponding fee. which must be paid by

the CHS Agents should contact JJJfor assistance with thus process. if needed
9.3.1.2.5 (U/FOUO) Confidential Human Source C oordinator
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(UHTFOUO) The CA should coomdmate with the CHSC m b on her PG whien sobmmatiins 2
apphcation for SPBP or deferred action In addmion. the CHSC shonsdd be sade awane of i
renewals, extensions, lermnations arrests and any other sgpaficant chasges i i statos of the
ahien The CHSC functions as an smportant POC between the PO lb:!-

9313 (U/FOUQ) Special Public Benefit Parole Process
9.3.11.1. (U//FOUO) Request

(UIFOUO) To request an SPBP, the CA must contact the SPBEP program manager 2 -k
assistance with completmg the SPBP apphication and 1o ensure field snde compluancr wilh KF
protocol and FBI pohicy If the request does not meet the coterna. [0 retas e e o
the requesting apent and provide the appropriate gindance Once the template is comgiete the
request will be forwarded to LEPU at ICE for approval It typacally takes fowr 5o exghit weeks for
Il 0 1ecerve a decision from ICE If an emergency parole is needed (12 for eary 1o the
United States within 72 hours), the CA should comtact its local Cussoms and Border Panol (CBP)
POC to facilitate the alien’s entry (if possible) The SPBP request mast 2lse be submmtted 1
order to recerve approval for the alien to remamn w the Unnied States afier entry 1 granied by
CBP

9.3.1.3.2. (U/FOUO) Approval

(U//FOUO) When ICE recerves an 1mtial parole request 1t sends a Notice of Reguest (NOR)
the Drug Enforcement Adminstration (DEA ). the USMS HSI and the FBI The NOR advmes
each agency that a parole has been requested for the mdividual and requests each asency 1o
conduct database checks and concur or object to the pasole Once ICE kas secerved the remlls o

makes a determmnation on the parole request and not;ﬁes-im aot:fy the
requestmg agent of ICE's decision

(U//FOUO) After ICE approves an SPBP. a Mandatory Trackmg Regusrement (MITR) foon—
which contains the details of the parole—is sent to The form mdscates the length of the
term for which the parole 1s granted (tvpcally. one vear) and the approval of any ofhier reguesis
such as employment authonization. multiple-entry parole, and silent pasoles

(U/FOUQ) After recerving the MTR form provide the form to the contrel agrat
The control agent should make several copies of the MTR form because 5 = ased to s=port estey
departure. arrest. and any other status changes. The MTR also provdes msimctions sezaniasg
required reporting. All reporting should be sent directly 10 the which wnil forward 2 te
ICE. [llfunctions as the sole POC for ICE (LEPU). therefore, asents shoudd aot contact ICE
(LEPU) drectly

(U//FOUQ) ICE will assign an Intemational Affasss Office (IAO) aumber to the pasolce. Al
future communications to FBIHQ regarding the parolee should reference the LAC casc sumier
which can be found 1 the top nght hand comer of the MTR form Tias camber 5 ihe means by
whuch ICE tracks all parolees

(U//FOUOQ) For parolees outside the United States, ICE will send an asthoaams swmormdas o

the ICE attache 1if there 1s an ICE presence m that country If there 5 no ICE peesence m the

country where the parolee 1s located. ICE wall ensuse that a cable 15 sem o the ssume post

specified 1n the SPBP template The autheonzise memorandum or cable authonzes the passles TN
receive travel documents to enter the Unsted States. ICE wall alse send an suthororme e 5

memorandum 1o CBP headquarters_ and CBP will then notify the desummated post of cntry The “-.'._ |
R
o6 4 g
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anthonzng memorandum poties CRP of the name of the paolee. the desipnated port of entry.
and the expected date of amval

LER RN (U/FOUOD) Extension

(UFOUO) I fin operational purposes. the parolee must remam i the United States beyond the
term of parole. a request for re parole should be subnutted 10 -mmp, the SPBP application
form In the pustification for the re parole request. the agent must provide updated information
summanzing the parolee’s cooperation over the past year and information about anticipated
activty (this does not apply to parole requests for dependants of parolees) Requests that are not
updated will not be processed The request should be submutted at least 30 days pnior to the
exparation date of the SPBP to allow ume for ICE approval 1CE may hit the munbes of
extensions granted

011134 (U FOUO) Agent Responsibilities

(LFOUO) Change of Date of Entry

(U/FOUO) The CA should ensure that the parolee enters the United States wiathun 30 days of the
date on the MTR form If entry mto the United States will be delayed beyond 30 days, the CA
must send an MTR form mdicating the new proposed entry date to —mwst then
provade the notification to ICE to keep the SPBP cuirent Absent this notihcation. ICE wall
termunate the parole, and no travel documents wall be available to the parolee at the 1ssung post

(L FOUO) Change of Issuing Post or Port of Entny

(UFOUO) If there 1s a need to change the 1sswung post or the port of entry after the approval of
the parole, the CA must notify -bv e-matl and include a yjustification for the change In
addition_the CA should contact the Legat i the country where the pasolee will be traveling to
secure the Legat s assistance.

{UV/FOUQ) Travel Documents

(U/FOUO) If the parolee will be amiving at a non-border port of entry. the CA should advise the
parolee to obtamn the documents authonzmg travel to the United States from the 1ssung post
Usually. the sssumg post 1s the U S Embassv. Consular Section. for the country from whach the
parolee 1s travelmg. The parolee must brng four passport-sized photographs and dentity
documents to the mterview at the 1ssuung post It 1s important to advise the parolee not to ask the
Consular Section for a visa; he or she should request travel documents to the Umited States
pursuant to a parole The travel documents consist of an I-512 form (" Authonzation for Parole of
an Alien mnto the Umited States™) or a letter authorizing the parolee to board an aurcraft bound for
the United States. After the parolee recerves the travel documents. he or she must travel to the
Unsied States withun seven days. as the travel documents expire seven days after 1ssue

(UVFOUO) If anrrang at a land border port of entry. the parolee does not recerve travel
documents from an 1ssumg post The parolee muist present his or her identity documents to the
CBP at the designated port of entry

(U FOUO) Part of Entry

(LFOUO) At the port of entry. CBP officers will review the parolee's travel documents.
conduct records checks. and ssue and stamp the 1-94 form (- Amival Departure Record ') The
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CA should meet the paroles a8 the pont of entsy and ensor Gt the paoles wrvves o e ooty aod
state whete he or she will seside while n the Upsted States

(UIFOUO) Report of Date of Entry

(U/FOUO ) After the parolee enters the Unsted States the CA nust mdic e e cotry date on e
MTR form and send the form 1o will then notify JCF of e date on whaeh the S

parolee entered the Umited States The paiole term will commence on the date the pasoler cnpened “ N
the Urnited States .

(LI//FOUQ) Change of Control Agent (CA)

(U//FOUO) The agent requesting the parole 15 by default the CA and 1 sesponsble for the -
parolee and all MTR reporting regasding the paoles If the CA needs to tansles thesr TR
responsibilities to another agent . he or she must send the MTE form Io-“l :

chanpe of control agent
(L//FOUQ) Departure, Remaoval and Absconding

(U//FOUQ) As noted earlier 1t 1s the contiol agent's responsibalsty 1o exercme due dibigence and

ensure the departure or removal of the parolee afier the paoler has finsshed fus or bes

cooperation with the FBI If the parolee departs voluntanily the contsol agrm sxest docment e

departure on the MTR form If the parolee does not depart a5 requared the contool apent should

coordinate with the local ICE Enforcement and Removal Operations (EREO) FO o jocate the

parolee and take the individual o custody for removal proceedings The control apeat dhould

note the name and contact information of the custodual ICE agent and the date of the pasler’s

custody on the MTR. In the event that the agent has exercised due dehpence bl cannet cuame

the departure or removal of the parolee. the agent should send the MTR forms w [ WREE

the efforts to locate the parolee and that the parolee has absconded The contrel apent should A5
coordinate with the local ICE FO to have an entry placed m ICE '« TECS database A copy of )
that entry must be sent. along with the MTR form. o =2 = tom soafy ICE of e
change 1n status

(U//FOUQ) Violation of the Law A
(U//FOUQ) If a parolee 1s arrested or 1s known to have violated the law the control aseat saust Z_-F
notify by sending an MTR form wath the arvest information or violaton The CA st by ¥
also follow the procedure i Section | “"Confidenntial Human Source Partcipatos == f *_ﬁ

Unauthonized Tlegal Acuvity ~ If the FO supports contummng the parcle the control apeast should >
request continuation of the parole m an LHM that documents the cocumstances of the amest and M
the current status of any prosecution and or mcarceratos and provades Mﬁ'h

contmuation -musi notify ICE of the arrest and provide the supporting '
the request to continue the parole If the CA does not request contmsatson of the parcle. the
parole wall be rermunated and the CA must coorduate with the local ICE office for theremoval
of the parolee -

9.3.1.4. (1) Silent Parole

(U ’FOLOiAsﬂmtparohﬁmpmdwhmd::mdaﬂ“ﬁ- bens 10 appe:
travelling on a visa. even though the alwen 15 mﬂyﬂﬂﬂﬁw
two types of silent paroles. “withng ™ and “oowathsg h#‘i_ mg aless
when the CHS knows that he or she 1s bemg paroled 1 but the mdssdual aeeds
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‘operational secunty . to have entered on a visa An example of an unwitting silent paole 15 when
the xpent wishes to have a po forma (e | Take) visa ssued 10 4 subgect who would otherwase be
veyected for a visa on for enby and 1o have him o hes paroled mio the United States: Silent
paroles nust be coordmated with 10T DOS. the FBI Legat and CBP An apent iterested i
silent parole should contact -fnl furthes pusdance 1CT may hout the use of witting sillent
paroles

012 (1) Deferved Action Program

(UFOUO) As dhscussed earhier. an alien who s comvently underpomg. or has eves undergone
ICE removal or deportation proceedings 15 not chmble for an SPRP An alien who entered the
Umted States with mspection. but 1s now without status 15 also not ehgmble for an SPBP
Therefore. m ovder 1o ubthze the alien as a CHS on a witness, the CA must request a deferred
acton from ICE for that pesson The altermative 15 10 have the aben voluntanly depart the United
States and seek to reenter with an SPRP

(UFOLIO) Under the deferved action program, an alien 1s not ehgble for reentry after taveling
outside the Unsted States The CA may however request an advance parole. which allows the
alien to reenter the Unated States 1 11 1s operationally necessary for the alien to travel outside the
United States  The advance parole must be obtamned pnor to the alien departing the Umited States
Also an alien mav be granted work authorization when a deferted action has been approved by
ICE If the alien mntends to work m the Umted States while under deferred action. the CA must
request employment authonzanon approval i the mtal application and m any requests for
extension

(L FOUO) For more mformation on the advance parole. see subsection 9 3 3 “Advance Parole
9121 (U) Authority

(U/FOUO) Deferred action 1s an admumstrative remedy of the last resort to delay an alien’s
removal from the United States Deferved action does not confer any immugration status upon an
alien or cure any defect 1 immugration status for any purpose In addition. deferred action does
not preclude ICE from commencing removal proceedmgs at any time against the ahen For these
reasons_ deferred achion should not be requested if another type of adnunistrative remedy. such
as the SPBP or an extension of voluntary departure 1s available If deferred action 1s granted
however ICE has the discrenon to grant the alien work authonzation FOs should contact the

_fos gurdance i seeking deferred actions

2.2 (1) Request

{U FOUD) ICE policy and procedure for requesting deferred action depends on several factors
mcluding the alien's custodial stamus and the 1CE FO i wluch the alien resides If the alien 15 1n
ICE custody. the agent should contact -fm the procedure and documents for processing
with ICE-ERO If the alien 1s not currently i BOP or ICE custody. the deferred action must be
requested from and approved by the SAC of the local DHS HSI FO Because HSI FOs use
different forms and procedures. the CA must contact [0 determme the appropriate
paperwork and procedure

9313 (L) Approval

(U//FOUO) When ICE-ERO approves a deferred action. 1t sends a letter to [Jlnonfync I
Wof the approval tenm length. and condinons of the deferved action  The same letter 15 forwarded
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to the 1CT, FRO duecton m e pansdsctson where the sden v momoerited Al
deferred actson letter, the local 1CE VR officr comtacts fhie CA and o
the alien mito the custody of the requestng CA

(UIFOU0) For ahens whe are not m ICE costody, the sotice of agpprovad mm%ﬁ
the CA from the local HS1 FO In tas case. wmmwsmﬁhmﬂi

9324 (1) Exiension i RS {1

(U/IFOUO) If the alsen 15 stdl bemg wtilized @ the end of the defersed action perierl e CA ping 5
request an extension no later than 30 days before the expuation dae thﬂm et
the procedure for an extension vanes between HSI FOs and KCE FRO The CA dhosid =
coordmate with -ﬁn the appropruate forms and proceduare Nk -

9325  (U)Control Agent Responsibilities
(U/FOUQ) Reporting

(U//FOUO) There 15 no MTR form for reporting status clunges of alseas on defersod action
However, the CA 1s stll requared to mnmediately nuhfy-lf

e (U/FOUQ) The alien violates the law If the FO wishes to contmue the deferred achion.
the CA should make the request m an LHM that documents fhe cocumstances of fhe
arrest and the current status of any prosecution/mecarceration and provides pustfication
for contimung the deferred action must notify the HSI FO of the amvest and
provide the supporting documentation and the request 1o contunue the deferred artion

e (U/FOUQ) The alien's cooperation 1s no longer needed

e (U//fFOUQ) The alien has otherwise ended his or ber cooperatscn. sbsconded. or depusied
the country

e (U/FOUQ) The CA for the alien has chanped
(U//FOUQ) Departure, Removal, and Absconding

(U//FOUO) When a deferred action 1s termmated or expares. it 15 the CA's responsslisisty in
exercise due diligence and ensure the departure or removal of the alien If the alwn degarty the "
United States voluntanly. the CA must notify [Jjof the departere 1 the shen does nof depars e
as required, the CA should coordinate with the local ICE-ERO FO 1o locate and take the alen s
into custody for removal The CA should note the name and contact mfrmation of the cossodial
ICE agent and the date of the alien's custody. In the event that the agent ot exrorased doe
diligence but cannot ensure the departure or removal of the aben the szent sheald sonh [N
noting the efforts to locate the alien and that the ahen has sbsconded =2 = tam notily
the DHS HSI FO of the change in status To complete the required seportss m these e
circumstances. the CA must complete a defesred achion termmnation memn. Mﬂ--ﬂ Mt
provide to the agent.

9.3.13. (U/FOU Q) Advance Parole

(U/FOUO) The CA may request an advance parole for an alien undes deferrad acuen or a8 gy
SPBP without multiple entnes. Advance paroles permst abens o leave the countey and reenter
one tune. Advance paroles are only pernuned for operatsonal travel and not fox persanal wavel /
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and are not granted o famity members The CA should contact [ for psdance on

requestmy an advance paole
(LFOUO) I the CA seeks o obtam legal statis for the CHS following the CHS s assistance (o

the govermment the SA may do so i certam cucumstances (see subsection 9 34 below and
subsection 9 31 5 . “Pubhc Law 110 Progmam’ )

934 () S Visa Program
01341 (U) Nature and Purpose of the Program

(UFFOUO) The Vialent Crime Control Act of 199 areated an 'S™ nonimnugrant classification
under U S mmmmpration law. known as an 'S visa’ An S visa may be made available to a very
hnuted number of foresgn nationals who have entical reliable informanon that s necessary for
the successful mveshgation or prosecution of a cinimunal orpamzation or mformation concermng
a tervonist organzation The S visa program does not result in an actual visa contaming an 'S
stamp Nommougrant status enables an alien who 15 otherwise iadmissible to the United States
tu remamn 1 the United States for a hnuted time An S visa s not a mechamsm to brng an alien
mito the United States and cannot be used to keep an alien i the United States for operational
purposes Other methods. such as the SPBP and'o1 deferved action should be used for these

pParposes

(UAFOUO) If approved for an S visa, an alien may be pernutted to be lawfully present in the
Umited States mn a temporary. nommnugyant status for up to three years In practice. the S visa 1s
not actually a visa. rathes. it 1s mtended for those already present in the United States When
approving an apphcation for an S visa. the secretary of the DHS waives relevant grounds of
inadnussibility that might otherwase prevent the person from becomung a lawful permanent
resident If the alien complies with the terms of adnussion he or she may become ehigible to
apply for legal permanent resident (LPR) status. and possibly citizenslup The CA must consider
this in deternuming whether to apply for a particular candidate Prior to subnutting an S visa

application. the CA must also consider that several vears may elapse from the time an S visa 15
granted until the adjustment to LPR status 1s completed

{(U/FOUO) There are two tvpes of S visas for which a CHS may be sponsored. One 1s an S-5
nonmmmugrant classificanon The S-5 visa may be requested for an alien who possesses and 1s
willing to provide cntical. reliable mformation on a cnnunal organization to the requesting LE
agency and who otherwise quahifies under Section 101(a)(15)XS) of the Imnugration and

‘Nationality Act and 8 Code of Federal Regulations § 214 2(t) The appropriate -mm must

forward applicanons to the DOJ for uutial approv alhowever. the DHS mamtams final approval
authonty Under amendments to the Violent Crime Control Act of 1994 a maximum of 200
aliens per FY may be granted S-5 visas

(U FOUO) The other type of S visa 1s an S-6 nommnugrant classification The S-6 visa may be
requested for an abien who possesses and 1s walling to provide information on a terrorist
orgamzation. who will be placed in danger as a result of thewr cooperation: who 1s eheible fcrr a
monetary award under Section 36(2) of the State Department Basic Authorities Act of 1956 2
US.C. § 2708(a); and who otherwise qualifies under Section 101(a)(15)S) of the act and undf—r
8 Code of Federal Regulations § 214 2(t). The CA must provide a nonunation letter to the i
on behalf of the CHS. stating the accomplishmentis) the CHS has made on behalf of the FBI

(e g . assssted m preventing a terronst act from taking place) For S-6 non-imomerant visas. the
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10T exercases josnt responsibality o adyads ate seqpursts bry 1) agrneses de“m
vinas me avalable o alens each yrar

93411 (1) 5 Visa Program and (J15 Involvesnent in Posibde 1'1A

(UIFOUO) Onece the 5 visa has been issued if e CA reasonably belves the CHS fas engaged
m UIA_ the CA must notfy the [ ad toe [ st notfy 1CE 10 determme what actson “rh
nmst be taken See also Section 17 Confidentsal Human Sousce Patuspation m | nasthosssrd ' Iu- o
Mlepal Activity : o

9342 (1) S Visa Application Process i '“
(UIFOUG) An § visa request miust be documented on 2 1XO) supplemental workshert (avatale i
on the and approved by an SAC The workshest rmt then be forwaded w
the appropriate which must coordinate the application process with the X065 and OF0)
DOJ In addition to the adrmmstrative data requared on the workabhert the request st soelude

1 (U/FOUOQ) The sipmficance of the mvestigation

2 (U//FOUO) The sipmficance of the CHS s cooperation

3 (U//FOUQ) The basis of the request for S visa status  Thes section should set fortk 2
quantitative fashion the accomphshments based on the CHS s cooperation (e g sumiber
of arrests, indictments comvichions. seiznes disnuptions  desmantienent and the hike)
Furthermore 1f subnutting an S-5 request (cniomnal) the prosecutonal phase of the
mvestigation should be completed before submsttng an § visa applicaton

4 (U/FOUO) The names of farmly members for whom S visas are soughs (of appheable)

5. (U/FOUO) An evaluation of the threat to the alen

6 (U//FOUO) Preexasting grounds of excludabalsty (e g pendmg conmnal charpes)
(U//FOUO) An LHM from the FO SAC endorsng the request

8 (U/FOUO) A separate and completed form [-854, “Inter-Agency Alwen Witness and
Informant Record. fmﬂ;epmmalahe-nmdethzmhm of the aisen 15 muarreed
or has children or parents (Note that. although Part 7 of tius fonm states that o should be
filled out “if apphcable " the US Anomey s ngnatare—aot that of the ALSA =
mandatory for the application 1o be accepted by DOJ )

9 (U/FOUO) A separate and completed form G-325A for the prmcpal aben and each
family membes

10. (U//FOUQ) A separate. cusrent (withun 30 davs) NCIC record check (12 “rapdbest ) fiw
the pnincipal alien and each fanuly member who s 16 vears of age or older In cases ;
where a cnimunal record does not exsst. the CA must submut 2 prmtount showms 2 negairve
mquiry

11 (U/FOUOQ) Crimumnal Justice Information Services (CJIS) checks for both the prmepal O
alien and derrvatives RN i

12 (UFOUQ) An S v1sa apphication that mcludes 2 pre-sentence sepost and or ples o
agreement for all aliens whe have been convacted of a federal crme withen the lawr thee S

to frve vears

f .
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13 (L/FOUO) Fouwr apphcant finperprint cands _ contaming a
complete set of fimperpnnts and signatures fon the pnncipal alien and each fanuly
member who 1s 12 years and 9 months or older

14 (U/FOUO) Two recent, color, frontal view passport photos with white backprounds for
the pnincipal alen and each fanuly member. with names and alien numbers on the backs

of the photos
15 (U/FOUO) Copies of passports n then entirety (1€ front and back covers and all papes.
mcluding blank pages) for the prncipal alen and lus o1 her fanuly members

16 (U/FOUQ) Copies of any documents establishing qualifying fanuly relatonships 1f the
spouse of the principal alien 1s histed on the apphcation as a fanuly member . a copy of the
mamage certificate 1s requured (1f the pnncipal alien was previously mamed. a copy of
the divorce decree from the pnor mamage should also be submutted) If a child of the
prncipal ahen 1s histed on the application as a fanmuly member a copy of the child s birth
certificate 1s requued A translation must accompany all documents and certificates 1f
applicable If no documentation 1s available contact Lht‘-

03421 (L) International Travel for S Visa CHSs

(U/FOUQ) The USCIS makes the final decision as to whether to approve an S visa If approved
the S visa does not authonze the alien to travel abroad If aircumstances require the individual to
wravel outside the Umited States for operational or exigent personal reasons (e g - fanuly death)
the SA must submut a request to the appropnate -Luul for advance parole or a comparable
authonzation to enable the individual to reenter the United States Advance paroles are available
m very hmited circumstances to LE agencies for S visa applicants who travel mtemationallv and
need documentation to reenter the United States. For questions regarding advance parole critena
mtiating an S visa. or determuning whether or not the CHS qualifies for an S visa. contact the

appropnate oot
03422 (1) CHS S Visa Work Authorization

(U/FOUOQ) Upon the mmitial subnussion of the S visa application to the DOJ. the CA may request
a work authonzation from DHS through the appropnate [Junit. The CHS must pay the costs
associated with the S visa applicaton The FBI may not pay or rexmbuase the fees as a CHS
expense In addition. the FBI cannot pay or retmburse the CHS for personal living expenses
during the approval process

0135, (U') Public Law 110 (PL-110) Program

(S//NF) The PL-110 Program. administered by the CIA provides permanent resident alien status
to certamn alien CHSs who provide significant assistance i the interest of national secunty or to
further a national mtelligence nussion In the National Secunty Branch (NSB). CHSs who
provide exceptional cooperation regarding counterterrorism. countenntelligence. and mtelligence
matters may be ehgble for a PL-110 Only .PL-I 10s a year may be approved for all agencies

{S//NF) A CA must send a request for CHS PL-110 status to the appropriate ot which
then must coordinate with the DAD of the relevant operational umt. the DOJ. ICE. and the CIA
The CA must provide the following mnformation to the FIMS m an LHM

e (S//NF) The CHS s true name and the names of any immediate fanuly members mcluded
m the request
73
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o (S/NF) hopraphncal data

o (S/NF) I pyation statos

e (S/NF) Relatives m the Umted States

o (S5//NF) Financial status

s (S/INF) Exployment

o (S/UNF) Crimnal nstory on commmral activity

o (S5/NF) Whether the CHS s cunrent and future financial status 5 stable or whether the
povernmment mews a fimancial obligaton in coonmection with the CHS 5 resettlenent

e (S/NF) Details about the CHS ‘s relation iy with the FBI and the ClA o ludbne the

CHS's payment lustory and a comprehensive descniption of sipmficant contributions the
("HS has made in furtherance of national securst

04 (1) Individuals Seeking Asvium

(S//NF) An individual seeking asylum may be opened as a CHS i wdance with tias PG The

0.5, (L/FOUO) Notional Document

(U//FOUO) Notional documents. such as permanent resident alien card £ . peen

employment authonzation cards. are effective tools for LE and intellisence operatwons and ma

be requested for the CHS Notional documents are backstopped { are for fiash purposes oy
and do not convey any benefits. For international travel the CHS still needs a passport or 3

reentry permit
(LU//FOUO) To obtamn notional documents_ the CA must submst to the apos ',"__'!.7“- 0! an
LHM detailing a summary of the wnvestisation: a justification for the reguested mrmeration

benefit and or document the CHS s role and access to crmical information the effect the CHS

particrpation will have on the case. and the CHS 's identifvine mformation (12 . name

number. sex. date-of-burth. and country-of-barth). All TECS. NCIC . and CIS system checks must
be completed and the results attached Additional forms such as the as 1-89 cards 1765
(“Apphcation for Emploviment Authonization ) forms. and passport photos may be requared for
the request. (See the r mformanon regarchng these form

(UVFOUQ) After completion and review :_3..-7- sordinates with and forwards the

4
appropnate documentation to DHS for pproval

" _— —— | - r— - _'I T4
ust be available o the CHS

only dunng operational events The document must be retneved and mamtamed m a locked

(U/FOUQO) Anv notional document approved for use by the C

storage contamner within the FBI othice space bv the CA after each cperanonal use
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10. (U/FOUQO) Operation of Confidential Human Sources
10.1.  (U/FOUQ) CHSs Who May Testify in a Court or Other Proceeding

(U/FOUO) The CA or co-CA must document to the CHS file any FPO approvals. notifications,
or coordination requured mn this PG for CHS operational activities (e g payments, Tier 1 and Ties
11 OIA) that may become an 1ssue i cowrt if 11 15 necessary for the CHS to testfy

(U/FOUQ) Whenever it becomes apparent that a CHS may have to testify in a court o1 other
proceeding m which he or she 1s providing assistance to the FBI the SA must advise the CHS
and document the advisement m the sowce contact report (FD-1023)

(UFOUO) The CA or co CA should be aware that the manner i which a CHS 1s tasked may
subyect the CHS to having to testify. even if the CHS 's testiumony 1s not anticipated or desired
For mstance, if the CHS 1s tasked to gather physical or documentary evidence. make consensual
recordings. or engage m OlA_ the CHS may later be required to testify Accordingly. the CA or
co-CA must inform the CHS of thus prior to tasking the individual i this manner

(U/FOUO) Unanticipated situations may also anse that requure a CHS to testify. even though the
CHS has not previously agreed to do so For example. 1f a CHS becomes aware of exculpatory
mformation or becomes the single source of information for use 1 a tnal. 1t may be necessary for
the CHS to testify If there 15 a possibility that a court will require the disclosure of a CHS s
wdentity and the FO objects to this disclosure. the CA or co-CA may discuss with the FPO
whether the case should be dismussed (See Section 15. “Disclosure of a Confidential Human

Source's Identity )
10.2. (U) Electronic C ommunications With a CHS

(U/FOUO) E-mail text message. facsumle. and other electronic communications between an
SA and a CHS are discouraged because these methods are easily mtercepted

and can compromuse the CHS Depending upon the
curcumstances. m order to protect the CHS and the operation. consideration must be given to the
type of investigation the CHS 1s supporting. the specific mteractions required with the CHS. the
technical proficiency of the CHS. and whether technical equipment needs to be supplied to the
CHS. Overt FBI purchase of equupment supplied to the CHS and the use of overt FBI equipment
to communicate with the CHS are not recommended. except 1n very linuted circumstances

Issues related to communications are comiplex and possible solutions to hurdles encountered can
be discussed with the ioi:ml manager for the

program. The use of solutions proposed by ]

must be documented mn the CHS file

(L7'FOUO) In addstion. the above-listed electronic commumication tools or devices dumimsh the
SA ‘s ability to observe the CHS Consequently. the SA must exercise caution in using them. -
person contact 1s the preferred method of mteraction with the CHS  If anv of the above methods
are used. their use must be documented i the CHS file In addition. agents should be aware that
all comnmuucations with a testifying CHS will likely be produced i discovery Therefore agents
niust ensure that all commumcations are essential to operations and professional i content

(LVFOUQ) SSA approval 1s requured for all mteraction with a CHS via Intemet-based o1
electromuc commmumcation. mcluding. but not limuted to. e-mal. text. facsinule. social networks.
forums. cloud computing. and app-based connections. This approval must be properly
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documented m the CHS file These commmmeation methods should only be used when
operationally necessary, and proper consideration should be given to operational secarity.

includmg the use of misattributed Internet cormections, enct yption, and ofher means Addstional
puidance on proper operational security can be provided by
(U/FOUO) Use of the above electrome commmuncation methods —as well as telephonic

contact —with a CHS who 1s operated m a foreipn country 1 addressed m Sechon 19
‘Extratermitonial Operations

(U/FOUO) Addional gusdance on secure commumecations with 2 CHS can be provided bry the

FBIHQ operational divisions and the program manager for _pnﬁgn

10.3. (U) Consensual Recording

(U//FOUO) Consensual montoring by a CHS must comply with the AGC Domn and IO
subsection 18 6 1

10.4. (U) Undercover Operation

(U//FOUO) If 1t 1s necessary for a CHS to be mvolved m a UCO, the CHS s paticipation
requires the approval of the FO and . if it 15 a2 Group [ UCO. of FBIHQ) (see DIOK subsectson

18 6.13) Upon approval of the UCO_ however the FO still must separately approve the specific
activities for the CHS withmn the UCO (e g . OIA mterdivision travel undisclosed participation )
in accordance with this PG The OIA must be documented through Delta In addstson. althoush
the UCO proposal may contamn an estimated amount of funding requered for CHS services andor
expenses associated with the UCO, these CHS pavments are not approved through the UCO or
covered by UCO funding  All payment requests for CHS services and expenses m the UCO must
be justified and processed mn accordance with Section 17 “Confidential Human Sowsce Fimancaal
Matters

10.5. (l'-'_-}'D['O) Undisclosed Participation

Sedmn 16
10.6. (U/FOUO) Alias False Idenftification

(U//FOUO) The FBI s sssuance of an AFID to CHSs 1s cnly allowed m extraordnary
circumstances. One of the few areas where AFIDs for CHSs have been granted 1s i Medicars
fraud investigations, where former FBI employees meeting relevant age requuements ase opened
as CHSs (see subsecuon 7 15 . “Former FBI Emplovees and Persons With a Present or Formes
Relationship With an FBI Emplovee”) AFID may not be 1ssued 1o a CHS for the purpose of
providing secunty following his or her cooperation The CA or co-CA must use other methods
provide protection. such as a lump-sum p1*1:|1mt to relocate the CHS (see subsechon 17 14
Lump-Sum Paymeents. ™ and subsection 17 . "Relocanon ), a safe house. or the WSP (see

Section £ “Witness Secunty Program )

(U/FOUQ) A request for an AFID for a CHS must contamn compelling jushfication—mncladens a
descniption of the proposed operation of the CHS—and specify whether the CHS wall operate
using the AFID on a full-ume or part-time basis In the FO. the request must be approved by the
undercover coordinator (UCC) and the SAC The request must then be sent to the ] ot

will coordinate the approval of the request by the onal umt. FBIHQ LIC : -
e Y - e
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The [l advises the FO of the final deasion Documentation related 1o the request and outeome
st be placed mto the CHS file

(UAFOUO) If a CHS 15 issued an AFID the FO s vesponsible for ensuong that it s used
comphance with the [, | ot 4l cucumstances
however the AFID must only be made avalable to the CHS dunmg operational events and
reineved by the FBI after each operational use  The AFTD must be mamtamed m an FO safe o
authonzed secunty contamer when not m use

10.7. (1) Obtaining Information About a Subject's Pending € harges or Legal Defense
Mans

(UFFOUO) If a CHS 15 m a postion to obtam mformanion from a defendant who s facing
pending crmmnal charges for which the defendant s Sixth Amendment nght to counsel has
attached. the CHS must be mstructed not to sohct mformaton from the defendant reparding the
penching charpes A subject's Sixth Amendment nght attaches when a prosecution 15 commenced
(12 at or after the mitation of adversanal judicial coimunal proceedinps—whether by way of a
formal charge a prehmmary heanng. an indictment, a cnnunal mformation document or an
anaymuent)

(L/FOUQO) Nevertheless. a CHS may be duected 1o 1) become a passive hstener to report. but
not salicit. statements by a defendant about pending charges or 2) obtain mformation from a
defendant about a matter that 1s separate from the one(s) pending against the defendant

(L FOUO) In certam cucumstances. a CHS's contact with a defendant who 1s represented by
counsel. bur agamst whom charges are not pending may be linated by other laws (see the
Citizen's Protechion Act. codihed at 28 U S C § 530B) On any occasion when a CHS 1s directed
to have contact with a person who 15 represented by an attomey 1t 1s recommended that the CA
consult with the FO's CDC

(UAFOUQ) Finally. the CA must mnstruct the CHS not to mterfere with the defendant s attorney
client relationsthup For example. the CHS should not make disparaging remarks about the
attorney or about the way m whuch the defendant should cooperate with the attormey

(U FOUO) Aay questions about the content of this subsection should be directed to the assigned
AUSA o1 to the FO CDC

108, (U FOUQ) Use of a CHS Associated With a Wire or Flectronics Service Provider

{(LVFOLIO) Before operating a CHS who 1s employed by a wire o1 electronic communications
servace provider or who owns or operates a company providing such a service (1e . a CHS
associated with a telephone company or an internet service provider). the CA or co-CA must
consult the CDC to ensure that the use of the CHS ‘s does not infringe upon the First Amendment
right 1o free speech

{UVFOUO) The Electromic Communications Privacy Act (ECPA) establishes limitations on the
govermment s access to records and content held by wire or electronic commumications service

providers, icluding telephone companies and companses offermg commumecation facihites
through the futernet Thus those restnictions lumt the FBT's abiliry to obtam records from a CHS

who 15 employed by a wire or electronsc communications service provider or who owns or
operates a company providing such a service Furthermore the Fourth Amendment protects
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service providers’ costomers from the disclosure of the contemts of thew
povermnent

(UIPOUO) Therefore as a penwsal rule the FIST may mof accept seconds on fhe content of
rmmmmﬁma(&ﬁmﬁmh:mummm
or who owns or operates such & company The use of 2 CHS w solustardy provide wlrmatcon
to the 1131 does not constitute compluance with F£PA or the Fourth Amendoent mﬁ ‘- ,1

CA may only obtain such mformation thiough applicable legal processes (e g lﬂ"
subpoena. a Natiomal Secunty Letter [NSL| 2 search warand or an E1SUR

(UIFOUO) The CDC should be conmulied of there ane amy questions dhont witt St amE L RS
A

AR
be obtamed from such a CHS i comphance with ECPA alical
109, (U) Elected or Appointed Covernment Officials : ’wj“: i
(U//FOUO) The FBI may accept information concernng alleged violations of law or other -‘*,‘J-"-‘
matters within FBI junsdiction from povernment officials The FBI may not secnmt or operate N Al
CHSs for the sole purpose of collecting mformanon concermmg the polstical belsefs or pevsonal
lives of individuals withsn a governmental body or the private or confidenmial deliberations of i
that body Furthermore the FBI may not knowmgly influence or anemgt o mflsence 2oy aetion ™
of a USG body. unless 1t 1s dome 10 furtherance of a compelling povernmental maesest [f the ey
mvestigation plans any actrvity that may influence a USG body the SSA CA or coCA must S e
consult the CDC Additionally thus type of activity may migger review and approval STV
requirements for undisclosed participation and amst conply with the ACC Dogn and DR0OE i 4::‘ .
Section 16 ST
10.10. (U/FOUO) Employees of Financial Institutions e e
(U//FOUO) If a CHS 1s an employee of 2 financial mstitution. the CA may nof task the CHS o l «*ig
provide or knowingly accept information that violates the provisons of the Raglt to Fmancesd

Privacy Act of 1978 (12U S C § 3402) The act prohubats the FBI from obtamng the Snancal .'.'-" D
records of any customer from 2 financial mstitution cutside of specified formal processes, such .i
as subpoenas and search warrants o=

10.11. (U/FOUO) Emplovees of Educational [nstitutions

(U//FOUO) The Family Educational Rights and Privacy Act (the Buckiey Amendment)
establishes limitations on the govemnment's access to student edurational records held by
mstitutions of lugher learmng These restnctions lunst the FBI's abslaty w0 obtan recosts foma
CHS who 1s emploved by an educanional mststution m any capacty (e g Ilmlm By .
ibranan. and the like) Therefore. as a general rule. the FBI may not accept seconds S -=~{=’s" %
employed by an educational mstiution o

(U Fm,cn&mm,menmmmsmkuhaﬂﬁmmw; e v
smce this mformation 1s not protected mdmlruhiypﬁ*ﬂ =)
circumstances Furthermeore. rmalkdcmmgﬁ*ﬂh 2y prodh
The CDC should be consulted «f there are any questions about what

from such a CHS m compliance with the Bucidey Amendmens.
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10.12. (U/FOUO) Use of a Sub Source

(U/FOUO) A sub-sowrce 1s any mdividual who directly acquares mformation that 1s then

provided to the FBI by an FBI CHS as a result of the CHS bemg tasked Examples of persons not
considered sub-sowrces. by defimtion, are as follows

« (U/FOUO) Contacts with whom the CHS has fanmhial commumications and whose
mformation he or she then shares wath the FBI

= (U/FOUO) Contacts with whom the CHS has business related commumcations and
whose mformation he or she then shares with the FBI

« (U/FOUQ) Acquamtances or nonpersistent contacts with whom the CHS has
commumcatons and whose mformation he or she then shares with the FBI

(U/FOUO) In domestic operations, the CA or co-CA must not task. direct, or control a sub
source through the CHS Any direct or indirect instruction through a CHS to engage n
mformation-collection activity 15 considered tasking and 1s prohibited 1n domestic operations

(U/FOUO) For information regarding the use of a sub-source m extraterritonal (ET) operations.
see Section 19, “Extratermitonal Operations

10.13. (U/FOUO) Use of CHS Information in a Foreign Intelligence Smiveillance Act
Affidavit

(U/FOUO) If an FO has CHS information that supports probable cause necessary for a Foreign
Intelligence Surveillance Act (FISA) application. that information may be used without revealing
the identity of the CHS Upon SSA approval the CA or co-CA must provide the FBIHQ
operational umt with the CHS s file number. the length of time the individual has been a CHS.
and a statement regarding the CHS's reliability and whether the information has been
corroborated  All mformation provided to support the FISA application. includmng the CHS's
mformation. must be documented 1n the CHS file The CA or co-CA should also be prepared to

provide the following information. upon request. to the operational umt for distnbution to the
DOJ s NSD or for use in the FISA application

e (U//FOUO) Whether or not the CHS was paid (SAs may use general terms so that no

exact amounts are grven—for example. “the CHS was paid a modest fee for
information )

e (U/FOUO) All comvictions against the CHS
e (U/FOUO) Any other Brady Act/impeachment mformation
10.14. (U/FOUO) CHS Prioritization Syvstemn

(U/FOUO) The CPS 1s a tool 1n Delta that was established to deternune CHS prionitization
based on the nsk of operation The tool 1s incorporated mto the Sensitive Information tab in
Delta, and the information entered about the CHS must be updated on a quarterly basis See
Section 20, “Confidential Human Source Validation.” for more information
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11. (U) Department of Justice Notification Requirements

(U/FOUO) This section describes situations mvolving a CHS that reque the FBI 1o notedy
certam components of the DOJ i accordance with the ACC CHS The [DACG must approve

exceptions Lo these notification requurements. as set forth i submection 11 5 “Exceptions o the
DOJ Notification Requurements ~ All notifications discussed mn subsections 11 3 theough 11 5
must be made m wiiting and approved by the SSA

11.1. (U) Notification Designees

(U//FOUO) An SAC and a CFP may designate (if both concur) particular indsvidhaals m thes
respective offices to carry out the functions assigned 1o them i subsections 11 2 (“Notification
to DOJ of Unauthonized [legal Activity ) through 11 7 (“Responding to Requests from FPO

Attorneys Regarding a CHS”) and subsection 11 9 "DOJ Review of FBI CHS Files for Non
Testumomal CHSs

11.2.  (U) Notification to DOJ of Unauthorized Illegal Activity

(U//FOUQ) For notification procedures related to CHS UIA see Section 12 “Confidential
Human Source Participation in Unauthonized Hlegal Activaty

11.3. (U) Notification to DOJ of the Investigation or Prosecution of a CHS

(U//FOUQ) If an SA has reasonable grounds to believe that the alleged felomous actvsty of 2
current or former CHS 1s. or 15 expected to become. the basis of a prosecution or mvestigation by
an FPO, the SA must immediately notify a DOJ CHSC or the assigned FPO attomey of that
individual’s status as a current or former CHS. With respect to a former CHS whose alleged
felomous activity 1s. or 1s expected to become. the basis of a prosecution or mvestigation by 2
state or local prosecutor’s office. the DOJ CHSC or assigned FPO attorney must be mumediately
notified. but only 1f the SA has reasonable grounds to beleve that the CHS s prior relationshsp
with the FBI 1s matenal to the prosecution or mvestigation

(U//FOUQO) Whenever such a notification occurs. the DOJ's CHSC or the assigned FPO antomney
15 responsible for notifying the CFP. The CFP and FBI SAC (or designees) with each other's
concurrence. must notify any other federal state. or local prosecutor's office. or LE agency that
1s participating 1n the mvestigation or prosecution of the CHS The nonfication to other
prosecutors or LE agencies must be documented 1 the CHS file

(U//FOUO) The SA s notification to the DOJ CHSC or FPO attomey mmust be made m wriime
approved by the SSA_and mamtained in the CHS ‘s vahdation sub-file

11.4. (U) Notification to DOJ Regarding Certain Federal Judicial Proceedings

(U//FOUO) An SA must immediately notify the appropnate DOJ CHSC or the assigned FPO
artorney whenever the agent has reasonable grounds to believe thar

e (U/FOUO) A current or former CHS has been called to testify by the prosecution m any
federal grand jury or judicial proceedng.

* (U/FOUOQ) The statements of a current or former CHS have been. or wall be palized by
the prosecution 1 any federal yudicial proceeding
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e (L/FOLIO) An FPO attomey intends to represent fo 4 court or ey that a cosrent o
former CHS 15 of was a coconspriaton or other commnally culpable pasticipant m any
crmumal actaty

(UFOUO) The notification must be made m withng approved by the SSA  and mamtaned m
the CHS s vahidation sub file

1LE (1) Notification to DO of Pravileged or Fxculpatory Information

(UAFOUIO) If an FPO 18 participating m the conduct of an FBI mvestipation that w utilizing a
CHS or working with a CHS i connechon wath a prosecution. the CA co CA must notify the
FPO attomey assygmed to the matter i advance. whenever possible  af the CA o1 co CA has
reasonable prounds to believe that the CHS wall obtam or provide mformation that 1s subject 1o
ot arguably sulyect to. a legal puvilepe of confidentiality belonging to someone other than the
CHS. Documentation that the notification has been made by the CA o1 co CA must be placed i
the CHS Delta file

(UFOUO) Whenever an SA knows on reasonably believes that a cunent or former CHS has
wformation that 1s exculpatory as to a target of or a defendant (including a convicted defendant)
m a federal state. or local mveshgation or case the FBI agent must dasclose the exculpatory
miommaton to either the assigned FPO attomey that 1s participating. or had paricipated in the
conduct of that mvesthiganon or to the DOJ CHSC The disclosure notification must be made 1n
witing. approved by the SSA. and mamtamed mn the CHS ‘s vahdation sub file

(LUVFOUO) In um, the assigned FPO attomey or the DOJ CHSC 1s responsible for disclosing
the exculpatory mformation to all affected federal state. and local authories In the event that
the disclosure would jeopardize the secunty of the CHS or senously compronuse an
mvestigation, the FPO attomey or DOJ CHSC must refer the matter to the HSRC for
consideration. except for matters related to an mternational terronism or national secunty
mvestigation The latter must be refenred to the AAG of the NSD (o1 designee) The basis for

refernng the matter to the HSRC or the AAG of NSD (or designee) must be documented i the
referral and placed wmto the CHS file

11.6. (UVFOUO) Nofification to DOJ Upon Naming a C HS as an lnterceptee or a
Violator in an Electronic Surveillance Application

(U/FOUO) An SA must not name a CHS as an interceptee or a violator m an affidavit in support

of an apphicanon for an ELSUR order made pursuant to 18 US C § 2516 unless the SA believes
that

e (U/FOUQ) Onutting the name of the CHS from the affidavit would endanger the CHS s
hife or otherwise jeopardize an ongomg mvestigation

e (U/FOUQ) The CHS 1s a bona fide sulyect of the mvestigahon based on the CHS s

suspected mvolvement m ULA See subsection 11 2 “Notficanon to DOJ of
Unauthorized Dlegal Activaty ™

(U/FOUO) If the CHS 18 named m an ELSUR affidavat. the SA must inform the FPO atomev
makung the ication and the court to which the application 1s made of the CHS ‘s actual stams
The SA no to the FPO attomey must be made 1n wntmg approved by the SSA. and
documented i the CHS 's man sub-file
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17 (UIFOUO) Responding to Requests From § PO Attorneys |

(IWF(JIKJ)F«MWM‘&H“&II
appropriate FIPO attormey the CA on co €A m comduation
pmmhmmdlmm—-mam .
mdividual 15 4 curment or formes CHS for the FBI The dessenmnanon of the
10 the FPO must be approved by the SSA and documented 1o the CHS file

(UMFOUO) I the SAC mmmmmpmu-ﬁ--hﬂuhﬂ -
cucumstances of the case he or she must explam the obyection o the FPO attomey makmng X
tequest. and any remaning disagreement as o whether the sformation should be grovided
FPO attorney must be resolved pursuant to subsection | 5 1 “AGG CHS and AGG Do
Exceptions and Dispute Resolution

118, (U) Exceptions to the DOJ Notific ation Requirements P

(U/FOUO) The Duector of the FBI. with the winitten concurrence of the DAG may snthbold =~
any notification required pursuant to subsection 11 0 “Notfication 1o DOJ of Unasthorzed B S

Mlegal Activity ” through subsection 11 7 above of the SAC and DAG determne that the il
identity. position. or mformation provided by the CHS wantants extracedmary protection for S
sensitive national secunty reasons Any SAC determunation o withhold notdficaton slong watlh B
the concurrence of the DAG. must be documented by the CA or o €A and suustased = the --'r. '

CHS s mam file
11.9. (U/FOUO) DOJ Review of € HS Files for Non [ estimonial € HSs

(U//FOUO) If an FPO attomey seeks to review the file of 3 CHS who = not expected B
the CA or co-CA must advise the FPO attomey to subnit 2 wrstien regquest to the FO CDC i TSR
FPO attomey s request must specify the information sought and provide justification for the o T
review Afier consuling with the CDC and ASAC. the SAC must msue 2 witien response 5 fhe e
FPO attomey outlimng the parameters of any permutied review The SAC response and fhe FPO s

attorney request must be documented to the CHS file = %

~ .ﬁ_h..:“-.
(U//FOUQ) If the SAC and FPO agree on the terms of the review the CHSC most malke E ',.’i.:"- -

arrangements for the CHS file review i FBI office space The FPO antomey » oot penmsted 0 i
tmecmo{%ﬂcmmmlmmmmmmtm 1.'1
should document this agreement 1n the adnumstrative portion of the CHS file i

(U//FOUO) The CA or co-CA must prepare a record of the FPO atiomey s CHS file sevew,
which must nclude the FPO attornev s request and the SAC s response the date of the CH
review, the identity of the FPO reviewer. the method of review, the identification of 2uy
mmmlmﬁmd{dwhnﬂc]ofmmimﬁm_ﬂhﬁ
FBI office by the FPO reviewer and the wittten approval of the CDC perms .
removal

(U//FOUOQ) The resolution of any disagresment between the FPO
regarding the prnting and release of documents from the CHS file s
with subsection 15 1. AGG{‘HSMAGG-D_E!“

(U/FOUO) See also the DAG memorassdum o t___
Investiganon s (FBI) Adnsrsstration of Confiden
Drscovery Obligahons of Prosecutors” M

d “p
o R
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12. (U) Confidential Human Source Participation in Unauthorized
Tlegal Activity LR R R et [ A L

12.1. (U) Notification Process

(U/FOUO) According to the AGG CHS. of an FBI agent has reasonable grounds to beheve that
a CHS has engaged i UTA (other than minor traffic offenses), the CHS must be closed, unless

SAC approval for continued use 1s obtamed (see subsection 12 2 | below) The SA must
promptly nonfy DOJ's CHSC or the assigned FPO attomey of the UIA and the reasonable
grounds upon which the FBI believes it has occurred. Reasonable grounds exast, for example.
when an SA has knowledge of a pending state or federal mvestigation of the CHS; pending
crmmunal charges against the CHS, or an admission from the CHS, or 1f the SA has information
from two or more independent sources. or from one credible source. that the CHS has engaged in
legal activity. The SA must make the notification even if the CHS will be closed as a result of

the illegal activity. The notification to DOJ must be made 1 wnting. approved by the SSA_ and
documented in the CHS main file

(U/FOUOQO) If the CHS's continued use 1s deswed. approval must be obtamned 1n accordance with
subsection 12 2

(U//FOUO) After being notified by the FBI the DOJ’s CHSC or assigned FPO attorney 1s
responsible for notifying the following FPOs of the CHS's criminal activity and the individual 's
status as a CHS:

s (U//FOUQO) The FPO in whose district the criminal activity primanly occurred. unless a
state or local prosecuting office 1n that district has filed charges against the CHS for the
erinunal activity and there 1s no basis for federal prosecution n that distnct

s (U/FOUO) The FPO attomey_ if any. who 1s participating in the conduct of an
mvestigation that 1s utilizing the CHS or 1s working with the CHS 1n connection with a
prosecution

* (U/FOUO) The FPO attomey. 1if any. who authonzed the CHS to engage 1n OIA

(U/FOUO) Whenever these notifications are provided. the CFP and the SAC (or the individual
to whom authority has been delegated 1n accordance with subsection 11 1 - “Notification
Designees™ ). wath the each other s concurrence. must notify any state or local prosecutor’s office
which has junisdiction over the CHS's cinunal activity and whach has not already filed charges
agamst the CHS for the cninunal activity. that the CHS has engaged m cnnmunal activity. If the
state and local prosecutor’s office 1s known to alreadv be aware of the CHS's crimunal activity.
then notification by the CFP and SAC 1s unnecessary. The CFP(s) and the SAC(s) are not
required to, but may (with each other s concurrence) also notify the state and local prosecutor's
office of the person's status as a CHS These notifications must be documented 1n the CHS's
mamn file.

12.2. (U/FOUO) Request for Approval of the Continued Operation of a CHS

(U//FOUO) When a CA has reasonable grounds to believe that a CHS has engaged i UIA. but
wishes to continue to use the CHS. n addition to reporting the UIA to DOJ in accordance with
subsection 12 1 . “Notification Process.” the CA must submut a request for continued operation
to the SAC (non-delegable) for approval (see subsection 18.1.2  “Closing a CHS for Cause ™).
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that activity)

e (U//FOUO) Whether the CHS has ignored any previous
e (U//FOUO) The importance of the CHS to the FBI's mission

e (U//FOUO) The risk to the public from the CHS s illegal actrvity ;
e (U/fFOUO) The likelihood that the CHS will engage m UIA m the fustuse

(U/FOUO) If the SAC approves the continued use of the CHS, the CA must re admonish the
CHS with regard to participation n UIA and remind the CHS that the ndidual hasso
immunity from prosecution for the unauthorized activity The CA must document the request 1o

continue CHS use and the outcome of the request mn the CHS file

12.3. (U/FOUO) UIA Resulting From Violation of the Authorization for I

(UffFOUO)WhmanCAhzsmsmmbdmﬂﬂt:CHShumhﬁ&u f] -
mmmmmmommsammm&m on
and follow the procedures outlined i subsection 13 £ “Revocation of OLA sthorzation ©
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13- ([WFOUO) Coufidentinl Human Source Participation in

_Otherwise llegal Activity

ftﬁmlﬁ) Kkl it ehrisoicns destribed in this eec ton, a CHS may be authonzed 1o
participate w certam illegal actvty referred to as “otherwise illegal activity — OIA s defined as

any actonty that wonld constinnte a cnnunal violation under federal, state. on local law if a person

were to engage m it without authonzahon The OLA must be reasonable under the cocumstances,
winch mclude the scope. peographic area. and duration of the unlawful activity

131 (1) Prohibited Activities
(U/POUI0) According to the AGG CHS . the FBI must never authonze a CHS to

= (U/FOUQ) Participate m any act of violence. except that the CHS may take reasonable
measures of self defense m an emerpency to protect lus or her own hife or the hves of

others agamst wrongful force

o (U/FOUO) Parncipate n an act designed to obtain mformation for the FBI that would be
unlawful «f conducted by an LE agent (e g breaking and entening. illegal wiretapping,
illegal opening or tamperng with mail. or trespass amounting to an illegal search)

(U/FOUO) In addinon. CAs_ co-CAs. and SSAs must ensure that any dangerous commodaty o1
ttem (such asa firearm_ body armor. explosives. and the lhike) does not leave law enforcement
(LE) control” and that drugs do not leave LE control absent specific approval from the

appropnate headquarters official
132, (U) Tier I O1A

1321, (U) Tier 1 OLA Definition’

nusdemeanor or fclmy 1mdct fedesal, state. or local l;m if mgaeed n h‘_, a per-sm1 acting without
authonzation and which mvolves any of the following activity

e (U/FOUOQ) The commussion or the sipmficant nsk of the commussion. of any act of
violence by a person or persons other than the CHS *

e (UVJFOUOQO) The cormupt conduct, or the sigmficant nsk of corrupt conduct. by an elected
public official. a public official in a lugh-level decision-making or sensitive position n
federal state or local government

Q) Per AGG-Dom and AGG-UCO. m a controlled transaction. the item(s) wall be momitored by the FBI and

retmned or seized at the conclusion of the ransaction

* (UIFOU0) Whule the AGG CHS defimtion of Tier | violanons generally does not mclude potentil violations of

hﬂlnnl support statutes. inasmuch as the below-hsted six factors are rarely mvolved. FBI practice 1s to treat
‘matenal support statute violations as Tier | violations requinng the approval of the AD. Counterterrorism
m (CTD) and of the DOJ

i @}m&n 15 significantly associated with, or substantially contrelled by orgamized cnme ordinanly

- wall be wathun the scope of thus defimtion Thus. for example. where bookmakers have 2 financial relationshup with
~ members o7 associates of organired crime. and /ot use members or associates of orgauzed crume to collect their

~ debts. the conduct of those bookmakers would create s ugficant nsk of violence. and would therefore fall witlun
m-t"Ihlm
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controlled substances m a guantity qﬂ ﬁ&

umm&mmmm
o (U/FOUO) The fmancial loss, or the sypnificant nfar 1;*
mmncudmg&mmmﬁdn(MMim L
e (U/[FOUO) A CHS providing to any person (other fhan a0 FBI & _' any &
o1 expettise that 15 necessary for the commsssion of a federal stse or
the person would otherwise have difficulty obtamng.
e (U/FOUO) A CHS providing 1o any person (other fan 2 FBI agent) any quantaty o
controlled substance, an explosive firearm ofhwr dangrerons weapon. or ofhes i
poses an immediate and significant theeat o public safety with lntle or
its recovery by the FBI
13.2.2.  (U) Tier I OIA Authorization

(U//FOUOQ) Tier 1 OIA requires advance writien approval by the FO SAC The CHS OIA 3
file must contain the authonzation m accordance with subsection 159 w
Procedures

(U//FOUO) In criminal mvestigations, the SA must contact (followng the SAC s appoval the
P’Pﬂmvoivcdmﬂ]cmvesugaimwotuinﬁrmc#m’ﬁ hine The

level(lc ASAC}mﬁmurcspﬂ:huoﬁccstocxrym the appreval = W

(U//FOUQ) The appropnate CFP for all mvestigatsons except national mm
the CFP who:

» (U//FOUO) Is participating i an FBI inveshigation that i uidhzang the CHS or
with that CHS 1n connection with a prosecution

* (U/FOUO) Would have primary yunsdsction 1o prosecate the OIA thas
federal law

OR
e (U//FOUO) Is located where the OIA 1s ¥ ocour

(U//FOUO) For national security mvestigations or foresgn mielbsence
send, upon SAC approval. an EC to the appropnate FBIHQ operatonal &

* (U) The citations to the USSG are to the 2005 edition References to parsouiar T2
remain apphicable 1o the most closely corresponding USSG level m subsequest e
wthmdbsmmmmm&m:uﬂﬁhﬁi
rematn applicable o the hizhest offense level m the Drag Quantity T:
the fourth bullet pomt of thss subsecton will emam
USSG, mggammmgmmhhﬁﬁﬁm '
ambimwties in this regard should be resolved by the AAG for & -
¢ (U/FOUQ) While the AGG CHS only require SAC appe
matters is to obtain FBIHQ operational AD approval :
Wmmhwwmh
approval in national secemty or foreigm i 1
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approval for the Q1A thereafter, the FBIHQ operational unit mmst forward the AD appoved
request. m a document sutable for dissenunation, to the appropnate DO authonty for its
approval The FBIHQ operational unit must then notify the requesting FO. via EC upon DOJ
approval or demal of the request A copy of the above OIA related documentation must be filed
mn the CHS OIA sub file

(U/FOUO) The appropnate CFP for national secunty and foreign mtellipence collection matters
15 the AAG of the DOJ NSD. or lus or her designee This designee may be an FPO attomey
however_ the CHSC must venfy that the delegation has taken place within the relevant FPO If
the CHSC 1s unable to identify an NSD designee. the FO should request assistance from the
operational unit at FBIHQ

(U/FOUO) As part of the approval process. the SAC and CFP authonzing Tier | OIA must make
specific findings. set forth i subsection 13 4 . “Documented Fidings of Tier I and Tier 11 OIA

Approvers, regarding the proposed illegal activity. which must be documented in the response
to the OIA request This documentation must be mamntamed in the CHS s OIA sub-file

13221, (U/FOUO) CEFP Authorization for Limited OLA Related to Material Support
of Terrorism in National Security Investigations

{(U//FOUO) For puudance on this authonzation see DIOG subsection 17 6, “OILA Related to
Material Support of Terronism i National Secunty Investigations ™

1323,  (U/FOUO) Tier I OLA Emergency Oral Authorization

(U//FOUQ) Those authonzed to approve Tier I OIA n accordance with subsection 13 2 2 “Tier
1 OIA Authonization,  may orally authonze a CHS to engage in Tier I OIA without advance
wntten documentation when they each deternmune that

* (U/FOUO) A lughly significant and unanticipated investigative opportunty would be
lost 1f the OIA wntten authonzation procedures were followed

s (U/FOUO) These circumstances would support a finding to authorize the OIA pursuant
to subsection 13 4. “Documented Findings of Tier I and Tier I OIA Approvers

(U//FOUO) In such an event. the documentation requurements._ includmg a written justification
for the oral authorization, must be completed as soon as practicable. but withun 72 hours
following the oral approval i Delta

13.24.  (U) Tier 1 OLA Duration

(UYFOUO) Tier I OIA authorization must be set for a specified peniod not exceeding 90 days
An exception exists for national security mvestigations or foreign intelligence collection. for
which the CFP may authorize OIA for a peniod of up to one vear.

(U/FOUQ) The Tier I OIA authonzation period may be extended. according to the procedures
set forth i subsection 13 6.. “Renewal and Expansion of OIA Authorization ™

13.3. (U) Tier IT1 OLA

(U/FOUO) According to the AGG-CHS Tier IT OIA 15 any other activity that would constitute a
masdemeanor or felony under federal. state or local law 1f engaged m by a person acting without
authonzation
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1330 (U) Tier 11 OIA Authorization

(UIFOUO) Trer 11 OIA requines the advance wistten approval (dwsent 2 rerpuest for emerpeney
authonzation i accordance with subsection 13 34 “Tier 11 OIA Dnnation ") of the SAC The
authonzation commumeation must contamn specific findings egardmg the proposed diegal
activity as set forth m subsection subsection 13 1 “"Documented Fmdmgs of Tier | and Tier i
OIA Approvers " and must be mamtamed i the CHS OIA sub file n states that requare more

than one party consent 1o record commumecations, OIA authority must be reguested m
accondance with DO subsection 18 6 1

1332, (U) Coordination With F PO Attorney

(U//FOUQ) FPO approval 1s not requured for Type 11 OIA However if an FPO attorey =
assigned to an investigation i which the CHS 15 assisting and the CHS 15 expected to testify the
CA must ensure that the FPO attorney 1s notified in advance of the OIA_ if practicable The O1A
request must document the FO's written or oral notification mn Delta

1333, (U) Tier 11 OIA Emergency Oral Authorization

(U//FOUQ) In extraordinary circumstances. an SAC may orally authorize a2 CHS 1o engage
Tier IT OIA. wathout advance documentation. after deterrmmng that 2 haghly sigruficant and

unanticipated mvestigative opportumty would be lost if the FO were 1o follow the OIA wrtten
authonization procedures In such an event the SAC must complete the documentation
requirements_ including as wnitten yustification for the oral authonization as soon as practicable
but withuin 72 hours. The CHS s OIA sub-file must document thas approval communcation.

1334, (U) Tier I OILA Duration
(U//FOUO) Tier I OIA authornzation must be set for a specified peniod not exceedmg 90 days

(U//FOUQ) The Tier Il OIA authonzation pentod may be extended . according to the proceduses
set forth in subsection 13 6 = “Renewal and Expansion of OIA Authonzation '

13.4. (U) Documented Findings of Tier I and Tier [I OLA Approvers

(U//FOUO) In accordance with subsection 13 2 2 and subsecnon 13 1 1 on OIA authonzation.
those authorized to approve Tier [ and Tier IT OIA must document 1n the CHS s OIA sub-file
whether the benefits to be obtained from the CHS s participation m the diegal actvity outweigh
the nsks mvolved and are necessary to either

e (U/FOUQ) Obtain mformation or evidence that 1s essential for the success of an
investigation and 1s not reasonably available wathout such activity, mcluding illegal
activity to mamntamn the CHS s credibility and thereby obtain the mformation or evadence

OR
e (U//FOUOQ) Prevent death, senous bodilv myurv, or sigmsficant damage to property

(U/FOUQ) In making these findings. the approvers must consider
e (U/FOUO) The importance of the investigation
e (U//FOUOQ) The likelthood of obtaming the mformation or evidence.

e (U/FOUO) The nsk of the CHS musunderstanding or exceeding the scope of has or ber
authonzanon

38 ' II:.'_-.
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= (U7FOUQ) The extent of the CHS's participation m the OIA

« (U/FOUO) The nsk of the FBI being unable to monitor the CHS 's participation n the
OlA

*» (U/FOUO) The nsk of violence. physical inpury. property damage. or financial loss to
the CHS or others.

= (U/FOUO) The nsk of the FBI being unable to ensure that the CHS does not realize
undue profits from his or her participation in the OIA

134.1. (U) Precautionary Measures

(U//FOUQ) Whenever an SA has obtained anthonzation for a CHS to engage 1in OIA the SA
must take all reasonable steps to

(UFOUO) Monitor the activities of the CHS closely
(U/FOUO) Minmmze the adverse affect of the OIA on mnocent persons. and

e (U/FOUO) Ensure that the CHS does not realize undue profits from his or her
participation 1n the OIA

135 (1) Admonishments Related to OLA

(U/FOUO) If a CHS 1s authonzed to engage in OIA. two SAs—or one SA and one government
official as 2 witness—must review wntten admonmishments with the CHS that state_ at a
mmnmum. that

e (U/FOUO) The CHS 1s authonized to engage only i the specific conduct set forth 1n the
wrnitten authonzation and not in any other illegal activity (the CFP's wntten authonzation
should be read to the CHS. unless doing so 1s not feasible)

e (U/FOUO) The CHS's authonzation 1s linuted to the tume peniod specified i the written
authonzation

e (U/FOUO) Under no circumstance may the CHS
- (U/FOUO) Participate m an act of violence (except in self-defense)

o (U/FOUO) Participate i an act designed to obtamn mformation for the FBI that
would be unlawful if conducted by an LE agent (e ¢  breaking and entering 1llegal

wiretapping illegal opening or tampening with the mail or trespass amounting to an
illegal search)

= (U/FOUO) If applicable participate in an act that constitutes obstruction of justice

(e g perjury. wimess tampenng. witness mtinudation. entrapment. or the fabrication
alteration. or destruction of evidence)

o (UVFOUO) If applicable mmtiate or mstigate a plan or strategy to commut a federal
state. or local offense

e (U/FOUO) If the CHS 15 asked by any person to participate in any illegal activity other
than the specific conduct set forth in the written authonzation. or leams of plans to

engage i such illegal activaty the CHS must immedhately report the matter to the FBI
CA or co-CA
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e  (U/FOUO) Participation i any illegal actinty other than the specific condact set forth m
the written authonization could subyect the CHS to crimnal prosecution

(U/FOUO) lmmediately after recerving these admomshments. the CHS nust use his or her
payment name to sign (o1 iutial) and date a wnitten acknowledgment of the admomshments (see
subsection 16 3, "Payment Name ) If the CHS refuses to sign or imtial thas acknowledgment
the SA and witness who presented the admomishments must document that these admomshments
were reviewed with the CHS and that the CHS acknowledged hus or her understanding of them

An SSA must review the OIA admomshment documentation and ensure that it 15 mamtamed 1o
the CHS s OIA sub-file (see subsection 13 9 “Recordkeepmg Procedures™)

13.6. (U) Renewal and Lxpansion of OLA Authorization

(U//FOUQ) If an apent seeks to reauthonze any CHS to engage in OIA after the expiration of the
authonzed time perniod or revocation of authonization or to expand i any matenal way a CHS s
authonzation to engage m OIA . the requesting agent must first comply with the procedures set
forth 1n subsection 13 2 2 ("“Tier I OIA Authonization ) or 13 3 1 ("Ter Il OIA Authonization™)
and subsections 13 4 (“Documented Findings of Tier I and Tier [l OIA Approvers jand 17 ©

(" Admomshments Related to OIA ")

13.7.  (U) Suspension of OLA Authorization

(U//FOUQO) Whenever an SA cannot comply with the precautionary measures descnbed above
tor legitimate reasons that are unrelated to the CHS 's conduct (e g . the CA 1s unavailable). the
CA must immedately

s (U/FOUO) Suspend the CHS 's authonzation to engage m OLA until the SA can comply
with the precautionary measures

e (U/FOUO) Inform the CHS that his or her authorization to engage 1n any OLA has been
suspended until that tume

e (LU//FOUQO) Document these actions i the CHS OIA sub-file
13.8. (U) Revocation of OLA Authorization

(U/FOUO) If an SA has reason to believe that a CHS has failed to comply wath the terms of the
OIA authonization. the agent must immedately

e (U//FOUO) Revoke the CHS s authonzation to engage m OIA

= (U/FOUO) Inform the CHS that he or she 1s no longer authonzed to engage 1 any OIA
e (U/FOUO) Comply with the notification requirement descnbed below

e (U/FOUO) Deternune whether the CHS should be closed pursuant to Section 18
‘Closing a Confidential Human Source

e (L//FOUO) Document these actions in the CHS OLA sub-file

(U7 FOUO) Immediately after the CHS has been informed that the mdividual s authorizahon to
participate 1 OIA has been revoked. the CHS must use lus or her payment name to sign and date
a written acknowledgment that he or she has been informed of thas fact If the CHS refuses o
sign the acknowledgment . the SA who intormed the CHS must document the CHS ‘s refusal and
whether the CHS verbally acknowledged receipt of the revocation The SSA must review this

90
SECRET NOFORN



SEORET/NOFOKRN
(10 Conbsdentaal haman Sowce Policy Chade

OIA revocation dooumentation ax soon as poacicable and ensune that s placed mto the CHS o
OIA sub hle

120 (1) Recordkeeping Pyoceduares
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14, (U/FOUO) Operation of Confidential Human Sources Involviag
Other Federval, State, Local, and Tribal Agencles or FBI Field
Ofhces
14.1.  (U) Joint Operations of F Bl € H%: With Other Agencis

(UHFOUCY) Jennt opetation of a CHS takes place when the FBI ad one o
opetate an FB3I CHS topether 10 a matter of bl atesest to all 2P0T

operations, while jomt, st comply with apqtic e ALL # and VB po

14.1.1 (S//NF) Joint Operation With (1A, [
Ohjectives

{S/IN)) J|:: CA or co A mest

by completing and lonwarding the

the CIA. USG. or USIC when ths
specilic support to advance UUSG national ¢
document the apgencies apreement regarding thes resgen ; ¢4 jor B
The apreement should be
ipreements Areas 1o address may ncliode
operational penod (especially :
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.
sharne and dissenunation

14.2. (U) Sole Operation of an FBI € HS by Apother Agemns

T
(1 Tf}_ 0] 1 0] et 1 { { 7 i pr o gt
ST W 3 v f1irre 1 4 - - - - Vo g ey = -
[ETOpOTanty M i T " ! 2
= = =
ety Tt BT T - - = - [ s _— - o
1ETH 1 1iE f 51 K f o | i . & e -
l1ave no role 11 tasking pa 3 ' = ! - . g oy
mvestigalion
'3 | F T 3. I Ly oa - 4 - LY . -
| Fl rJ-]gJ--'_ ter Tor an i) o hu =2 . 3 e O 'S R 3 ¥
aeneyv the T A o ¢ A et | S R e W ; —— . — —a =
12 ETI LLIK L 01 CO-L.A U UTIIL = | e A ZPE L =] Ry T B N
11 armatiom the N = t the agen,— the T | - e - - - A - X
mlormation: the name of the agenay ! ager T | EES L
Il':l- fianira T thea L8 9 W n the | 4 & 1 = . - -
11 i ) I e C e M Wiich o i ] 1 i If 3 ] SO L
operationl. In view of the potential habulity concems of masnamn i = P sijins, e
I
[ }-_'-.' = '1.'.'. e rloeert W 11 =3 il 5 | Tl . A g W L e § ¥ i s =
i = —
r.':ll 5E [' -[' 1 e + = i T T = iF o b = b= o - -
Lo N T ETNAAL (1 i ¥ Niti:f DEMER ODTTaE X 2 e
i 4 i = =
W, 1 The - 'Y 1 -+ T " T G R e % = e g o %
I IC L 1 1 ki 3 is =
Luarte UL 7 ITE BEY o cLIASES EENES
1 - ] - 3 D a
1S i1 : g the L K E st evEnar Inr
F the othes T e & 3 = R T
=Lk ik £324 fait 5 Y
to the FBL 1 & B3 At % = o o & ]sl .
f = R s the C H T R p—— e T i P . - T2 e -
i ! & AT B2 a i L cvid & - n Sty ¥ i
bis - R SIS = 7 o Semi=Ic =t ap Funm . 4
=R R 2 NaEes 1Ic T ¢ i aed, 8 0Y S s & 4 =3

SECRET -"-!'.'l'f ORN



SECRET/NOFTORN
(U Confidential Human Sowrce Policy Gude

obtam miommation from the other agency reparding CHS payients and any information the
other agency can provide bearmp on the CHS s productvity, selabnlity. and credibnlity This
mformation must be documented i the CHS s validation sub-file

143 (U/T0U0) Joint Field Office Operation or a CHS Operating Within Another FBI
Field Office

(LAFOUO) A CHS may work jomntly with two or more F'BI FOs 1 the CHS resides in, moves 1o,
o1 works m another FO's termitory. the office of ongm (OO) must notify the SAC (o1 desipnee)
and all other volved FOs of the CHS's opening. the OO must also notify the FOs of the area of
anticipated reporting. and the notification must be documented 1n the CHS Delta file The CA
and coCA may be located m different offices 1f it wall enhance the CHS” operational
effectiveness The OO 1s responsible for mamtaming the CHS file, and if the CHS 15 jomtly
operated. the other FOs mvolved m operating the CHS must file all reports of information
recerved from the CHS as well as any requured documentation (e g payment information and
receipts). to the OO file Sumlarly. both offices must keep the other appnised of information
affecting the FO's mvestigative programs and any changes i the CHS s status. To make a
payment to a CHS on behalf of another FO, see subsection 17 9 . “Paying a CHS

(U/FOUIO) In situations where the OO has temporanly tumed over a CHS to another FO for
operatsonal use m that FO s mvestigation. the FO using and tasking the CHS 1s responsible for
ensurmg that all communicanons pertaimnmg to the CHS s operation (e g reporting. operational
requests. pavment documentation. and vahdanon-related information) are promptly entered into
Delta CHS payments made by another FO are addressed in subsection 17 12 “Payments to
CHSs by Other Freld Offices * The FO tasking the CHS must also keep the OO advised of any
mformation 1t obtamns from the CHS that would affect the OO's investigative programs Dunng
the other FO's operation of the CHS. the FO tasking the CHS must contnibute to the OO's
preparation of the CHS QSSRs and FOASRs and ensure compliance with other admunistrative
requirements. including annual records checks and admomshments If the other FO tasking the
CHS has used the CHS exclusively for a six-month penod and 1s likely to continue this use. the
OO must reassign the CHS to the other FO

144, (U'FOUO) Operation of CHSs in Another Field Office’s Tervitory

(LUV/FOUO) Thus subsection concerns CHS domestic-operational travel. n which a CHS travels
from one FO AOR to another FO AOR or from a foreign country to the United States to conduct
operational activity. This type of travel includes. for example a CHS traveling from lus or her
assigned FO 1o another FO to support an mvestigation: a Legat-assigned CHS traveling to the
Unuted States to support an FO mvestigation: or an FO-assigned CHS who resides m a foreign
country traveling to the Umted States m support of an mvestigation. See subsection 194 1 5

“Foreign-Based CHS Operational Travel to Umited States (Domestic-Operational Travel)

{U/FOUO) An SA seeking to conduct a CHS operanon 1n another FO's ternitory must obtamn
prior concurrence from the SAC (or designee) of the other FO m wiuch the operation will occur.
if pracicable If not practicable. the affected FO(s) must be notified as soon as possible. but no
later than five busmess days from the date of the operational activity. The _
“CHS Travel'ET Activity Request Form. ™ should be used to document the prior concurrence or
post-operation notification of the affected FO(s) If the form 15 used. an information-only lead 15
sent to the recerving FO for situational awareness The use of the |GGG o no
preclude mformal oral or wrirten contact between FOs to coordmate the CHS activity
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15. (U/FOUQ) Disclosure of a Confidential Human Source’s
Identity
151.  (U) Principles of Confidentiality

(U/FOUOQ) Protecting a CHS ‘s identity and relationship with the FBI 1s vatal to the success of
that relabonship and to the mtegnity of the FBI's CHS program Consequently, FBI personnel
have an obligation to mamntain the confidentiality of any CHS, which includes the CHS ‘s 1dentity
and information recerved from or regarding the CHS that tends to wdentify the CHS Thas
obligation continues afier the FBI employee ends hus or her employment and after the CHS
ceases to be a CHS

(U/FOUQ) Dasclosure of a CHS ‘s identity, which mncludes the dissenunation of information
recerved from or reparding the CHS that tends to identify hum or her. should be approved only
when 1t 1s legally requured or absolutely necessary to achieve important mvestigative. public
policy. or safety objectives This principle must be at the forefront of every disclosure decision.
even with regard to prospective disclosures within the DOJ and among task force partners

152, (U) Disclosure Authority

(U/FOUQ) Approval of the SAC from the office where the CHS 1s assigned 1s required to
disclose the identity of a CHS. unless:

« (U/FOUO) FBI personnel disclose a CHS s identity to another FBI employee who has a
need to know the identity of the CHS to perform his or her official duties

» (UYFOUQ) FBI personnel make appropnate disclosures to the DOJ when a CHS has
been called to testify i a grand jury or judicial proceeding.

= (U/FOUO) FBI personnel disclose a CHS 's 1dentity when required to do so by court
order. law, regulation_ the AGG CHS. or other DOJ policies (see. for example. subsection
11 7. “Responding to Requests from FPO Attomeys Regarding a CHS").

(U/FOUO) The SSA may approve the disclosure of a CHS 's identity in response to operational
or admunistrative requests that by their nature require disclosure of a CHS 's identity. including
those related to surveillance plans. amrest plans, requests for linguistic support. jomnt operations of
CHSs. NFPO requests_requests to DHS for imnugration status. and requests for DOS
mformation. Prior to approving a disclosure request. the SSA. m discussion with the CA_ should
consider the necessity of disclosing the CHS s identity. 1ts potential for undermuming the
confidential relationship developed. and whether the CHS should be informed that his or her
identity will be shared as part of an operational or administrative request. SSA approval of the
specific operational or adnumistrative request serves as the authonization documentation to
disclose the CHS s identity. No separate documentation 1s required for disclosing the CHS ‘s
identity 1 such circumstances.

(U/FOUO) No mdividual to whom disclosure has been made 1s authorized to make further
disclosures of the CHS s 1dentity without SAC authonty, except when required by court order.
law. regulation. the AGG-CHS. or other DOJ policies. Anyone makmng a disclosure has the

responsibility to advise the recipient of the information that further disclosures or contact with
thie CHS 15 not authonized without the express consent of the FBI

(U/FOUO) All approvals to disclose CHS 1dentity must be documented 1n the CHS main file
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153, (U/FOUO) SAC Objection to CHS Disclosure Requirement

(UIFOUO) With regard to a required disclosure the SAC may sull detenmme whethes a0
attempt should be made 1o assert appropriate admimstrative or legal olgections m response to ary
subpoena, cowrt order. o1 request beanng on the wentification of 2 CHS  In matters mvolving
national secunity and other situations. a request may be made to have the CHS s file reviewed o
camera ex parte by a judge, as appropnate In certam cucumstances the FBI may refuse the
disclosure of either the CHS's identity or information provided by the CHS Thus action could
result i the disrssal of the pending prosecution and must be coordmated with

officials from the FPO Any decision to withhold CHS information must be coordmated with the
appropnate FPO and documented m the CHS 's nun file

154. (U/FOUO) Record of Disclosure of CHS Identity

(U//FOUO) Disclosure of a CHS 's identity or relationship with the FBI as fined above mmust be
documented and retamned in the CHS 's file. The documentation must contamn the followng
mnformation

o (U//FOUO) The specific nformation to be disclosed (e g  the CHS ‘s name and address)

e (U//FOUO) The name, title, and agency or department of all mdsviduals who will have
access to the information

e (U//FOUO) The specific nature of the circumstances, request demand or order that
generated the disclosure request

(U//FOUQ) The SSA approval of a specified operational or adnumstrative request serves as the
authonzation documentation to disclose the CHS s identity No separate documentation 15
required See subsection 15 2 “Dhsclosure Authonity ™

96
SECRET NOFORN



SECRET/NOFORN
(U) Confidential Human Souwrce Policy Gande

16. (U/FOUO) Administration of Confidential Human Sources

16.1. (U/FOUQ) CHS Files
16.1.1. (U/FOUO) Creation and Maintenance of CHS Files in Delta

(U//FOUQ) Delta 1s the FBI's automated case management system for all CHS records. All
communications regarding the CHS must be entered mto Delta, unless an exemption 15
authonzed in accordance with subsection 16.1 2 below

16.1.2. (U/FOUO) Exemption From Creation and Maintenance of CHS Files in Delta

(U//FOUQ) Exemptions from entenng communications into Delta must be supported by
compelling circumstances and approved by the SAC, the AD of the division managing the
primary program the CHS supports, the AD of the DL and the Deputy Director (DD) None of
these approving authorities mav be delegated An EC requesting a Delta use exemption must
utthze _ and must provide the following without
providing any CHS identifying or classified information (additional gmudance on completing the
request EC may be sought from |||l

e (U/FOUQ) What mnformation 1s to be exempted from entry into Delta

« (U/FOUOQ) Why entry of this information into Delta would likely compromuse the CHS
o1 jeopardize the investigation due to

o (U/FOUQ) Sensitivity of the CHS
o (U/FOUO) Singulanty of the information the CHS 1s providing

o (U/FOUO) Degree to which the CHS information 1s cnitical to the success of the
mvestigation

e (LJ/FOUOQ) How entrv of the information will
(U/FOUO) Cause immediate harm to the national secunty of the United States

= (U/FOUO) Cause harm to the FBI s ality to recrut and operate other CHSs of
sumular circumstances

> (U/FOUO) Impede the FBI s ability to collect for both the FBI's and the USIC's
mtellipence requirements

e (U//FOUO) How mtelligence collected from the CHS will be evaluated and dissenmunated
to other FBI components or outside the FBI that 1s cnitical to the FBI's nussion. such as
thwarting a terronst attack or other national emergency

(U/FOUO) The EC must set a lead to [l requesting DD approval for the exemption
request 15 responsible for notifving the CA of the approval or demal of the request. If the
request 1s approved. s responsible for pernutting the CA or co-CA to uutiate the opening
of the CHS. icluding the linmted submission required for Delta, as specified below
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(U/FOUO) Upon recerving, the DI)'s approval, the CA or co CA must complete all mandatory
fields m the Delta source opemang commumcation so that the CHS can be opened in Delta (m
order for the CHS to be paid) and to ensure that the QSSR and FOASR are accurately completed
However. to protect the CHS s identity, the B s created standardized responses 1o be
entered into each field h'-_f' the CA or co CA The “i“(l"ﬁ'lhl’-’l 15 2 list of the mandator 4 fields and
the responses to be entered

oR
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e (LVFOUO) Co Case Apent
(SN Lntes oo ate i formuaton
e (LI/FOUIO) CHS Assessment (Secton 1)
(SUNF) Entes "'NO fon all guestions
1611 (U/FOUO) Opening the CHS on Paper, Tor Delta | xempt

TOUO) To open the CHS on paper. the CA or co CA must- after regstermmg the CHS m
Delta—complete a full accunate sowce openuing communication using the "Openmyp
Et‘tupLiltt' located on The CA o co CA must ensure that all Appropriate leads are

wet and dissenmunated via hard copvy to In addition. the s oumber assipned to the CHS
1

when he o1 she was remistered i Delia st be histed o the e of the T

16.14

16.1.5 (L FOULO) CHS File structure and Content

(LU FOUO) The CHS matn file *‘.-'.\H‘ ll the person '_ \nd ;_11-;1.-,,; |

!""\ (€. F NI

(U/FOUO) Informanon I | form f
printouts r.-..m-’r'.mﬁﬁ.-;:1-_~rf;. onsent forms) must be scanmed 1f |

appropnate file or sub-file Information or physical tems that

¥ sCanneq (e i1 At
must be mamtamed m the 1A section of the CHS file _
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(LAPOUIO) Bah the CHS vepsorting docioment and the comtact vepornt mnst be uploaded o
Delta within five busmess days of contact wath the CHS

18171 (1) Dissemination of C HS Reporting

(LVOUO) Thas subsection addresses the dossermmnation of CHS reporting that does not tend o
whentify the CHS  The dissenmmation of CHS repocting that tends to adentify the CHS s treated as
a disclosure of the CHS s wentity and s addhiessed i Sectom | Thacloswe of a Conlidential
Human Sowce s ldentity

(LFOLIO) The dissemmation of CHS reporting 15 encouraged and should be made avaalable o
members of LE the IC ot mbal authonties with proper clearance of of 1s within the scope of then
pssion (see DO Section 14) Dhssenunanons are made tdoough an mtelhpence mformanon
report (HR) or othes documents created tor the purpose of shanng mformation (e ¢ an LHM. an
miellipence assessment. an imtelhipence bulletm. or simula) For documents not created for the

srpose of dissennnation such as an

repartmng must be closely reviewed prior to dissenunation and redacted to protect the dentity of
the CHS. unless the disclosure of his o1 her wdennfy 1s jushhed and authonized 1in accordance
with subsection | Dhsclosime Authonh

(LY TFOLO)Y Whichever dissemmation method s used the CA must document the dissermmunation
of CHS reporting,. mcluding

o (LVFOUO) The name of the person to whom and/or agency to wluch the information wa

disclosed
e (UWFOUQ) A descnipnion of the mformaton disclosed

(UYFOUO) The dissesnation record must be mamntaned i the CHS ‘s file and can be a copy of
the dussenunated document (e g . a copy of the B (1R o LHM) The dissemunation must
also be clamed as a statistical accomplishment on the source contact report - noting
the file and senal number of the dissemunated informanion or a description of the information that
was disclosed If the mformation was dissermnated 1n an I[TR. the IR mumber should be
referenced on the somce contact report In addinion. dissemnation from the CHS file should be
documented m the FOASR

(LFOUO) It the CHS ‘s reporting was used 1n a cowrt document. that fact must be claimed as a
stafistic on the source contact report if the actovity meets the threshold for claimmg an
accomplishment If the CHS testifies i a court proceedmg. clamung a statistical accomplishment
on the source contact report 18 suffhicient documentation For reporting at levels higher than

SECRET. the electronic file location must be noted in the Delta file
16.1.8 (1) Retention of C HS Files

(LVFOUIO) The Nanenal Arcluves and Records Admunistration (INARA) has desygnated CHS
files for permanent retention. Therefore, records relating 1o CHSs must not be deleted o

diestroved
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162 (U/FOUO) CHE Number e
(LIVOUO) When 2 CHS file 15 opened i Delta, the CHS 15 assigped a0 5 Goymbiok; s .
wlhich serves as the CHS file numbes Thas rmibes may aleo be used 1o enty

commumeations sent b other governient ageneies (COCAs) ad w e, e s
S number must not, however be diselosed o the CHIS

163, (U) Payment Name

(UIFOUO) An SA must assign a payment name 1o 2 CHS w enable the CHS o sign
such as payment receipts, OJA admomshments 2 service agieement. and cossexsid &
consent forms m a covert manner The payment name must be wnque within the FO i may
contam both letters and numbers, but pust not ndicate the CHS's wue identaty The mapepess =
of the payment name must be documented i the CHY's mzun file The payment naoe dondd st ‘.‘,

appear m any dissernmable document except (or commumac atsom o DO ir

16.4. (U) Code Name LS

(S//NF) Code names may be used for CHSs who are DAs, non- DAs np-mm .".'-?:,:.z_;
RIPs, or unusually sensitive CHSs, and they should be obtamed from the spproprate [Jmss
code name/code word database Codenames must be unsque 1o the CHS and prevaously umused .—4—;_1’.771

withun the FBI '

16.5. (U/FOUQ) CJIIS Divisiow/NCIC “Stop Netices™ ? 'h L'Fr
(U/FOUO) When the opening comnuuscation for 2 new or reopened CHS s completed and - _-1':1-}
approved, theapprqmﬂc-mmmmhfvﬂf&mﬁzxaqmimmw g j‘nJ;
previously known as a “stop notice ") CJIS wall flag the CHS record using biograplscal andler Fin' Ty
biometrics information When an NCIC maquery 15 miade an the CHS thus QAN asoezaeally B 1y

triggers a notification to CJIS. and CJIS m nan will notify the FO of the iagury The CAEBS @ ‘—.lr b
obligation to ascertan the bass of the NCIC mquary and take wiatever action sy be sevessary Sk
to resolve it The QAN will be placed mn the mam folder of the CHS file m Delis when s CHS =
closed. CJIS will cancel the QAN on the CHS -

16.6. (U) Positive Records Checks and Concurrence to Operate TS ae

(U//FOUO) If a records check deternunes that 3 CHS s the subyect of 20 engoms FEI 2
mvestigation. the CA attempting :ommmmmmucmﬁm
SSA conducting the investigation The concurrence nmst be docamented m the (5 - fade
If the CHS has outstanding crumnal charges. hcammhmmﬁ ]
junisdiction wath the outstanding charpes 15 not willhing to extradste then the CA st docamseest
that fact. auddlemdmdnalmz}beopmsdauﬁﬁ F&Mmﬁmma
713 “Fugitives.” In addition. an FPO may have te be notified (ser slbsection 113 ; -
“Notification to DOJ of the Investigation or Prosecunion of a CHS ) 3

16.7. (U) Field Office Annual Source Report

(U//FOUQ) The FOASR 1s the FO executrve management s sevaew of the CHS file The FOASE

15 a cratical tool used fo assess the CHS for continued operation The CA ms
mmnmmgmmmmmmmmmﬂmﬂf B
and complete FOASR enables the SSA. ASAC, and FBIHQ © accursie
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P it mmwhmmhﬁlmhm In addition. ASACSs are tesponsmble for
~ the completion and submussion of the FOASR by the due date The ASAC cannot further
. Muwm

1L The CA must complete the FOASR m Delta annally, based on the date of openmg
i fon the CHS The FOASR must be approved by the SSA and ASAC The final approver must
subrmt the FOASR via Delia wathmn 10 days of tus anmversary date 1 the CA s unavailable 1o
complete the FOASR. the co CA (who 1s an FBI SA and not a TFO) must complete the FOASR
I 0o co-CA 1s available the SSA must ensure that the FOASR 15 completed m order for the FO
to remamn i comphance

168 (1) Quarterly Supervisory Source Report

(U/FOUO) The SSA must prepare a QSSR for each consecutive 90 calendar day penod for each
CHS file assigned to the SAs under the SSA s supervision. The mitial 90 day penod calculation
stasts on the CHS file opening date The SSA must complete the QSSR review within 30
calendar days of the end of the CHS s 90 day cycle The SSA must review all sub files for each
CHS. mncludmg specifically the Sub V (validation) file, to note any sipmificant anomahes (e g .
potential derogatory mformation about the CHS. sudden and constant requests for money
contact informanon indicating substantial change 10 behavior, hifestyle or viewpomt on 1ssues of
past unportance) that occurred m the last 90 days If anomalies exast. the SSA must document
what achion has been taken with respect to addressing the anomalies or explain why no action 1s
necessary In additton. the SSA must consult with the ASAC regarding the anomalies. and the
ASAC ‘s concurrence with the SSA ‘s course of action must be documented i the QSSR. An
acting SSA may not conduct a QSSR of hus or her own CHS file The acting SSA’'s ASAC 1s
responsible for conducting the QSSR of the acting SSA s CHS file

16.9. (L) Annual Database Checks

(U/FOUO) The FO must conduct quenes of FBI umversal indices, ELSUR. and cnmunal lustory
on an annual basis. as measured from the CHS file openung date Other database checks (e g
FinCEN. TECS. or cival court records) may also be conducted annually. of applicable to their

reporting  All quenes and thewr results. including derogatory information. must be documented in
the CHS s mamn file and noted on the FOASR

16.10. (") Documenting CHS Derogatory Information

(UFOUD) If an FBI employee recerves derogatory mformation on an mdividual whom he or
she reasonably believes to be an open CHS. the FBI employee must request that the CFR staff
conduct a Delta query on the name of that person to deternune whether the person 1s a CHS If
the person is identified as a CHS. the query wall alert the agent assigned to the CHS 1o address

the query wath the agent requesting the search The assipned CA agent must then document the
mformation received to the validanon sub-file

16.11. (U) Other CHS-Related Deconfliction Checks

(U/FOUO) A TFO or an SA may request the CHSC or CFR staff 1n hus or her respective FO or
division to conduct a check of CHS databases. including legacy CHS files. to determune whether
an indindual 1= cumrently or was previously an FBI CHS. The request must be in wniting (e.g . an
EC or a record e-mail) and have prior approval from the SSA of the requesting TFO or SA The
SSA mast evaluate the request fo ensure that sufficient justification exists to search FBI CHS
files and fhat the request 1s not capnicious or an improper use of resources The SSA must also
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17. (U/FOUQO) Confidential Human Source Financial Matters

(U/FOUIO) The FBI may compensate a CHS for services provided and/or resmburse has or hes
expenses wouned in furtherance of an investipative matter, mcluding those occmmng i a

fmﬂﬁ (:mmﬁ All CHS I“W“s are ﬂuhlt.'rt to FBI andit procedures (N

(LU/FOUO) All CHS payment requests must be submutted through Delta via the ]
“Payment Request.” and recorded in the Delta CE (case expenditures) sub-file Payment
documents contammg the CHS s true name must be filed m the Delta man file, with redacted
copies sent to the CE sub-file Upon payment, all CHS payments must be immediately reconciled
with pavment requests i Delta

(L/FOUO) Certamn fiscal circumstances requare DOJ exemptions from statutes that would
otherwise prohibit the activities The fiscal circumstances are deleated i the AGG UCO

However, the applicable statutes and the requirement for a DOJ exemption apply even if the
operation 15 a CHS operation and not a UCO

(L) The following fiscal circumstances require exemptions

« (U/FOUOQ) The deposit of appropriated funds in banks or other financial istitutions
* (U//FOUQ) The purchase of real property or the lease of space

« (U//FOUQ) The use of project-generate income (PGI) to offset necessary and reasonable
expenses incumed

(UFOUO) See the I, <cction on
fiscal circumstances for additional details. This policy guide 1s used only as reference for the
parameters and procedure for seeking DOJ exemptions

17.1. (U) Payvmment Prohibitions

(U/FOUO) Under no circumstances may any payments to a CHS be contingent upon the
conviction or punishment of any ndividual

(U/FOUO) In determuning the way to classify a particular payment to a CHS as a service or an
expense. the CA should not consider whether or not that classification nught result mn a basis for
an impeachment at trial

17.2. (U/FOUO) Field Office Funding for CHSs

(UVFOUO) FO fundmg allocations for CHSs supporting programs in the Counterterrorism.
Countenintelligence, Weapons of Mass Destruction. Crimunal Investigative. and Cyber Divisions
are managed by the operational desks and budget units m those divisions. CHS budgetary
enhancement requests relating to those programs should be submutted to the appropriate
operational desk or budget umt. Funding allocations relating to CHSs supporting the Intelligence
Program are managed by the appropnate - umit

17.3. (U) SAC Anpual CHS Pavment Authority

(U/FOUO) The SAC has a payment authonty of $100.000 per FY for each CHS Tlhus authonty
15 automatically renewed to $100 000 at the begunung of each FY  In the event that the payment
authority of $100 000 1s expended prior to the end of the FY . the FO may request enhanced
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payment authonty of $100,000 An amount exceedig $100 000 may be requested of that amouns
15 pustified by operational considerations

(UIFOUQO) A request for enhanced SAC payment authority rust mclude the followmg
information

o (U/FOUO) The CHS s S numbes
e (U/FOUO) The dollar amount of the additional payment authonty requested
o (U//FOUO) Supporting justification for the amount requested

(U//FOUO) The request EC must be approved through the FO SAC and seralized m the [N
sub-file using the two- or three-letter sub-file dessgnation of the FO or FBIHOQ

umit with primary responsibility over the program the CHS reports on The CA should not use

any identifying mformation of the CHS and should only identify the CHS by Delta S numiber

Although NG 2! sub files are restricted the CA must use appropriate
caution 50 as not to reveal the identity of the CHS i the body of the EC

(U//FOUO) The request EC must mclude an action lead to the operational unst responsible for
the oversight of the cases on which the CHS 1s reporting. The action lead must request FBIHO
approval (according to the approval levels set forth below) to continue to utdize and pay the
identified CHS. The operational unit must review the operational benefiis gamed from previous
payments to the CHS and evaluate the operational benefits likely to be gained if the enhanced
payment authority 1s approved

(U//FOUO) The operational umt must advise the requesting FO and -cf the approval or

denial of the enhanced payment authonity m accordance with the above pmdance The
operational umt must document its decision to approve or deny the FO's request m an EC o the

FBIHQ mub-ﬁies The EC must contain a lead set tof |
notifymg of the approval or al The FO may not make any additional pavments to the

CHS until the FBIHQ operational umt has advised that authorty has been granted for contumsed
payment. The FO must also maintain the approval/demal response EC i the CHS CE sub-file

(U//FOUO) The EC generated by the operational unst for approval or demal of the enhanced
payment authority must be signed at the approval level appropnate for the amount of the request
as follows:

e (U) Authonty to exceed the annual payment authonty threshold of $100.000 and pay up
to $200.000 within the FY requires operational DAD approval

s (1) Authonty to pay a CHS between $200.000 and $300 000 within the FY requres
operational AD approval

e (U) Authonty to pay a CHS between $300.000 and $400.000 within the FY recpures
operational AD approval

e (1) Authonty to pay a CHS between $400.000 and $500.000 within the FY requures
operational branch EAD approval

e (U) Authonty to exceed the $500.000 threshold and each $100 000 mcrement above
$500.000 requires DD approval
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(UFOUO) Delegated authonties within the operational dovisions nmst be documented

advance to the appropnate operatonal division sub- file, as duected m DIOG subsections
3433 1and 3413132

174, (1) Aggregate Payment Authornity

(U/FOUO) When the FBI s total expense and/or service payments to a CHS over the hifetime
use of that CHS reach $100 000, and at increments of $100,000 thereafter (1e.. $200.000
$300.000, $400.000, and so on). the FO must request authonty for the continued payment of the
CHS up 1o the next $100 000 meremental threshold Al requests for authonity to continue to pay
the CHS. based on agpregate payments, must include

o (U/FOUO) The CHS s S number

* (U/FOUOD) Total servaces vs expenses paid, by case. along with a brief justification for
those payments The justification should be detailed enough to allow for a determunation
of payments vs. CHS contmbutions

* (U/FOUO) Supporting justification for the contmued payment of the CHS up to the next
$100.000 mcremental threshold

(U/FOUO) The request EC must be senahized i the ||| G b file. vsing the
two- or three-letter sub-file designation. to both the FO and the FBIHQ operational unit

(U/FOUO) The request must be approved by the SAC in an EC with an action lead to the
FBIHQ operational umt responsible for the oversight of the cases on which the CHS 1s reporting
The EC must also contain an information lead to the appropriate unit in the [Jj(currently [
Blto ensure the availability of future payments via Delta 1f the request 1s approved. The
operational unit must review the operational benefits gained from the previous payments to the

CHS and evaluate the importance and operational benefits likely to be ganed 1f the enhanced
payment authority 1s approved

(U/FOUO) The FBIHQ operational unit must obtain, via EC, approval or demal of the request

from the appropnate FBIHQ approving official listed below. The same EC must also advise the
FO and notify the appropnate DI unit of the FBIHQ official’s decision to approve or deny the

FO request. using the I - - il The requesting FO must also mawmtain the
FBIHQ approval 'demal response EC in the CHS Delta payment sub-file

(U/FOUO) The FO may not make any additional payments to the CHS until the FBIHQ
operational umt has advised that authonity has been granted for continued payment

(U/FOUO) The approval or demal commumcation will be signed by the authornty level
appropnate for the amount of the request as follows

» (1) Authonty to exceed the $100 000 threshold and pay up to $200.000 requires
operational DAD approval which may be delegated down to the SC level

o (1) Authonty to pay a CHS more than $200.000 and up to $300.000 requires operational
AD approval

e (1) Authonity to pay a CHS more than $300 000 and up to $400 000 requires operational
AD approval
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e (1)) Authorty to pay a CHS more than $400 000 and up to $500 000 requeres operational
branch EAD approval

s (U) Authonty 1o exceed $500,000, and each $100 000 increment aboye $500 000
requires DI approval

(U//FOUO) Delepated authonties within the FEIHQ operational divisions nmist be documented
i advance to the appropnate operational drvision sub- file of [ NNEGNGNGEEEE # dsrected
DIOCG subsection 343 3 2

17.5. (U) CHS Payment Categories: Services and Expenses

(U//FOUO) Requests for CHS payments must distinguish between payments for services and
payments for expenses Although records of both types of payments must be huned over 1o the
FPO attomey, as approprate (see as reference || G  © - ol tha

each payment be accurately charactenized in Delta and the FBI s financial system

(U//FOUQ) A CHS obtaimng intelhgence from a sub-source may be pad for reasomable services
and/or expenses associated with that intelligence The CHS, at hus or her discretion. may m fen
pay the sub-source from those funds However. a CA or co-CA 1s not permstted to subsut 2 dealt
request to compensate or reunburse a sub-source through the CHS

17.5.1. (U) Services

(U//FOUQ) Service payments are those made to compensate a CHS for the miormation or
assistance he or she provided to the FBI The payments nmist be commensusate with the value of
the mformation or assistance the CHS provided to the FBI. and must only be made after the

services are rendered

(U//FOUQ) Service payments may be considered taxable income that mmst be reporied to
appropnate tax authorities If a CHS 1s audited and requests payment documentation frons the
FBI to provide to the IRS. the FO may provide the CHS with 2 pavment report that does not
disclose the nature of the CHS ‘s relationship with the FBI For addiional gusdance contact the
HOS

17.5.2. (U) Expenses

(U//FOUO) Expense payments are those made to resmburse the CHS for reasonable costs
incurred in direct support of an authonzed FBI mvestigaton or mtelligence matter and for whach
the FBI and/or the USG derives the primary benefit

(U//FOUO) Only payments made by a CHS to leginmate and lawful vendors are consaderad CHS
expenses. Payments that a CHS makes to illegiimate or unlawful businesses (e g subgects,
unwitting persons. illegal laborers) are considered case expenses not CHS expenses Likewse
all payments for the purchase of contraband or any other items of evidence are considered case
expenses, not CHS expenses

(U//FOUQ) The FBI's reimbursement of CHS expenses nmst be based on the actual expenses
mcurred. with the exception of relocation expenses. which may be based on an esnnuate of the
expenses (see subsection 17.6 6 . “Relocation”). Ongmal vendor receapts. or copses of vendas
receipts. must be obtamned n order to reimburse the CHS or. if an advance of funds 12 obtamed.
to reconcile the advance If a receipt 1s lost or nussing. the CHS must attempt to obtaan a copy In
circumstances where obtammg a copy of a receipt 1s not feasible. the CA nuust prepare 4
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certification documentimg the reason for the absence of & vecept (see subsection 1777 " Vendor
Recewpts ) Once the actual expenses are ascertaned the CA must ensive that the amonnt
revmbursed to the CHS 18 reasonable based on the welation of the expendstine to the FIST matter o

suppot iy

(UAFOUO) 1L due o exagent corcumstances and with poor onal SSA approval the CA nst nse
personal funds 1o pay a CHS or use a personal credit card or funds to prrchase an stem of value
for a CHS (e . a purchase of a nonattibutable telephone wath personal funds) prior to
submithing the payment or remmbursement request through the B oent process, the
oval anthonzation must be documented i the CHS s payment sub file as soon as practicable bt
no more than five busiess days from date of oral approval The CA must seek resmbursement i
acoordance with subsection 17 7 1 “Payment Request Entiies. ™ and subsection 1/ 6 5
“Fqupment " 1f relevant Under no carcumistances may the use of personal funds. whether i an
exigent cocumstance or otherwise. exceed $1.000 Smee this provision should only be used
rarely the authonzmg SSA must ensure that the CA 1s exercismg reasonable planming with the
CHS whenever such a request 1s made

(U/FOUO) Note that the purchase of equipment —such as a nonattnbutable telephone for use by
the CHS s CA or co- CA to commumcate pnmanly or exclusively with a CHS—mmust be done in

accordance wath subsection 3 3 ) and
pard using case-related operational spending authonty-—not the CHS payment authornity

17.6. (U) Rules Regarding F xpenses for Meals, Vehicles, Medical Costs. Housing,
Equipment. and Relocation

(UWFOUIO) The expenses addressed i this subsection may be covered as CHS expenses under
the cucumstances outhned below Expenditures must be closely momtored to ensure that the
govermunent obtamns the primary benefit from them. and 1t 1s the responsibility of the emplovyee
subnuttng a request for payment and the supervisor approving 1t to ensure that the expense 1s

reasonable
17.61. (U) Meals Associated With CHS Debriefings

{(UVFOUO) Meal expenses mncurved by a CA dunng a CHS debnef must be justified as an
operattonal need The full amount of the CHS's meal may be covered as a CHS expense to the
extent that the amownt 1s reasonable and ustified. based on the circumstances of the meeting
Government per dieni rates may be used as a gusde for reasonableness but are not deternunative
Expenses attributable to the CA's meal. if justified. are covered by operational case funds. These
expenses must adhere to government per diem rates If they exceed those amounts. the CA must
provade justification and obtam ASAC approval

1762 (U) Vehicles
17621 (U FOUO) Government Vehicles

(LVFOUQ) CHSs are prolubsted from operatng FBI velucles This mcludes Bureau vehicles
assigned to FBI emplovees and velucles ebtamed as a result of forfestures In addition. FBI
personne] are profubiied fom leasing or pusrchasmg velucles on behalf of CHSs The parameters
for supporting 3 CHS velucle expense are set forth below
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17622 (U) Vehicle Maintenascs

(UIFOUQ) If 3 CHS uses his or her vehicle in sopport of an P investigation, e
remmiburse the CHS for basse maintenance expennes (¢ g otl changes. tre iotatsoneop
i an amount reascmably proportionate 1o the vehncle s use m furtherance of the PEE srvest
qushmmmmmm&wwm-ﬁ”
possible o attach the ongmal vendor receipt 1o the drafl roquest becanse

true name, a redacted copry may be provided to the draft office The trae nanie copy st be

mamtamed m the CHS's mam file (see gubsectson |7 72 ‘Vﬂhmw
copy must then be scanned oto the CHS s CE sub file

17.6.2.3. (U} Vehicle Rentals

(U/FOUO) If 1t becomes necessary for a CHS (o use a sental vehscle m fatherance of an FBI
matter, the CHS must rent the vehscle m bus or her namse and provide the vender secept o e
CA mmlmymmughmmmmanyWim %
use i furtherance of the FBI mvestigation. an advance of funds noy be pven o e CHSm
accordance with subsection 17 8 3 “Advance Expense Payments ' ‘fbe or she does not hawe
funds for the rental. After the rental receipt 15 provided to the FBI. the advance must be g
reconciled with the draft office et S

17.6.2.4.  (U) Vehicle Purchases

(U//FOUQ) On rare occasions. with pnor approval from the responssbie DI DAD . the pusciase
of a vehicle that will be used pnmanly 1 support of an FBI mvestizanion m2y be 2 reambursaliie
a CHS expense The CA must submut 3 request that mchides -

e (U//FOUO) A statement that the vehscle will be used prnzanity m suppost of a0 FBI
mvestigation L) 3
» (U//FOUO) Facts demonstrating compelling operational need for fhe vebscle swindng
why the CHS 1s unable to use hss or her own vehacle rent or lease 3 velucle cremcotlier
modes of transportation -

e (U/FOUO) An explanation of the cost effectiveness of the puschase ;3

« (U/FOUO)A sutemunﬂmﬂ::CAhadcm&&aﬁhlﬂm
license

(U//FOUQ) At the FO level the request mmst be revewed by the CDC and i
Therequcsrmuﬂmmbefmwmmdm&w-u'ﬂﬂ
review with OGC and approval from the appropnate operational unst

(U//FOUO) The [ must advise the CA of the final decrsion on the s
apprmedthtCHSnmﬂpmdnsethc\thcknhnurhﬂm_m
own funds to make the purchase. the FO may reunburse the CHS throush
expense EN%MMNWWMH*&M
ad\weofﬁmhmbegxﬂmmlhec}lﬁnm
Expense Payments = The CHS must provide the p
reconcile the advance with the drafi office '

Wf?mlmﬂtcmchmmufﬁe”“”
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even if requested 1o do so by the CHS. The fact that the velncle wall remam the property of the
CHS should be discussed wath the mdvadual prios o purchase The value of the velacle at that
e 15 conssdered a service payment o the CHS The mdvrdual must sipn a CHS receipt for thas
value m accordance with subsecton 17 /. Payment Reguests — The deafl office must modify
the ongmal transaction in the FBI's financial system and the CA must modify the onginal FID
794b “Payment Request,” m Delta to reflect the value as a service payment

1763, (U) Medical Costs

(U/FOLIO) If a CHS 15 mpured as a direct result of his or her cooperation with the FBI (e g |
myured by subjects). the individual's medical costs may be covered as a CHS expense  This mury
be accomplished by obtamning -wm'al for CHS resmbunsement for expenses mcured or af
the CHS does not have funds to cover the medical expenses. by obtamning approval for an
advance of funds m accordance with subsection 17 8 3 “Advance Expense Payments — The
regquest must document the total medical costs and the circumstances under which they were
mouwred. 1t must be approved by the SAC and sent to the appropnate unit, with copres of
vendor recempts or invoices redacted as necessary to protect the identity of the CHS The il
must review the request, coordinate wath the OGC and the appropnate operational nmt at FBIHQ
and advase the FO of the decision via EC If the request 1s not approved, the - must provide
the basis for wathholding approval The request with supporting documentation and the decision
to approve or deny the request must be filed 1n the CHS's payment sub-file

(UVFOL0) i reimbursement 1s approved. the FO may reimburse the CHS through CHS funds as
a CHS expense If an advance of funds 1s approved. the CHS must provide documentation of the
medical costs to the CA_ who mnst then reconcile the advance with the draft office In either
mstance. if the receipt contamns the CHS 's true name. a redacted copy must be provided to the
drafi office with the  and the ongmal beaning the CHS s true name must be filed 1n the
CHS s mamn file Recespts must be provided for medical expenses (see subsection 17 7 2

“Vendor Recewpts™). The redacted copy must then be scanned into the CHS s CE sub-file

(UFOUQ) Generally. treatment for the CHS ‘s preexasting medical conditions (e g . allergies.
mfections. ulcers. heart attacks. mental conditions. dental work. or drug or alcohol addictions)
that mamfest afier the CHS has been opened 1s not reimbursable as a CHS expense because 1t 15
difficult 1o discern whether the condition was incurred or exacerbated as a result of the CHS s
cooperation with the FBI Therefore. the CHS must utihize hus or her own mcome (which would
include any properly authonzed service payments from the FBI) to cover these costs. However,
the FO may request coverage of such expenses if justification can be provided that 1t 15 1n the
FBI s best mterest to cover the medical costs i furtherance of an FBI matter and that the CHS's
cooperation with the FBI caused or exacerbated the medical condiion The request must detail
the medical conditions. costs. explanation of the way i which the CHS's cooperation with the
FBI caused or exacerbated the medical conditon. and the operational necessity of covenng the
expense The request nmist be approved by the SAC and sent to the appropniate vt where
the request wall be processed 1n the same manner set forth above for medical expenses directly
resulting from the CHS ‘s assistance The request and supporting documentation and the decision
1o approve or denv the request must be filed 1 the CHS's payment sub-file

(CHFOUO) If a CHS 15 tasked 1o mcur medical costs m support of a substantive mvestigation
{e.g . as pant of a healthcare frand mvestigation), those costs should be designated not as CHS

miedical expenses. but as case expenses.
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17.64.  (U) Housing
17641 (1) CHS's Currenl Kesidence

(U/FOUO) If a CHS s persomal ressidence s used w furthes an FBI autier (e g o » sied and
momtored for daily meetmps with sulyerts) the CHS asey be rennbrased  based on vendor
tecempts and/on lease on montpape agreements  for utiddy costs ad mouthly metgagy o rental
payments as CHS expenses n an amowrt reasonably proportionate 1o the wee m fartherance of
the FBI mvestigation  [If #f 15 not possible 10 attach a vendor recept w0 e |G
B o ause it reflects the CHS s true name . 3 redacted copy may be provided to the dea
office and the true name copy must be filed in the CHS s mam file Recrpts must be grovaded
for this expense (see subsection 17 Vendor Recerpts ) The sedacted copy sxset then be
scanned into the CHS s CE sub-file

17.64.2. (U) Temporary Housing

(U//FOUQ) If a CHS does not lsve within a reasonable commmtng destance % pashopaie = 20
FBI inveshpation or, for the purposes of the case needs 10 ressde m 2 specsfic location the CHS
may be reimbursed for expenses related to a second place of tesadence The FEI may pay
reasonable expenses (e g . hotel remt meals portion of the per diem rate) o mantaen the CHS
temporary iving quarters The CHS must obtam the temporary housing and acoept 2l habsles
associated with the temporary residence FBI personnel are prolubsted bom entenng mte
contractual renting or leasing of housing on behalf of 2a CHS  unless ias = done = accordance
with the | . ccitier
justification 1s when the temporary housing will support 2 Group 1 UCO mn wihach a5 undescoves
busmess has been established In this situation the temporary housmng may be obtamed by the
FBI through the undercover business. and the temporary housmng costs coversd by alwtantne
case funding

(U//FOUQ) The FBI may continue to rexmburse the CHS for the temporary bousse 20 long a5
operationally necessary, however ASAC approval 1s requured every sx months  The CHS st
provide the ongmal vendor receipt or lease agreement for resmbursement I #f 15 oot possible
attach the onginal hotel or rent recespt to th<j} | GG e ¢ efiects
the CHS s true name. a redacted copv mav be provided 1o the draft office. and the ue-nanse
copy must be filed i the CHS's mam file Receipts must be provided for thes expense (see
subsection 17.7 2 “Vendor Receipts”) The redacted copy mmst then be scanned wito the CHS ¢
CE sub-file

(U/FOUO) Whale residing mn temporary housing the CHS nmsst pav any expenses assocuted
with lus or her permanent ressdence  These costs are not rermbursable CHS expenses

17.6.5.  (U) Equipment

(U//FOUO) The purchase of equipment (e g a cell phone. a compuier. or 2 camesa) sy be
covered as 3 CHS expense if the equipment wall be used m suppost of 2 FBI mvesnsaton or
assessment The FO may remburse the CHS through CHS fands as 5 CHS expense or, of an
advance was pad. reconcile the advance wath the drafft office The onesmal vendor recempt for the
equipment 1s requared (see subsection 17 72 “Vendor Reompts | I ot 5 oot possible to attack
the ongmal vendor receipt to the draft request because it reflects the CHS s vue e 2 sodaceed
copy must be provided 1o the draft office. and the true-name copy must be filed oy the (38 s
maim file The redacted copy must then be scanned wnto the CHS s CE sub-file
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(U/FOUD) At the conclusion of the mvestigation, the equupment will remam the propesty of the
CHS The FBI may not recover the equipment from the CHS or assume responsinlity for its
disposal The remaimng value of the equipment 1s considered a service payment The CHS must
sign a CHS receipt for the remaming value and provide approximate resale value and
documentation thereof to support the expense This documentation must be uploaded wnto the
CHS s CF sub-file m Delta The draft office must modify the ongmnal transaction i the FBI's
financial system. and the CA must update the ongnal n Delta to

reflect the value as a service payment
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(UIIFOUO) Laabality and additional costs associated with the move and sew location me e
responsibibity of the CHS A hold harmless agreement or clause stafing fius resporsdbniny mmst o |
be added to the CHS receipt (see subsection 1766 7 below) :

17662, (U) Permanent Relocation

(U/FOUQ) An FO's request for a CHS penmanent relocation payment may mchude no mene than
90 days of expenses for the CHS and/or hus or ber ummediate famuly These expenses may be
calculated i one of two ways: by using erther estunates or governmment per dsem rates

(U//FOUO) To use the estimate method, the CA must obtam at least three estinates for moving
household poods, 1f necessary. and housmg  Relocation payments may mclude the move of
household poods by a moving company . ravel (based on arlne ticket price or governsent
muleage rate) to the new location, rent (includmg the rental deposat, of applacable) meals portion
of the per diem rate for the new area (compensation rates for chaldren ten years of age and under
should be half of the M&IE portion of the per diem) and utilsty costs (includng the hook up fer
if applicable) for up to 90 days All requests and approvals. as well as all estimzates and coste
obtamed by the CA_ must be documented and mamtamed m the CHS s mam e for andting
purposes. The average of the estimates/costs should be the dollar amount requested for the CHS
and/or lus or her immediate family s permanent relocation and should be classafied as 2 CHS

relocation expense on thej

(U//FOUO) Govemnment per diem rates may be used in beu of obtamng estimates to determune
the reasonable expenses for lodging and M&IE for permanent relocations Payment requests

must clearly document the per diem rate used to support the requested funding Compensation
rates for children ten years of age and under should be half of the M&IE portson of fhe per diera

Per diem lodging should not be calculated for mdsvidual fanmly mensbers unless they wall be
living separately

(U//FOUQ) Whichever method of calculation 1s used vendor recempts are sot requared o support
the payment request The pavment request must be approved by the SAC (suthorsty may be
delegated to the ASAC) Thereafter, based on extenuating circumstances (e 2, 2 mngue
occupation or insufficient language skills). one extension of up to 90 days may be approved by
the SAC (authonity may be delegated to the ASAC) Any extension thereafier requures the

approval of the approprate [JJjjjonnt

(U//FOUQ) Liabihty associated with the relocation from the danger area 1o the new area and any
additional costs not 1dentified above are the responsibility of the CHS and cannot be sexsshursed

through CHS funds A hold-harmless agreement or clause (see the _& 3 sample
document) must be added to the CHS receipt. stating that

¢ (U/FOUOQ) The FBI has identified or venified a threat agamst the CHS
e (U//FOUOQ) The FBI recommends that the CHS and'or hus or her mmmediate anmiy

relocate to the safe area identified by the CA £l j'}
e (U/FOUQ) The FBI bears no habality for the CHS 's and'or hss or ber unmediate famuly's Al

welfare after the paviment 15 made o ‘}'%E
s (U/FOUOQ) The FBI will not provide anv addihonal fimds for thes or fonere relocations. ™ i_|j=.f§;'5
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(U/FOUO) If the WSP was offered to the CHS and/or lus or her immediate fanuly and was
refused. the CHS receipt must also note the refusal

(U/FOUO) The CHS must mutial the above advisements prior to recerving any funding from the
FBI Because this pavment 1s based solely on the assessment conducted by the CA | the CHS does
not have to document or explain how the payment was uthhized However, if it 1s know that the
CHS failed to relocate, this fact must be documented i the CHS mamn file

17.7.  (U) Payvment Regquests
17.7.1.  (U) Payment Request Entries

(U/FOUO) Service and expense payments to a CHS are requested by submutting an FD-794b
(“Payment Request”) m Delta, which must include

= (U/FOUO) The substantive (1 e . operational) case title(s) and file number(s) for which
the CHS prowided the information

* (U/FOUQ) The date the CHS file was opened and/or reopened
« (U/FOUOQ) The total amount previously paid to the CHS dunng the current FY

= (U/FOUQ) The total pavment hustory (1 e . ageregate total). including the total amount
previously paid to the CHS by any FBI FO If the CHS was reopened. the st
wiclude the total amount of payments previously made to the CHS

e (U/FOUOQ) The total amount of the payment request. Payment requests for services and
expenses mav be mclided on the same I a1though the amount for each must be
specified If a CHS 1s to be paid for providing information for multiple investigative
programs. the CA must specify payment amounts requested for each program on the [l
B < = . Cyber senvices — $500. Counterintelligence services — $1.000; Crimunal
expenses — $1007) The CA must include the investigative program file number and
specific justification supporting the request

e (U/FOUO) A detailed yustification statement for the requested payment (see below) The
speaific justification for a service payment should be documented 1n detail and umque for
the nme peniod covered by the request This provision applies to a CHS who 1s under a
service agreement with the FBI

+ (U/FOUOQO) The pavment method used Cash or cashier’s checks are the most conunon
pavmuent methods. If a method other than cash 1s used (e g.. a money order, a gift card. a
non-reloadable debit card. or 2 Western Union-type wire transfer). a detailed justification

for using that method must be provided on the I For more information regarding
requisites for wire transfers. see subsection 17 9. “Paying a CHS

(U/FOUO) Standard yustification paragraphs are not acceptable and should be rejected by the
approving SSA and cemtifying SAC (authority may be delegated to the ASAC). An expense
resmbursement requires a specific breakdown of expenses (e g., “$45 25 — cell calls: $123 .58 -
meals: $32 50 — gas™) and a justification for each expense CA and CHS expense reimbursements
pust be clearly separated and justified on the I —for example. CA meals exceeding the

per dhemi: the use of an undercover credit card for the payvment of a CHS expense. and other
o docuneated v the [ . .

require specific SAC or ASAC approval.
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17.7.2.  (U) Vendor Receipis

(U/FOUO) Except when a CHS 15 bemng permanently relocated (see sidmection 11 66 7
‘Permanent Relocation™), the CHS must obtam vendor receapts for expenses mousred o suppont
of an FBI matter Pnior to tasking the CHS to mewr an operational expense the CA must discuss
with the CHS the requurement to obtan vendor receipts The CA must note the CHS s S number
on each vendor receipt and subimut the receipts to the draft office with o NG ‘Payment
Request,” in order to obtan a resmbursement or to hiqudate an advance Vendor receapts must be
scanned into the CHS 's CE sub-file to support the IIEGzNG

(U//FOUO) If the CHS cannot provide an ongmal vendor recempt. a copy will be sufficeent

(U//FOUQ) If a vendor receipt canmot be attached to the draft request becanse ot reflects the
CHS's true name, the CA mmst attach a copy of the recempt to the draft requuest wnth the CHE s

name redacted. |
B 11 redacted copy must then be scanned mto the CHS s CE sub-file

(U//FOUO) In situations where requesting a receipt from the vendor would endanger the CHS or
disclose the CHS s relationship with the FBI and in rare mstances where the recept 15 lost the
CHS must advise the CA of the amount spent and the reason for not provading 2 vendor recept
The CA must submut a certification with the [ for the expense The cernfication st
contain the following: 1) a statement that the CHS advised the CA of the amount spent. 2) the
date the CA received notification; 3) the cucumstances that precluded the CHS from obtausag or
caused the CHS to lose the receipt. and 4) the reasonableness of the expense

17.8. (U) Pavment Approvals
17.8.1. (U) FPO Attornev Approval

(U//FOUOQ) If an FPO attomey 1s participating 1 an investigation that < using 2 CHS who 5
expected to testify. the CA must obtamn approval from the FPO attorney m advance if possable
for payments made to the CHS. The FBI may obtam approval for a specific payment amount or a
potential range of aggregate CHS payments that could be made for the duration of an
mvestigation. If the CA proposes making payments for services and the FPO attorney obyects. 0o
service payment may be made until the dispute has been resolved through the AGG-CHS dispute
resolution process. (See subsection 1 5 1 . “"AGG-CHS and AGG-Dom Exceptions and Dispuie
Resolution ™)

17.8.2.  (U) FBI Field Office Approval

(U//FOUQ) CHS pavment requests require SAC approval The final approver of thf-
I oo the responsibility of ensunng the accuracy of the payment request
and comiphiance with all CHS policies. the

and other federal government regulations and policies (e g . those on travel and procurement)

The final approver. therefore. must sign as the “cerifier.” indicating hus or ber cernfication of
compliance. before the [ can be submutted to the dmaft office

(U/FOUO) In limsted situations where a payment must be made :mmediately due to operatonal
or securnty reasons, and SAC approval cannot be cbtained pnior to the pavment the SAC st be

notified of the payment within 24 hours The CA must document the notification to he SAC 1
the CHS sub-CE within 24 hours
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1783 (U) Advance Expense Payments
(UAFOUIO) The SAC may approve expense payments 1o a CHS m advance of the expenses
being mcured for up to $50.000 per payment, totaling no more than $100,000 per Y The
payment request must document the yustification for the need (o advance funding to the CHS
Approval of an advance 1s appropnate in situations where a CHS 1s expected to mour sipmficant
expenses m connection with his or her operation. such as operational travel When funds are
advanced. the CA must ensure that the actual expenses incurred by the CHS are supported with
vendor receipts or. where allowed, CA certification (see subsection 1772 “Vendor Receipts”)
Based on the vendor receipts or certification. the actual expenses are to be reconciled with the
advance of funds After the CHS submuts the vendor receipts and any unused funds, he or she
must sign a second receipt that reflects the actual amount spent and any funds the CHS returned
to the CA_ The CA nmist ensure that the appropnate amount for the payment 1s reconciled
Delta and recorded in the sub-CE file

179. (U) Paying a CHS

(U/FOUD) After obtammng the approvals outlined i subsection 17 7 . “Payment Requests.” and
subsection 17 8  “Payment Approvals~ the SA must submut the Delta draft version of the [l
to the draft office. The draft office will 1ssue a draft check or deposit
funds mto the SA's government-1ssued account The SA may withdraw funds from hus or her
debit card or cash the draft check to make the payment If 1t 1s not operationally feasible to pay
the CHS in cash the SA may convert the funds to another form of payment, such as a cashier’s
check money order. or non-reloadable debit card. after documenting the justification for the
alternate form of payment 1 accordance with subsectsion 17 7.1 . “Payment Request Entries ™

(U/FOUO) The SA, with another SA or other government official. must witness the payment to
the CHS An SA may request that an FBI professional staff employee serve as a witness 1f. after
a reasonable effort has been made. no other SA. LEO, or person m a comparable position can be
located The request must be i wnting. provide justification for the use of the professional staff
employee. and be approved by the SSA of the squad with oversight for the CHS and the
professional staff employee's supervisor This communication must be retained in the CHS s
sub-CE file

(U/FOUO) In the event of extracrdinary circumstances that must be documented i the CHS s
file and approved by the SAC. only one witness 1s requured. The request must be 1n writing.
provide justification for the witness warver, and be mamntained mn the CHS 's sub-CE along with
the SAC's approval

(U//FOUO) The CHS must sign and date a wniften receipt at the time of payment for each
payment. usmg his or her assigned payment name. The signed payment receipt must contain the
witnesses signatures. the payment date. the period covered by the pavment. and the amount paid
for senvices vs. expenses. The receipt must be mamntamned 1n the CHS s sub-CE file.

(UYFOUO) If it becomes necessary to make a correction on the CHS receipt. the correction must
be made in the presence of the CHS. and the CHS must imtial the change If an error 15 1dentified
after the paving SA and witness depart from the CHS. the CHS must sign a new receipt. wiuch
must be witnessed m the same manner as if an original payment were bemg made. If the SA 15
unable to meet with the CHS (e g . if the CHS moved out of the area and the SA does not have
the CHS s contact mformation). the SA must 1mual the modifications to the CHS receipt and
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document that he or she was unable w reack e CHS prior 1o simmtting the CHS socept o the
draft office and s anmmg o o the CHS s sub CL

(UIFOUO) At the time of payment the FIBI apent or other government officeal mmet advise the
CHS that the momies may be taxable meome that must be reponted (0 appropriate tar sl ies
An SA must not provide tax advice o the CHS but should instruct the CHS 1o contact 2 tax
consultant of the CHS's chunce for tax advice if be or she has any questions The advisemnent fhas
the payment may be taxable meome must be docunented i the suls CE file

(U/FOUO) The SA must make reasonable efforts 10 ensure that the CHS 1 pasd i person Thas
inc ludes traveling to meet the CHS or ransfernng the funds to another FO or Legat with 2
request that an SA i that office and another SA or povermment official make ad winess e
payment

(U//FOUO) If. for operational or security reasons, payment cannot be made n person the SAC
may approve payment via a wire transfer (or other electromc means) or by loadmg or reloadng
an electromic stored value card, such as aprepa.:ddcdxtm&'burrd The transfer of funds from
the remote location must be witnessed by an SA and another SA or government officaal and
documented 1n the CHS file. The CHS must provide the SA with same -day wintten
acknowledgment of receipt of the payment The wiiiten acknowledgement must mclude the date
and signature of the CHS " In order 1o satisfy the requirement for 2 signature, the CHS must use
lus or her assigned payment name In rare cocumstances the CHS may use 2 preapproved
pseudonym for the payment receipt acknowledgement if operational secunty concens are rassed
regardig the use of the CHS payment name The prior SSA approval for the use of the
pseudonym and the basis for its use must be documented 1 the CHS man file If the CHS sends
the payment receipt acknowledgement via e-mail the e-maul must be sent fo an account sot
attributable to the USG

(U//FOUQ) A wire transfer to a bank account associated with the CHS recpuses price approval
from the SAC, the appropnate [Jjunst. and the FD and must be documented 1o the CHS sl
CE file

17.10. (U) SSA Financial Audit of Paviments

(U//FOUQ) In preparing the QSSR for a review period m whach 3 CHS has been pand the SSA
must ensure that the following requirements have been documented i the CHS file

¢ (U//FOUQ) The payment request specifies the amount of money attnbuted to each
program (Cnnunal Cyber. Counterterronsm. or Countermtellisence) supported by the
CHS

= (U/FOUQ) i ﬁm'al for the payment to the CHS 1 documented on m_

e (U//FOUQ) The payment receipt was signed by an FBI SA and another SA or other
government official. unless a warver was granted (see subsernon 173 “Payng a CHS )

e (U/FOUOQ) The receipt was signed and dated by the CHS at the time of pavment

" A typed name constitutes a signature m this curcwmstance
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* (U//FOUO) The penod covered 1s indicated on the recetpt and matches the |||

e (UAFOUQ) The receipt appropnately distmpuishes whether the payment 1s for services
of expenses.

« (U/FOUQ) The CHS mitialed the tax advisement for all service payments
« (U//FOUO) All CHS payments are documented i the CHS s CE sub-file and reconciled.
= (U/FOUO) Annual and aggregate payment authorities have not been exceeded.

17.11. (1) Acceptable Uses for Service Agreements

(L//FOUQ) A service agreement 1s a binding contract between the FBI and the CHS; therefore.
there s a need for consistency m language across the FBL Accordingly, all service agreements
must be drafted using the language provided 1n the service agreement form (see Appendix F,
“Service Agreement’ ) The “Mandatory™ language must be used. as wnitten. in every service
agreement. and the “If Applicable” language must be used. as wntten, 1n situations where 1t 1s
appropniate. Any onussion of mandatory language  modification of the “Mandatory™ or “If
licable ” language or addition of language not provided requires OGC approval. which the
all coordmate. OGC approval of language modification must be sought prior to presenting
the agreement to the CHS for signature. OGC/CDC review 1s not requared 1f the service
agreement 1s drafted m accordance wath the preapproved language. If no modifications of the
provided language have been made. see the following paragraph for the approval process.

(L/FOUQ) All CHS service agreements must be approved by the SAC and then by the
appropriate DI SC_ the FD. and the operational division SC. as coordmated by the [Jjbefore
being presented to the CHS for signature. The CA must prepare an EC containing justification
for the agreement and route that commumcation. with the draft service agreement. for SAC
approval If applicable, coordination with the FPO participating 1n the conduct of an
mvestigation or prosecution that 1s utihizing the CHS 1s required pnor to SAC approval. If
approved. the package (1 e _ the draft service agreement and SAC approval) must then be
subnutted to the appropnate it via e-mail. The [ uait must review and coordinate the
approval of the agreement through the appropnate operational umt. the FD. and the SC. DI. The
approved agreements will be forwarded by the [JJlunit to the FO contracting officer s
representative (COR) (which must be the CA_ co-CA or another SA) identified 1n the agreement.

(U/FOUO) Upon receipt of the FBIHQ-approved and signed agreement. the COR (1.e.. the CA
co-CA_ or another SA 1 the presence of another agent or govermment official as a witness) must
present the agreement to the CHS for signature m payment name and subsequently provide the
signed agreement 1o hus or her FO CHSC to be scanned mto the CHS s mam file. The hard copy
must be retamed in the CFR. If the signed agreement 1s routed or otherwise internally
dissenunated outside the CFR. the payment name of the CHS must be on that copy.

(L FOUO) In order to pay the CHS under the agreement. the |l must include the signed
agreement that clearly documents the mformation and/or assistance provided which warrants the
dollar amount identified 1 the agreement The CHS cannot be paid more or less than the
contracted amount by the FO or any other FO utilizing the CHS If a CHS does not provide the
mformation/assistance that warraats the dollar amount. the agreement must be ternunated or
modified m accordance with subsection 17 11.1 . “Modification. Expiration. Renewal and
Termunation of Service Agreements
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(U//FOUQ) The SAC must review all CHS service agreements every six months (o determane
whether the agreement may continue for another six months  Review cotena must e hude
whether an operational need for the agreement still exasts and, of service payments are meluded
whether the amount listed 15 commensurate with the services being provided The SAC review
must be acknowledged m wnting and placed into the CHS maun file All agreements ternunate
within 12 months of the CHS's signature on the agreement, unless extended in accordance with
subsection 17 11 1, below

(U//FOUO) A service agreement 15 between the CHS and the FBI. not between the CHS and an
FO Therefore, any FO utihizing a2 CHS under contract must abide by the terms of the service
agreement. The SAC 1s responsible for ensuring comphance with the terms of the agreement and
the termination of the agreement.

(U//FOUQ) Approval of service agreements does not provide an enhancement of annual or
agpregate payment authorities. These authonities must be requested separately. as noted above m
subsection 17 3, “SAC Annual CHS Payment Authonty,” and subsection 17 4 “Agpgregate
Payment Authonty ™

(U//FOUO) CAs must consider that a service agreement may preclude the CHS from recerng 2
lump-sum payment at the conclusion of the mvestigation and will reduce any request for a
forfeiture award. The information and assistance provided during the time penod for whach a
CHS 1s under an agreement cannot be ufilized as justification for esther a lump-sum or forfeiture
award.

17.11.1. (U) Modification, Expiration, Renewal. and Termination of Service Agreements

(U//FOUO) An FO 1s prohibited from making modifications to an agreement after it has been
approved at FBIHQ. However, a modification request may be submatted using the same process
required for 1nitial approvals

(U//FOUQ) A service agreement expires 12 months from the date of acceptance (1 e . the date of
the CHS s signature). If the FO deems 1t feasible to continue the agreement. st must submut 3
renewal request using the same process required for imtial approvals

(U//FOUQ) If an FO decides to termunate an agreement prior to 1ts expiration. and a payment 15
due to the CHS under the agreement. the termunation must be documented and mstialed on the
CHS receipt for the last service payment under the terms of the agreement. If the CHS 1s not due
to be paid under the agreement, the agreement must be ternunated wia a letter ssgned by the SAC.
with a copy sent to the CHS payment sub-file

(U//FOUO) If the CHS decides to termunate the agreement, the CHS must provide wnitten nofice.
This requirement must be included in the agreement Documentanon noting the CHS's
termination must be placed in the CHS payvment sub-file

17.12. (L) Pavments to CHSs by Other Field Offices

(U//FOUO) To ensure that annual or aggregate payments do not exceed the payment authonties
(see subsection 17 2. “Field Office Funding for CHSs.” subsection 17 3 “SAC Annual CHS
Payment Authonty,” and subsection 17 4 . “Aggregate Payvment Authonty ). all payments (o a
CHS made by another FO must be coordinated with the OO. Payments may be made by esther
the OO or the FO which utilized the CHS The payment authority. however, always remams the
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o mihﬁlqofﬂt:m All payments must be documented m the CHS s sub CE file and be

reconciled m Delta
1713, (V) Gifts in Lien of Monetary Payments

MMD) An SAC may approve the purchase of a pift m hen of a service payment in himted
cucumstances, such as when there are facts to indicate that a CHS whose assistance justifies a
service payment will not accept a cash payment Pnor to submutting a request to purchase a mft,
the CA must ensure that the CHS 1s willing to accept a mft of appreciation from the FBI SAC
approval must be granted before the gift may be purchased  Plaques, mementos, and sumlar
items may not be presented to CHSs who are mcarcerated or who have extensive crinnal
lustones An FO must not use CHS funding to purchase mfts for the CHS in recopmtion of a
notable occasion (e g . a buth. an illness, a mamage, or a graduation) or for the CHS s fanuly
members or friends

(U/FOUQO) The value of the gift must be documented by a vendor receipt 1n order for the CA to
be reimbursed or obtam an advance

(U//FOUQ) Because the gft 1s a service payment. a written payment receipt must still be
executed mn accordance with subsection 179 . “Paying a CHS ™~

17.14. (U) Lump -Sum Pavments

(U/FOUO) A CA may request a lump-sum payment for a CHS at the conclusion of any
mvestigation m which the CHS has made significant contnbutions to FBI mvestigative matters
or at the conclusion of the CHS s operation for the FBI The CHS may only receive a lump-sum
pavment for mformation or assistance for which he or she was not previously compensated. This
does not preclude a CHS from recerving a lump-sum payment for the same investigation for
which he or she previously recerved service payments. however. the lump-sum payment must
compensate the CHS for information or assistance not previously compensated.

(U//FOUOQ) Each lump-sum payment request must address the sipnificance of the mnvestigation
and the CHS s contnbutions to 1t The following information must be mcluded m any request for

a lump-sum payment:

(U/FOUO) Title and file number of the case to which the CHS contnbuted mnformation
(U/FOUQ) Details regarding the sipnificance of the investigation

(U/FOUQ) Justification for the lump-sum payment (must be for assistance not
previously compensated)

{(U//FOUO) Statistical accomplishments attnbuted to the CHS s mformation or assistance
that support the lump-sum payment

(U/FOUO) Whether the CHS suffered any financial loss (not previously compensated)
as a result of lus or her cooperation 1 the investigation

(U/FOUO) The total amount of services and total amount of expenses paid to the CHS
for the FY and 1n the investigation, and the total service payments paid to the CHS for the
mvestigation(s) descnibed 1 the first pomnt above

{U//FOUO) Whether the assigned FPO concurs with the payment (if the CHS 1s to testify
or has testified)
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o  (U/MFOUO) The value of serzed on forfested property ohtamed as 2 pesult of the CHS 5
cooperation and whether the CHS has recerved or wonld be nosomated for a6 award o
nomunated for a payment resultmg from forfested assets

o (U/FOUO) Whether the CHS has or will recesve any payment for services o expenses
from any other LE apency(ies) m commection with the information or services that e or
she provided 1o the FI3I1

(U/FOUO) The lump-sum payment request must be approved by the SAC A lump s

payment must be paid from the FO's budget. subjert (o the SAC s anml payment authority If
the payment 1s within the SAC's payment authority, but the FO s budget has meafficient fndang
an enhancement request must be coordmated through the budget unst of the appropnate
operational unst (see subsection 17 7 “Field Office Fundmg for CHSs™)

(U//FOUQO) A lump-sum payment request that exceeds the SAC s anmnal authonty and/or one of
the aggrepate $100 000 incremental thresholds must be submmtied to the appropriate operational
unit for approval in accordance with subsection 17 3 | “SAC Annual CHS Payment Authonty
The operational umt 1s responsible for evaluating the amount of the requested lnmp-sum
payment against the operational benefit provided by the CHS s assistance Operational ot
recommendations must be approved at the appropriate authonty level withun the respective
divisions. as stated in the

The operational unst must advise the FO and sotify
on rendered on the request

1€ appropnate
17.15. (U) Rewards
17.15.1. (U) Rewards Offered by Entities Outside the FBI

(U//FOUO) A CHS may accept rewards from another entity offered as a result of hss or her
assistance. The reward must be documented 1n the CHS ‘s sub-CE file Appsoval to desclose the
CHS's 1identity may be necessary mn accordance with Section 15, “Disclosure of a Confidential
Human Source's Identity " If 1t 1s necessary for a CA or 2 co-CA to recerve the reward on behalf
of the CHS to protect the CHS 's identity. the CA or co-CA must document the recempt of the
reward and the transfer of the reward to the CHS. The CA's of co-CA s transfer of the sewasd to
the CHS must be witnessed by the CA or co-CA and another SA or other government ofScaal
and the CHS mmst sign a receipt, as with any other pavment. in accordance with sifsecnion 17 9
“Paymg a CHS

17.15.2. (U) Rewards Offered by the FBI
(U//FOUO) The policy on acceptance of FBI publicly advertised rewards 1= detailed m [JJj]

17.16. (U) Forfeiture Awards

(U/FOUQ) A CHS may recetve an award based on a forferiure even if e or she has alres
been compensated for the mformation and'or assistance that derectly led to the forferture.
However. the forfeiture award must be offset by any previous payments for mformation of
assistance wluch led to the seizure. excluding expense pavments

(U/FOUQ) A CHS may receive compensation of up to 25 percent of the net value of the
forferted property. not to exceed $500.000 per forferted asset
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GMJ()) The forfemtme award request must be approved by the SAC and subnmtted o the
HOS under the CHS S numbes The 1C must include

e (U/FOUD) A copy of the final judicral order of forferture on declaration of
admmmstiative forfeiture

o  (U/FOUO) The name and opion/concunence of the FPO, AUSA mvolved in the
operation of the CHS regarding payment to the CHS with forfested proceeds, of apphcable

= (U/FOLIO) The total value of the forfeited property
o (U/FOUQ) The amount of actual cash or residual proceeds 1f known

e (LFOUO) The percentage of eqqutable shanng (the shanng disbursement 1s based on the
remammyg funds afier all expenses have been deducted. including forfeiture awards)

o (UFOUO) A detarled justification for the pavment of an award, including the
mformation or assistance provided by the CHS that directly resulted in the
seizure forferture of the property

s (UWFOUO) Venficaton that the USMS has been notified of the FBI's intent to pay an
award on the forfested property Forfeiture personnel i an FO are responsible for
forwardmg a communication to the USMS documenting the FBI's intent to pay an award
based on the forfertuse. and checking the award block on the sharmg forms [ Nz

The notification must be documented in the CHS s maun file

s (LM FOUO) The total amount of services and total amount of expenses paid to the CHS

for the FY mn which the property was seized or forfeited. and a brief justification for all
service pavinents

= (UV/FOUQ) Venficaton that the CHS was not previously compensated for the
mformation or assistance that led to the seizure/forferture of the property for which the

award 1s bemng sought, if prior payments have been made for such information or
assistance. the commumication must dentify such payments

(UYFOUQ) If the forfested property will be placed mto official use. the appraised value 1s used
to detenmune the award All other property mst be sold and the proceeds deposited by the USMS
prios 1o a deternunation of the award amount

(U/FOUQO) The CA or co-CA must submut the request for forfesture awards to the appropniate
operational unt upon receipt of the final judicial order of forfeiture or declaration of
adnunsstrative forfesture prior to any equutable sharing The operational wut must evaluate the

requested award payment agamnst the operational benefit provided by the CHS and coordinate the
appraval of the request wats the [

({5 j"PDUD) The operational unst must prepare the approval commumication for the FO. with
notification 1o the woprm:-uml and [l 304 coordinate the necessary transfer of
funding

17.17. (1) Project-Generated Income

(LFOU0) An FBI operation mvolving a CHS may produce income In order for the FBI to use
that income  commonly called “project-generated mcome ™ (PGI) to offset the necessary and
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(U//FOUO A CHS may be paid from PGI funds or from CHS funds. however PG funds

not be commngled with CHS funds Therelore FOs 1 { clearly document i the
CE the termnation of PGI funding for CHS payvments an carereT crneTE of | drns
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17.18. (U) Funds/Gifts Given to a CHS by a2 Subiect
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1720 (1) Pavments to a Closed CHS

(U FOUQO) Generally, a CHS may not be pard 1of he or she 1s i a closed status  In the rare event

that a payviment must be made esther tor services or expenses. the SAC may authonze a one-tume

payment to a CHS who has been closed If more than one pavment mmst be made to a CHS who
has been closed, the CHS must first be reopened according to the requurements of sul
Reguirements for Reopenmg a CHS

1721 (1)) One Tine Non C HS Pavment

pavinents With SAC approval. only one pavment may be made to any mdividual who has
provided mformanon to the FBI in furtherance of an FBI mvestigation but who has never been

(UFOUQ) The lmuts and requarements descnibed i this subsection apply to non-CHS

opened as a CHS for the FBI For payments m excess of $100 000, a commumication requesting

the amount deswred. with a justithcanon. must be subnutted Iu_!-.w wpproval A non-CHS

iy be pard for services rendered and/or expenses incurred by that indmiidual, as defined

above m sub A ' Semvices. and 0 Expenses  Payments to non

CHSs are charged to the CHS budget using the appropnate case file numbet

(U FOUQ) Before approving a pavinent to a non-CHS. the SAC should weigh the benefits

gamed by making such a payment against the nsks mvolved i not racking the person as

e and not providing protection to the

contnbuting to the FO's and the FBI's intelligence bas
mdividual’s wdentity

(UVFOUQ) Non-CHS pavments may not be used tor the reimbursement ot the expenses of

LI is 173 Yi '+ Rl
agents or other LE or IC othcials

il Ll

UVFOUQ) If payments are made 10 a non-CHS, the FO CHSC must open a file dedicated to
racking these pavments i order to capture that person's contnbutions to the intellhigence base
and the amount of hinds pad

7.22. (1) Payments to a Non-CHS Requiring Maintenance and Security

(LWFOUQ) CHS funds nmst not be used for the mamtenance or secunty of an mdividual who
has never been opened as an FBI CHS, but who requires mamntenance and secunty becaus
or her cooperation with the FBI. Thas includes individuals awaitimg WSP entry SAs are
prohubited from opening these mdividuals as CHSs merely for pavment purposes SAs must use

FO case himdmyp or fundme from the FPO for mamtenance and secunty or e

L L 10N r—. V11 1
for these imndnaduals. See Section Witness Secunty Program
o
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18. (U) Closing a Confidential Human Souree
18.1. (1) Closing Communication

{(U/FOUO) When a determmation has been made to close a CHS, a commumcation
documenting the reason for closing must be mcluded in the CHS's mam file Those reasons are
lhisted below m subsections 18 1 1 and 18 1 2 below  Although more than one reason may exist
for closmg a CHS, 1f one of the reasons would justify closing the CHS for cause, the closed- for-
cause category must be selected as the basis for closig

18.1.1. (U) General Reasons for Closing a CHS

(U/FOUO) A CHS may be closed because:
e (U/FOUO) Confidentality has been unmtentionally compromised
e (U/FOUQ) The CHS's cooperation has been completed

e (U/FOUQ) The request to operate the CHS has been dented by FBIHQ or another
agency.

o (U/FOUQ) The CA transferred
e (U/FOUQ) The CHS:
o (U//FOUO) Has died
o (U/FOUQ) Has entered the WSP
o (U/FOUO) Is mn poor health
(U/FOUO) Has requested temumnation
= (U//FOUQ) Has relocated. or 1s unavailable
o (U/FOUQ) Has been unproductive.
= (U/FOUQ) Is no longer m a position to report.
18.1.2. (U)) Closing a CHS for Cause

(U//FOUQ) The decision to close a CHS for cause, as opposed to a general reason. must be
based on a consideration of the senousness of the facts and circumstances of each case The
decision to close for cause, however. 1s requured if there 1s gnevous action by the CHS or a
discovery of previously unknown facts or circumstances that make the individual unsutable for
use as a CHS Documenting that a CHS was closed for cause also establishes a record regarding
the seventy of the CHS 's conduct that will guide other SAs who may consider reopening the
CHS m future

(1) The following 1s a list of reasons that nught yustify closing for cause
e (U/FOUO)UIA
e (U/FOUOQ) Unrehabilty
e (L/FOUO) Unwallingness or mability to follow mstructions
* (LV/FOUO) Senous control problems

o]
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18.2.  (U) Closing Procedure

(U/FOUO) Upon closmg the CHS, whether for cause or for a general reason. the CA and one

other FBI SA, LEO, or person with a comparable posstion m 2 U S mielligence apency serving
a8 a witness, must '

e (U//FOUQ) Advise the CHS. if the CHS can be located that he or she 1 closed

e (U//FOUO) Document that such notice was gaven and whether the CHS acknowledged
receipt and understood

(U//FOUO) If the CHS refuses to acknowledge these advisements the refusal must be
documented mn the same manner, witnessed by the CA and the witness m one of the positions
descnbed above

(U//FOUO) In addition. 1f the CHS was authonzed to participate mn OIA_ any pending
authonzation must be revoked mn accordance with subsection 17 8 “"Revocation of OIA
Authonization

(U//FOUOQO) When a CHS 1s closed for cause, the CA must provide wnitten notification of the
closing commumecation to the ASAC (or via successor form m Delta) and a copy must be
mamntamned 1n the CHS s validation sub-file

(U//FOUQ) When a CHS 1s closed for cause, subsequent contact wath the mdrvidual requures
special authonization (see subsection 18 3 | “Future Contact With a Closed CHS™). In addhon. 2
request to reopen a CHS who was closed for cause requires additional justificatson and
supervisory scrutiny (see subsection 4 5 1 | “Request to Reopen a CHS Previously Closed for
Cause™).

18.2.1. (U) Delaved Notification

(U//FOUOQ) In the event that the CA or co-CA has deternuned that there 15 sufficent reason 1o
close a CHS, but providing an immediate notification to the CHS would likely jeopardize an
ongomng mnvestigation or prosecution or cause a flight from prosecution. a decision may be made
to delay the notification The decision and supporting justification mmust be documented m the
CHS’s mam file

18.3. (U) Future Contact With a Closed CHS

(U) Absent exceptional circumstances that are approved (in advance. whenever possible) by an
SSA_ an agent must not mnitiate contact with or respond to contacts from a former CHS who has
been closed for cause Approval for such contact must be documented 1n the CHS s mam file
CHSs who were closed. but not for cause. may be re-contacted without pnor approval

(1) New information may be documented to a closed CHS file: however the CHS mmst be

reopened 1f the relationslup between the FBI and the CHS 1s expected to contunse beyond the
uutial contact or debnefing

(U) To make payments to a closed CHS see subsection 17 20 “Payments o a Closed CHS
154. (U) Coordination With FPO Attormnevs

(U/FOUO) If an FPO attomey 1s parhicipating mn the conduct of an wvestzation that 15 salong
an FBI CHS or the FPO 1s working with a CHS mn connection wath a prosecution. the CA must
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19. (U) Extrater: itorial” Operations

(LI/FOUO) Unless specified otherwise in s section. all other provissons of ey PG ity 6

CHS operatons All BT operational approval authonty levels may be delegaed one saperasory

posttion level unles: e thed otherwise 1o addituos apprcrval may be gro cickerd by 2 :,E-nff: J
authorized individual 1 an actmg capacity or by a person holding a more semaor possion B
TeCur d by thas PG,
(U/TFOUO) This section provides standardized policy for all mvestpative propran e related
to both ET CHS operational actiwity and nonoperational tavel Adnerence o thas policy kor beth
CHS mtemational operational and known nomoperational fravel promotes ofl ¢ ¢ o areation
among affected parties and mutigates the nsk mherent wh & p
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ﬁ:.:'-, ! = (S/NF)CHS ET operational travel: The CHS travels to a foreygn country from the
Ear Unsted States9 or from one foreym country to another forergn countiy 1o enpape m

e operational actiaty (e g when tasked to collect telligence or evidence) on behalf of the
| FBI This activity may be declared or undeclated to the host country, and may be

umlateral or a jomnt operation
= (S/UNF)CHS ET vesident: The CHS resides i a foresgn country

s (S/NF) CHS ET debrief: In support of an FBI or a USIC objective, the CHS tavels at
the request of an FBI employee to meet i a forergn country for a debnefing, for tramming,
or to recerve passed tems of be assessed See subsection 19 9 “Employee Travel
Related to a CHS Operation.” for gundance on foreign travel in support of ET CHS
activity

= (S/NF)CHS ET operational communications: In support of a national secunty matter
a CHS. at the dwection of the FBI, commumcates with a subject of an mvestigation who
15 a forewgn country. The CHS may be located domestically. in the same country as the
subyect. or in a separate country

* (S/NF) Foreign-based CHS operational travel to the United States (operational
domestic travel): A CHS travels from a foreign country to the United States to conduct
operational activaty (e g . Legat-assigned CHS operational travel to the United States to
support an FO wnvestigation, or an FO-assigned CHS who resides 1n a foreign country
travels to the United States m support of an operation) See subsection 1941 5 |
“Foreign-Based CHS Operational Travel to the United States (Operational-Domestic
Travel ~

= (SYNF)CHS ET business or professional travel: The CHS travels to a foreign country
from the Unated States or from one foreign country to another foreign country for
professional or business purposes and 1s not tasked by the FBI to collect evidence or
mtelligence The CHS 1s not conducting business on behalf of the FBI. nor 1s travel paid
for by the FBI Professional or business travel can include routine travel related to the
CHS s employment or profession or be part of professional development. such as
attending a conference. a sennnar, or a trade show See subsection 194 1 7 . “ET CHS
Personal Travel " and subsection 19 4 1.6 . “"ET CHS Business/Professional Travel, "~ for
more wformation

e (LVFOUO)CHS ET personal travel: The CHS travels to a foreign country from the
Umated States. from one foreign country to another foreign country, or from a foreign
country to the United States for personal reasons and 1s not tasked by the FBI to collect
evidence or mtelligence. The CHS ‘s travel 1s not at the request of the FBI nor 1s the
travel paid for by the FBI Personal travel can include actwity such as a vacation. a social
or famulial visit to a foreign country. or travel for personal financial actrvity (e g . buying

vacation property) See subsection 19 4.1 7 “ET CHS Personal Travel” and subsection
194 1 6. “ET CHS Buswmess/Professional Travel ~ for more mformation

- “ #(15) The term “foreipn” refers to any body of land or water under the temtonal junsdiction of a country other than

X4 the United States. “United States” includes the District of Columbia termtonies. and possessions
S X : 133
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o (S/NF)CHS ET transit travel: The prapose of this s catepory 15 solely to track the
CHS travel inerary fromn one forveren country o another oresen conintry or from one
forerpn countr y through the United Stades o anothes loreipn country & authonized m one

4

of the other E'T wavel cateponies Theretore. mformedsem for thos catepory is coliected a0

l!.ill ol ||Il E'T mavel 1 Cjris 1 f"rf All'y of th OteT Wavel Cale porie

the transit category Completmy [N ;o ed prior «

e (U//FOUOQ) Conducting operational commrnumnscatio

o (UJ//FOUO) A CHS traveling from the 1 nited States o ancther ¢ ntry b ooer Do

upport an FBI mmvestigation
e (UN/FOUQO) Operating a CHS residing 1 Lo

e (U/FOUQO) A CHS traveling from one foreign counts another forerg gry or fres

1 foreien country to the Ui ited States i ot atiorial oot an FBI ¢ <1172

business lﬂfll! -|!_~!,-.;| travel

related to a CHS "'llf'}.l.r]-' n s 1s at Mnplisied i { L I =
rravel Related to 3 CHS Operation™). The [ s aiso not used to track
jomestic personal or business/protessional trave

(U//FOUO) The previous pohcy on ET CHS operatio er ncept f

CHS travel and approval for ET CHS operation Vi 5 - [EAE ! SR e
ipproval 1s required even if a CHS does not travel but resades a peTate

ountry. or if the CHS 1s mnvolved in ET operational communscat: CHS operaty

activity authorization 15 mat

(U/FOUQO ) An open tull 1 1 0aT £ ! - = T3l 1o

| FOYLTO)) VO ! ATl - - » 1 =

pening a LEO a CHS i € pe 4 + - . —

L s p1 thition 10T | " P H1Ge . o E foreson LF

However. agents mu - e s e

toreren LED) 1 T i ) ’ 1 ey T P ather
&+ Ry - o

19.1. (1) National Securitv Investigation

19.1.1 (U) ET CHS Operation in Support of a National Secarity Investigation

C ™ TH ™ FIET o = = | R -k, | S =1 — - ¥ - b - - P ® FAp——
/1 IN] 111€¢ rplmay engage in o oL INE 3 I NIVINES Il SN T O e QAT i AT E
national secuntv mvestigzanon or a full PFl unwestieat
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»  (SNDF) Complete the assessment on vecomtient of offioals of Gaeat conmtoes of e
assessment or recnubment was bepun by the 'R m the United States

= (SUND) Operate and pay ofhoals of theeat coontoes abwoad who have been recnted o
oy ateed as CHSs by the FII m the United States. when of 15 naon pacin abile 1o hwn them
aoves to anothes mtelhpence apency The determmnation of a imoves 1s not based solely

on practhicalnlity. but vathes . on the totality of the CHS operanonal coowmstances

mcludmg the reasonableness of the FBI s contimued operton and payment of a CHS

e (S/NF) Operate and pay CHSs traveling mn response 1o msttuctions from forepm
intellipence senvaces or mtemational tevronist

e (S/NF) Operate and pay CHSs to mavel abroad at the duectnon of the FBI to make

contact wath forewen mtelhpence sernices o mternational ternonst:

o (S/NF) Authonze CHSs to operate sub sources mtemationally. i accordance wath

t Use of an ET Sub-Source
19.1.2 (1) Prohibited ET National Security CHS Operation

(S'/NF) The FB1 mav not engape m the following activitic

. (S//NF) Recnust as CHSs ofticials of countiies that are not threat countmes 10 Ty

prolubimion does not apply to nonmanagement (1e  first-line level) LEOs or other first

hne-level povernment emplovees However, 1f there 1s a question about any other LE o1

governmental posihon. the FBI agent must consult the OGC to determuine whether that

person falls wathin the meanme of “officials ™ as stated 1n this paragraph and below
. S''NF) Pay toreien othicials. directly or induectly. tor investizative assistance This doe

not prex lade retmbursement of LE or secunty agencies of foreign governments to the
extent authonzed by the United States and foreiem law and does not exclude the pavment
of a toreien LEO or natonal secuntv agency eI lovee whil individual pen as a
.{._‘.1:'..—'~‘._|: FBICHS m support of r.g-.-;-,--'1]1.:.i|-.. fiza eo th Of m-Domest
Secunty Service Inthative

S/NF) A foreien official 1s defined as a foreren national in tl ited States who 15 acting 1 a

official capacity for a foreign power; 1s attached to a foreign diplomatic establishment. fores

consilate establishment or other establishment under the contiol of a foreien power

employed by an mtemational orgamization or other orgamization under an a ment to whach the

United States 15 a party (see the

19.2.

].
SECRET NOFORN



b4 RE J//SOF O™

) emlwderstyal o




SECRET/NOVORN
(1) Confidental Human Souwrce Pohicy Guude

1221, (S/NEYET OIA by a CHS in Support of a National Secarity Investigation

(U/FOUO) In addition to the approval sought for an ET CHS operation m support of a national
secunty mvestigaton, additional approvals are required 1f the CHS wall engage in OIA These
aresetout msubsections 19212 19213 and 197 1 4 below The approval of the OIA may
be sought concurrently with the ET operational approval request However, if the need for OIA
approval anses after CHS ET operational approval has been obtamed, the OIA approval must be
sought mdependently and obtamed pnior to the CHS engaging in the OIA

(S/NF) For ET CHS national-secunty-related operations, O1A 1s defined as any activity that
would constitute a cnme under federal. state, or local law 1f engaged in by a pnivate person
except as authonzed under this pohicy

(USFOUQO) In approving the OIA. FBI officials must find that the OIA 1s necessary to
accomplish any of the following

» (U/FOUO) Obtam sipnificant intelligence or mternanonal terronsm mformation

= (U/FOUO) Establish or mamtamn credibility or cover that 1s important to the success of
an imvestigafion

e (U/V/FOUO) Prevent or avoid physical injury to imdividuals or senious damage to property

{LU//FOUQ) FBI officials must also find that the need for the OIA outweighs its sertousness and
adverse consequences

(UYFOUO ) An FBI employee must never authonze a CHS fo participate in any act of violence
except that the CHS may take reasonable measures of self-defense 1n an emergency situation to
protect s or her own life or the lives of others against wrongful force

(S/'NF) The FBI 1s not pernutted to task a CHS operated jointly with another USG agency to
perform OLA activity wathout the authornization requared 1n this section If the other agency has
tasked and authorized a CHS to engage 1n OIA. but the FBI has not recerved the authorization
requared by this sechion. the FBI may otherwise continue to operate the jomt CHS and participate
i all aspects of the operation. including tasking. gathering mtelligence. and debniefing the CHS
except that the FBI may not participate 1n the taskmg. the conduct. or the funding of the other
agency s OLA

(U/FOUQ) See subsection 19 13 . “Emergency ET OIA Authonization.” and subsection 19 14
Duration of ET OIA Authonization and Request for Renewal,” for sudance on these topics

19211, (S/NF) ET OLA That Violates Federal Law or is a Felony or a Serious C rime
Under State or Local Law

(L FOUO) The followmg approvals are requured for ET OIA 1n support of a national secunty
wivestization if the OIA wiolates any federal law or 15 a felony or a senous crime under state o1
local law

e (L/FOUO) SAC approval of the OIA
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o (U/FOUO) Appropmate 101 propraphuc unst and | egat notification of OLA (See also
sibsertion 19 7/ “"Role of the Internabonal Operations Dyvsaon m BT CHS Operations
and subsection 19 8 “ET CHS Operations by a Legat or an ALAT )

e (U/FOUO) FBIHQ operational division AL (or desagner) approval of the OIA

e (U/FOUO) AAG. NSD (or designer ) approval of the OIA

(U/FOUO) For OIA related to matenal support for terronsm m naional security mveshigations
see DIOG subsection 17 6 and the Counterterrorism FPolic) Dire tive and Polict Cadlde

07 715DPC. subsection 12 6 7

(U/FoUO) I, st be used to
approve the ET CHS operation and has an OIA checkbox to mndacate that OLA s past of the
operational request The OIA checkbox must be used if OIA 1s mvolved but does not provide the
approval authonzation Rather, the CA or co-CA must use an EC referencmg the senalazed Il
B o document the approving official's finding and approval of the OIA Mogreover, smee
this OIA requures SAC and both FBIHQ and DOJ approvals, it 1s unportant that the requestin

SA provide relevant information about the nature and scope of the proposed CHS OIA m the
requesting commumncation, mcluding the type(s) of violation. how the OLA advances the
mvestigation. details of the investigation to date and the objective(s) of the ET operation 12 The
approved EC request must be placed into the CHS OIA sub-file OIA s not pemutied m PFl

Ui'..'t‘atlﬁfmtmh

19.2.1.2. (S//NF) OLA That Does Not Violate Federal Law and is Not a Felony or a
Serious Crime Under State or Local Law

(S//NF) SAC approval 1s required for OIA i whuch a CHS supports an E1 national securnty
operation and the activity does not violate federal law or constitute a felony or a senous cnme
under state or local law

w/Fouo) I b= sed i
approve the ET CHS operation and has an OIA checkbox to indicate that OLA s mvolved with
the operational request The OIA checkbox must be used if OIA 1s involved but does not provde
the approval authonzation Rather. the CA or co-CA must use an EC referencing the senalized
to document the approving official s finding and approval of the OLA The SA
seeking the OIA approval must provide relevant information to the SAC about the nahure and
scope of the proposed CHS OIA on the Delta OIA form or mn a requesting EC_ includng the type
of violation(s). how the OIA advances the investiganon details of the wnvestigation to date and
the objective(s) of the ET operation ™ The approved EC request must be placed mito the CHS

11 1 TiIr i i 1 A & — L f . @ - _— = p - L AN =
L/ FOUO) A sample ET OIA request temaplate haz been crafted to assist the field with wnning the OlA regquess
T4 | [] S = =} [ - & - - 1 o T = T by Al A - 3 = =i | s W a5 -
I he intormation requested in the template should be included m the Deita OlA form or I 28 EC Sed o 1he overall
operational approval request The OlA template can be found in the Sentine! application under o

I 7L temmpiate was specifically designed to

expedite the ET operahon OIA request

N

(S/'NF) The language involving a felonv or a senous cnme under state or local law 12 aken from -!Jt_
on OlA m nanonal secunty maners The hkelibood that sctvify overseas wonld tmeser 2

1 law 15 extremely small of exastent
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OIA sub file Bven though the SAC s permutted to approve the OIA undes thas subsecbon, the
OIA approval documentation mast be meladed as part of the overall T CHS operation approval
request sent to FRITIQ O1A 15 not permitted m PET investgations

(S//NF) An SAC may approve OIA m a natonal secunty CHS FT operation. ncludmg, but not
himted to. establishing. funding, and mamtaming secure cover by making false representabons o
third parties to conceal e personal wdentity or the true ownership of a propnietary When such
false representanons are made to an employee or a component of a USG agency. an appropnate
office withun that agency must be notfied. unless domg so would jeopardize the operanon Any
decision to wathhold advisement to that agency of the false representation must be made by the
SAC and the AD of the FBIHQ operational division with program oversipght of the mvestipation,
the A m tum. must consult with DOJ. NSD on the operational factors associated with
withholding the discloswe of the false representation to the USG agency

19213 (U/FOUO) Verbal DOJ Counterterrorism Section (CTS) Authorization for
Certain OIA Related to Material Support of Tervorism in Counterterrorism
Investigations

(U/FOUIQ) See DIOG subsection 17 6 for pundance on this authonzation
19214 (U/FOUO) Positive Foreign Intelligence Investigations

{U/FOUO) The AGG Dom defines foreign mtelligence as “mformation relating to the
capabilities, intentions_ or activities of foreign governments or elements thereof, foreign
orgamizations. or foreign persons. or mternational terronists.” A~ foreign intelligence requuirement
15 a collection requirement 1ssued under the authonty of the Director of Natonal Intelligence
(DNI) and adopted by the DI Additionally. the President of the United States. a USIC official
designiated by the President. the AG. the DAG. or other designated DOJ official may levy a
foresgn mtelhgence requurement on the FBI Foreign mtelligence collection by the FBI 1s based
upon the 1ssuance of such requurements

{(U/FOUQ) The FBI pursuant to Section 9 of the DIOG . places foreign mtelligence
requirements mto one of two categonies: (1) those that address national secunty issues that are
withun the FBI s core national secunty nussion (1 e . FBI collection requirements) and (2)
mfonnation relating to the capabilities mtentions, or activities of foreign governments or

elements thereof. foreign orgamizations: foreign persons. or international terronsts. which are not
within the FBI s core national secunty mission

(U/FOUO) Requirements that fall mto the second category are known as PFI collection
requirements and may only be addressed under the policy for PFI in Section 9 of the DIOG

(LV/FOUQ) PFI mvestigations. by defimtion. are not national secunty mvestigations. because
national secunty mvestigations are within the FBI ‘s core national secunty nussion However. m
the mterest of consistency i policy. when feasible. ET CHS operations in support of full PFI
mvestigations follow the same approvals and notifications as those mandated for national
secunty wvestigations (as described m subsecnon 19 “Required Approvals and Notifications
for ET (HS National Secunty Operations ) and are managed by the [ NGcNzNIIE
HOC . or a designated entity.

(U FOUD) OIA 15 not authonized mn support of a PFI investigation
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193 (U) Criminal Investigations

(S//NF) The FBI may enpage in ET CHS activities m sapport of a0 open filll adstantive crmsacl

investpration

(U/FOUO) ET CHS operations i support of crommal mvestigations are

mvalving sensitive cocumstanoes or not i olvmng sensive cxcamstances If Sor R A O
involves sensiive cucumstances addiiomal apyrovals apply Ses i £T CHE
Operation: m'_u;;pu;tutf nnnnal Investigatioms Involvig Sei e g e
(S/IN ‘or the purposes of ET CHS a0 m support of crimenal mrve alics :
(S//NF) For the rprses of CHS operat I i
followmmg definitions apply
e (S/NF) A foreipn decision making official 15 an ind 1 ~Eled (e - Tk b
authority on a national level
o (S//NF) A foreign official 15 2 perss ‘ ! 2 g g1 offscs Tt
nation
(U//FOUQ) This defimtion of foreign official i support of 3 cnnenal swestigation JefSerent
from the defimtion of foreign official in the context of a1 nal se AL
19.3.1. (U) ET CHS Operations in Support of Crinunal Investigation lsvodvimg
Sensifive Circumstance
(U//FOUQ) The following ET CHS operations dc 1 £l ¢ CICINESIancs
o (U) Authonzing CHSs to rave DeTale foreion T
s (S//NF) Making reasonable payments for services and expense { ¥ hadene

3 - . 5 S = =
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19.3.2. (U) ET CHS Operations in Support of C
Sensifive Circumstances

5 S i .
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(SI/NE)ET CHS eran it ol serisity HCINNSIANCES INCIUGE
o (S/NF) Developing or operating a joreien gecision-makrns ofiscial as 3G
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e (S/NF) Engaging m an activity that wall have a sipmificant effect on, or constitute a
sipnificant mtrusion nto. the legitimate operation of a foreygm povemmental entity

= (S/NF) Engaging m an activity that will mvolve a sigmificant nsk of bodily harm, death
or a substantial financial loss to any victim

e (S/NF) Engaging m any OIA mnvolving any foreign decision making ofhcial

e (S/NF) Establishing any relationships with members of groups engapged in violent
activities directed against the government then i power m the host country

e (S/NF) Engaging m the sale of drugs i which the actual possession of the drugs 1s

transferred 1n a host country, to a person who 1s not cooperating with the U S or foreipn
LE officials

e (S//NF) Using as a CHS an attomey. a clergyman. a physician. or a member of the news
media licensed in the United States mn has or her professional capacity

* (S/NF) Accepting money or any other item of value that 1s reasonably believed to be the
proceeds of an illegal activity or 15 used in furtherance of an 1llegal activity

e (S/NF) Engaging 1 any other activity that may have a significant adverse impact on
foreign relatons or LE activities with any country or group of countries. or any activity
that reasonably could. if disclosed. be expected to cause sipnificant diplomatic.
governmental . or public controversy

» (S//NF) Engaging mn any OIA except for the OIA categones listed 1n subsection 19 3 1.

“ET CHS Operations 1 Support of Cnnunal Investigations Not Involving Sensitive
Circumstances ™

1933,  (U) Required Approvals and Notifications for ET CHS Criminal Operations

(U/FOUO) The request for approval of an ET CHS crinunal
co-CA using
accordance with the below mudance Upon senialization in Delta_ the form 18 ingested into
Sentine] and mnformation leads are sent. o the Legat(s). the appropnate IOD
geographic unit. the FBIHQ operational division unit with program respensibility. and the DI
HCC . and an action lead 1s set to the relevant FBIHQ operational division HOC (or designee)

eration 1s initiated by the CA or
and approved mn

(U/FOUO) The standard for approving the ET CHS crimunal operation 1s that 1t must be
reasonably necessary to detect, mvestigate. prosecute, or prevent crimunal conduct that 15 1n
violation of the laws of the United States. Moreover. the operation must be conducted 1n a
manner that respects. to the greatest extent possible. the laws of the host country

(S/'NF) As part of an ET CHS cnminal operation. a foreign LE official who has signuficant
supervisory responsibility within the host country nmist be mformed and must concur with the
CHS operation If the FO determines in consultation with the operational division HOC and the
affected Legat(s). that the host country should not be notified of the operation. articulable facts
must exist showng (1) the particular circumstances withun the host country jeopardize
operational secunty mncluding the safety of the CHS or (2) because of the nature of the FBI

mvestigation. cooperation with the host country 1s not practical and the ET CHS operation 1s
needed to further a compelling LE mnterest
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(U/FOUO) The CFP, normally the U S Attomey or designee, must be aware of the proposed
operation 1f the CHS 15 required 1o testify and. so far as the operation relates to complumce with
US laws and prosecutive strategy, must concur with the proposed use of 2 CHS

(S//NF) The CHS must be properly admomshed prior to the ET operation, n accordance with
subsection 19 11 | “Pre Operational CHS ET Briefs and Plannng ~

(U/FOUO) All ET CHS crimnal operations requre:

e (U/FOUO) SAC approval of the operation. This approval 1s an acknowledgemment that
the use of a CHS m the ET junsdiction 1s requured to further an mmportant LE miterest of
the United States

» (U//FOUO) FBIHQ operational division AD or designee approval of the operation

o (U//fFOUQ) Appropnate IOD geographic unst and Legat notification of the operation (see
also subsection 19 7, “‘Role of the International Operations Drvision m ET CHS

Operations’’)

e (S//NF) CIA Headquarters notification of the operation The Sentnel ET CHS workflow
process allows for a restricted communication to CIA Headquarters for CIA sotification.

The extent and tumung of the COS bniefing on the ET operation 15 determuned by the
Legat

o (S//NF) COM notification of the operation. 1f appropniate (as deternuned by the Legat
and the FBIHQ operational division HOC [or 1ts functional equsvalent])

(S//NF) The COM 1s a DOS appomted position. erther as a political appomtes or as a career FSO
In either case. the COM 1s not a semtor LE official, consequently. the COM may not understand
the nature of CHS operations or the sensitivities that surmound these operations Therefore, it 15
critical that the Legat. FBIHQ. and the affected FO(s) coordinate closely on the COM

notification process

(S//NF) The operation of a CHS by a LEGAT. an ALAT. or an FBI task force member while 1n 2
foreign country must be approved mn accordance with subsection 19 8 “ET CHS Operations by
a Legat or an ALAT "~ For approval purposes. the IOD DAD approval comesponds to the SAC
approval listed above: however, the LEGAT. ALAT. or FBI overseas task force ET CHS
operation must also recerve approval from the AD of the FBIHQ operational drvision with
program oversight of the investigation the CHS 1s supporting See subsection 15 7 1
“Intemational Operations Division Approval and Managsement Role Over Legat- or ALAT-
Assigned ET CHS." for the list of equivalent 10D approval levels

19.3.3.1.  (5/NF) Additional Approvals for ET CHS Criminal Operations [nvolving
Sensitive Circumstances

(S/'NF) ET CHS criminal operations that involve sensitive cucumstances requure AG (or

desipnee) approval. in addition to the approvals listed above | o f—*i"
(S//NF) The FBIHQ operational division HOC managng the ET request must provide the DOJ “i ke "-*.i'-'hc
approving official with an AD-approved summary of the ET CHS cnnunal operation w3 I N
document switable for dissemination (e g an LHM) that sets out the relevant detasls of the ey - e I
operation. demonstrates that the standards for approving the operation have been met as set ot el

in subsection 19 3 3 ("Required Approvals and Notifications hﬂﬁﬁsmw
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and fully explams all factors sumounding the sensitive cwcumstances. Once approved, a copy of
the approval documentation nust be placed mto the CHS Delta file

1934, (S/NF) ET1 OLA by a CHS in Support of a Criminal Investigation

(S/NF) In addition 1o the approval sought for the ET CHS operation i support of a crummal

mveshgation. separate approvals are requured 1f the CHS will engage in OIA. The approval of the
operation may be sought concurrently with OIA approval However af the need for OTA
anthonty anses after CHS ET operational approval has been obtamed, the OIA approval must be

sought and obtamed prior to engaging in the OIA

{S/NF) For ET CHS cnmmal operations, OIA mvolves acts that, 1f engaged m by a pnivate
person. would be 1 violation of U S federal. state. or host country law without the authonzation
provaded for m this pohicy Per the applicable AGGs, OIA approval must sought if the CHS wall
engage m conduct m violation of host country law m support of a cnmunal mvestigation

(U/FOUQ) An FBI employee must never authonze a CHS to participate 1n any act of violence.
except that the CHS may take reasonable measures of self-defense i an emergency situation to
protect hus or her own life or the lives of others against wrongful force

(U/FOUQ) See subsection 19 13 . “Emergency ET OIA Authonization ™ and subsection 19 14
“Duration of ET OIA Authonzation and Request for Renewal.” for pundance on these topics.

19.341. (S/NF) ET OIA Not Involving Sensifive Circumstances in Support of a
Criminal Investigation

(S//NF) The followng types of illegal activity, by themselves. do not constitute sensitive
curcumstances.

e (S/NF) Engamng i the expression of mtent to participate in cnmunal activity
* (S//NF)Engamng m illegal gambling activities

» (S//NF) Engaging i controlled purchases of stolen property. provided that measures are
undertaken to ensure that the property. once delivered. will not leave the care custody. or
control of the U S or foreign LEOs

e (S//NF) Engaging i controlled purchases of contraband. including drugs. weapons. and
explosives, provided that measures are undertaken to ensure that the contraband. once
delivered. will not leave the care. custody, or control of the U S or foreign LEOs

» (SNF) Engaging m the controlled delivery of contraband. mncluding drugs. weapons, and
explosives, mto the United States. provided that domestic guidelines and procedures with
respect to the controlled delivery of drugs or other dangerous contraband in the United
States are followed

19342 (U/FOUO) Approval and Notifications for ET OLA Not Involving Sensitive
Circumstances in Support of a Criminal Investigation

(L//FOUO) All ET CHS OIA not mvolving sensitive circumstances conducted 1n support of a
crimunal veshgation requires

o (L/FOUO) SAC approval of the OIA
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o (U/FOUQ) Approgmate 10D peographue anat and [Lepat notification of the (IA (ser diso
submection 19 6 | “Role of the Legat i ET CHS Operatwons.” and submertion 19 7 “Role
of the International Operations Division m ET CHS Operations ™)

s (U/FOUO) FBIHQ operational drasion Al (or designes ) approval of the OIA

(S//NF) By approving the OIA | the approving officials are acknowledgmg thew fmding that the
benefits of the operation outweagh the nsks associated with the CHS engaging m such actonty

(U/IFOUO) st be nsed o
appove the ET CHS operation s an OIA checkbox 1o .
operational request The OIA checkbox must be used if OIA is mvolved. but does not provide the
approval authorization Rather_the CA or co-CA must use an EC referencng the senalized [l
o document the approving official's finding and approval of the OIA Moreover. suce
thus OIA requires SAC and FBIHQ approval. it 1s important that the requesting SA provide
relevant information about the nature and scope of the proposed CHS OJA in the reguesting
commumcation. includmg the type(s) of violation how the OIA advances the mvestigation
details of the mnvestigation to date, and the objective(s) of the ET operation = The approved EC
request must be placed mto the CHS OIA sub-file

19.3.4.3. (S//NF) ET OIA Involving Sensitive Circumstances in Support of a Criminal
Investigation

(S//NF) If the ET CHS OIA does not fall withun the linted list of nonsensitive OLA histed 1
subsection 193 4 1 | “ET OIA Not Invelving Sensitive Circumstances m Support of 2 Cronal
Investigation,” the OIA 1s deemed sensitive

19.3.44. (S//NF) Approval and Notifications for ET OIA Involving Sensitive
Circumstances in Support of a Criminal Investization

(S//NF) The following approvals and notifications are required for 2 CHS to engage m ET OIA
that nvolves sensitive circumstances

e (U/FOUO) SAC approval of the OIA

e (U//FOUQO) Appropnate IOD umt and Legat notification of the operation (see also
subsection 19 6.. “Role of the Legat in ET CHS Operanons ™ and subsection 19 7 "Raole
of the International Operations Dmvision mn ET CHS Operations )

o (U/FOUO) FBIHQ operational division AD (or designee) approval of the OLA
» (U/FOU) DOJ. Cnnmunal Division. Office of International Affasrs approval of the OIA

(S//NF) By approving the OIA. the approving officials are acknowledging thewr finding that the
benefits of the operation outweigh the nisks associated with the CHS engaging 1n such actrvity

" (U//[FOUO) A sample ET OIA request template has been crafied to assist the field with wnting the OIA request
The information requested in the temp]a'e hvuld be mcluded in the Delta OIA form or m an EC ned o the overall
operational approy d Centinei apphtimn under the “Bookmarks™

section Thas template was specifically designed to
expedite the ET operaton OIA request
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(U/FOUQ) must be used to
approve the ET CHS operahon and has an OTA checkbox to indicate that OIA 1s imvolved with
the operational request The OIA checkbox mmst be used if OIA 15 involved. but does not provide
the approval authonzation Rather the CA or co-CA must use an EC referencing the senalized
_Io document the approving ofhicial’s finding and approval of the OIA
Smce this OTA requures SAC and both FBIHQ and DOJ approvals. it 1s unportant that the
requesting SA provide relevant mformation about the nature and scope of the proposed CHS
OIA m the requesting EC, including the type(s) of violation, how the OIA advances the
mvestigation. details of the mvestigation to date, and the objective(s) of the ET operation 5 The
approved EC request must be placed into the CHS OIA sub-file

194, (U) Policy Applicable to ET CHS Operations in Support of All Types of
Investizgations

(U/FOUO) Use Gf_ﬁ required each time a CHS engages i ET operational

wavel or an ET operational activity (1. e . to seek a “one-time ™ authorization) However, a penod
of authonzation may be used for any travel/ET activity authonzation type and should be selected
when a CHS resides in. or travels frequently (1 e . more than three imes dunng a consecutive 30
day penod) to and from the same country. so long as the operational scope. techmques used, or
geographic regron does not change dunng that penod must be used
regardless of the CHS s ongination pomnt (1 e . the United States or an mnternational locale. in
cases m which a CHS resides in a foreign country). This form must also specify the specific
nature of the operational travel or activity. The exemption to reporting each operational travel
request 1s 1 place to recogmze situations such as CHS travel near or on the border of Mexico
Canada. or any other frequent cross-border travel area. and the CHS s CA or co-CA must closely
coordmate this exemption with the FBIHQ operational division HUMINT Operations Center
(HOC) and the affected Legat

1941. (U) Documentation Requirements for All CHS ET Operational and
Commuuication Requests

194.1.1. (S/NF) CHS ET Operational Travel

(S//NF) Whenever a CHS travels to a toreign country from the United States or from one foreign
country to another foreign country to engage i operational activity (e g.. when tasked to collect
mtellisence or evidence) on behalf of the FBI the CA or co-CA must complete ||| GTczNIG
All communications with an ET CHS must be
and be approved as part of

requested using the communication section of
the CHS ET operation

(S/NE) I <t b filled out in its entirety. The selection within the “CHS
Activity Detanls ™ field directs the user to provide relevant mformation. The request must set out
the justification for seeking ET operational authonity. include all pertinent facts and the
backeround of the mvestigation and descnibe how the ET operation furthers the prosecutonal or
mtelligence objectives of the mvestigation The request must acknowledge. when appropnate
that the AUSA or DOJ attomney. if assigned. supports the use of the CHS in the ET operation

' (15/FOUO) See previous note
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Upon completion, the form is senalized i Delta and the mformation is woported and sent v
B o relevant FBIHQ) stakeholders m Sentinel restricted case files

(U/FOUQ) For example, if “Extraterritonial Operational” s selected as a category m the "CHS
Travel/ET Actvity” field and the[| N sproved and senalized m'Delta, the

automated Delta/Sentinel work flow wall

e (U//FOUO) Set an action lead to the relevant FBIHQ operational divsion HOC (1o
complete the FBIHQ coordmation. authorization. and notification process)

e (U) Set an information lead to the operational division UC with program responsibihaty
over the CHS operation (selected by the drafter of the

e (1)) Set an mmformation lead to Legat(s) (determuned from routing table by country)

o (U) Set an information lead to the appropniate 10D geographic umt (deternuned from
routing table, by country)

e (U) Set an information lead to the HCC

(U) In support of the above. the completed [

-w1]1 be routed to restricted files in Sentine)

(S//NF) The FBIHQ operational division HOC (or its functional equivalent) 1s responsible for
obtammng additional approvals. coordinating with the relevant IOD geographic umt, and
performing other tasks_ as detailed in subsection 19 Roles of the FBIHQ Operational
Entities

(S//NF) If OIA authorization 1s sought as part of the CHS ET operation. see subsectnion 197 1
‘ET OIA by a CHS n Support of a National Security Investigation " and subsection 19 1 4 "E1
OIA by a CHS 1n Support of a Criminal Investigation ™ for OIA approval requirements

(S//NF) If the ET CHS operation seeks to exempt notification to the Legat(s), the requesting
office must provide compelling justification and the exemption must be approved 1 accordance
with subsection 19 15 . “Exemption to Providing Legat Notification

(S//NF) The ET operation request must clearly identify whether the operation is to be declared to
the host country. In national secunty matters, the presumption 1s that the host country wall not be
notified of the operation. In crinunal matters. if the CHS operation 1s not to be declared 1o the
host country. the request must provide the justification for not informing the host country of the
operation. The undeclared crimunal ET operation must also be coordinated wath the division
HOC and the appropriate Legat in accordance with subsection 19 5 1 . “Role of the Operational
Drivision HUMINT Operations Center.” and subsection 19 6 . Role of the Legat mn ET CHS
Operations.

(S//NF) If the operation 1s to be conducted jomntly with the host country or wath other USG

agencies in the host country. the |

subnussion must provide details on the nature and scope of the yomnt operation Should the ET
operation be conducted as a unilateral operation. the FBI s exclusive operation of the CHS must
be detarled 1n the request as well

(U/FOUO) Use o f—ls required each time a CHS engages m ET operational
travel or an ET operational activity (1 e . to seek a “one-tune” authonzation) See subsechon
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194 "Policy Apphcable to BT CHS Operations m Support of All Types of Investipations  for
further detanls

(LYFOUO) The CA or co CA must commmnicate an emergency communcation plan. as detailed
m the 0 a CHS taveling lor operational reasons

19.4.1.2 (5/NI) CHS ET Resident

(S'NF) Whenever the CA o1 co-CA opens a CHS who 15 a resident of a forerpn countiy, the CA
must document tus fact using
The CA o co CA must detarl CHS taskings to enpape i operational commumcation with

persons m other forerpn counimes using the commumcation section of I|u=_
and have these approved as part of the CHS ET operation This mmformation 1s particularly
important for an ET resident CHS  sance tasking. debniefing. and operational and emergency
communication strategies must be carefully planmed and fully understood by the CHS

(S/NF) I’Iu-‘_nnm be filled out 1 s entirety. The selection wathan the
CHS Activity Detanls ™ directs the user to provide relevant mtormation. The request must set out
the ustihcanon for seeking ET operational anthonity include all pertinent facts and background
of the investipation. and detail how the ET operation furthers the prosecutonal or imtelligence
objectives of the mvestigation. The request must acknowledge that the AUSA or DOJ attomey. if
wssigned, supports the ET operation. Upon completion. the ||| G s scalized o
Delta and the mformation 1s mported md_lu relevant FBIHQ stakeholders in
Sentinel restnicted case files

(UYFOUQO) For example if Resident,” 15 selected as a category i the “CHS Travel/ET Activity
field and the _h approved and senalized m Delta. the automated Delta/Sentinel

workflow wall

o (LW/FOUO) Set an achon lead to the relevant FBIHQ operational division HOC (to
complete the FBIHQ coordination, authonization. and notification process)

¢ (U) Set an mnformaton lead to the operational division UC with program responsibility
over the CHS operation (selected by the drafter of Iht'-l
= (17) Set an information lead to Legat(s) (determuned from routing table by country)

e (U) Set an mformanon lead to the appropniate 10D geographic unit (determimned from
routmg table. by country)

e (17} Set an information lead to the HCC

-IMI! be routed to restncted files 1n Sentine

(S/NF) The FBIHQ operatonal division HOC (or its functional equuvalent) 1s responsible for
obtammmng additional approvals. coordinating with the relevant I0D geographic umt, and
perfornung other tasks. as described i subsection 19 5 1 “Role of the Operational Division
HUMINT Ogperanons Center
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(S//NF) The ET operation request must clearly wdentfy whether the oper o by e derager
the host country  In national secumity matlers. the pres argAion tiat e e oty y 'wi W& e
notified of the operation In crnimnal matters. of the CHS operatior e i be declased 1o i
host country, the request must provide the justification for not mformmg the host counts f th
opetation The undeclared crimunal ET operation must also be comrdmated with the o i
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(S//NF) The . £ 528 e
CHS Activity Details™ field directs the user to provide relevant information for STies
category. The request must set out the justification for seekung ET operabonal authos
include all pertinent facts and the background of the mvestigation and describe how the
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(U-’)]"UI.'(“ Fim l‘ﬂlqlk tl Thad Countiy Debiel s selected as a catepony m the " CHS
Travel/ET Acunty field and thr-u'- approved and sevalized m Delta the antomated
Delta’Sentinel work flow wall

o (L/POUO) Set an action lead 1o the velevant FBINQ operational dvvisaon HOC (10
complete the FRINHQ coordmanon. authonzaton. and notthcation process)

* (11 Set an mformanion lead 1o the operational division UC with propram responsilnhity
over the CHS operanon (selected by the deafter of the -}

e (10 Set an miovmanon lead 1o Lepat(s) (determuned from vouting table, by country)

o (U7) Set an nformation lead to the approprate 10D geopraplue wmt (determuned from
routing table. by country)

e (1) Set an mtormation lead 1o the HU(

-".'cl” be routed to restnicted hles m Sentine
(SNF) The FBIHQ operational doasion HOC (or its functional equavalent) 1s responsible for
obtammmng additonal approvals. coordinatmg wath the relevant 10D geographic umt. and

performung other tasks as descnibed in subsection 19 5 1 “Role of the Operational Division
HUMINT Operations Center

(SUNF) If OIA authorization 1s sought, see subsection 19 2 1 "ET OIA by a CHS n Support of
a National Secunity Investigaton. ™ and subsechon 19 3 4, “ET OIA by a CHS m Support of a
Crnmunal Investigation ' for OIA approval requuirements

(S/NF) If the ET CHS operation seeks to exempt notification to the Legai(s), the requesting
office must provade compelling justificanon and the exemption must be approved in accordance
wiath sshsecthion 19 | Exemption to Providing Legat Notificahon

(SNF} The ET operation request must clearly identifv whether the operation 1s to be declared to
the host country  In national secunty marters. the presumption 1s that the host country wall not be
notified of the operation In crnunal matters. if the CHS operation 1s not to be declared to the
host country. the request must provide the justification for not informung the host country of the
operation. The undeclared crmunal ET operation must also be coordinated with the division

HOC and the appropriate Legat in accordance m:li subsection 19 5 1 | “"Role of the Operational
Drvission HUMINT Operations Center. " and subsection 19 Role of the Legat mm ET CHS
Operations

(S/NF) If the operanion 1s to be conducted yomtly with the host country or wath other USG
agencies w the host country !he-'-uhuu«_m?-u m Delta must provide details on the
nature and scope of the joint operation. Should the ET operation be conducted as a unilateral
operation_ the FBI s exclusive operation of the CHS must be detailed in the request as well

*(UYFOUQ) A sample ET Ol request template has been crafled fo asnust the field with writing the OLA reguest
The informaton requested m the template should be ncluded m the Deits _ :
cperationsl app be fot ntinel applicstion und
sechon af the s template was speafi
expedite the £ anon U2 st The approved EU request mmst be placed into the CHS ¢

[ ¥¥1i~

OlA form orm
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commumecation 15 already included in the s _ i WAl 2 AERONTAOE 15 1ol

reqquured. as long as the scope of the nETrnCAbons of e peopranins el Pernaecs e s

However il the scope changes or expands a separate authornzabion regues! |  LEnEIted
For example. 1f 2 CHS resident in France s authorizs 5 pa thye o i TECEae
CONmmuicate with a nanon FamiiN pnect 11 Belong I 1 3tsT w F B SR e CH & T
access to other known subjects and expands the operations CUTREGC Zym 0 fbers B
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scope of the subject commmunicat rid

Activity Details™ hield directs the uses - i€ rele ;  weieCte = i
[he request must set out the yjustification for seelone ET operatio thonty . mcinde 2l
pertinent facts and the background of the mvestigation and describe e ET opesates
furthers the pr tor T 108 e - = - ne [ he resmest o
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completion. the form 15 serialized 1n Delta and the informanon s mported and _
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« (U/FOUQ) Set an action lead to the relevant FBIHQ operational division HOC (to
complete the FBIHQ coordmation, authonzation. and notification process)

e (1)) Set an information lead to the operational division UC with propram responsibility
over the CHS operation (selected by the drafter of ﬂtl’_]

» (1)) Set an information lead to Legat(s) (determuned from routing table, by country)

» () Set an information lead to the appropniate 10D geographic unit (determuned from
routing table. by country)

e (1)) Set an information lead to the HCC

-mll be routed to restncted files in Sentine

(U/FOUO) As a general rule. an employee based domestically 1s prohibited from contacting a
CHS while the CHS 1s in a foreign country Thus rule applies to all communications between an
employee and a CHS in a foreign country, regardless of whether the employee 1s imtiating the
contact from wiathun the Umited States or a forergn country. However, 1f communications with an

T CHS are a requurement for the success or safety of the operation. the method or type of
commumcation must be explicity requested and then approved as part of the communication
section of the

(S//NF) In reviewing the ET operational commumcation request. the FBIHQ operational division
HOC should consult with OTD regarding suitable methodology and available tools for the
commumcation See also subsection 10 ‘Electromic Commumcations with a CHS

(S//NF) If the ET CHS operation seeks to exempt notification to the Legat(s). the requesting
office must provide compelling justification and the exemption must be approved 1n accordance

with subsection 19 1 Exemption to Providing Legat Notification

19414.1. (S/NF) In-Country Communications
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(U
in
traveling for operational personal bu

Electronic Commuumcations with a CHS " for addiional information on CHS commumacation
techmques

//FOUQ) The CA or co-CA must communicate an emergency commumucation plan. as detailed

to a CHS. whether the CHS 1

SINESS . O PTOIESS10NAl TEASONS S

19.4.1.5. (S//NF) Foreign-Based CHS Operational Travel to the United States
(Operational-Domestic Travel)

(U//FOUQO) Whenever a CHS travels from a foreign country to
operational activity (e g . a Legat-assigned CHS travels to the |

mnvestigation or an FO-assigned CHS who resides in a foreipn
States 1n support of an investigation). the CA must obtamn pnior «

designee) of the recerving FO 1n whacl
the affected FO(s) must be nottfied as soon
the date of the operational activity The
-kllt'TElld be used to document the pnior concurrence. or post-operation
affected FO(s) The use of ler‘*_: ; to document. i the CHS
coordination efforts undertaken by FOs and Legats

the operation will occi

(U//FOUQ) For example. when “Operational- Domestic Travel ™ 1s selected as a category 1 the

CHS Travel/ET Activaty field and lj'-r_; approved and senalized i Delta the
automated Delta/Sentinel workflow wall set an mformation lead to the recerving FO CHSC (for
situational awareness)

(L FOUO) In support of the above the -_j._.l';;-i_\[f_r;-.,'ﬂ _x Ul be routed to restnicied

files 1n Sentinel

(U//FOUQ) This subsection does not apply to online operations Fos > operational

s recommended

for deconfliction purposes. Coordination efforts must be documented m the CHS mam file

activity known to affect another FO's AOR. coordination between affecte

19.4.1.6. (1) ET CHS Business/Professional Travel

(L) Whenever the CHS s CA or co-CA becomes aware that a CHS plans o travel or 1s travelmg
outside the Unuted States for business/professional purposes. the CA or co-CA must document
the travel using

witlun the “CHS Activity Details

The wlection
hield duects the user to provide relevant mfornmanon for the

selected category. Upon completion. th 15 sertalized m Delta and the mformation 5

- I
mported and || relevant FBIHQ stakeholders m Sentinel restricted case files
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(U/FOUO) For example, 1if “Business/Professional” 1s selected as a category mn the “CHS

TravelET Actvity” field and the [l s avproved and senalized m Delta, the antomated
Delta’Sentinel workflow will

= (U/FOUQ) Set an nformation lead to the relevant FBIHQ operational division HOC (for
situahonal awareness)

& (U) Set an information lead to the substantive desk UC (selected by the drafter of the -
I for situational awareness)

e (U) Set an nformation lead to the Legat (determuned from routing table. by country)

» (U) Set an information lead to the appropniate 10D geographic umit (determined from
routmg table by country).

(17) Set an information lead to the HCC (for situafional awareness)

() In support of the above. the completed |

-\\. 1l be routed to restncted files 1n Sentinel

(U/FOUQ) Use of the-fm business/professional ET travel 1s requured each time a
CHS travels for business/professional purposes outside the United States. See subsection 19 4

“Policy Applicable to ET CHS Operations in Support of All Types of Investigations,” for further
details

(U/FOUO) If a CHS fails to notify the CA of ET business/professional travel in advance. the
CA must still document the travel on the after the fact and have 1t senalized
mto the CHS file to ensure that the information 1s accessible to the required stakeholders The
CA or co-CA should remind the CHS that the CHS should inform the FBI of his or her ET
business/professional travel

(U/FOUO) Business/professional post-travel CHS debriefs must not be used by CAs to
curcumvent the need for approval for CHS operational travel The busmess/professional travel
category 1s for business/professional travel wherein the CHS 1s not tasked by the FBI to collect
evidence or intelligence The CHS 15 not conducting business on behalf of the FBI nor 1s the
travel paid for by the FBI Professional or business travel may include routine travel related to
the CHS's employment or profession or be part of professional development. such as attending a
conference a semmar. or a trade show In fact for this category. the CA or co-CA must describe
m detail on the |G- po::ible untasked intelligence collection and/or
contacts of intelligence value the CHS may encounter during this ET travel or activity. In a
circumstance i which a CHS s post-business/professional-travel debriefing results in
dissenunable mtelligence. the mformation must be vetted. for deconfliction purposes. with the

appropriate Legat(s) prior to its dissenunation via an mtelligence product outside of the FBI (e g .
w an IIR).

(UVFOUO) The CA or co-CA must commumnicate an emergency commumcation plan. as detailed
i the N - » CHS traveling for business or professional reasons
19.4.1.7. (L) ET CHS Personal Travel

(1) Whenever the CHS 's CA or co-CA becomes aware that a CHS plans to travel or 1s traveling,

ocutside the United States for sonal oses. the CA or co-CA must document the travel n
The selection witlun the “CHS
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Activity Detals” field duects the user o provide relevant mformation for the selected category
Upon completion, the B -oalived o Delta and the mformation ss mmported and B
I o (clevant FBIHQ stakeholders m Sentinel restricted case files

(U/FOUQ) For example, 1f “Persomal” 15 selected as a category m the "CHS TravelVET Activaty’
field and Iheiir; approved and semalized i Delta, the asomated Delta/Sentine)
workflow will

e (U/FOUQ) Set an information lead to the relevant FBIHQ operational drvssion HOC (for
situational awareness)

e (1J) Set an information lead to the substantive desk UC (selected by the drafier of the -
I for situational awareness)

e (U) Set an information lead to the Legat (determined from routing table by country)

e (U) Set an information lead to the appropniate 10D peographiuc unt (deternuned fom
routing table, by country)

(U) Set an information lead to the HCC (for situational awareness )

() Insugport of the sbove,the conpicec

- will be routed to restnicted files in Sentinel

(U/FOUO) Use of the || o personal ET travel s required each tume a CHS
travels for personal reasons outside the United States. The st 'p-“-fs_f r the specific
nature of the personal travel See subsection 19 4  ~“Policy Applicable to ET CHS Operations
Support of All Types of Inv eatigaismm. for further dﬂaﬂa

(U//FOUOQ) If a CHS fails to notify the CA of ET personal travel mn advance. the CA orco-CA
must still document the travel on l]tt‘_ﬂﬁf‘! the fact and have it senalzed
into the CHS file to ensure that the mnformation 15 accessible to the required stakeholders The
CA or co-CA should remind the CHS of the FBI s personal and business/professional travel
notification requirements regarding ET nonoperational travel

(U//FOUOQ) In a circumstance 1 which a CHS 's post-personal-travel debnefing results m
intelligence that can be dissenunated. the information must be vetted. for deconflction purposes
with the appropniate Legat(s) prior to its dissenunation via an mtelligence product outssde of the
FBI (e g.. i an IIR)

(U/FOUQ) The CA or co-CA must commumcate an emergency commurucation plan, as detadled

in the_m a CHS traveling for personal reasons

19.4.1.8. (U/FOUO) CHS ET Transit Travel

(L) The purpose of this category is to track all “legs™ of travel or the CHS travel stinerasry as the
CHS travels through foreien countries This mformation 15 collected as past of the completion of
when 1t 15 used for one of the
other travel categones. Iherefore, 1t 1s nof necessary to compiete a separate [ tus
category

(U//FOUOQO) The CA or co-CA must commumicate an emergency commumcation plan. as detasied

in the N - the CHS for the countries through which ke or she 1s sansitng
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195 (U/FOUO) Roles of the FBIHQ Operational Entities
1951.  (U/FOUO) Role of the Operational Division HUMINT Operations Center

(S//NF) For all ET CHS operations, the AD of the FBIHQ operational division wath program
responsihality over the operation must desygmate a HOC to recerve and process the requisite
approvals and notifications for ET operational requests. The HOC, or other specified entity, (e g
CTD s Counterterronsm HUMINT Operations Unit [CHOUY) 18 a select group of FBI personnel
assygmed by the operational division to centralize the evaluation of nsk associated with the CHS
ET activity. standardize the approval process, represent the deconflichion of ET activity on behalf
of the operatonal division, and serve as the single POC for commumcations surrounding the ET
actovaty withm the operational division

S//NF) The HOC (or its functional equuvalent) must review tlw_
to ensure that it 15 i support of an open full investigation

and 1s reasonably necessary to detect, mvestgate prosecute, or prevent crinunal conduct in
vielation of U S. laws: to further U S national secunty mterests. or to support a PFI mvestigation
To do so, the HOC must

e (S/NF) Imtiate the CHS ET Actiity Package and AD authonzation EC within Sentinel
to prepare the requusite authonization and notification documents. including. but not

Linuted to, CIA comrespondence cables. ||| GG 1 host

nation and’or U S LE partners, and the operational division’s authonzation EC

e (S//NF) Ensure that the affected Legats receive notification of the operational request and.
if changes are made to the iterary. that the affected Legats and other stakeholders are

provided a copy of the submnustted I
I :::d added to the document review of the CHS ET Activity Package within

Sentinel

e (S/NF) Evaluate the tradecraft. communications plan. and emergency safety plan 1n
accordance with the operating environment information and advisories managed by the
HCC. m consultation with the Legat and FBIHQ operational divisions.

« (S/NF) Review the [l -cquest to ensure that it is in support of an open full
substantive mvestigation and 1s reasonably necessary to detect. mvestigate, prosecute. o1
prevent cninunal conduct m violation of U S. laws: to further U S national secunty
mterests; or to support a PFI investigation Examples of ET CHS operations can be found
on the HCC Intranet page

e (S//NF) Ensure that all reasonable measures have been taken to reduce the nisks of
physical and monetary hanm ansing out of the mnvestigation

® (S//NF) Ensure that other U S. or host country agencies mvolved i the operation of the
CHS both i the United States and n the foreign country. have been identified and that
their operational roles. if any. are clearly stated in the request. Additionally. ensure that
all logical steps have been taken to coordinate with other ET U S LE agencies with
whuch the CHS activities could conflict.

® (S//NF) Evaluate the justification for any request for exemption from Legat notification
pursuant to subsection 19 15 “Exemption to Providing Legat Notification.” and. 1f
ystification 1s deemed appfoptmte coordmate the notifications of CIA and the COM
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with 01} The exemption request must be aggnoved via an BC. not by use Dﬂht-

(S//NF) Ensure that the ET operation request clearly wentifies whether or not the
operation 1s to be declared to the host country In commnal matters of the operation o ot
10 be declared to the host country, the request must provide the pustification for tot
mformmg the host country of the operation In national secunty matters the presumption
15 that the host country will not be notified of the operation

(S//NF) Ensure that CIA approvals have been oltamed, as appropriate
(S//NF) Ensure that COM notifications have been provided, as appropnate

(S//NF) Ensure that declared or jomnt operations are properly coordamated amemg affected
in-country agencies This 1s accomplished by seekang CIA Headguarters approwal or
notification via |, -«
the official commumcation A record of the request must be senalized as past of the CHS
ET Activity Package and routed and retaned i the appropnate restnicted HOC files the
response from the CIA 1s routed and retamed n the appropnate restricted HOC CIA cable
sub- il | - -+
of the final approval must be forwarded to the CA or co-CA for mchusson wm the CHS
Ilfilc The CIA Headquarters or COS approval or notification s requared for
unilateral and jomnt ET CHS operations. regardless of whether the operation s declarsd 1o
the host country or 15 an undeclared operation

(S//NF) Review each request m which “ET Operational Commumcations™ s the category
used to submut the _fur authorization to ensure that it meets the standards
for submuission (1.e._, the communications are operational m nature with a subsect, and are

part of an FBI tasking)_ 1s not covered by an already-submm rtfd_a:ri
expands and accurately describes the operational commumcations

(S//NF) Coordinate with and assist the FBIHQ operational drvision umat m obtamme
operational division AD approval as needed. if the FO/Legat requests OlA that requares
FBIHQ and DOJ approval Additionally. m national secunty operations consulf wath
DOJ. NSD on CHS activities that involve false representations to 2 thard party about CHS
qualifications that are subject to state or federal licensing requirements

(S//NF) Seek AD (or designee) approval upon detenmnns that the operation reques)
meets operational division approval and notification requirements. 2= set out m this
subsection and as appropnate for national secunity or cnounal operations

(S//NF) Ensure that the operational and commumcation plan mcludes appropaate
tradecraft to protect the CHS from subjects and/or penetration by host country
utelligence services

the HOC must notsfy the CA of the appeoval

or demal of the operation mcluding the decision justificanon via the atomated sotification =
the travel’ET activity workflow m Sentinel Furthermore. copses of the authonzanon and

nonfication documents. meluding. but not houited o [
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and the AD anthonzation EC must be forwarded to the CA o

mclusion i the CHS ‘s Delta file

19.5.2.

(U/FOUO) Role of the FBIHQ Operational Unit

(S//NF) For all ET CHS operations. the FBIHQ operational unit with propram responsibility over
the operation must, upon recenving notificabion of the E'T operational request

19.5.3.

(S//NF) Review the request to ensure that it 1s i support of an open full investigation and
15 reasonably necessary to detect. mvestigate, prosecute, or prevent crmmunal conduct i
vialation of U S laws: to further U S national secunty mterests, or to support a PF1

mvestigation

(S//NF) Weork with the FBIHQ operational division HOC to provide knowledge of the
case objectives and evaluate any nsk to the FBI wnvolved m conducting ET operations. i
accordance with the operating environment mformation and advisonies managed by the
HCC and in consultanon with the Legat and all FBIHQ operational divisions

(S//NF) Ensure, for any OIA requested that requures FBIHQ and DOJ approval. that
relevant details of the OIA are summanzed in wnting, approved by the operational
division AD. in coordmation with the FBIHQ operational umit; and communicated to
DOJ usmg a document suitable for dissemunation (e g, an LHM) * In declared ET
operations mvolving OIA_ the host country government may requure 1ts relevant judicial
body or court to authonze the activaty that will occur within its border if the activity
contravenes host country law (e g . the purchase of narcotics from a subject) In such
circumstances. close coordination among the HOC and affected Legat(s) 1s crucial to
success Additionally, FBIHQ operational divisions have the discretion to direct the HOC
or the FBIHQ operational unit to obtain required OIA approvals

(S//NF) Momtor the completion of CHS ET travel/activity authonization requests 1n
support of prograni-managed mvestigations

(U//FOUO) Role of the Directorate of Intelligence HUMINT Coordination Center

{U/FOUO) The DI enterprise HCC serves as a HUMINT ET operations clearing house for
coordmnation, deconfliction. standardization. and analysis of ET CHS activity. The HCC''s
purpose 15 to maximize the ET CHS data collection for executive decision makers and the
transparency of ET CHS activities among operational divisions to manage operational risks and
wdentify cross-programmatic intelligence opportunities

(S//NF) The enterprise HCC works with each operational division HOC to centralize the
evaluanion of nsk associated with the CHS ET activaty. standardize the approval process. and
facilstate the deconfliction of ET activity on behalf of all FBIHQ operational divisions. IOD, and
the Legats The HCC 1s the pnmary POC for communications mvolving cross-programmatic
CHS travel and ET activity withun the FBI and across the USIC commumty Because of 1ts cross-

* A sample ET OIA request template has been crafted to assist both the field and FBIHQ with writing the OIA
reguest for approval Although this template s use 1s not mandatory. 1t can assist with providing the approving
official with the mformation necessary to make an informed finding quickly Moreover. it was designed to address

commeon themes and issues DOJ raized m ino: aﬁauouﬂ settings. The temilare can be found 1n the Sentinel
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programmatic coordmation capabihity the enterprise HOCC also serves as the central eoordimation
pomt on ET related CHS 1ssues for the USIC and other governmental agencies and services.
Additionally, the enterprise HCC 15 the prmcipal FBIHO entity for collectng. analyzng. and
producmg metnes and reports on CHS travel and ET actrity across all operational programs.

(U//FOUO) For all CHS travel and ET activity, the HOC st

19.6.

(U//FOUQ) Ensure that mformation collected i Delta and transsmatted m Sentinel =
routed via restnicted Sentinel case files to the relevant stakeholders a5 deternmned n
conjunction with the FOs and FBIHQ operational divisions

(U//FOUO) Coordinate the deconfliction of CHS travel and ET activity across all FBIHQ
operational divisions

(S//NF) Manage the mformation and advisones for tradecraft. commumcations plans. and
emergency safety plans i consultation with I0D, the Legats and FBIHQ) operational
divisions, as appropnate for each Legat's operatng environments.

(S//NF) Work with IOD, the Legats. and FBIHQ operational divisions 1o ensure that
appropnate tradecraft 1s utilized wathun each country and commumcate operating
environment changes to FBIHQ operational divisions and FOs

(U//FOUO) Role of the Legat”' in ET CHS Operations

(U//FOUQ) A Legat must. upon receipt of a request for ET CHS operanon

(S//NF) Provide guidance regarding current cooperation. treaties and agreements with
the host country which mght be adversely affected if the proposed CHS operation wese
publically exposed or which mught otherwise affect the ability to operate the CHS m the

host country.

(S//NF) Provide guidance regarding host country laws. communacation protocols. such 25
the emergency communication of threat information: the state of the operating
environment. including capabilities of the host country intelligence service(s). current
local threats: the availability of safe houses or CHS safe meeting locations. if needed. and
other matters that may have an impact on the proposed travel and operation of the CHS

(S//NF) Coordinate with the COS on all CHS actmaty. as appropriate.

(S//NF) Make a determunation. 1n coordmation with the FO and the FBIHQ operanional
drvision HOC, regarding the extent of COM notificanion of operational activities.

consistent with embassy protocols and mn accordance with 22 US C § 3927(b)

(S//NF) Provide the appropniate 10D geographic unst with mput and smdance regarding
the feasibility and advisability of the proposed operation

(S//NF) Notify the appropriate host country LE authenty and coesdmate the requirements e
of any CHS travel and ET actiity operation. imcluding authonzation to engage in
activities that may be illegal in the host country (e g . seek host country judicial authorsmy

' If no Legat covers a foreign zeographical area. the 10D geographsc umt ﬂmw LN s

assumes the role of the Legat under this subsection
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St Iy poofessaonal. and tansst wavel Cossult the FBIHQ operational drasson HOC or the HCC
. L 0D sepeesestative of concerns or to request that operanonal approval be obtamed

» {UFOUD) Review and cover Sentme] mformation leads for CHS travel and ET actuvity.
enchadng operational wavel ET rendent, ET comemmcations. and therd-country deboef
Condiect 2 Seatmee] documnent renew of the CHS ET Actmaty Package and miorm the
eperszona] drvimon HOC of anry mssues with the operational request, such as m-country
coordemation problems elevated nsk scenanos. or a igmbicant foreseeable reason o
delay the actrnty

s [EVFOUD) Momtor Sentinel CHS travel and ET actraty tasks to recerve HOC -approved
fext sstable for desernaton 10 m-country USG and/or foreign parters. The HOC wall
obtam formign dessermmmation request (FDR) approval for bost naton notufication

s (LIFOUD) Process CHS travel and ET actraity Tasks by creating [ HMs, conductng
regEmate w-country notifications. and provading the status of requestied potifications

» (UFOUO) Coosdmate travel requests with the HCC . as needed
19.7. (UFOUOD) Rale of the International Operations Division in ET CHS Operations

ESNF) Once the appropruate JOD geographac unst receves notification from the FBIHQ
aperatensl drason HOC of the ET operation request. the 10D geograpluc unst must ensure that
the ET aperation of the CHS does sot conflxct wath or potentially umpanr other FBI operations

- maderway m the CHS AOR. The I0D grographsc umt must also

& (SUNF) Coorduate with the affected Legat(s) on the operational request. as approprate

:, - #» [(SVNF) Provide the FBIHOQ operatiomal divimon HOC and the requesting FO wath msight
d : e possible grographucal msues that may affect the proposed operation. if any

= (SVNF) Gave the requesting entities a fuller nnderstanding of global intellipence
i MMﬂMHthnummthrmmﬁmmnu

s vt wanest wavel Consult the FBIHQ operational dovisiom HOC ot
© KO0 sepyenentative regarding concerns of to request operational approval
¥) Rewwn snd cover Sentme] mformation keads for CHS ET tavel and actraty
perationad tavel, ET ressdert. ET commmnseations. and third-country debriefs
el doxciament seview of the CHS BT Actraty Package and inform the
o HOC of sy rsues with the operstional request such as i country
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coordmaton problems. elevated sk scenanos. or a sugmficant foresecable reason o L ':ﬂl:
delay the activaty o

» (U/FOUD) Momitar the Sentinel CHS ET activaty tasks, for countries wathout cusrent
Legat coverage. to recerve HOC -approved text sustable for dissenumation (o mcountyy
USG and/or foretgn partners. The HOC wall obtamn FDR approval for host mabon
not ficabon.

= (L//FOUQ) Process CHS ET actiaty tasks. for countries without current Legat covesage.

by arating L HMs, conducting requusite m-country nottfications, and provadeng the status
of requested notificatons

(S//NF) For requests that mclude a request for an exemption of notification to the Legat, the OD

geographic unit must assist the FBIHQ operational division HOC wath facilstamag AD. 10D

approval of the request m accordance with subsection 19 15, “Exenptron to Provsdmg Legat

Notficahon ™

19.71.  (U) International Operations Division Approval and Management Roke Over

LEGAT or ALAT Assigned ET CHS

(U FOUQO) Whenever a LEGAT or an ALAT seeks to open and operate an ET CHS pursuant &

this secthon. 10D management assumes the role, authonties, and responsibilines of FO

management. as detailed m tus PG Moreover, all standards. requirements, notifications, and A |
approvals for opening and operating a CHS apply to a Legat or an ALAT. unless specifically 3
exempted m this PG These polices include_ but are not lunited to, requirements for openmg a

CHS. operating a CHS m an ET environment, admonishing a CHS. paying a CHS, documentmg

CHS contact. and conducting CHS file reviews, among other activities

(U FOUO) Accordingly. the following equivalent roles are established for 10D management:

e (LVFOUQ) Wherever the CHS pohicy mandates SSA approval. the UC of the [OD ust
responsible for that Legat s the approving official

« (L/FOUO) Wherever the CHS policy mandates ASAC authonty, the 10D SC s the :
approving official -
o (LVFOUO) Wherever CHS policy mandates SAC authorty, the 10D DAD s the
approving official
e (U/TOUO) Wherever CDC authority 15 required. 10D must seck authonty from the OGC

(L/FOU0) 10D must desagnate a CHSC. who will assune the same role, authorires. and
responsibilities as CHSCs w FOx (see subsection 2 1 0 . “Confidential Human Source :
Coordinator ) B -
198 (UHVET CHS Operations by a LEGAT or an ALAT
(S/NF) A request for the LEGAT or ALAT to open a CHS 1n a forengmn country st be made
support of an open full substantive national secunty. PFT or commnal mvestigation A )

not be the OO for a full substantive mvestiganion. A full 163 classificanon o nit conmdered a
substantive wvestigation, and therefore 18 not permtited as the basis for w : L

(L7FOUO) The opeming request must be made meardmwﬁﬁ: LS
Section 4. Openng and Reopening a Confidential Human Sowce  wnd

1w
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Human Source Admonishments ™ and approved by the appropnate [OD UC The openmg
commumication must also document that the LEGAT or ALAT has coordmated with the FO
squad. task force, or other FBI entity assigned to the full investipation This mformation must
miclude the FO personnel contacted, their role m the full mvestipation, and thenr support of the
CHS openmg and subsequent operation to support the FO investipation Additsonally. based
upon the nature of the full investigation. the LEGAT or ALAT should provide the FO agent or
TFO assigned to the FO mvestigation with adnumstrative access to the CHS Delta file to ensure
that the FO and LEGAT/ALAT are closely coordinating on taskings to the CHS and all
actionable intelligence recerved from the CHS

(U/FOUO) Concumrently with the above approval to open the CHS, the TOD umt with oversight
responsibility for the Lepat must submut a request for the LEGAT or ALAT to operate the ET
CHS using the to the 10D
geographic ; ational division AD with
program rfsponmbtht’, for the ﬁﬂl mvestigation that the CHS 1s supporting  The request to
conduct operational activity must be documented 1n accordance with approval and notifications
requirements detailed m subsection 19 4 . “Documentation Requarements for All CHS ET
Operational and Communication Requests.” and other relevant subsections of this PG The
approval 1s obtamed usmg the hwoﬂrﬂow. in the circumstance of a Legat

operating a foreign CHS. the category 1s most likely “Foreign Resident ™

{S/NF) Pnior to a LEGAT 's or an ALAT s external dissenunation of information that was
obtamed from a CHS assigned to the LEGAT or ALAT and 1s related to a pending FBI ciminal
or nattonal secunty mvestigation. the information must be reviewed by the appropnate TOD unit
and the affected FO squad, task force. or other FBI entity to ensure that the information 1s
deconflicted with other known mformation and 1s of value to intended recipients. The IOD
geographic umt and affected FO(s) must respond to the LEGAT request to review the proposed
dissenunation no more than five busimess days from the time notification is sent by the LEGAT.
otherwise, the information 1s dissenunable through an approved FBI dissemination process

198.1. (U/FOUQO) LEGAT or ALAT Access to a Field Office CHS File

(U/FOUO) Whenever an FBI CHS resides or 1s located 1n a foreign country for 60 or more
consecutsve days. the FO assigned to the CHS should coordinate with the country’s LEGAT to
deternune whether the LEGAT or ALAT should be provided admimstrative access to the CHS
file. This designation 1s discretionary and 1s deternuned by the FO based upon the type of CHS
reporfing. the host country threat level and other relevant operational factors related to the CHS

19.9. (U) Employee Travel Related to a CHS Operation

(S//NF) If an employee travels to a foreign country in connection with the operation of a CHS
the employee must send the following information with action leads to the appropnate

operational dovisson HOC, IOD geographic unit. and Legat(s) in an SAC-approved EC_with a
reference to the separate it

= 1f the tavel involves a non-agent employee, the approving official must consider not enly security risks related to
the in-country epvironment. but also operational nsks associated with interacting with a CHS in a controlled or

public setting
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" (UIFOUO) Official Bureau name or AFID™

o (U/FOUO) Purpose of travel (e g . meetings, CHS debriefings)

e (S//NF) Cover status 1f apphcable

e (U//FOUQ) Probable iunerary (1 e | travel schedule, flight numbers hotels)
e (U//FOUQ) Passport type, number, and expiration date

e (U//FOUOQO) Previous travel to country (including permanent assignments. TDYs, and
personal travel)

e (U//FOUQ) City or location where the employee may be operatiomally active

e (U//FOUQ) Time penod of operational activity

o (U//FOUO) Hotels used operationally

e (U//FOUOQ) Cellular telephone to be used and anticipated use of any techmical equapsaent

e (U/FOUO) Whether the employee will need access 1o or assistance from the station 20
embassy, or a consulate

(U//FOUQ) As soon as known. flight and lodging stinerary must be provided to the operational
division HOC and the Legat

(U//FOUO) The EC must request country clearance from the Legat and provide detals on the
purpose of the official travel (see Bullet 2 above) Separately. the emplovee st submst 2 DOS
electronic country clearance (eCC) via the Intemet through the DOS s Web page Specific
requirements for obtaiming country clearance are provided on the 10D Intranet ste

e

since foreign nationals often process the request form

(U//FOUO) The employee must also complete the intemal _

(U//FOUO) The above employee travel request and approval commumcation content must be
classified as appropnate for the mnvestigative activity to be undertaken and 1t must be seniahized
mnto the substantive mnvestigative file the emplovee 1s traveling to suppert

19.9.1. (S/NF) Special Agent Undeclared Travel

(S//NF) The purpose of this subsection 1s to establish a means to meet with and debnef an open
CHS 1n a foreign country while protecting both the CHS s and and the SA s USG affiliations In
this regard. the below-described activity 1s not undercover activity. since 1t 1s not designed to
collect mtelligence or obtamn evidence from a subject of an wvestigation or to engage m any
operational activity, including CHS taskings Rather. 1t 15 conducted i furtherance of an open
CHS file supporting a domestic mvestigation. and the activities are solely related 1o debnefing
and adnmumstrative support of the foreign-based CHS  Agents must be cogmzant that activary
under this subsection 1s authonzed pursuant to ET CHS authonities and 15 not governed by other

“ As noted earlier i the section, all provisions of the PG apply unless stated atherwise Nevertheless if is important
to emphasize that subsection 2 2 3 . “Non-Agent Investnzative Staff ™ applies to FBI non-agent operations] staff
exiraterntonally Moreaver -muf:.! only be used in support of a CHS-related meeting or debnefing actowiny
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crumunal or natwonal secunty F H]N"t.ll'lt‘tll.ll mudehnes fon l‘lllp]liw'i"- Therelore no operhon 1
activity, ncludhng undercover activity, s peroatted when travelmg prassuant 1o this subsection

(S/NF) In support of an FB1 on USIC objective, the necessity may anse for an SA 1o tavel

overseas n an undeclared manner to debniel. tam. or assess an alveady - open CHS m a foreign

country (generally used m a thard country where the CHS does not operate) _

{S/'NF) At the mhation of anvy plan for an SA to travel undeclared for a CHS related debniefing
the SA must contact the appropnate operattonal division HOC to recerve instructions and
gdance on tradecraft used tor undeclared travel and for assistance in planning thas travel No
travel-related actnaty 1s pen utted by the SA for the undeclared travel withomt pnor con ultanon

with the appropnate operational division HOC . which wall evaluate the proposal and conduct

predeployment coordmation with 10D counterparts and the relevant Legat(s) to identify and

resolyve 1--._*-‘-\511"9 issues. All undeclared travel (1.e . official operaton l i'.l-l_
without disclosing FBI affibation) nust be approved ‘-'-""" the mformation histed i

' Admomsh SAC . the AD of the operational divisior

-

{nondelezable \\I_":_:;:‘,:‘-:‘:i;:.',l-'.ll-"“'lT-"T‘I!:I' activity, and the 1|~]-'.."||_|]|'-:-T{l|]‘-|

“Iﬁ\z;l“"‘]t ..:*E‘lt -E\;‘.Iu a T: :.I.:; ”IL.I.II\-F‘L e R 42":':'1”","'-']" Ij“ _

{ trave il mav not alwavs he fe i-u3=]r tor the SA to ol 1411

travel Therefore. whenever a receipt s not obtained

hures or the reimbursement certification steps described
seek reimbursement for i hases made o1 CXPCNses
All funding associated with undeclared travel must be
ithonzation number provided by FBIHQ Question
from the FO regardmg whether an expense should be retmbursed must be brought to the

attention of the SSA assiygned to the operational division HOC for review and resolution

19.10. {(S"NF)ET Admonishments

(S{'NF) Pnior to the CHS s ET operation. an FBI SA and an additional FBI SA or othes
government official presel as a Witness, nmist review with the CHS the admomishments histed
below These admomshments must be reiterated at least annnally, but may be provided more
*.-;-E-}'..t;'ifj' as deemed PPt '-§'1Ii.""i-'- the SA The admomishments |1 ted below are epat ite and
n addition to the requmed opening and anpual idmonishments descnibed 1 the
: Confidental Human Source Admomnsshments ™ The ET admomshments are a
J"i!' Vi

e S/NF) Unless authonized by the FBI the CHS 1 t not engage 1 illesal fuct 1

wlation of the laws of the United States or of the host cow
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o {S//NF) The CHS s subject 1o arvest and prosecution for all violatione of host natson laws

o (S/NF) The CHS 1f subject 1o U S law, may be anrested and prosecisted for ] viclstions
of US laws, unless the violation of these laws 15 authonized by the FBI

s (S//NF) The CHS may take responsible measures of self defense m ordey to protect lus or
her own hife o1 the lives of others These measures. howeves, may be undertaken only
when 1t 15 not possible to obtan protection from LE authorties The CHS st pke
every reasonable effort to contact and mform the FBI of the self defense taken

as 500n as possible

« (S//NF) If 1t becomes necessary. in an emergency situation, for the CHS 1o paticapate m
an activity that 1s illegal or requires AG approval and for which the CHS does not have
the proper authorization (e g . a sensitive curcumstance), the CHS must make every
reasonable effort 1o contact the FBI in advance of the activity 1n accordance with the
emergency plan described in the CHS travel or operations request

s (S//NF) If the CHS 15 arrested or detaned as a result of activities undertaken on behalf or
at the request of the FBI, including OIA . cucumstances may be such that nesther the FBI
nor the DOJ can provide any assistance 1n resolving the situation

(U//FOUQ) If the ET admomshments cannot be performed m person secure commumcation
protocols must be utilized 1n accordance with subsection 10 2 Electrome Commumications
with a CHS ~ After the admomshments are provided. the SA and witness must document that the
admomshments were given and the CHS acknowledged and understood them The
admomshments must be placed mto the CHS ‘s validation sub-file The admonshments must be
placed into the CHS file

19.11. (U) Pre-Operational CHS ET Briefs and Planning

(S//NF) A CHS should also be thoroughly briefed on taskings the commumcation plan while =
country and upon return to the United States. the emergency commmumcation plan. the exfiltrabon
plan. and the cover story for the operational travel as needed Other travel-related 1ssues and any
safety considerations should be covered with the CHS to ensure that the CHS 15 sshuationally
aware of the threat environment

19.12. (U/FOUO) CHS Pavinents

(U//FOUQ) Payments to a CHS engaged m ET operations must be in accordance with subsecton
J 7. “Payment Requests. "~ subsection 17 8 . “Payment Approvals. and subsecuon 175
“Paving a CHS

19.13. (U/FOUO) Emergency ET OIA Authorization
(S//NF) If 1t becomes necessary for a CHS to participate i OIA that was not foreseen or

anticipated. he or she must make every reasonable effort to contact the FBI m advance of the II

actvity. The approprate operational division. in furn must make every reasonable effort to e
contact the AG or AG s designee 1f the OIA 1 wiuch the CHS needs o paricipate would require .';:I,.
the approval of that entity If the advance contact with the FBI and/or DOJ 15 nof feasible 1 the Rl 1 15
face of an immunent threat to hfe or physical safety or the immunent compromuse of A CHS oras

operation where national secunty would be senously endangered. the CHS ;
OIA so long as he or she does not take part in ﬁn&h&m&ihmw“
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~wiolence  An act of violence 18 any activaty that mmght canse senous bodily mpary to another
person These provissons do not prevent a CHS from taking reasonable self defense measues i

an emergency m order to protect his o hex own life on the lives of others Upon leammg of thas
actiaty, the FRI employee must report the actiaty to the SAC as soon as possible The SAC
twmn. mst subit the report to the appropmate operattonal division HOC  TOD geopraphic unit.
and Legat The operational division HOC st then promptly mform the AG or AG ¢ desipnee
if AG approval would have been required

1914, (1) Duration of ET OILA Authorization and Request for Renewal

(LVFOUO) Approval for any CHS ‘s particgpation m ET OIA duning a coomanal imvestigation or a
national secunty mvestipahon 1s vahd for a penod of up to one year A request for renewal of
OQIA authonzanon may be submutted prios to the expiration of the penod. and there 15 no limat on
the mumber of renewals If the need anses for CHS particapation m OIA of a dufferent type

magmiude, or location from what was approved a new request must be approved at the proper
authonty level as set forth i subsection 19 2 1 "ET OIA by a CHS m Support of a National
Secunty Investigation,” and subsection 19 14 "ET OIA by a CHS 1 Support of a Crimunal
Investigation

19.14.1. (U) Suspension and Revocation of E1T OLA Authorization

(UFOUQ) See subsecnion 131 7 . “Suspension of OIA Authonzation " and subsection 13 8
“Revocanon of O1A Authonizaton

1915, (U) Exemption to Providing Legat Notification

(S/NF) The Legat 1s the FBI s representative in the host country. establishing and mamntaining
relatonships with both the host country authorities and U S LE and intelligence communities in
that country It 1s essential therefore. that the Legat be notified and made fully aware of all CHS
ET operanons and travel in the host country operation

(S/'NF) An exemption to providing this nonfication requures compellmg justification and internal
FBI approval as descnibed below The FO must request an exemption to Legat notificanon via
an EC using the respective operational drvision HOC ‘s restricted Legat exemption case file in
Sentinel Upon receipt of the request. the HOC must coordinate the request among the field and
FBIHQ entittes. It 1s strongly recommended that the requesting SA seek suidance from the
appropnate FBIHQ unit representative prior to prepanng the ||| G
must not be used to request ET operational activity
authonzation when seeking thss exemption The EC mmst include specific facts showing that the
cucumstances of the travel or operation are so extraordinanly sensitive that the Legat's
knowledge of the mvestigation or operation would hikely jeopardize the operation Additionally.
the EC must provide all relevant details about the CHS operation that would normaly be
addressed m the [N
{S//NF) If approved. the CHS travel must be coordinated directly with CIA Headquarters through
the operational divasion HOC . and the COM must be notified of the activity 1f the COM
potification 15 appropnate for the operational cucumstances

{S//NF ) The requred approvals. to be 1ssued via EC. for granting an exemption to the Legat
notification requirement are as follows:

« (S/NF) SAC approval
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s (SINF) Operational divison AL apgroval
o (S//NF) 10D AD approval
19.16. (U) Special Circumstances

(S//NF) A special cucumstance 1 a rare oocasion m whach 2 CA o co CA masi open operate
and pay an mdividual for services. expenses or both for 2 mated hoe prior to adienng o the
requirements set forth i this PG, such as those set for opemang a2 CHS m Delta lor approval of
ET operatons, and for admomshang the CHS Such cocumstances conuld anse for example = 2
war zone of other hostile enviommnment

(S//NF) In these cucomstances, the CA or coCA stll must muake 2 reasonable effont 1o 2omtan
the trustworthiness of the mdividual obtaan verbal apgroval 1o operate ad pay the mdevuhl
and provide appropniate admomshments to the mdividual

(S//NF) Withun 30 days of tasking the individual, the CA or co-CA s responsible for enssrmg
that the individual 1s opened as a CHS i Delta and that all requuste wrtten appeovals
notifications, and admomshments have been obtaned and documented includemg 2 lnotory of the
taskings 1ssued, the mformation recerved and the vahdation conducted . as oet forth = s PG
and the

19.17. (U/FOUO) Use of an ET Sab-Source

(U//FOUQ) In ET operations, the FBI's use of an ET sub-source s permutied See subsection
10 12, “Use of a Sub-Source™ for the definstion of a sub-sosce

19.18. (U) Communications About a CHS

(U//FOUQ) Commumcations between FBI personnel and others m the LE or imelhpence

commumnity regarding CHSs must be conducted umng a secure method (e g serure G0 oo
telephone . secure e-mail) Note that the FBI unclasssfied network (UNe1) 1= not secue

(S//NF) If any personally identifiable mformanon (PII) belongng to fhe CHS 5 mieased
ncluding any selectors a—fc-rv:.: mmsst be completed
CHS file. and the CA or co-CA must obtamn the CHS s concuurence pnor 10 releasmg the CHS's

identity to a non-FBI agency or foreign government

(S//NF) An FDR may also need to be sought fom the operational demsion HOC lor o5 Sanchiosal
equuvalent)

19.19. (U) ET Unauthorized Illegal Activiny

(S//NF) Whenever any emplovee learns of CHS participanon m any act of nclence the
employee must immediately notify the CHSC  the employee s supernsor. and the SAC The
SAC. m mum. must notify the operational division AD and the SC of the facts and
circumstances. using the list provided below as a sude  Aay determunabon o confmmue o use e
CHS must be approved by the Director (or dessznee), 1 consultation with DOJ s Commnal
Division or NSD, as appropnate

(S//NF) As soon as possible the SA must notifv 1 wistmg the operational devrsion. appsoprsaie
10D geographic unit. and Legat of anv ET UTA by a CHS The wnnten noafication must be
retained in the CHS vahidanon sub-file and nuist address the ollowns Gotors

e (S/NF) Whether the activity 15 onsoang or complete
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e (S/NF) Whether specific charpes were brought against the CHS, including the type(s) of
violation. if any

= (S/NF) Details surrounding the CHS s participation n the UIA. including the degree and
nature of the CHS 's participation and the sertousness of the activity in terms of damage
to life and to property

s (S/NF) Whether the UTA was related to the CHS s tasking by the FBI; and if so, 1n what
manner

e (S/NF) Whether the CHS ‘s relationship with the FBI has been revealed or confirmed to
any outside agency as a result of the CHS s participation i UIA and. if so. details of the
disclosure

s (S/NF) Whether any attempt has been made or will be made to intercede on behalf of the
CHS. or whether any request or recommendation has been made to any foreign LE
authonties

* (S//NF) The SAC’s decision regarding whether to continue operating the CHS . a
mstification supporting the decision and. 1if applicable. the opimon of the AUSA

(U/FOUIO) For the purposes of ET crimuinal CHS operations. UIA refers to activity illegal under
US federal state or local law and the laws of a host country UIA during ET national secunty
CHS operations does not include violations of host country law UIA also does not mclude CHS
activity tasked by the FBI for which the FBI was required to obtain but failed to obtain proper
OIA authonzation

{S//NF) Smce the UIA 1s relevant to validation factors. the actrvity must be documented m the
FOASR The CA may have the option of submutting the FOASR 1n support of an out-ofcvcle

validation rﬁuﬁt if there are concems regarding the CHS 's continued use (see |

(UVFOUO) If a CHS self-reports UIA. the CA must immediately notify the Legat. 10D
geographic unit. and the operational division HOC via an EC. If the activity described would
have required AG approval. the operational division must notify DOJ

19.19.1. (U) Unauthorized Illegal Activity Notification to DOJ

(S:/INF ) For cninunal operations, the operational division must promptly notify the AG (or
designee) through contact with the AAG for the Cninunal Division. of any serous violation of
law. or violations of law which. 1 crinunal operations. would conststute sensitive circumstances
as defined mn subsection 19 32 3 ~ET CHS Operations i Support of Crimunal Investigations
Invelving Sensitive Cucumstances, by a cnmunal CHS. This includes senous charges or an
arrest on such activity by anv intemational or foreign LE agency. After consultation with all
affected USG entities. the SC wall decide what action. if any. should be taken with respect
to the violation(s), short of prosecution. This includes the decision of whether or not to continue
the source relationship with the CHS Any decision as to a potential prosecution will be made by
DOJ on 3 case-by-case basis

(5 'NF) For national secunty matters, whenever an FBI emplovee receives credible imnformation
concermag UTA by a national secunty CHS. whether or not the activity occurred in connection
with the FBI amuthorized operation or tasking the employee must notify lus or her supervisor and
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the SAC The SAC. in consultation with the operational division AD (or designes), may
determne to authonze continued participation mn that activity by the CHS mn accordance with the
national secunty OIA procedures detaled in this section The requurement to report the UIA 1o
the AG (or designee) through contact with the AAG for NSD applies only if the SAC after
consultation with the JJJSC. decides not 1o approve the CHS ‘s particspation m the actresty If
the determunation 1s made not to approve the activity, the UIA must be communicated to DOJ
using a document sutable for dissemination

19.20. (S//NF) International Incidents

(S//NF) An intemational incident 1s defined as any mcident that may potentially damage U'S
foreign relations International mcidents include circumstances that could have a sgmficant
adverse impact on foreign relations or LE activities and affect U S interests anywhere, includmg
matters such as treaty negotiations, extraditions, drug mnterdiction efforts, and hingation m
foreign. domestic. or mtemational courts. An mternational incident does not generally mclude
the arrest of a CHS However, a reported arrest must be reviewed to determune the extent of UIA
mvolved See subsection 19 19 . “ET Unauthonzed Illegal Activity ~

(S//NF) If a CHS notifies an FBI employee that the CHS was mvolved mn an intemational
incident, the FBI employee to whom the notice 1s given must immediately notify the appropriate
Legat. IOD geographic umit, operational division HOC, and. if apphicable, the AUSA mvolved m
the operation of the CHS The operational division HOC 1s responsible for notifyng the AG or
AG's designee of the mcident as soon as possible. as well as the CIA and the DOS._ if appropnate
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20. (U) (‘ﬂllﬂdl‘llliﬂll Human Source Validation

{11 Until updated gindance on CHS validation standards policy 15 1ssued, please refer to the
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Appendix C: (U) Contact Information

Directorate of Intelligence

Standards and Practices Uit
J Edga Hoover Bmldmng
915 Pennsylvama Avenue. NW
Washmgton DC 20535

I mit € hief

Point of Contact _

Unit
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Appendix D: (U) Acronyms (EINE GA
AAG assistant attomey general e i il
AAR after-action report R e e
ACS Autoenated Case Support i
AD asststant director o T e
ADIC assistant director i charge
AFID ahas/false identificaton
AFOSI Aur Force Office of Special Investigations
AG Attomey General
AGG Attomey General's guidelines
AGG-CHS ;;I;n ‘i;ta‘;':;r_:;‘fgmemf s Guidelines Regarding the Use of FBI Confidential
AGG-Dom The Attorney General s Guidelines for Domestic FBI Operations
AGGUCO gil j;;m; bge;i;:::; Guidelines for Federal Bureau of Investigation
AHOC Advanced HUMINT Operation Course
ALAT assistant legal attache
AMU Asset Management Unit
AOR area of responsibility
ASAC assistant special agent in charge
AUSA assistant Unuted States attomey
BAT Behavioral Assessment Team
BCC border crossing card
BOP Bureau of Prisons
f'ca case agent
CBP Customs and Border Patrol
D Countenintelligence Division
CDC chuef drvision counsel
D-1
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| il posecior

CFPG £ anﬁa‘mﬁai Funding Paﬂcy Cuide
R | confidential file room

;';-IT)E_ _ “ (ﬂunt:m:nmlsm HUM.[N"I' Opesations Urnit
cHS | confidential human sowce

CI-lSCm cou.ﬁcimnal human source coordinator

ClI it ;;ir;ltenntemgux:c

CIA Central Intelligence Agt;y ok

CollMC collection mamgﬂnml coordinator

COM chief of nussion

COS chief of station

CPI cnime problem mdicator

CPS CHS Prionitization System

CRIM crinunal

CTD Counterterrorism Division

CTS Counterterrorism Section

CYB cyber

CyD Cyber Division

DA double agent

DAD deputy assistant director

DAG deputy attorney general

DCID Durector of Central Intelligence Directive
DD Deputy Director

DEA Drug Enforcement Admunistration

DHCC Domestic HUMINT Collection Course
DHS Department of Homeland Secunty

DI Directorate of Intelligence

DIOG Domestic Investigations and Operations Guide
DIVS Data Integranon and Visualizaton System

D-2
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‘DN1 Director of National Intelhpence
DoD Depattinenit of Definse R
e e R i oA L AR ST R At T A IS
m} w OfJusllce G i
DOS Department of State AR I
DT domestic terronsm Ao
EAD executive assistant director cii
EC electromsc communication ST
ECC electronic country clearance
ECPA The Electronic Commumnications Privacy Act
ELSUR electromc surveillance i
EO executive order
ERISA Employee Retirement and Income Security Act
ERO Enforcement and Removal Operations
FAMS FBI Automated Messaging System
FBI Federal Bureau of Investigation
FD Finance Division
FDR foreign dissenunation request
FIG Field Intelligence Group
FinCEN Financial Crimes Enforcement Network
FISA Foreign Intelligence Surveillance Act
FO field office
FOASR Field Office Annual Source Report
FOUO For Official Use Only
FPO Federal Prosecuting Office
| FSO foreign service officer
 — .
| FTC Field Tradecraft Course
FIR Federal Travel Regulation

D-3
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HUMINT (murdmahm Center
HlIMlN'I Evaluation and Assessmend Tram

HOC l HUMINT Operations Center f
! e
- I { R
I |
HQ | hr-adqlmtﬁa ) : _H.
H‘:I Moy Honu'land Security hru:‘sh?m:om -
E"a_h_’.(_ TN Human Source Review C mmuttrf DR
- _ L T S ]
H%_\R e Hgi_na_u Source V ahdanon Repoﬂ |
_EM‘I_IN'I ilum..-m mtrihgen( e g s g
IA mtflhgen_r.-?a—na]_v;; ) :
i_AO International Affars Office v
IC Intelligence Lmﬂ;_l;umh T AT
ICE Iimmp_xauon_and_(_ u:;c-ms Enforcement |
IR | intelligence information report I
E ;
INR Bureau of Intelligence and Research _:
IO mtelli g-;-r:c:z officer |
0B Intelligence Oversight Board
IOD International Operations Division
RSU Intelligence Research Support Ut
IT intemational terrornsm
JTTF Jount Terronism Task Force
LE law enforcement
LEGAT legal attache (position)
Legat legal attache (office)
LEO law enforcement officer
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& MAIA Bs Managed A Attrbution Intemet Access
MD | Doctor of Meducine
'ﬁ-—" e thm 'I)t‘pnmmul ( mmlmuu-lhgmcr Orpanization
H hs Mobdt Evaluanon Team
MOU L U lllllm nfmitmmrhng
W“ G Mnhtmw, Tr:n kmp Review :
-;Q_A_EIT_ Y M Arc Inws and Rn‘cuth A(hlmusu ation
D
NCIC National C nme Information ( enter
NCIS 4P_T*?.'.t:’-:l_(_ nnmui Il;;';;;g;atl_\r_ﬁﬂwlrr . 1
NFPO No Fun'lgn Policy {)b];c_u_nn . ; )
NHMD 0 | ‘;-a-;m_unlnljfiw Manager Directive e i i
NOFORN | Rt Relemsble to Foreign Nationals =~
NOR notice of request e
NSD National Security Divisson oo e
NSICG | National Security Informarion Classification Guide
NSL | National Secunity Letter
OCA Office of Congressional Affaiss
OEO Office of Enforcement Operations
0GC Office of the General Counsel
= 0OlA otherwise llegal actraty
i 00 office of engin
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Biovac staiene

Undercover Emplovee Safeguard Unat

Unified Financial Management System

unauthonized illegal activaty

ited Diatioe

Unclassified Network

United States Attomey's Office

Unated States Citizenship and Imnugration Services

United States Intelligence Commumty
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Appendix E: (U) TS/SCT CHS Reporting

(U) Overview of [l

(U/FOUO) Il s the FBI record manapement system established to mamtam mformation
reported by a CHS that must be cateponzed as Top Secret (T5) or Sensitive Compartmented
Information (SCT) [l used i conjunction wath Delta, provides all FBI employees who
recerve TS and SCI information from a CHS with the capability to document, handle, store and
access the mformation

(U) Requirements and Procedures for the Use of [

(U FOUO) [l st be utihzed to document and store TS and SCI information obtamed from

a CHS The procedures for requesting access to-aud mamtaming CHS reporting i the [
system are provided on ﬂnci;m_;mﬂ page

(U) Requirements for Closing a CHS File/Folder in [N

(U/FOUO) When a source 1s closed. hus or her|jjfolder will be marked as closed. and details
about the closure of the source will be entered into [ The[lllsource folder will be marked
with an electronac flag m-.md moved to another location within |1 vse a
SharePomt-based computing service to store closed sources. Any source folder for a closed
source must be moved to ﬂle-ﬁhﬂﬁ' Pomt RCS within one year of deactivation. The CA 1s
responsible for ensuring that deactivated source folders are moved to the SharePoint RCS.
HPMU wall conduct a bhannual review
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Appendix F: (U) Service Agreement

- S mom e eme———— s memamm g e e o ——— el Sl

Mandatory Language:
SERVICE AGREEMENT

Wheseas the Federal Burean of Investigation, hesemafier referred to s the FBI 1 conducting 2
lawful investigation regarding activities on the part of mdrviduals engaged 1 the violation of
vanous United States (insert type € g coinal ) statutes

Whereas (CHS's payment name ) 15 m 2 position to and 1s willing to furmsh assistance 1o the FBI
n its investigation. and

Whereas the parties hereto desire to record thew respective uterests and obligations
Now, therefore, the parties hereto agree as follows
RESPONSIBILITIES OF PARTIES

In furtherance of the goals of the aforementioned investigation (CHS s payment name) will
provide information on the (insert program type—e g . cnmmnal) activities of vanous (insert type
of case—e g white supremacy and/or domestic terronsm subjects)

(CHS's mitials) will not participate mn any unlawful activities. except mnsofar 2= the FBI
deterrines that such participation 15 necessary to this mvestigation and the FBI expressly
authonzed these acts. It 1s understood that any such violations of the law not expressly
authonized by the FBI may result in the prosecution of (CHS's payment niame) The FBI does not
have authority to make any promise or commutment that would prevent the government fom
prosecuting for 1llegal acts which have not been specifically and expressly authonized by the FBI

(CHS's initials) will not iitiate any plans to commut crinunal acts, nor will be or she participate
in any acts of violence. If he or she 1s asked to participate m any act of viclence or learns of such
plans. he or she will attempt to discourage those plans or acts and will promptly nonfy the FBL

(CHS's itials) 1s not an employee. partner. member of a joint venture associate or special
agent of the FBL nor will he or she identify him- or herself or hold him- or herself out to be such.
Notwithstanding this provision. (CHS 's umtials) may be considered an employee of the Unsted
States govemment, as defined m 28 United States Code (U S C_) Section (§) 2671, for the hmsted
purpose of defending civil claums ansing out of allegations of wrongful or neghgent acts or
onussions related to any activaty conducted by (CHS s payment name ) m fustherance of the
aforementioned mvestigation

(CHS's payment name) shall have no authority. actual or implied to obligate and'or bnd the FBI
to any contractual duty and/or obligation. and any obligations so made are the sole oblhigations of
(CHS's payment name) and not of the FBL

It 15 understood that the FBI at its sole discretion wall contrel all mvestigative actrvities.
mcluding any decision to ternunate this investigation

LIABILITY OF PARTIES

It 15 expressly understood that the FBI assumes no responsibality or habihity to {CHS s payment

name) for any income loss. harm to professional reputation or personal reputation. or any other
personal damages, property damage. urlosseswhichnlaymscasﬁﬁu‘du‘mm
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of (CHS 's payment name) providmg voluntary cooperation i furtherance of the aforementioned
mvestigation (CHS s payment name) agrees to hold harmless the FBI its apents, employees.

and contractors for any and all halnlity for damages resultng duectly or indirectly these from,
except as set forth m thes agreement. Thas provision shall smvive the expiration o1 termination of
this agreement or of the mvestigation

The hability for any negligent acts of the FBI and its agents. employees. and contractors wall be
bome by the FBI The liability for any negligent or wallful acts or onussions of (CHS s payment
name) 1s the sole responsibility of (CHS s payment name) However, (CHS's mitials) does not
warve the nght o1 claim to wluch (CHS 's payment name) may be entitled under the Federal Tort
Clasms Act This provision shall survive the expiration or termunation of this agreement or of the
mvestigation

CONFIDENTIALITY

(CHS s payment name) will in no way reveal the confidential and sensitive nature of ths
wvestigation or idennfy any FBI agents to any unauthonzed person or persons; and further, wall
not undertake any publication or dissenunation of any information or matenal that results from
this mvestigation without the prior express written authorization of the FBI Thus provision shall
survive the expation or termmation of this agreement or of the mvestigation

DURATION OF AGREEMENT

This agreement shall commence on the date of acceptance by (CHS's payment name). as
signified by subscription of his or her signature hereto. and shall continue as long as the FBI
deems that the services of (CHS's payment name) are required. however, the agreement shall not
exceed twelve months from the date of acceptance. (A time penod such as 90 days or 6 months
from the date of (CHS s payment name) signature may be added. if a shorter termination date 1s
deswed ) This agreement 1s subject to a six-month review and deternunation for continued
services Tlus agreement may be termunated at any tume. by esther party. and for any reason by
delivery of a wniten notice to termmmnate. If exther party 1s unable to provide written notice of
ternunation. oral notice of ternunation may be given to the other party, provided that after orally
termanating the agreement. the termunating party creates a wnitten document detailing (1) the date.
tume, and recipient of the oral termunation. (11) the method by which termination was conveyed,
and (1) a summary of what was said to termunate the agreement.

Thus document constitutes the full and complete agreement between (CHS ‘s payment name) and
the FBI Any and all prior agreements. whether wnitten or oral. express or implied. are hereby
rendered mull and void Modsifications to this agreement wall have no force or effect unless and
until such modification 1s reduced to wnting and signed by all parties thereto

The representative for the FBI contracting officer i this agreement 1s Special Agent (insert CA's
name) {(msert division)

“If Applicable” Language:

[If CHS 1s supporting a UCO. add language detailing the role the CHS wall have in the UCO ]

The FBI will reimburse (CHS s payment name) for expenses incurred by hum or her which are
deemed by the FBI to be reasonable and in furtherance of thus mvestigation (CHS s payment
name) agrees that. prior to mcuming such expenses. he or she will consult with the FBI s
designated representative as to the nature and justification for ncummng such expenses (CHS s
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imtials) aprees 10 provide vendor receipts for these reumbrasements, except where the FBI has
determmed that obtamng a recespt would endanges (CHS s payment name ) or dasclose (CHS 5
imtials)'s relationshap wath the FBI The FBI has the nglit to duect (CHS s payment same ) not 1o
mcur expenses which the FBI deems not to be i furtherance of its mvestigative goals If there
should be a dispute as to whether an expense was reasonable the FBI contracting officer of
record will be the final arbater of that dispute

Set monthly payment amount:

The FBI agrees to pay (CHS s payment name ) (msert dollar amount) per month for kus or ber
services related to this mvestigation. The FBI has determuned that (msen dollar amount) per
month 15 commensurate with the value of the information or assistance (CHS s payment name)
shall provide to the FBI If at any tume the FBI detenmunes in thewr sole discretion that the value
of information or assistance provided by (CHS s payment name) to the FBI 1 not commensinate
with (insert dollar amount) per month, the FBI shall termunate or modafy thus agreement Recengpt
of these funds 1s contingent upon comphance with the obligation of confidentiality and all
aspects of this agreement (CHS's payment name) acknowledges that these payments are taxable
mcome and that he or she 1s responsible for payment of all apphicable local state and federal
taxes and/or withholdings

Payment monthly amount up to designated limut:

The FBI aprees to pay (CHS 's payment name) up to (insert dollar amount) per month for hs or
her services related to this investigation. The amount of these monthly payments wall be
determined at the sole discretion of the FBI and must be commensurate with the value of the
information or assistance (CHS 's payment name) provides to the FBI Recept of these funds
contingent upon compliance with the obligation of confidentialsty and all aspects of thas
agreement. (CHS s payment name) acknowledges that these payments are taxable meome and
that he or she 15 responsible for payment of all apphcable local state. and federal taxes and'or
withholdings.

(CHS’s payment name) agrees. at the direction and under the supenision of the FBI to meet
with designated individuals, and agrees to make or have made by the FBI consensual visual oral
and wire recordings of such meetings and related telephone calls. if determaned 1o be safe o do
so by both parties. Further, (CHS s payment name) will provide wnitten authonzaton to the FBI
to momtor and record such meetings and conversations prior to such monstoning or recording

(CHS's payment name) agrees, when directed by the FBL to testify and furmsh all mformation =
his or her possession, custody. or control. which he or she has recerved duning the couse of or
related to this investigation (CHS 's payment name ) understands that if he or she testifies w any
court proceeding, his or her identity may be fully revealed and hus or her cooperation with the
FBI disclosed to the public and the subjects of the mvesngation

The FBI does not have the authonty to reduce (CHS ‘s payment name) sentence and the FBI il <
makes no guarantees or pronuses to (CHS 's initials) regarding a sentence reduction However at o~

the sole discretion of the FBL the FBI may advise the proper authonties regarding the extentof
(CHS's payment name) assistance and cooperation tEs rf
By sigmung below. the parties mmmmmmmmiwmﬂ 5 :.'.L:-?.*”--';

abide by the foregomg statements.
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